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BleachGap ransomware was first reported in Feb 2021 by a researcher named Petrovic on Twitter. This
ransomware variant that we have analysed was reported on Twitter in June 2022. This variant got us curious to
get into the nuances of it because it was tagged as a stealer and all the code was compiled in a single executable
thereby not needing any supporting .bat or PowerShell scripts to execute, most probably done for evasion and
to be less noisy in comparison to the variant found in 2021, which needed the supporting .bat and .exe that it
dropped for execution.Though there are not many cases reported in the wild, this blog has been written to let the
cyber community know that threat actors are modifying the attack techniques of this malware for a

possible major attack that might be planned in the future. Lets now get into the details.

Why a Stealer?

When this ransomware executes, the first step is to get the username and generate a Unique ID (UID) and
Password for that particular victim. By the first look, it seems it is stealing the password from the user but after
multiple executions we identified that the password is different every time and after reversing the sample we
found that the ransomware is using a function (shown in Figure 1) to randomly generate the UID and the same

function is being called again to generate the password which is always 32 byte long.
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ma lwar e, 0013AD 40

mov ebx, esp
sub esp,
and esp,FFFFFFFa

add esp,4

push ebp

mov ebp,dword ptr ds:[ebx+4]

mov dword ptr ss:[lesp+4ll,ebp

mov ebp,esp

push FFFFFFFF

push malware. 27 42A5

mov eax,dword ptr l:[0]

push eax

push ebx

mov eax,13E8

€&811 malware. 24C260

mov eax,dword ptr ds: [2F0OA34]
xor eax,ebp

mov dword ptr ss:[febp-14],eax
push esi

push edi

push eax

lea eax,dword ptr ss:[febp-cl

mov dword ptr :[0] ,eax

mov edi,ecx

mov dword ptr ss:Iebp—13F4I,edi

mov dword ptr ss:{febp-13DCl,edi
mov dword ptr ss:|febp-13DC],edi
€all malware.15775C

mov edx,eax

mov dword ptr ss:lebp—dcl,FFFFFFFF
mov dword ptr ss:|febp-13CC,edx
mov ecx,l

malware. 0013ADB2
mov eax,edx

shr eax,1E

xor eax,edx
imul edx,eax,&C0758965

add edx,ecx

mov dword ptr ss:[febptecx®4-13cCl,edx
inc ecx

Cmp ecx,270

jlk malware.13ADB2

malware. 0013ADD1
xor esi,esi

mov dword ptr ss: =l |

mov dword ptr ss:febp-13D0f,270
mov dword ptr ss:flebp-13E8],esi

mov dword ptr ss: 851
mov dword ptr ss: +F
mov byte ptr ss: 20

mov dword ptr ss:fflebp yesi

lea ecx,dword ptr ss:[febp-z2c

push 3E

mov dword ptr ss:|[febp-z2cf,es

push malware.2E3FE4 ; Z2E3FE4["abcdefghijkimnopgrstuvwxyz ABCDEFGHIJKLMNOPORSTUVWXYZ 0123456789

mov dword ptr ssllebp—lc ,E5
a

mov dword ptr ss:flebp-1

mrw hwtre nrr =c-Bahn- 20

Figure 1: Function used to generate random ID and Pass

After generating the UID and Password, it gets the Username of the current user using the environment variable. It
first moves the encoded bytes to memory which are already hardcoded in the executable and then decodes those to
the ‘username’ and then uses it as an argument to get environment variable data related to the username as shown

in Figure 2.
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BBBD 74FFFFFF mov ecx,dword ptr ss:febp-sc]
o0ca add c1,d1

32c8 xor c1,al
B88BC1S TOFFFFFF mov b_r:e ptr ss:febp+edx-sall,cl
42
83FA 08 cmp edx,8
E2

inc edx
malware. FSC00
ea eax,dword ptr s;:lipmanl

P febr
50 h eax 2
ES8 67A21100 <malwar r

8EDO edx ,eax

€785 48FEFFFF 000000 dword ptr ss:febp-185§,0
BBCA ecx, edx

dword ptr ss:febp-1as§,0

8DBS TBFFFFFF

get envirnoment variable username

83C4 04

€785 SCFEFFFF
€685 4BFEFFFF 00
NNECA?S AN71 0 Fa

mov
mov
mov
C785 SSFEFFFF 0000004 mov
add
mov
mov

A AL AL LX)

e ptr
Xt: DOFICI00 malware.exe: $5C500 #58DDO

ioutpl  WMDump2  WMDump3  UHDumd  WDumps @ Watchi  breliges P struct
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Figure 2: Getting username using environment variables

Instead of hardcoding the useful strings into executables directly, so as to evade detection, this ransomware has
used a similar method of moving encoded strings into memory and then decoding them at runtime for different
purposes.We will see similar method being used later in this ransomware. After getting the Username, it forms a
huge string using the same method of decoding the encoded bytes which includes UID, Password, Username as

shown in Figure 3.

EEEEEEEE I, . {"content":"**5u
per duper good and jealous software*+*4n uID: NVFUIXey3IastrFiF2w]
k*&\n Pass: ChdqﬂﬂpSvaxBAbngJESlwachJRbsP “A  Username:

Figure 3: Large decoded string

After further analysis we learn that this ransomware sends the large decoded string shown in Figure 3 as a Post

request to the Discord Webhook API which has been highlighted in Figure 4 and 5.

Fras sarerrer R ey ST{13 D00ODOOOUOOOUOOO0000 X871 EnpEy 0.0BOODDBOODODE
FF75 18 [ebp+18]:™{}"content\":\"**Super duper good and 5T(Z) 0000DO0OODOONODO0N0O XB7r2 Empty O.000000O0000GC

E 5 i ST(3) 0000DO0OODOONOOO0N0O XB7r3 Empty O.0000DOO0000OC
845 E8

5T(4) 0000DOOOODOONODOON0O XB7r4 Empty O.00OGDOODOO0BC
sTis) X87r5 EmDTy 0.

£8 s2FaFERFE function to send api webhookreqest

T
[esp] 0OBEF488

8845 £8
€745 E8 D0DODDOD
Ceas ec 04 [espta] ObaEFzoc “posT

553 £ Post request E::p(; 00A1g08 "\ Cantent\s\"sssuper duper goodfar
oAz body as argument =] [csprid] 008EFGsC “application/json

€747 08 00000000 mov dword ptr ds:[edi+8],0 .

€747 _0c_nnonnnnn mav_dward ptr ds:fedizclin to function

Ware.DOF37560

XL:00F97BA9 malware. exe:§578A9 #56FAD

oump1  @oump2  Wpump3  @Hoump4  WHoumps @ watch1  Ik-llocals ) Struct

Fess |AscIr P
a1518[.....0..0
a1ss8| ]

POST"
"{\"content\":

application/json”

21618 per duper good and jealous softwares=in
e BT R aa00pEs vt S abrg 55 wst L DR a7 apl/webhuaksyasd
&"/api /webhooks /344

return to malware.C
"/ap1 /webhooks /9444
70 | "/api/webhooks /9444

—p Discord api

~o.
znanssaafsuuhhmsa
JieQe1Fiyu-pg. 0.3,

vt
1(58

ToAn-Z 1Xaq]
.. ipibibib

Flgure 4: Post request to Discord API
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5| FakeMet =

[Listening for traffic on port 8O.1] S?urce el
[Liztening for SEL traffic on port 8443.1 KL

[Listening for traffic on port BBAA.] gk

[Listening for S58L traffic on port 31337.1
[Listening for S8L traffic on port 443.1
[Ligtening for traffic on port BBEB.]
[Listening for traffic on port 1337.1
i i for ICMP traffic.]

for DHS traffic on port: 53_1
[Listening for traffic on port 25.1
[Listening for S8L traffic on port 465.1

[DNS GQuery Received.]

Domain name: teredo.ipub._microsoft.com
[DNE Reszponze sent.]

[DNS GQuery Received.]
Domain name: discord.com
[DNE Reszponze sent.]

DNS and SSL connection
[Received new connection on port: 443.1 ' request for discord

[New request on port 443 with S8L_1
[Received unsupported HITP request.]

= T CCx, o
. OF95C2 setne dl

L] OFB&D2Z |movzx edx,dl

. 52 push edx

- FF5& 10 | EEl dword ptr ds:[esi+10]

2 ] BECT | mov eax,edi

] BE4D F4 mov ecx,dword ptr @

L] &4:5900 00000000 mov dword ptr E [

. t9 pop ecx

L] LF pop edi

e 0 SE pop esi

o0 tB pop ebx ebx ap ebhooks /944449127
= Fl 11l

Figure 5: Fakenet output for DNS and SSL connection

Disabling Tools to Work

After sending information to the Discord API, the ransomware tries to disable tools like command prompt (CMD),
Task Manager and Registry Editor so that the user is not able to make changes and stop the ransomware execution.
Disabling the mentioned tools happens with the help of the registry. Ransomware first copies the encoded registry
key into memory and then decodes the key using XOR loop and then does the same for key value and then calls
the function RegCreateKey using the decoded key and value as arguments. Figure 6 shows the encoded registry

key.
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O045DCEF
O045DCT 4
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0045DDe4
00 45DD6C
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CEE424
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C6E424
C&8424
Ce8424
CEE424
C&8424
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E8 SCECFFFF

2 R % i
SEOATA_ADNAA NN

1C010000
10010000
1E010000
1F010000
20010000
21010000
22010000
23010000
24010000
25010000
26010000
27010000
28010000
22010000
2A010000
2B010000
20010000
20010000
2E010000
2F010000
30010000
31010000
32010000
33010000
34010000
35010000
36010000
37010000
38010000
35010000
3A010000
3B010000
3C010000
30010000
3E010000
3F010000
40010000
41010000
42010000
43010000
44010000
45010000
46010000
47010000

5D
gl
7o
7E
81
[(=1=3
7C
6F
66
57
73

7C
79
7D
79
70
7E
66
el
73
78
6E
79
81
7D
(1]

7F
7C
7C
&F
78
ZE
60
6F
7C
7D
Z3
g
78
66
SA
79

ecx,malware. 6114E0

mowv

mowv

mov

mowv

mowv

mowv

1
‘byte ptr .
€D ‘m’

A]=[DD1EFDCA

=

.text:00450DE4 malware.exe: $5DDE4 #SD1E4

| malware.45C8D0

t&"C:Y\\Users

44 Dump 2 | 2% Dump 3 | B4y Dump 4 | W44 Dump 5 | ’

falch 1 | ix=llocals | 2 struct |

Figure 6: Encoded Registry key

UL e
0045DE1I4
og

0045DE4B
0045DE4D
0OD45DESD
OO45DEST
OO45DES 3
OO045DESD
0O045DESRL
T O045DE6+

LBE4LS  SEULUUUU S0

33C3
OF1F00

C68424 50

SAS40C 1C010000

2C 0A

58840C 1C010000

010000 83

DY LE PLr
byte ptr
bvie ptr
ptr
ptr
ptr

eCX, ecx

sub al

ecx

S was been encry

ecurely with our
...... Send us an email to P2DQZHMg2B8AZ&Sz@postheon.de (

DO18FESC|Or TO P2D0TI6L1eH1g7aémail.al.wtT) to recover your Tiles....You

Sz

Pt L
esp+150]
esp+is

esp+152
esp+153)
esp+154)
esp+155

nop dword ptr ds:[eax],eax
mov al,byte ptr ss:fesprecx+11cll
A

'
mov byte ptr ss:fesprecx+iicli,al

o ta?
Sof twareyMicrosofoiwi
OLEnaAl e M ICrOSOELYNT

|

+Texti0045DEEE malware.exe: $5DEGE #5D266

U pump 1

4 Oump 2 | e Dump 3 | 444 Dump 4 | ¥4y Dump 5 [ @ watch 1 | lx=] Locals | ;J'su-uctl

i ress

0018FEIC| d

ecryptor......5end us al

P T P

Figure 7: Decoding encoded registry key
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424 @A Heglureatekey  HRLU‘\ooftware \Microsoft \WWindows \.ument Yersion \Folicies \oysiem SUCCESS Desired Access: All...
1 1224 ﬁREgSeWa\ue HKCUSoftware '\ Microsoft\Windows \Cumrent Version \Policies\System*Disable Taskmar SUCCESS Type: REG_DWOQ

1224 ﬁRegCreateKey HKC UM Software"\Policies \Microsoft \Windows\ System SUCTECT Desired Access: All

1224 ﬂRagSetVa\ue HKC U Software Policies Microsoft\Windows "\ System\DisableCMD Registry keys getti ng created

8:332 § 'malware exe 1224 ﬁREgCreateKey HKCU\Software\Microsoft\Windows\CurmentVersion\Policies \Explorer

'malware exe 1224 ﬁREgSe’l\;’a\ue HKC UM Software Microsoft\ Windows \Curent Version\Policies Explorer\NoRun shown by procmon

i malware exe 1224 ﬁREgCreateKey HKCUSoftware \Microsoft \Windows \Cument Version\Policies \System SUCCESS Desired Access: All...
) 1224 ﬁRegSeWa\ue HKC UM Software \Microsoft \Windows \CumentVersion\Palicies \System"Disable Registry Tools SUCCESS Type: REG_DWO...

B¥ C\Windows\system32\cmd.exe = [ |

Microsoft Windows [Uersion 6.1.76611
Copyright (c) 2889 Microsoft Corporation. A1l rights reserved.

The command prompt has been disabled by your administrator. 4(:"[) and REQiStry editor
Press any key to continue . . . got disabled

Registry Editor [= )

‘6‘ Registry editing has been disabled by your administrator.

N

J coisrces EETRETY
| "Documents™

"Ciy\Usersi\K7Usery\"

OK
| nooooo10
0018FD48 | "Documents™
00000009
00000000

Toolbars 3

Cascade windows

Show windows stacked

BO|75 23 FF 74|24 10 53 75 044 H Show windows side by side

CO|5B €2 10 00 (FF 33 53 24 18| | ¥ Sh he deskd

DO|E8B 64 6C 03|00 5B 50 7 00 0O Pj. 3 ow the desktop

EO| 8B FB 57 E8|BD 6D 03 0D 00| .o T..EENGt able to h

FO| 00 00 0D BA [ 24 10 &}.0

on0l89 54 54 14/64 A3 00 00 4 a1 ‘ECCESS task manager ) Start Task Manager |—

Figure 8: Tools getting disabled

After disabling the tools, the ransomware decodes the different folder names which includes Desktop, Documents,
Downloads, Pictures, Music ,Public and adds it to the string C:\Users\%username % so that it can enumerate

these folders first and encrypt the files stored inside.

FR/424 20 pusn awora prr s LastStatus 00000000 (STATUS_SUCCESS)

SDBC24 30020000 lea ecx,dword ptr
ES A2D10000 €all <malware.add C:\uUser\susers\ + Desktop GS D028 FS D053
€6B424 CBOODOOD 49 |mov byte ptr s TS = DOSE Hs oo R

You need to sel

your 10 to

C68424 C9000000 74 |mov byte ptr CS 0023 53 002B

C68424 CAQDOODO 68 |mov byte ptr
C68424 CBOOODOO 7A |mov byte ptr
€68424 CCODOD00 72 |mov byte ptr
C6B424 CDOO0OOD0 6A |mov byte ptr
€68424 CEQD00DO 73 |mov byte ptr
68424 CFODO0D0 79 |mov byte ptr
C68424 DOODOODO 78 |mov byte ptr

ST(D) FFFFE212199A18A09C24 X87r0 Empty inval:
ST(1) FFFFDD2073044B5154FC x87ri Empty gnan

ST(2) FFFFGECF1237FDA49268 x87r2 Empty inval-
ST(3) FFFFOGE264760DDCF590 X87r3 Empty inval-

Arguments for add_strings function

€6B424 D10D000D OO0 |mov byte ptr [Siie) U Xe/re EmpTy 1nvals -
8AB424 CEOOOOOD mov al,byte ptr N R ke
661 OF1F8400 00000000 | Nop d ptr ds Y 17
£AB40C CE000000 mov al,byte ptr I ! .
i i il CETaIT (St T T Oked
8EB40C CEOO0000 mov byte ptr ss:[fesprecx-Cs],al 1: [esp] 3esorcad -
41 inc ecx e ] 0018FCD8 “"Desktop”
""""" = - 3 1 oozzesco c:\\users\\ R
L2 J_00000010
_strings= 5 ] 001BFCDS “Desktop”

Figure 9: Function adding folder names after decoding

After getting all the folder names, the ransomware starts to enumerate them using FindFirstFileExW and

FindNextFileW and then uses ReadFile to read the existing file into a buffer for encryption.

. ¥ UF8b BSEL1UZUU jne Kernelss. sUDAFY9EL
. €785 BCFCFFFF 030000( mov dword ptr 9: "\t*
= e [} \Usershy
: gg B22C0000 mp kernel3z.? e Nooseeazo
w7 50 ECX:
o7 20 EDX 00000002
. 90 EBP 0018F7AD &" 04 x138"
. 20 ESPF  0018F77C e
mov_edi,edi \dFirStFileExw d 7 ]
= S2tr DR Findrirstrl1eex e oot Argument for FindFirstFileExXW
. 8BEC mov e s 85p
. 5D pop & EIP  7DDS1811 K 132, FindFirstFileExw
e ~ EB 05 Imp <IMP.&FindFirstFileExs G SEEREE B AU AR R el
. gg EFLAGS 00200344
. 20 ZF1 PF 1 AF O
. 20 OF 0 SF O DF O
. 20 0 CFO TF1 IF1
—:® ~ FF25 140AD77D jmp dword ptr ds:[<&FindFirstFileExw>] |IMP.&FindFirstFil
. 20 nop LastError 00000000 (ERROR_SUCCESS)

Figure 10: Using FindFirstFileExW

hooooooL
i

BEFF FindnextFilew Eii
BREC Fs-s  Argument for FindNextFileW
5D 0000000 .
v EB 05 Imp <IMP.&FTndNextFilews ID18FsE4 &"Batx18"
20 lo18F5D8 "EXC"
s0 lo1sFas e &L"C:\\USErS\\-\\DesktDD\\ALL TOOLSY W+
30 ho1gFa7 4
S0
DD7S4EE <kernel32.FindNextFilew>

5

S0 0
FF25 3COAD77D mp dword ptr ds:[<&FindNextFilews] IMP. &F indNextFilew
%0 nop

Figure 11: Using FindNextFileW
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Ul ELEAD sU pusn €ax

ODSB5EAT 8B45 F4 e T SR

005 55 EAA 50 push eax

005 BSEAE FF75 EC push dword ptr -ss:gebp.—j;_

D05 85EAE FF75 ES8 push dword ptr ss:[febp-18
FF15 S8705300 €E1T dword ptr ds:[<&ReadFilex]

00585EB7 85C0 test sax,eax

O0S85EE3| ~ 74 5A je malware.585F15

OO585EEE SEB4D 10 mov eCx,dword ptr

00585EBE 394D E4

Q0585ECL| ~ 77 52 ja malware.585F15

DO585EC3 037D E4 d edi,dword ptr :g

ad
D05 85ECE SE45 F8 mov eax,dword ptr
00585ECT 8B5S FO mow edx,dward ptr ss:jfebp-10
D05 85ECC SE0485 BSFF6100 mov eax,dword ptr ds:[eax~4+61

E] 807C02 28 00 cmp byte ptr ds:[edx+eax+28],0

005 85EDE ~ 7D A9 jge malware.585E83

DOS8S5EDA 807D FF 02 cmp byte ptr ss:jfebp-1\,2
OOSSSEDE| ~ 74 17 je malware.S85EF7

OOS85EED D1E9 shr ecx,1

005 85EE2 51 push ecx

OD5E5EES FF75 OC push dword ptr ss:[febp+Cl

D05 85EEG 57 push edi

005 E5EET FF75 EC push dword ptr ss:[febp-14]
O0585EEA 53 Push ebx

<[ Tl |

& watch1 | x-liofels | 2 stuct |

4C 00 00 00|01 14 02 00|00 OO0 00 0O0|CO 00 OO0 OO0
D7 24 FE BO

..ATe-, . Tool

v ... isHSMWAT ™
00 0D 63 5E|00 00 00 00|20 0O 0O OO Srtanes o
00 0D 00 00|00 00 00 DO(54 00 &F OO R
73 00 00 00|14 00 70 00|31 00 00 OO dE T

40 2D 10 00 (41 50 4B 53|54 L5 7E 31 A'I'I‘-'I ..APKFFU—:-J.
o

00 00 54 00
4D 20 24 00
00 00 00 00

EE 00 523 Q0|74 00 75 00|64 00 69 O0O|A.p.k.S.T.u.d.1
35 00 2E 00|32 00 2E 00|34 00 2D 00|0.-.5...2...4.—-.
24 00 00 0O0[1C 00 &4 DO|32 00 OO0 78|X.6.4.....d.2..X%
t0|g7 SD 20 00 . .Pgl] .APKSTU~1

00 00 48 00 %, P
E0|&e7 5D 2A 00D

00|00 00 00 OO0

8B 00 53 Q0
00|65 00 78 00
00|1C 00 00 00
00 00 00 00

Figure 12: Using ReadFile to read ApkStudio.exe.lnk

Encrypting Files

When analysing the sample after ReadFile we observed that the sample doesn’t use any common encryption
related Windows APIs like CryptAcquireContextA, CryptReleaseContext, CryptGenKey, CryptExportKey,
etc. On further digging, we found that the whole encryption routine is implemented inside the ransomware. We
identified this when a hardware breakpoint on the randomly generated password (described at the start of the
blog) was hit after the ReadFile API. There were some calculations happening with the password and some bytes

were also present in the .rdata section.

slasizazeal 5 B AES S-box
e | 004sA7EE F7F9 idiv ecx
Soutar i3
T —HREr R NI - i 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc Od Oe Of
- [BOSSATFL E.Eﬁ 08 or g:cw;,ghx ldoing calculation on key
. Becy R 00(63|7c |77 | 7b|f2 |6b 6f |5 30|01 67 |2b|fe |d7|ab|76
. C1E8 10 shr eax,10
H SFESS: rouseaco |movex corlbvie per de:eassSod3Fel 10 |ca |82|c9|7d|fa |59 |47 |f0 ad|d4 a2|af 9c| a4 | 72| cO
HE & S i calculation on
HE GfBeo> F0436000 | movex eaxsbyte prr ds: [eax:G0A3FO] 20| b7 |fd |93 26|36|3f 7 |cc|34|a5 e5|f |71/ d8|31 |15
HE Seos ° S password
HE me1 5 —»| using prestored | 30|04 c7|23 c3|18/95 05 %a 07|12 80|e2 eb|27 b2 75
HE 2% bytes 40(09 83 2c 1a|1b|6e 5a|ad 52|3b db|b3 |29 e3 | 2f |84
HE Sracen Eouscocn
HE 5
H oraecs 6053 d1|00 | ed|20|fc |b1|5b 6a|ch be|39 4a|4c | 58 cf
HE o £0
B Si63 oa
== o 60| d0 | ef laa fb [434d 33|85 45|f0 02| 7F |50 3c | Of a8
B 70|51 a3 40 8 |92|9d 38|f5 bc|b6 da|21 10 f |3 |d2
= 80|cd Oc 13 ec|5f |97 44|17 c4|al 7e|3d 64 5d| 19 73
w1 | #pump2 [ ghoumps | #oumps | gEoumps @wahm [ bettocas | & st |
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Figure 13: Using AES S-block for key expansion

After checking those prestored bytes we identified that it is an S-Block used in the AES Algorithm during the Key
Expansion phase. So ransomware is using the AES algorithm to encrypt the files using the password (key) that
was randomly generated and sent to discord webhook. On further analysis, we got the functions which were

responsible for encrypting the file bytes and writing it to the memory 16 bytes at a time as in Figure 14 and Figure
15.
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Figure 14: ApkStudio.exe.lnk File getting encrypted
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Figure 15: Encrypted File ApkStudio.exe.lnk

Ransomware creates a new file with the same name and writes the encrypted bytes into that file and then renames
the file with the extension PAY2DECRYPT+UID. After encrypting the files, it puts 100 ransom notes on the
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Desktop. This ransomware encrypts executables as well. It changes its own name to encrypted file extension but

the file remains as-is and not encrypted.

> W B h B b B B B B E E BB
n h h K B B E E e

Figure 16: 100 ransom notes on Desktop

f | Pay2Decrypt100tx - Notepad P )|
File Edit Format View Help |
| ooops! vour files was been encrypted!titii,

N vou can recover your files securely with our decryptor.

send us an email to P2DGZHMg28A265zEpostheo.de (or to P2DOTI6EL16H1g7a@mail.al.wtf) to recover your files

ask for Hynn and he will send his wallet (thank you Hynn) and the pay amount, this may vary from 0.0002 to 0.2 BTC |
Hﬁnn will rate your case (being friendly increases your chance to send you the decryptor free!) and

then he will send you more information.

You need to send your ID to send you the correct personalized decryptor.

ID: IamG4xXPqfvNQIjMzvsal|

Figure 17: Ransom Note

We at K7 Labs provide detection for BleachGap ransomware and all the latest threats. Users are advised to use a

reliable security product such as “K7 Total Security” and keep it up-to-date to safeguard their devices.

Indicators of Compromise (IOCs)

File Name Hash Detection Name
ransomito.exe bfe289c6f91ffcda97c207f3c1c525a9 Riskware (00584baal)
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