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Threat Hunting: Detecting Browser Credential Stealing
[T1555.003]
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Password Managers have seen rapid adoption by organisations as they provide a safe space to store and access
your passwords. Native password managers such as Chrome and Edge Password managers offer users a
convenient way of creating secure passwords for different sites without the hassle of remembering each password.

As the usage of similar passwords across websites goes down, threat actors have adopted and have now begun to

target these password managers present in your web browser.

Stealers such as Redline are in the news as they provide a low barrier of entry to new cybercriminals, who then

use these credentials to provide initial access to other sophisticated groups.
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Redline Stealer Operation: Illustration by Jiho Kim | S2W Talon
Browser Credential Dumping - MITRE ATT&CK T1555

Browser Credential dumping is a technique adversaries use to steal credentials from your browsers. People save

login credentials in browsers to make the login process faster. Malware such as Redline Stealer, Zaraza bot, and
other info stealers have been actively targeting users and organizations to gain access to browser credentials.

These credentials are made available to threat actors who use these credentials to breach various organizations.

This post will showcase how to detect browser credential extraction, weed out false positives, and improve our

resilience against this threat.

Tools of the Trade

There are various tools, open source and closed, which adversaries use for stealing credentials from browsers.

Tools such as Lazagne and HackerBrowserData are open source and provide customizability to advanced

attackers, whereas tools such as Nirsoft’s WebBrowserPassView are closed source and cannot be modified easily.

Direct integration to C2 Frameworks such as Metasploit's post/multi/gather/firefox_creds and

post/windows/gather/enum_chrome modules allow quick access to browser passwords for adversaries.

B Windows PowerShell op |

PS C:\Users\ \Downloads> .\LaZagne.exe browsers

The LaZagne Project

1 BANG BANG !

HHRHARRAE
Google chrome passwords
URL: https://github.com/session

Login:
Password:

[+] 1 passwords have been found.
For more information launch it again with the -v option

elapsed time = 0.81564897460U4799805
PS C:\Users\parthgol\Downloads> |

Extraction of Browser passwords using lazagne

Methodology
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To identify how tools such as Lazagne and HackBrowserData extract browser credentials from a host machine, we

can download their source code for examination and find key detection opportunities.

Command Prompt

C:\Users\| _.\Downloads>LaZagne.exe ——help
usage: LaZagne.exe [-h] [-version]
{all,browsers,chats,databases,games,git,mails,maven,memory multimedia,php,svn,sysadmin,windows ,wifi, unused}

The LaZagne Project

! BANG BANG !

positional arguments:
{all,browsers, chats,databases,games,git,mails,maven, memory, multimedia,php,svn,sysadmin,windows, wifi, unused}

Choose a main command

all Run all modules

browsers Run browsers module

chats chats module

databases databases module

games games module

git git module

mails mails module

maven maven module

memory memory module

nmultimedia multimedia module

php php module

svn svn module

sysadmin sysadmin module

windows windows module

wifi wifi module

unused unused module

optional arguments:
-h, --help show this help message and exit
-version laZagne version

Lazagne help menu

Examining the code for Lazagne and HackBrowserData, it is clear that both tools extract data from predefined file

locations in the operating system. Both tools read the following known file paths.

@ EXPLORER chromium_browsers.py X
~ LAZAGNE Windows > lazagne > softwares > browsers > chromium_browsers.py
> github from lazagne.config.soft_import_module import soft_import
> Linux
> Mac . . i} . . ) .
~ chromium based_module location = "lazagne.softwares.browsers.chromium based”, "ChromiumBased™
~ Windows
~ lazagne ChromiumBased = soft_import(*chromium based module location)
> config
~ softwares
~ browsers chromium browsers = [|
_init__py ( oo
chromium_based.py
chromium_browsers.py

(u'7star’, u

Data'),
l U r\\User Data"),
firefox_browsers.py Y er Data'),
le.py = : Google\\Chrome SxS\\User Data’),
mozillapy omium* romium\\User Da
ucbrowser.py \\M

r Data'),
chats N

\\User Data'),

EakEs \\User Data'),

GTES vacy b v Browser\\User Data'),
git )»

mails )

maven

memory

multimedia

php

svn vivaldi® “{LoO aldil\User Data’),

sysadmin P AX\\Yandex\\YandexBrowser\\User Data’)

wifl

windows
£ chromium browsers = [ChromiumBased(browser name=name, paths=paths) for name, paths in chromium browsers]

Lazagne source code
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Terminal Help O serData

browser_windows.go X
“ HACKBROWSERDATA
-github
firefoxList

name
storage
profilePath
items

oxName,
oxProfi

crypto

item

(

chromeUserDataPath = homeDir
chromeBetaUserDataPath = homeDir
chromiumUserDataPath = homeDir
edgeProfilePath = homeDir
braveProfilePath = homeDir
speed36@ProfilePath homeDir
qqBrowserProfilePath

g th
README_ZH.md
READMEmd

dcBrowserProfi
gouProfilePath

firefoxProfilel

HackBrowserData source code

We can also execute both tools and observe them in Procmon to further corroborate our findings. Procmon will

show us any process creation, registry/file access and other events to help us narrow down key behaviours among

browser credential extraction tools.

- - ]
File Edit Event Filter Tools Options Help
BEIRE YHO & £ L/ HRDeE

Time of Day Process Name PID_Opsration Path Result Detail EventClass  Seque \mage Path Command Line ~
4:11:00.4238701 AM {3 LaZagne.exe | 11112 s ReadFile cL o oot DataDeradt success Offset: 0, Length: .. File System 20382 C nloads\LaZagn Lazagne.exe browsers
4:11:00.4242462 AM B LaZagne.exe | 11112 & QueryDirectory CAL atall Jser Data\Default sUCCESS InformationCla... File System 20383 C. \Users\panhgo\\Dcwnloads\LaZagne exe LaZagne exe browsers
4:11:00.4242597 AM (A LaZagne.exe | 11112 4 ReadFile ci talL Jser Data\Default SUCCESS Offset: 20,480, Le... File System 20384 C; L L browsers
4:11:00.4248350 AM (A LaZagne.exe | 11112 &4 ReadFile Gl L ) succEss Offset: 28,672, Le... File System 20385 G loads\LaZagn LaZagne.exe browsers
4:11:00.4251312 AM @ LaZagne.exe | 11112 & QueryDirectory CAl atall Jser Data\Default SUCCESS FilelnformationCla... File System 20386 C:\Users\parthgol\Downloads\LaZagne exe LaZagne exe browsers
4:11:00.4251537 AM (A LaZagne.exe | 11112 # ReadFile ci tall Jser Data\Default suCCESS Offset: 4,096, Len... File System 20387 C:lL loads\LaZag L browsers
4:11:00.4254905 AM A LaZagn: 11112 5 QueryDirectory C:L tal ) suCCESS FilelnformationCla... File System 20388 Cill loads\LaZagn LazZagn browsers
4:11:00.4255019 AM @ LaZagne.sxe | 11112 & ReadFile cal atall Jser Data\Default SUCCESS Offset: 12,288, Le... File System 20389 CAUsersiparthgol DownloadsiLeZegne exe LaZagne exe browsers
4:11:00.4255777 AM (A LaZagne.exe | 11112 4 ReadFile ci tall JsorDataDefault SUCCESS Offset: 16,384, Le... File System 20390 C; Lazagn browsers
4:11:00.4257797 AM @ LaZagn 11112 % QueryDirect ca tall ) SUCCESS FilelnformationCla... File System 20391 C:L loads\LaZagne LaZagn browsers
4:11:00.4258117 AM @ LaZagne.sxe | 11112 % QueryDirectory C:ll ) Dsta\Dafault INO MORE FILES  FilelnformationCla... File System 20392 CAUsers\parthgol\Downloads\LaZagne exe LaZagne.exe browsers
4:11:00.4258306 AM (A LaZagne.exe | 11112 i CloseFile e \Users\panhgo\\AppDa(a\Luca\\M\crusun\Edge\User DatalDefault succEss File System 20393 C:lL loads\LaZagn Lazagn browsers
4:11:00.4261553 AM |8 LaZagne.exe = Create Sers\parhgolAppDataN oea Templaidobmeto NAME NOT FOUND Desired Access: R... File System 20384 C:lL loads\LaZagn LaZagn: browsers
4:11:00.4262830 AM M LaZagne.sxe 11112 & CreateFile cal ppDatail Jser D oginData  SUCCESS Desired Access: R... File System 20395 CAUsersiparthgol DownloadsiLaZagne sxe LaZagne.exs browsers
4:11:00.4263361 AM B LaZagn: 1112 7 Q ca tal Jser D: ginData  BUFFER OVERFL... VolumeCreationTi... File System 20396 C; loads\LaZagn LaZagn browsers
4:11:00.4263469 AM @ LaZagn 11112 ci atall Jser D: gin Data  BUFFER OVERFL... CreationTime: 8/31 System 20397 C: \Users\panhgo\\Dcwnloads\LaZagne exe LaZagne.exe browsers
4:11:00.4263584 AM M LaZagne.sxs 11112 & CloseFile cal ppDatail Jser D oginData  SUCCESS File System 20998 ClUsersparibgol DowrloadsLaZagne.exe LaZagne.sxs browsers
4:11:00.4264439 AM @ LaZagne.exe 11112 5 CreateFile ca ta\Locall NAME NOT FOUND Desired Access: R... File System 20399 C: o LaZagne browsers
4:11:00.4265271 AM @ LaZagne.exe 11112 & CreateFile cal atall Jser D oginData  SUCCESS Desired Access: R... File System 20400 C: \Users\panhgo\\Downlnads\LaZagne exe LaZagne exe browsers
4:11:00.4265459 AM (A LaZagne.exe 11112  Query ci tal Jser D Data  BUFFER OVERFL.. VolumeCreationTi... File System 20401 C; L L browsers
4:11:00.4265548 AM @ LaZagn 111125 cw tall Jser D: gin Data ~ BUFFER OVERFL... CreationTime: 8/31...File System 20402 C:\L nle LaZagne LaZagn: browsers
4:11:00.4265647 AM B LaZagne.exe 11112 & CloseFile cal atall Jser D oginData  SUCCESS File System 20403 C; \Users\parlhgo\\Dcwnlnads\LaZagne exe LaZagne exe browsers
4:11:00.4266371 AM (M LaZagne.exe 11112 & CreateFile cL ta\Locall NAME NOT FOUND Desired Access: R... File System 20404 C: L L browsers
411:00426747 AV [l Lazaghe.oxe 11112 CreateFile  CAL L jser D ginData  SUCCESS Desired Access: G.. File System 20405 Gl T Erpats Maren
4:11:00.4268030 AM @ LaZagne.exe 11112 & Q cal atall Jser D oginData  BUFFER OVERFL... VolumeCreationTi... File System 20406 C:\Users\parthgol\DownloadsiLaZagne exe LaZagne exe browsers
4:11:00.4268225 AM A LaZagne.sxe 11112 5 Q . G tal Jser D Data  BUFFER OVERFL.. CreationTime: 8/31...File System 20407 C:lL loads\L L browsers
4111004269072 AM & LaZagne.exe 11112 i CreateFile Ci ta\Local SUCCESS Desired Access: G... File System 20408 AL loads\LaZagn LaZagne exe browsers
4:11:00.4270474 AM B LaZagne.sxe 11112 5 Q cal atalLocal BUFFER OVERFL.. VolumeCreationTi... File System 20409 CAUsers\parthgol\Downloads\LaZagne exe LaZagne exe browsers
4:11:00.4270588 AM A L JFFER OVERFL 10/2...File System 20410 C:lL loads\LaZagns LaZagn browsers
4:11:00.4270873 AM @ LaZagne.exe 1112 & ReadFile =0 tall Jser D ginData  [SUCCESS Offset: 0, Length: ... File System 20411 C:L loads\LaZagn LaZagn browsers
4:11:00.4271159 AM @ LaZagne.exe Imz ¥ ReadFile cal ppDatall Jser D oginData  [SUCCESS Offset: 0, Length: .. File System 20412 C:\Users\parthgol\Downloads\LaZagne exe LaZagne exe browsers
4:11:00.4275577 AM A L s taEil L UCCE! Offset: 0, Length: .. File System 20413 C:L loads\LaZagns Lazagn browsers
4:11:00.4277249 AM @ LaZagne.exe 11112 ' ReadFile = D: ginData  SUCCESS Offset: 16,384, Le... File System 20414 C; loads\LaZagn LaZagn: browsers
4:11:00.4277783 AM M LaZagne.sxe 11112 & WiiteFile cal Ussys\par\hgu\\Apstts\Lucs\\Tamp\qldobmstu SUCCESS Offset: 16,384, Le... File System 20415, \Ussrs\panhgu\\Duwnloads\LaZagna exe LaZagne.exe browsers
4:11:00.4278485 AM (A LaZagne.exe 11112 4 ReadFile = D ginData  SUCCESS Offset: 32,768, Le... File System 20416 C; LaZagn browsers
4:11:00.4278873 AM @ LaZagne.exe 11112 i WiiteFile cal atalLocal i SUCCESS Offset: 32,768, Le... File System 20417 C; \Users\panhgo\\Dcwnloads\LaZagne exe LaZagne exe browsers
4:11:00.4279863 AM M LaZagne.sxe 11112 & ReadFile cal ppDatail Jser D oginData  SUCCESS Offset: 49,152, Le... File System 20418 CAUsarsiparthgol DownloadsiLaZsgne sxe LaZagne.sxs browsers
4111004280083 AM (A LaZagne.exe 11112  ReadFile ci talL jser D ginData  END OF FILE Offset: 57344, Le... File System 20419 C; nloads\LaZagn: Lazagne.exe browsers
4:11:00.4280307 AM @ LaZagne.exe 11112 ' ReadFile cal atall Jser D oginData  END OF FILE Offset: 57,344, Le... File System 20420 C: \Users\panhgo\\Dcwnlnads\LaZagne exe LaZagne exe browsers
4:11:00.4280555 AM A | 1111 (itoFile cal talocal UCCE: Offset: 49,152, Le... File System 20421 C; L L browsers
4:11:00.428084) AM (A LaZagne.exe 11112 s CloseFile = ta\Local SUGCESS File System 20422C; nloads\LaZagn: Lazagne exe browsers
4:11:00.428221p AM B LaZagne.exe 11112 & CloseFile cal atall Jser D oginData  SUCCESS File System 20423 C\Users\panhgo\\Downlnads\LaZagne exe LaZagne exe browsers
4:11:00.428355p AM A LaZagne.sxe 11112 i CreateFile = tall Jser D Data  SUCCESS Desired Access: R... File System 20424 L browsers
4:11:00.428378) AM A LaZagn: 1112 cal talL Jser Data\DefaultiLogin Data  BUFFER OVERFL. | VolumeCreationTi... File System 20425 C:lL loads\LaZagn LaZagn: browsers
4:11:00.428388) AM @ LaZagneexe 11112 5 Q cal atall Jser D oginData  BUFFER OVERFL. | CreationTime: 8/31...File System 20426 CUsersiparthgol DownloadsiLeZagne exe LaZagne exe browsers
4:11:00.428309p AM (A LaZagne.exe 11112 i CloseFile = talL Jser D Data  SUCCESS File System 20427 C; L L browsers
4111:00.428537p AM & LaZagne.exe 11112 i CreateFile gi ta\Local SUCCESS Desird Access: .. il System 20428 CAL loads\LaZagn Lazagne exe browsers
4:11:00. r 10/2.. File System 20429 CAUsers\parthgol\Downloads\LaZagne exe LaZagne.exe browsers

Lazagne process view in Procmon

We can also visualise the Procmon logs using Vision-ProcMon, which allows for a graphical view of operations
such as file access and modification of registry keys. Utilising the Step Option in Vision-Procmon, we can trace

the events and identify multiple paths used to dump browser credentials.
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Analysing the procmon logs of various open and closed source tools, we can confirm that all tools access fixed
paths where the browsers store their data(such as cookies, credentials, history) and then process these files to

extract credentials.

Detecting Unauthorized Access to Browser Files

To set up correct monitoring and detection of browser credential extraction, we need to enable auditing features in
Windows to receive logs. We need to get process creation logs to monitor for known malicious command lines

and file access logs to monitor unauthorised access to browser files.
Enabling Process Creation Event Logs

Enabling Process Creation auditing will create Event ID 4688 and other necessary details such as Process Path,
Parent, Command line, etc, using which we can monitor for malicious command lines. We will use Group Policy

Editor to set up Process Creation Auditing.
Configuring Process Auditing:

1. Computer Configuration > Windows Settings > Security Settings > Advanced Audit Policy Configuration >
Detailed Tracking

2. Select: Audit Process Creation, Select: Success + Failure, Select: OK
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olicy Subcategory Audit Events
figuration 5% Audit DPAPI Activity Not Configured
't:t'_"gs 55 Audit PNP Activity Not Configured
cHngs _ sio Audit Process Creation Success and Failure
lesolution Policy -l ) o )
. ) oio| Audit Process Termination Success and Failure
[Startup/Shutdown) Rl ) )

. oo Audit RPC Events Not Configured
:d Printers .
' Settings o] Audit Token Right Adjusted Not Configured

ount Policies

Local Group Policy Editor

Configuring Command Line in Process Auditing:

1. Computer Configuration > Policies > Administrative Templates > System > Audit Process Creation

2. Select: Include command line in process creation events, Select Enabled, and Press OK

5[ Local Group Policy Editor
File Action View Help

o nE B HElT

| Start Menu and Taskt ~  Audit Process Creation
~ [ System et o . i
=] Access-Denied A Select an item to view its description. ing ate DIMED
| App-V |E] Include command line in process creation events Enabled Mo

| Audit Process Cre
| Credentials Delec

| Device Guard

| Device Health AH
| Device Installatic
| Disk NV Cache

“| Disk Quotas

Local Group Policy Editor

Enabling File Access Audit Logs

Enabling File System auditing is a two-step process where we first enable auditing in group policy and then
configure individual files/folders we want to monitor. Configuring File Access auditing will create Event ID
4663 along with other necessary details such as Object Path and which process is accessing the files. We will use

Group Policy Editor to set up Process Creation Auditing.

Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Advanced Audit Policy

Configuration -> Audit Policies -> Object Access -> Audit File System
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=/ Local Computer Policy
~ il Computer Configuration
| Software Settings
~ [ Windows Settings
| Name Resolution Policy
|= Scripts (Startup/Shutdown)
== Deployed Printers
~ [ Security Settings
" Account Policies
A Local Policies
| Windows Firewall with Advanced Security
| Network List Manager Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
.g IP Security Policies on Local Computer
~ || Advanced Audit Policy Configuration
w Lﬁ. System Audit Policies - Local Group Po
Account Logon
Account Management
Detailed Tracking
DS Access
Logen/Logoff
Object Access
Palicy Change
Privilege Use
System
55 Global Object Access Auditing
Wl Policy-based QoS
| Administrative Templates
~ i User Configuration
| Software Settings
| Windows Settings
| Administrative Templates

Local Group Policy Editor

1. Navigate to your Local Appdata folder at % LOCALAPPDATA% and configure auditing for each browser

folder.

Subcategory

ot

[ Audit Application Generated
5] Audit Certification Services

8] Audit Detailed File Share

s Audit File Share

& Audit File System

[#%] Audit Filtering Platform Cennection
[ Audit Filtering Platform Packet Drop
18] Audit Handle Manipulation

loie] Audit Kernel Object

(=] Audit Other Object Access Events
18] Audit Registry

[#%] Audit Removable Storage

s Audit SAM

i

l¢is| Audit Central Access Policy Staging

Audit Events

Mot Configured
Mot Configured
Mot Configured
Mot Configured
Mot Configured
Mot Configured
Mot Configured
Mot Configured
Mot Configured
Mot Configured
Mot Configured
Mot Configured
Mot Configured
Mot Configured

Audit File System Properties

Policy  Explain

é Audi File System

Configure the following audit events

Success

Failure

Cancel

Apply

| ¥ < | Local

« v 4

Share View

Name
st Quick access

com.forensicxlab.vision.procmon

> This PC » Local Disk (C)) » Users > Administrator > AppData > Local

Date modified

8 This PC ConnectedDevicesPlatform 10/18/2023 10:23 ...
& Network D3DSCache 10/21/2023 10:41 ...
Google 10/25/2023 6:38 P...

Microsoft 10/21/2023 9:28 P...

Microsoft_Corporation 10/19/2023 5:32 P...

Morzilla 10/18/2023 9:54 A...

Package Cache 10/18/2023 9:59 A...

PackageManagement 10/18/2023 10:18 ...

Packages 10/18/2023 10:24 ...

PeerDistRepub 10/18/2023 9:49 A...

Programs 10/18/2023 9:54 A...

Temp 10/25/2023 6:38 P...

= Ec2Wallpaper 9/15/2018 7:13 AM

IconCache 10/23/2023 6:34 P...

; updater 10/25/2023 6:39 P...

€] UserProducts 10/25/2023 6:39 P...

17 items

Browser impotant Files / Folder directory

10/21/2023 9:28 P...

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
JPG File

Data Base File
Text Document

XML Document
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. Right-click the target file/folder and select "Properties"

. Select "Security" tab and click "Advanced"

. Select "Auditing" tab and click "Continue"

. Click "Add" to insert a new auditing entry

. Click "Select a principal" and insert "Everyone"

. Click "Clear all" in the permissions and click "Show advanced permissions
. Tick "List folder / read data"

o N o Ul AW N

. Save all the changes

Home Share View

v » This

{rch User Data

Type

A Quick access Mame: | cusers\Administrator\AppDataLocaliGoogle\Chrome\User DatalLocal State| File folder
= Desktop File folder
Owner Administrators (AR-WIN-2\Administrators) % Change
+ Downloads File folder
Permissions Auditing Effective Access File folder
File folder
General Security Details Previous Versio For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available). File folder
Object name:  C:\UsersiAdministratortAppl) | Auditing er
! redministatorien & M Auditing Entry for Locel Site| o x
Group o user names Type
88 SYSTEM
& Administrator (AR-WIN-2\Administrator) Principal:  Everyone Select a principal
8 Administrators (AR-WIN-2\Admini
Type: Success B u
To change permissions, click Edt Advanced permissions: Show basic permissions
Permissions for SYSTEM A [ Full control [JWrite attributes
Full control | raverse folder / execute file [[] Write extended attributes
Moty | Add ist folder / read data [ Delete
Read & execute { [[] Read attributes [[] Read permissions
Read | Disable inhy [] Read extended attributes [[JChange permissions
Write | [[] Create files / write data [] Take ownership
Special permissions [[] Create folders / append data
For special permissions or advanced settings, [ Clear all
click Advanced
Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.
Cancel
Add a condition
OK Cancel

Enable Auditing for List folder / read data
Ensuring Visibility

After enabling Windows event logs, if you execute Lazagne again, you can see the event logs that indicate the

execution of Lazagne with the "browsers" parameter.
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= zm
[&] Event Viewer (Local) A

> [ Custom Views
[ Windows Logs

(2] Application
[ Security
] Setup
[ system
] Forwarded Events
~ [ Applications and Services Logs. 8 Audi..
] Hardware Events B Audi
[&] Intemet Explorer @ Audi
] Key Management Service @ pudi
~ [ Microsoft @ pudi
» T Appv @Q_Audi
» [ User Experience Virtualization 8w
~ [ Windows a
> O AD Ao

[ All-User-Install-Agent.

[ Aloyn

[ AppHost

1 ApplD

1 ApplicabilityEngine

[ Application Server-Applications
(1 Application-Experience

(] AppLocker

1 AppModel-Runtime

[ AppReadiness

[ Apps

[ Apps-API

(1 AppXDeployment

(1 AppXDeployment-Server

(] AppxPackagingOM

[ asnt

(7] AssignedAccess

[ AssignedAccessBroker

[ ATAPort

1 Audio

1 Authentication

[ Authentication User Interface
(1 BackgroundTaskinfrastructure

Lazagne Process Creation Event view in Event Viewer
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Date and Time

10/26/2023 1:02:41 PM
10/26/2023 1:02:41 PM
10/26/2023 1:02:41 PM
10/26/2023 1:02:41 PM
10/26/2023 1:02:40 PM
10/26/2023 1:02:40 PM
10/26/2023 1:02:38 PM
10/26/2023 1:02:37 PM
10/26/2023 1:02:37 PM
10/26/2023 1:02:37 PM

10/26/2023 1:02:37 PM Micros...
10/26/2023 1:02:34 PM Micros...
10/26/2023 1:02:34 PM Eventlog

Event ID
2625
2625
2625
2625
2625
2625
2625
2589
2589
2588
2588
2525
1102

Task Ca...
Logon
Logon
Logon
Logon
Logon
Logon
Logon
Proces...
Proces..
Proces...
Proces...
Logon
Log clear

Actions
Security

= OpenSaved
¥ Create Cust

Impert Cust
ClearLog
{8 Event Properties - Event 4633, Microsoft Windows security auditing
General Details
Account Name: 5

Account Domain:

Logon ID: x57B919D
[Target Subject:
Security ID: NULL SID
Account Name: -
Account Domain: -
Logen ID: ox0
Process Information:
ew Process ID: 0x2b04
New Process Name: C:\Users) Downloads\LaZagne.exe

aken Elevation Type:

built-in Administrator account or a service account.

administrator.

Log Name: Security

Mandatory Label: Mandatery Label\Medium Mandatory Level

Creator Process ID: 03ta

Creator Process Name: __ C:\Users’ Downloads\LaZagn

Process Command Line:  "C:\Usere Downloads\LaZagne.exe" browsers

[Token Elevation Type indicates the type of token that was assigned to the new process in accordance with User Account Cantrol palicy.

IType 1is a full token with no privileges removed or groups disabled. A full token is only used if User Account Control is disabled or if the user s the

[Type 2 s an clevated token with no privileges remaved or groups disabled. An elevated token is used when User Account Centrol is enabled and the
user chooses to start the program using Run os administrator. An elevated token is also used when on application is configured to always require
adminisirative privilege or to ahways require maximum privilege, and the user is 2 member of the Administrators group.

IType 3 s a limited token with administrative privileges removed and administrative groups disabled, The limited token is used when User Account
Control is enabled, the application does not require administrative privilege, and the user does not choose to start the program using Run as

We can also see the File Access Event Logs in Event Viewer — Windows Logs — Security logs by following

Windows 4663 Events (An attempt was made to access an object)

8 Event Viewer
File Action View Help
@ x| HE

{2 Event Viewer (Local)
~ [ Custom Views

Number

Security

lew events available

3 1 Server Roles Keywords Date and Time Source EventID Task Category ~
P Administrative Events @, Audit Success 10/26/2023 12:05:07 AM Microsoft Windows security auditing. 2663 File System
Windows Logs A, Audit Success 10/26/2023 12:05:07 AM Microsoft Windows security auditing. 2663 File System
2] Application @, Audit Success 10/25/2023 11:44:34 PM Micresoft Windows security auditing. 2663 File System
[ Security @, Audit Success 10/25/2023 11:44:34 PM Microsoft Windows security auditing. 2663 File System
[ setup @, Audit Success 10/25/2023 11:17:35 PM Micresoft Windows security auditing. 4719 Audit Policy Change
[ system @, Audit Success 10/25/2023 11:17:35 PM Microsoft Windows security auditing. 4719 Audit Policy Change
[ Forwarded Events @, Audit Success 10/25/2023 11:17:35 PM Microsoft Windows security auditing. 4719 Audit Policy Change
> [ Applications and Services Lo| || @_audit Success 10/25/2023 11:17:35 PM Microsoft Windows security auditing. 4719 Audit Policy Change
23 Subscriptions @, Audit Success 10/25/2023 11:17:35 PM Microsoft Windows security auditing. 4719 Audit Policy Change
@, Audit Success 10/25/2023 11:17:35 PM Microsoft Windows security auditing. 4719 Audit Policy Change .
Event 4663, Microsoft Windows security auditing. x

General Details

Subject:
Security ID:
Account Name:
Account Demain:
Logon ID:

Object:
Object Server:
Object Type:
Object Name:
Hanle ID:

Process Information:
rocess ID:
Process Name:

|Access Request Information:
ccesses:

Access Mask:

Resource Attributes:

|An attempt was made to access an object.

AR-WIN-2\Administrator
Administrator
AR-WIN-2

Ox6FO6C

Security

h

\AppData\Loc

Data\Local State

ReadData (o ListDirectory)

Ol

File Access Event in Event Viewer

These events can also be forwarded to your SIEM dashboard so you can build appropriate alerts for these

behaviours.
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splunk Apps v Jy——

Search  Ana Datasets  Reports  Alerts  Dashboards

New Search SaveAsv  Create Table View  Clot

1 hour window v '

6 of 29 events matche: Jobvy m W - & * Smart Mode
Events(6)  Pattems  SWstics  Visualization

Tminute per ce.

Format Timeline —Zoom o0}

able v Ny # Format 50 PerPage v

< Hide Fields = Al Fields i _time host source sourcetype ProcessName ObjectName

[ > 102623 arwin2 XmiWinEventLog:Security XmiWinEventLog CAUsers\Administrator\Downloads\LaZagne.exe CAUsers\Administrator\AppDataiLocahGoogle\Chrome\User Data\Local State
12:09:32000

ahost 1 o

@ ObjectName 1

a ProcessName 1 > 1012623 arwin2 XmiWinEventLog:Security XmiWinEventLog cau i wil cau: \AppDatalL hrome\User DatalLocal State

asource 1 12:09:32000

a sourcetype 1 AM

INTERESTING FIELDS > 102623 arwin2 XmiWinEventLog:Security XmiWinEventLog CiUsers\Administrator\Downloads\LaZagne exe CiUsers\Administratar\AppDataiLocal\Goagle'Chrome\User DatalLocal State

a AccessList 1 12:05:07000

a AccessMask 1 AM

@ action 1 > 1002623 ar-win-2 XmiWinEventLog:Security XmiwinEventLog Ciu: i Downl Ciu: pRData\Localy hrome\User DatalLocal State

aapp 1 12:05:07000

a Caller_Domain 1 AM

a Caller_User_Name 1

a Channel 1 > 102523 arwin2 XmiWinEventLog:Security XmiWinEventLog CiUsers\Administrator\Downloads\LaZagne exe CiUsers\Administrator\AppData'Local\Google'Chrome\User Data\Local State

a Computer 1 11:44:34.000

adest 1 PM

: ::E ‘r[ ot 1 > 10125023 arwin2  XmiWinEventlog:Security XmiWinEventLog cau istrator\Downloadsl cw r\AppDataiLocalGoogle\Chrome\User DatalLocal State

a Error_Code 1
PM
#event id &

Splunk Dashboard filter for File Access Events

Detection Rules for the Win

By analyzing event logs, we can create a Sigma rule that can detect any unauthorized attempt to execute Lazagne
for dumping browser credentials. We can use these rules to detect malicious or unauthorized access to browser

credentials.

Command Line Detection

Command line detections are based on default and known command line patterns used by threat actors during the
execution of the binary. For any unmodified tool, we can detect its presence either via its hash or by the known
command line for this tool. The Sigma rule will detect the presence of the keyword "browser" in the command

line along with other keywords commonly used by Lazagne to extract browser credentials.

©

Ttitle: Access Browser Credential
2description: Adversaries may search for common password storage locations to obtain user credentials.
3id: 198c1a5c-72cc-11ee-bh962-0242ac120002
4status: test
5author: Parth-FourCore
bdate: 2023/10/21
7tags:

8 - attack.t1003

9 - attack.credential_access
101logsource:

11 product: windows
12detection:

13 keywords:

14 - 'browsers'
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15 - 'Databases’

16 - 'Mails’

17 - 'Sysadmin’

18 filter:

19 EventID: 15 # Sysmon's FileStream Events
20 condition: keywords and not filter
21falsepositives:

22 - AV Signature updates

23 - Files with Browsers in their filename

241evel: high

In order to test the created Sigma rule, we can utilise Aurora. Aurora is a lightweight and customisable EDR that is

based on Sigma rules and can be quickly set up to test your rules.

C  © localhost1?

Aurora
Status showing 1-120f 12resuts stow2s~ ([ [ EHE [

Settings Message i Description Image Author

C——io 20231026 Sigma match found  Access Browser Adversaries attempt to dump Browser Credentials. browsers in raw C:\Users' ' "Downloads\LaZagne.exe Parth-FourCore

About Aurora 04:03:22 Credential

> 20231026 Sigma match found  Access Browser L T i g B LT C:Wsers\ Downloads\LaZagne.exe Parif-FourCore

g -
04:03:22 Credential
2023-10-26 Sigma match found  Access Browser Adversaries attempt to dump Browser Credentials. browsers in raw CiUsers . _ Downloads\LaZagne.exe Parth-FourCore
:03:22 Credential

2023-10-26 Sigma match found  Access Browser Adversaries attempt to dump Browser Credentials. browsers in raw C:\Users) \Downloads\LaZagne.exe Parth-FourCore
04:03:21 Credential

2023-10-26 Sigma match found  Access Browser Adversaries attempt to dump Browser Credentials. browsers in raw C:\Users\ \Downloads\LaZagne.exe Parih-FourCore
04:03:21 Credential

Aurora Dashboard

We can use the same Sigma rule to convert into SIEM, EDR, XDR, and data lake query formats to search related

event logs and set alerts.

title: Access Browser Credential “browsers” OR "Databases” OR "Mails" OR "Sysadmin” NOT EventID=15
description: Adversaries may search for common password storage locations to obtain user
credentials.
id: 198cla5c-72cc-1lee-b962-0242ac120002
status: test
author: Parth-FourCore
date: 2023/10/21
tags:
- attack.t1ee3
- attack.credential_access
logsource:
product: windows
detection:
Kkeywords :
‘browsers”
‘Databases’
‘Mails"®
- 'Sysadmin®
filter:
EventID: 15

condition: keywords and not filter

falsepositives:
- AV Signature updates
level: high

Let us use this search query in the Splunk dashboard
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New Search SaveAsv  CreateTable View  Close

index=t ("browsers" OR "Databases” OR "Mails" OR "Sysadmin') A EventCode="15" Last 24 hours ¥ n

~ 59 events (10/24/23 10:00:00.000 PM to 10/25/23 10:15:51000 PM)  No Event Sampling v Jobv » @ L ¢ SmarModev
Events (59)  Pattens  Statistics  Visualization

1hour per column

Format Timeline ¥ = Zoom Out
Listv  /Format 50 PerPage~
<Hide Fields i= Al Fields g8 [ um
> 102523

SELECTED FIELDS

10:10:35.000 PM
ahost 2

a source 3
windous\syst

dowse Operating System

a sourcetype 2
P 0800)</0a iption'>Windows Connand Processor</Dat
omnandLine'>cnd. exe /c "reg.exe save hkImsystem

LogonGuid'>(
8

INTERESTING FIELDS

a action 1
aapp 1
a Caller_Domain 2

a Caller_User_Name 1

a Channel 3
4 CommandLine 28 host= ar-win-de | source = XmiWinEventLog:Microsoft-Windows-Sysmon/Operational | sourcetype = xmiwineventiog

a Company 2 > 102523

http:
@ Computer 2 10:10:35.000PM  n><Level>4</Level><Task>1</T: o o s><TimeCreated SystemTime="2023-1
a CurrentDirectory 2
@ Description 2
adest 2

mas. microsoft. com/win/2004/08/events/event '><Systen><Provider Name='Microsoft-Windows-Sysmon' Guid='{57703857-c22a-43e0-bf 4c-06f 56987 fbd9} ' /><EventID>1</EventID><Ver:
25T22:10:35.038766100Z " /><EventRecordID>52725</EventRecordID><Cor

attackrange. local</Computer><Security UserID='S-1-5-18'/></System><EventData><Data Name:

ion Pro

Image'>C:
ndowse Operating System
INI~1\AppDataLocal \Temp\unr
54-120000000000}</Data><Data
407320832 4 FCDDA37E24DC2634DC282CTARE
75-3252-6539-09 3<

rator\Downloads\LaZagne.exe” browsers</Data><Data Name='ParentUser'>A

ndows\Syst

adve 2
@ dve_nt_host 2
a Error_Code 1

#event_id 59

17A8FA105B07414CRETC527 , IMPHA 4FBSE18<, Name=
e='ParentImage'>C: \Users\Administrator\Downloads\LaZagne .exe</Data><Data Name='ParentCommandLine’>"C: \User:

cessId’>764</Data><Data Nam

a EventChannel 1 ACKRANGE\Administ

#EventCode 3
a EventData_Xml 59
a EventDescription 1

rator</Data></EventData></Event>

host = ar-win-dc | source = XmIWinEventLog:Microsoft-Windows-Sysmon/Operational | sourcetype = xmiwineventiog

Splunk Dashboard
Concerns with Command Line Detections

Command Line detections are very useful for closed source detections or detecting script kiddies which directly

use tools without understanding the methodologies.

On the other hand, these rules are brittle for open-source toolkits as these tools can be easily modified, and their
command line parameters can be spoofed or modified. Since the rule specifically targets binaries with certain

keywords, it won’t detect any changes to default tools.

Also, command line tools can have lots of false positives because the same parameters or keywords can be present

in other non-malicious binaries

C @ localhost
Aur
Status 3 wets sowzs~ [l S B

Settings Time Message Description Author

Documentation 2023-10-26 Sigmamatchfound  Access Browser Adversaries may search for common password storage locationsto  BrowserS in raw C:\Program Parth-FourCore

About Aurora 13:56:59 Credential obtain user credentials. BrowserS in raw Files\Google\Chrome\Application\chrome.exe

202310-26 Sigmamatchfound  Access Browser Adversaries may search for common password storage locationsto  BrowserS in raw C:\Program Parth-FourCore:
13:56:59 Credential obtain user credentials. BrowserS in raw Files\Google\Chrome\Application\chrome.exe

P 20231026 GrimmmENET AT Adversaries may search for common password storage locationsto  BrowserSinraw  C:\program ParthFourCore
13:56:59 Credential obtain user credentials. BrowserS in raw Files\Google\Chrome\Application\chrome.exe

20231026 e R e e Adversaries may search for common password storage locationsto  BrowserSinraw  ¢program ParthFourCore
13:56:59 Gredential el o R S s Files\Google\Chrome\Application\chrome.exe

False positive in Detection Rule

This alert is triggered by the chrome.exe binary, which is a legitimate browser. However, the keyword "Browsers"

in Event triggers the alert.
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] Intemet Explorer
] Key Management Service
v [ Microsoft
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2] Event Properties - Event 99, AurcraAgent
General Details.

@® Friendly View O XML View

EventlD: 12

Execution_ThreadID: 7464

FileName: \Device\HarddiskVolume4
\Users\parthgol\AppData\Local\Google\BrowserSwitcher\sitelistcache.dat
FileObject: OxFFFFCFO6BB5AES00

Image: C:\Program Files\Google\Chrome\Application\chrome exe

Irp: OxFFFFCFO6B11F1C88

IssuingThreadid: 7464

Keywords: 0x80000000000000a0

Level: 4

Match_Strings: BrowserS in raw, BrowserS in raw

Opcade: 0

ParentCommandLine: "C:\Program Files\Aurora-Agent\tools\aurora-dashboard.exe"
Parentimage: C:\Program Files\Aurora-Agent\tools\aurora-dashboard.exe
Processld: 6164

Provider_Guid: {EDD08927-9CC4-4E65-B970-C2560FB5C289}
Provider_Name: Microsoft-Windows-Kernel-File

Security_UserlD: S-1-5-21-1065448524-2860908352-1876048263-1000
ShareAccess: 0x7

TargetFilename:
C‘\Users‘_\AppDa(a\Lucal\Guuglwilcher\sitelislcache‘dat
Task: 12

TimeCreated_SystemTime: 2023-10-26T13:56:58.6528976+05:30

User: attack-dev-1\parthgol
Version: 1
Winversion: 19045

Copy

Close

1072672023 T37:43 PM
10/26/2023 1:36:43 PM
10/26/2023 1:35:43 PM

Burorahgent
Aurorahgent
Aurorahgent

False Positive Event for Browser Credentials

99 None
99 None
99 None

Actions
Application
= OpenSay
¥ Creste G
Import C
Clear Lo
¥ Filter Cur
[E] Propertie
@ Find..
I Saveant
Attacha
View
6] Refresh
Help
Event 99, Aun
[] Event Pre
B] AttachTe
Save Sele
Copy
Refresh

BE T

Help

Detect Behaviours not Tools

We can create a different sigma rule which, rather than focusing on command line parameters, focuses on the file

access events by the unknown process to alert for malicious behaviours. It is essential to have all the browser

paths mentioned in the Sigma rule so that we can monitor access events for all available browsers on the host

machine.

©

1- "\cookies.sqlite'
2- 'release\key3.db' # Firefox
3- 'release\key4.db' # Firefox

4- 'release\logins.json' # Firefox

5- "\Appdata\Local\Chrome\User Data\Default\Login Data' # Crome

6- '\AppData\Local\Google\Chrome\User Data\Default\Network\Cookies' # googel crome
7- "\AppData\Local\Google\Chrome\User Data\local State'

8- '"\Appdata\Local\7Star\7Star\User Data' # 7Star

9- "\Appdata\lLocal\Amigo\User Data' # amigo

10- '"\Appdata\lLocal\BraveSoftware\Brave-Browser\User Data' # brave
11- "\Appdata\Local\CentBrowser\User Data' # centbrowser

12- "\Appdata\lLocal\Chedot\User Data' # chedot

13- "\Appdata\lLocal\Google\Chrome SxS\User Data' # chrome canary
14- "\Appdata\Local\Chromium\User Data' # chromium

15- "\Appdata\lLocal\Microsoft\Edge\User Data' # chromium edge

16- "\Appdata\Local\CocCoc\Browser\User Data' # coccoc

17- "\Appdata\Local\Comodo\Dragon\User Data' # Comodo IceDragon is Firefox-based

Page 13 of 20



https://fourcore.io/blogs/threat-hunting-browser-credential-stealing

18- "\Appdata\lLocal\Elements Browser\User Data' # elements browser
19- "\Appdata\local\Epic Privacy Browser\User Data' # epic privacy browser
20- '"\Appdata\lLocal\Kometa\User Data' # kometa

21- "\Appdata\Opera Software\Opera Stable' # opera

22- "\Appdata\lLocal\Orbitum\User Data' # orbitum

23- "\Appdata\lLocal\Sputnik\Sputnik\User Data' # sputnik

24- "\Appdata\Local\Torch\User Data' # torch

25- "\Appdata\lLocal\uCozMedia\Uran\User Data' # uran

26- "\Appdata\local\Vivaldi\User Data' # vivaldi

27- "\Appdata\lLocal\Yandex\YandexBrowser\User Data' # yandexBrowser
28- "\Appdata\local\Mozilla\Firefox' # firefox

29- "\Appdata\Local\NETGATE Technologies\BlackHawk' # blackHawk

30- '\Appdata\lLocal\8pecxstudios\Cyberfox' # cyberfox

31- "\Appdata\Local\Comodo\IceDragon' # comodo IceDragon

32- "\Appdata\lLocal\K-Meleon' # k-Meleon

33- "\Appdata\local\Mozilla\icecat' # icecat

34- '"\Appdata\Local\UCBrowser' # UChrowser

Weeding out False Positives

Since these files and paths are not only accessed by unauthorized tools and processes but also used by antivirus
software, legitimate binaries, 3rd party backup software, and other authorized tools in your environment, It is
crucial to add appropriate filters to the Sigma rule to prevent false positives. The following list is what we
observed in our test environment, which are false positives. Auditing the rules in your production environment is

crucial to eliminate false positives.

Windows defender C:\ProgramData\Microsoft\Windows Defender\MsMpEng.exe
Windows Installer C:\Windows\System32\msiexec.exe
Browser Files chrome.exe, edge.exe

Here, adding all file and folder paths with a filter parameter will help avoid false positives.

©

Ttitle: Access Browser Credential Files
2description: Adversaries may search for common password storage locations to obtain user credentials.
3id: 198cla5c-72cc-11ee-b962-0242ac120002
4status: experimental
5author: Parth-FourCore
bdate: 2023/10/24
7tags:
8 - attack.t1003
9 - attack.credential_access
101logsource:

11 category: file_access
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12 product: windows
13detection:
14 selection_all:

15 ObjectName|contains:

16 - "\cookies.sqlite'

17 - 'release\key3.db' # Firefox

18 - 'release\key4.db' # Firefox

19 - 'release\logins.json' # Firefox

20 - "\Appdata\Local\Chrome\User Data\Default\Login Data' # Crome

21 - "\AppData\Local\Google\Chrome\User Data\Default\Network\Cookies' # googel crome
22 - "\AppData\Local\Google\Chrome\User Data\lLocal State'

23 - "\Appdata\Local\7Star\7Star\User Data' # 7Star

24 - "\Appdata\Local\Amigo\User Data' # amigo

25 - "\Appdata\Local\BraveSoftware\Brave-Browser\User Data' # brave
26 - "\Appdata\Local\CentBrowser\User Data' # centbrowser

27 - "\Appdata\Local\Chedot\User Data' # chedot

28 - "\Appdata\Local\Google\Chrome SxS\User Data' # chrome canary

29 - "\Appdata\Local\Chromium\User Data' # chromium

30 - "\Appdata\Local\Microsoft\Edge\User Data' # chromium edge

31 - "\Appdata\Local\CocCoc\Browser\User Data' # coccoc

32 - "\Appdata\Local\Comodo\Dragon\User Data' # Comodo IceDragon is Firefox-based
33 - "\Appdata\Local\Elements Browser\User Data' # elements browser
34 - "\Appdata\Local\Epic Privacy Browser\User Data' # epic privacy browser
35 - "\Appdata\Local\Kometa\User Data' # kometa

36 - '"\Appdata\Opera Software\Opera Stable' # opera

37 - "\Appdata\Local\Orbitum\User Data' # orbitum

38 - "\Appdata\Local\Sputnik\Sputnik\User Data' # sputnik

39 - "\Appdata\Local\Torch\User Data' # torch

40 - "\Appdata\Local\uCozMedia\Uran\User Data' # uran

41 - "\Appdata\Local\Vivaldi\User Data' # vivaldi

42 - "\Appdata\Local\Yandex\YandexBrowser\User Data' # yandexBrowser
43 - "\Appdata\Local\Mozilla\Firefox' # firefox

44 - "\Appdata\Local\NETGATE Technologies\BlackHawk' # blackHawk

45 - "\Appdata\lLocal\8pecxstudios\Cyberfox"' # cyberfox

46 - "\Appdata\Local\Comodo\IceDragon' # comodo IceDragon

47 - "\Appdata\Local\K-Meleon' # k-Meleon

48 - "\Appdata\Local\Mozilla\icecat' # icecat

49 - '"\Appdata\Local\UCBrowser" # UChrowser

50 filter_main_system:
51 Image: System

52 ParentImage: Idle
53 filter_main_generic:

54 Image|startswith:

55 - 'C:\Program Files\'

56 - 'C:\Program Files (x86)\'
57 - 'C:\WINDOWS\system32\'

58 - "C:\WINDOWS\SysWowe64\"

59 filter_optional_defender:

60 Image|startswith: 'C:\ProgramData\Microsoft\Windows Defender\'
61 Image|endswith:

62 - "\MpCopyAccelerator.exe'

63 - '"\MsMpEng.exe'
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64 filter_optional_msiexec:

65 ParentImage: 'C:\Windows\System32\msiexec.exe'

66 condition: selection_all and not 1 of filter_main_* and not 1 of filter_optional_*
67falsepositives:

68 - Antivirus, Anti-Spyware, Anti-Malware Software

69 - Backup software

70 - Legitimate software

71level: high

Let's execute the lazagne and HackBrowserData tools with the Aurora agent to verify the new Sigma rule.

C @ localhost

Aurora

sozs- [ EE B

Settings Time Message Description Author

Status

Documentation 2023-10-26 Sigma match Access Browser Adversaries may search for common password “\\AppData\\Local\\Chedot\\User Data' in FileName C:\Users) \Downloads\LaZagne.exe Parth-FourCore

About Aurora 06:15:09 found Credential Files storage locations to obtain user credentials.

20231026 Sigmamatch AccessBrowser  Adversaries may search for common password '\\AppData\\Local\CentBrowser\\User Data' in C:\Users\ \Downloads\LaZagne.exe Parth-FourCore

06:15:09 ) Credential Files storage locations to obtain user credentials. FileName
20231026 Sigma match AccessBrowser  Adversaries may search for common password  "\AppData\\Local\BraveSoftware\\Brave- C:\Users' \Downloads\LaZagne.exe Parth-FourCore
06:15:09 found Credential Files _ Storage locations to obtain user credentials. Browsen\\User Data' in F...

20231026 Sigmamatch AccessBrowser  Adversaries may search for common password  \\AppData\\Local\\Amigo\\User Data' in FileName  ¢:\users' Downloads\LaZagne.exeParth-FourCore
15:09 e Gredential Files storage locations to obtain user credentials.

20231026 Sigma match AccessBrowser  Adversaries may search for common password  "\\AppData\\Local\7Star\7Star\User Data' in G\Users). _ \Downloads\LaZagne.exe Parth-FourGore
06:15:00 e Credential Files ~ Storage locations to obtain user credentials. FileName

20231026 Sigma match Access Browser Adversaries may search for common password \AppData\Local\UCBrowser in FileName C:\Users' "' '\Downloads\LaZagne.exe Parth-FourCore
06:15:09 found Credential Files storage locations to obtain user credentials.

Aurora Dashboard

We will receive an alert when HackBrowserData attempts to access browser credential files as well.

Showing1-25 of 33 results  Shaw 25~ .z -

Settings Time Message Description Image Author

Status

D 20231026 Sigmamatch  Access Browser Adversaries may search for common password "WAppData\\Local\\CocCoc\\Browser\\User Data' G:\Users\, . ... _. Downloads\hack-browser-data-windows- Parth-FourCore

e 58 found Credential Files  Storage locations to obtain user credentials. in FileName 6abit.exe

2023102 Sigmamatch  Access Browser Adversaries may search for common password "\AppData\\Local\\GocCoc\\Browser\User Data G\Users\ _ \Downloads\hack-browserdata-windows-  Parth-FourCore
19:58  found Credential Files  Storage locations to obtain user credentials. in FileName Gabit.exe

20231026 Sigmamatch  Access Browser Adversaries may search for common password "WAppData\\Local\\Vivaldii\ser Data’in C:\Users\.  _ "\Downloads\hack-browser-data-windows-  Parth-FourCore
0619:58  found Credential Files _ Storage locations 1o obtain user credentials. FileName 6dbitexe

20231026 Sigmamatch  Access Browser Adversaries may search for common password W T T B C\Users\, _ ___ \Downloads\hack-browser-data-windows-  Parth-FourGore
1958 found Credential Files  Storage locations o obtain user credentials. FileName Gdbit.exe

Aurora Dashboard

These rules are now ready for use in our environment, albeit with a clause. This rule will not get triggered in case
of a process injection attack; however, we will discuss that in a future blog. Identifying false positives and

updating your rules accordingly is a continuous process.

Setting up alerts

Let's convert the Sigma rule to a Splunk query and use it to search in the Splunk dashboard.

Page 16 of 20



https://fourcore.io/blogs/threat-hunting-browser-credential-stealing

splunk

Search  Analytics

Q Fi

> Search & Reporting

New Search SaveAsv  CreateTableView  Close
index=x ((ObjectName="+\\cookies. sqlites" OR ObjectName="+release\\key3.dbs" OR ObjectName="srelease\\key4.dbs" OR ObjectName='<release\\logins.json+" OR ObjectName="+\\Appdata\\Local\\Chrome\\User Data\\Default\\Login Data+" OR Objecthameq 1hour window v n
*\\AppData\\Local\\Google\\Chrome\\User Data\\Defaul t\\Network\\Cookies" OF ObjectName="+\\AppData\\Local\\Google\\Chrome\\User Data\\Local Statex” OR ObjectName='*\\Appdata\\Local\\Star\\7Star\\User Data*" OR ObjectName="
#\\Appdata\\Local\\ATigo\\User Data*" OR ObjectName="+\\Appdata\\Local\\BraveSoftuare\\Brave-Browser\\User Data*” OR ObjectName="+\\Appdata\\Local\\CentBrowser\\User Data*" OR ObjectName="+\\Appdata\\Local\\Chedot\\User Data*" OR
ObjectNane="+\\Appdata\\Local \\Google\\Chrome SxS\\User Datax" OR ObjectName="+\\Appdata\\Local\\Chromium\\User Datax" OR ObjectName="+\\Appdata\\Local\\Microsof t\\Edge\\User Data+" OR ObjectName="+\\Appdata\\Local\\CocCoc\\Browser\\Us:
Data*" 07 ObjectName="+\\Appdata\\Local\\Comodo\\Dragon\\User Data" OR ObjectName="+\\Appdata\\Local\\Elements Browser\\User Data+" OR ObjectName="+\\Appdata\\Local\\Epic Privacy Browser\\User Data*" OR ObjectName="
*\\Appdata\\Local\\Kometa\\User Data*" OR ObjectName="+\\Appdata\\Opera Sof tware\\Opera Stablex" OR ObjectMame="+\\Appdata\\Local\\Orbitum\\User Data*" OF ObjectName="+\\Appdata\\Local\\Sputnik\\Sputnik\\User Data*" OR ObjectName="
*\\Appdata\\Local\\Torch\\User Datax" OR ObjectName="+\\Appdata\\Local\\uCozMedia\\Uran\\User Datas" OR ObjectName="+\\Appdata\\Local\\Vivaldi\\User Datax" OF ObjectName="+\\Anpdata\\Local\\Yandex\\YandexBrowser\\User Data*" OR Objecti:
="s\\Appdata\\Local\\Mozil1a\\Firefoxs" OR ObjectName="+\\Appdata\\Local \\NETGATE Technologies\\BlackHawks" OR ObjectName="+\\Appdata\\Local\\8pecxstudios\\Cyber fox=" OR ObjectName="+\\Appdata\\Local\\Comodo\\IceDragon" O ObjectName
*\\Appdat a\\Local\\K-Meleons" OR ObjectName="+\\Appdata\\Local\\Hozilla\\icecats" OR ObjectName="+\\Appdata\\Local\\UCBrowsers") A ((Image="Systen" AND ParentInage="Idle") OF (Image="C:\\Program Files\\s" OR Image="C:\\Program Fi
(x86)\\+" OR Tmage="C:\\NINDOWS\\system32\\x" OR Image="C:\\WINDONS\\SysWON64\\x"))} A ((Image="C: \\Programbata\ \Mi crosof t\\indows Defender\\«" AND (Image="+\\MpCopyAccelerator.exe” OR Image="+\\MsMpEng.exe")) OR ParentImage="C
\\Windows\\System32\\msiexec. exe")
40143 events matched Jobr W W o & Mode »

Events(4)  Patterns  Statisics  Visualization

Format Timeline >~ —Zoom Out Tminute per column
Ustv  /Fomat 50 Per

< Hide Fields = All Fields U2 EE
> 1026123 <Event xnlns='http://schenas.microsoft.con/win/2004/08/ events/event ' ><System><Provider Name='Microso

Windows-Securi ty-Audi ting' Guid
SELECTED FIELDS :

o 10614000 AM  sion>1</Version><Level>B</Level><Task>12800</ Task><Opcode>0</Opcode><Keywor ds>0x5020008000000000</ Keywor ds><TimeCreated SystemTim
@ host orrelation/><Execution ProcessID='4" ThreadID='4624'/

54849625-5478-4394-A5BA- 3E360328C30D} ' /><Event1D>4663</Event ID><Ver
12023-10-26T01:06:14.5727503002' /><EventRecordID>411711</EventRecordID><C
><Channel>Securi ty</Channel><Computer>ar-win-2.attackrange. local</Computer><Securi ty/></System><EventData><Data Name='SubjectUsersid' >AR-NIN-2\Administ
a ObjectName 1 rator</Data><Data Name='SubjectUserName'>Administrator</Data><Data Name='SubjectDomainNane'>AR-WIN-2</Data><Data Name='SubjectLogonld'>0x6f06c</Data><Data Name='ObjectServer '>Security</Data><Data Name='0b
@ ProcessName JectType'>File</Data><Data Nam

ObjectName *>C: \User s\Administrator\AppData\Local \Google\Chrome \User Data\Local State</Data><Data Name='Handleld'>0x25c</Data><Data Nam
</Data><Data Name='AccessMask'>6x1</Data><Data Nam

a source 1

a sourcetype 1

AccessList'>%%4416

'ProcessId'>0x1278</Data><Data Nam

' ProcessName '>C: \Users\Adninistrator\Downloads\LaZagne. exe</Data><Data Name='Resourc

eAttributes'>S: AI</Data></EventData></Event>

INTERESTING FIELDS Tovieciname = causer DatalLocal\Google\Chrome|User DatalLocal state | [rocessName = CiUsers\AdminisiratoriDownloads\LaZagne exe || host = ar-win-2 | source = XmMWinEventLog:Security

a AccessList 1 SOUrCeType = 09

a Accesshlask 1 > 102623 <Event xnlns="http://schemss.microsoft..con/win/2004/08/events/event ' ><Systen><Provider Name='Microsoft-Nindows-Security-Auditing' Guide'(54849625-5478-4394-ASBA- JE360328C30D) ' /><EVentID>4663</EventID><Ver
aaction 1 10614000 A sion>1</Version><Level>0</Level><Task>12800</T Keywords><TineCreated SystenTine='2023-10-26T01:06:14.5769790002" /><EventRecordID>411712</EventRecordID><C
aapp 1

orrelation/><Execution ProcessID='4' ThreadID='4624' /><Chamnel>Security</Channel><Computer>ar-win-2. attackrange. local</Conputer><Securi ty/></System><EventData><Data Name='SubjectUserSid'>AR-IN-2\Administ
@ Caller_Domain 1 rator</Data><ata Name='SubjectUserName'>Administrator</Data><Data Name='SubjectDonainNane'>AR-WIN-2</Data><Data Name='SubjectLogonld'>ex6fa6c</Data><Data Name='ObjectServer'>Securi ty</Data><Data Name='0b
JectType'>File</Data><Data Name='ObjectName'>C:\Users\Administrator\AppData\Local\Google\Chrome\User Data\Local State</Data><Data Name='Handleld'>@x25c</Data><Data Name='AccessList'>%%d4416

</Data><Data Name='AccessMask '>0x1</Data><Data Name='ProcessId’ >0x1278</Data><Data Name='Processhame'>C:\Users\Administrator\Downloads\LaZagne, exe</Data><Data Name='Resourc

a Caller_User_Name 1

a Channel 1

Splunk Dashboard

We can see the Splunk showcases logs for Lazagne, trying to extract stored login information from Google

Chrome's saved password file.

We can alert on this behaviour and prevent future threats by converting the query to an alert by simply clicking on
"Save As" and selecting "Alert".

splunk

Search  Analytics

Help~ | Q Fing

> Ssearch & Reporting

New Search

Create Table View  Close

index=+ ((ObjectNam

#\\cookies. sqlitex" OR ObjectName="srelease\\key3.db" OR ObjectName='<release\\key4.dbx" OR ObjectName="srelease\\logins.json=" O ObjectName="+\\Appdata\\Local\\Chrome\\User Data\\Default\\Logi, 1hour window v n
*\\AppDat a\\Local\\Google\\Chrome\\User Data\\Defaul t\\Network\\Cookies#" OR ObjectMame="+\\AppData\\Local\\Google\\Chrome\\User Data\\Local Statex" OR ObjectName="*\\Appdata\\Local\\7Star\\Star\\User Data*" OR

#\\Appdat\\Local\ \Amigol\User Data+! OF Objectiane=" <\ \Apadata\\Locsl\\Eraesor Luare\\Brave-gr onser\\User Dtas 01 Objectianes"+\\Appdata\\Local\\CentBronser\\User Datas 01 Objectlane="\ippdata\\LocsL\\chedot s
ObjectNane="+\\Appdata\\Local \\Google\\Chrome SxS\\User Datax" R ObjectName="+\\Appdata\\Local \\Chromium\\User Data*" OR Obje \\Appdata\\Local\\Microsof t\\Edge\\User Data" 0% ObjectNane="+\\Appdata\\Loca

Datax" OR ObjectName="+\\Appdata\\Local\\Comodo\\Dragon\\User Data*" OR ObjectName="+\\Appdata\\Local\\Elements Browser\\User Data+" OR ObjectName="+\\Aopdata\\Local\\Epic Privacy Browser\\User Data*" OR ObjectNam New Dashboard

*\\Appdata\\Local\\Kometa\\User Datax" OR ObjectName="+\\Appdata\\Opera Software\\Opera Stablex" OR ObjectName="#\\Appdata\\Local\\Orbitum\\User Datax" OR ObjectName="*\\Appdata\\Local\\Sputnik\\Sputnik\\User Data Event Type

#\\Appdata\\Local\\Torch\\User Data#" OR ObjectName="#\\Appdata\\Local\\uCoz¥Media\\Uran\\User Data#" O ObjectName="#\\Appdata\\Local\\Vivaldi\\User Datas" OR ObjectName="#\\Appdata\\Local\\Yandex\\YandexBrowser\\

="x\\Appdata\\Local\\Hozi11a\ \Fi refox«" OR ObjectName="+\\Appdata\\Local \\NETGATE Technologies\\BLackHawks" OR ObjectName="+\\Appdata\\Local\\8peckstudios\\Cyber fox+" OR ObjectName="+\\Appdata\\Local\\Conodo\\IceDragon" OR ObjectName="
#\\Appdata\\Local\\K-Meleons" R ObjectNane="+\\Appdata\\Local\\Wozilla\\icecats" 0% ObjectNare="+\\Appdata\\Local\\UCBrowsers") A ((Image="Systen" AND ParentInage="Idle") OF (Image="C:\\Program Files\\s" OR Image="C:\\Program Fil

(x86)\\+" OR Tmage="C:\\NINDOWS\\system32\\x" OR Image="C:\\WINDONS\\SysWON64\\x"))} A ((Image="C: \\Programbata\ \Mi crosof t\\indows Defender\\" AND (Image="+\\MpCopyAccelerator.exe" OR Image="+\\Mshp

Ene.exe’)) O ParentImage="C

Adding New Aleart in Splunk

In the "Save As" alert menu, please ensure that you fill in all the necessary details for the alert.

Page 17 of 20



https://fourcore.io/blogs/threat-hunting-browser-credential-stealing

Save As Alert X
Settings
Title Access Browser Credential Files
Description Adversaries may search for common password storage locations to obtain user
false positives:
- Antivirus, Anti-Spyware, Anti-Malware Software
- Backup software
- Legitimate software g @
#
Permissions Private Shared in App
Alert type Scheduled Real-time
Expires 24 hour(s) =
Trigger Conditions
Trigger alert when Per-Result =
Throttle © [
Trigger Actions
+ Add Actions -
When triggered v M Add to Triggered Alerts Remove
Severity High =
Cancel m
Alert Menu

Click on the Save button to save the alert. Now, let's try triggering the alert with different tools to ensure that the
alert we created using a Sigma rule works with any browser credential extraction tool. Once configured, we can

see that the alert is also triggered with different hacking tools.

Administrator ¥

App | Al ~ | Owner | Administrator (admin) v | Severity | Al v Aert | Al v Filtes
«Prev Nexts Showing 113 of 13 results
Time * Fired alerts & App Type ¢ Severity ¢ Mode * Actions
o 202310-26 01:31:08 UTC Access Browser Credential Files search Realtime @ High Per Result (2 Viewresults | (2 Editsearch | Delete
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When you click on "View Result", you will be able to locate the event that triggered this alert.

Q Find
Search s Alers  Dashboards Search & Reporting
NeW Search Save As v Create Table View Close

rome\\User

313107226 AM)  No Event Sampling v Jobv » #& L 4 FastModev

zatior

i Time Event

> 1026022
1:3106.000 AM

Event which Trigged Alert

By specifying file names and file paths in our Sigma rule, we can detect any unauthorised access to valuable files
such as usernames and passwords stored in the browser. Additionally, we can identify any unauthorised execution

of hacker tools which try to obtain browser credentials.

Browser Credential Access with FourCore ATTACK

The FourCore ATTACK platform can emulate the different types of browser-based credential access
techniques, such as via LaZagne, via using Powershell or by accessing the files directly. These variants

can be hunted using the Sigma rules shared in this post.

O FourCore ATTACK 5§ [ Get Started

Credential om Br

Credential Access from Browser Password Stores
ecurity Controll
Analytics

Target Asset: 4C-AGENT Total Attacks Successful Attacks Detected Attacks
ENTV  Total: 1 6 ®2 3

Success Detected Simulation Privilege

User

Attack Result Detected Action

V Failed More Info

V Not Detected More Info

v Failed More Info
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Learn about writing your own Sigma rule via this deep dive into working with Sigma.

You can also read more about using Windows Event Log IDs for threat-hunting here.
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