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Introduction

Advanced Persistent Threat (APT) groups pose a great threat to global security, especially groups associated with
nation states. Of all APT groups, those groups from North Korea have really stood out due to the great damage
they have done as well as for their persistence. The U.S. Government, in particular, refers to the malicious threat

actor connected to the North Korean government as HHDDEN COBRA.

FortiGuard Labs has been actively monitoring various APT groups such as HIDDEN COBRA. For example, in a
previous post we gave an overview of the FALLCHILL Remote Administration Tools (RATs). Recently, we

noticed some new interesting samples from this group, so we decided to take a further look.

A Bird's Eye View of the RAT Samples

The RAT samples we analyzed are summarized below:

E:\NukeSped

" Up

0608e411348905145a267a%eaf5cd3527f11f95c4afde4c45998f066f418571 151552
084b21bc32ee19af08f8532e82042148032ce7eabefb668481b919195dd62b319 197632
1301b8a4c505db70f9e199337ce7f497b3dd42f25ad06487e29385580bca3676 2608223
32ec329301334547b4ef4800159940feb950785f1ab68d85a14d263e0ff2bc1l 122880
73dcb7639c1f81d3f7c4931d32787bdf07bd98550888¢c4b29b1058b2d5a7¢ca33 147456
831d57ee05d29a730864299376b820a7e127f089e5002148d96d0868b7cShb520 348160
b05aae59b3c1d024b19c88448811debefleada2f51761a5c41e70da3db7615a9 229500
cbbef8652e15b579b409170658c95d35cfd6231c7ce030b172692f911e7dcff8 157696
faf7720785f7e75bd6407ac2acd63f90ab6c2907d3619162dc41a8ffa40a5d03 139264
fe43bc385b30796f5e2d94dfa720903c70e66bc91dfdcfb2f3986a1fea3fescs 147456

Figure 1: RAT samples
At a high level, they share similar characteristics:

e Most are 32 bits
e Strings are encrypted to hinder analysis
e Compilation timestamp are from May 04 10:40:47 2017 to Feb 13 04:06:28 2018

As we shall see, they actually share more similarities than differences. In some cases, they even reuse functions.
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Figure 2: Code Reuse

Let’s inspect the resource sections in more detail, as they often give clues to the origin of the malware.

Lbrary functon [l Reguiar function Bl Instruction || Data [ Unexplored | External symbal Library functon [l Reguiar function [l Instruction | Data [ Unexplored = External symbol
Functions vindow [ & Imports BB DAl
100401380 = byte ptr -8 = byte ptr -8
100401380 = byte ptr -7 = byte ptr -7
100401380 = byte ptr -6 = byte ptr -6
100401380 = byte ptr -5 = byte ptr -5
:004013B0 = byte ptr -4 = byte ptr -4
100401380
100401380 sub esp, 7CCh . sub esp, 7CCh
:004013B6 push ebx - push ebx
100401387 mow al, 85h P mov al, 8sh
:004013B5 mov dl, &Dh - mov d1, 60h
;00401388 push esi o push esi
:004013BC push edi - push edi
:004013BD mov esp+7D8h+var_750], 63h ot mov esp+7DBh+var_750], 63h
:004013C5 Mo esp+7D8h+var_74F], 28h ¥ mov esp+7D8h+var_74F], 28h
:004013CD mow esp+7D8h+var_74E], ODBh = mov esp+7D8h+var_74E], 0DBh
. 100401305 mow esp+7D8h+var_74D0], 15h o mov esp+7D8h+var_74D], 15h
ad 100401300 mow esp+7D8h+var_74C], 67h o mov esp+7D8h+var_74C], 67h
S :004013ES mow esp+7D8h+var_74B], O0F6h - mov esp+7D8h+var_74B], OF6h
= :004013ED mo esp+7D8h+var_74A], 0ASh . mov esp+708h+var_74A], 0ASh
® |- text:004013F5 mow esp+7D8h+var_749], 1Ch = mov esp+7DBh+var_749], 1Ch
® |.text:004013FD mow esp+7D8h+var_748], 7Fh . mov esp+708h+var_748), 7Fh
“ |.text:00401405 mow esp+7D8h+var_747], 0D4h l mov esp+7D8h+var_747], 0D4h
“ |.text: 00401400 mow esp+7D8h+var_624), 36h - mov esp+7D8h+var_624], 36h
¢ |-text:00401415 mow esp+7D8h+var_623], 0E4h 2 mov esp+7D8h+var_623], 0Edh
“ |.text:0040141D mov esp+7D8h+var_622], 77h ot mov esp+7DBh+var_622], 77h
© | text:00401425 mov esp+7D8h4var_g21], 62h s mov esp+7D8h+var_621], 63h
© |-text:00401420 mow esp+7DBh+var_620], 78h N mov esp+7D8h+var_620], 78h
® |.text:00401435 mov esp+7D8h+var_61F), 0BFh . mov esp+708h+var_61F], 0BFh
. text:0040143D mow esp+7D8h+var_61E], 3cCh ot mov esp+7D8h+var_61E], 3Ch
. text:00401445 mow esp+7D8h+var_61D], 0Ezh e mov esp+708h+var_61D], 0Ezh
.text:0040144D mow esp+7D8h+var_61C], 49h e mov esp+7D8hsvar_61C], 49h
. text:00401455 mow esp+7D8h+var_61B], 86h = mov esp+7D8h+var_61B], 86h
. text:0040145D mow esp+7D8hsvar_61a], al - mov esp+7D8h+var_61A], al
.text:00401464 mow esp+7D8h+var_619], 93h i mov esp+7DBh+var_619], 93h
.text:0040146C mow esp+7D8h+var_618], 5Bh . mov esp+708h+var_618], S5Bh
“ | text:00401474 mow esp+7D8h+var_5F4], 3Ch o mov esp+7D8h+var_SF4], 3Ch
® |.text:0040147C mon esp+7D8h+var_5F3], 0ESh s mov esp+7D8h+var_5F3], 0ESh
® |.text:00401484 mow esp+7D8h4var_5F2], 73h = mov esp+708h+var_5F2], 73h
“ |- text:0040148C mow esp+7D8h+var_5F1], 6Ch = mowv esp+7D8h+var_5F1], 6Ch
“ | text:00401494 mov esp+7D8h+var_5F0], dl ol mov esp+7D8h+var_SF0], dl

Figure 3: Language ID

As can be seen, each resource has a language ID associated with it. Curiously, most samples have the language ID

of 1042.
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n
0608e411348905145a267a%eat5cd3527111195c4atded4c45998 |FRO

)040000C ' : )4 ZE

IMAG 7775 1042 103

084b21bc3leel9at98T85aee8204a148032ce/eabef668481b9191»  |FR

Bitmap 1256 1042 101

08a4c505db7079e199337ce/T497b3dd42T25ad06487e29385» |FRO
1 400 ) Sy 54 90 00-03 00 OO0 0O0-04 00 OO0 0O0-FF FF 0OC

Version 948 1042 1

32ec329301aa4547b4eT48001599401eb9507851T1ab68d85al14d36» |FRO --
0400004 40 A ( ) — ( ) 1 0 [ ) . v

Version 1060 1042 1

a730864299376b830a7e1271T089e500e148d96d08» |FRO
30 00-03 00 00 00-04 00 00 0OC FF 00 0OC 'E ¥

IMAG 17928 1042 102

Figure 4: Most Samples Have the Language ID Of 1042.

As per this authoritative source, 1042 (0x0412) is the language Identifier for Korean.

& https://docs.microsoft.com/en us/windows/win32/intllanguage-identifier-constants-and-strings
UAUSD S RUIIRGl | RUR ) URDS LANU_RUTTRMINL
Y Fiter by title 0x0412 Korean (ko) 0x12 LANG_KOREAN
International Components for Unicode (ICU) )
) 0x0440 Kyrgyz (ky) 0x40 LANG_KYRGYZ
v Mational Language Support
National Language Support

Figure 5: LANG_KOREAN

Functionality of the Malware
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Our analysis started by trying to get a feel for what this malware could possibly do on victim’s system. In general,

the best way to do that is by inspecting the functionality (e.g. from an API) that it wants to invoke from the target

system. So, let get right to it.

At first sight, these malware do not seem to invoke many APIs. The import table is short and does not import

many common DLLs and functions. Our gut feeling suggested that it will likely resolve functions dynamically.

And sure enough, we quickly found instances of GetProcAddress. It even encrypted its API names too. In our

experience, this is a common technique designed to hinder static analysis, but it does not stop dynamic analysis.

So, we traced the malware and figured out the encrypted APIs.

0 = mtr decodeStr(& 514, OxDu)
Kernel32_d11 = LDadUbrar\h( )):
-|f ( ._.- el32_ d11
{
v2 = mtr_decodeStr (8 908, OxFu);
GetPr’ocAadress 0= ( stdcall *)(_DWORD, _DWORD))GetProcAddress(Kernel32_dl1, v2):
v3 = mtr_decodeStr (8540, 0xDu):
LoadLibraryW = GetProcAddress_0(kKernel32_d11, v3);
v4 = mtr_decodeStr(& 370, OxCu):
FreeL1brary = GetProcAddress_0(Kernel32_d11, v4);
v5 = mtr_decodeStr (81158, 0x1lu);
GetModu1eHand'|eW 0 = GetProcAddress_0(Kernel22_d11, v5):
v6 = mtr_decodeStr (81349, 0Ox13u): ) i
GetModmeFﬂeNamew = GetProcAddress_0(Kernel32_d11, vé);
v7 = mtr_decodeStr (8878, OxFu):

CreateProcessW = GetProcAddress _O(Ker

v8 = mtr_decodeStr (&6 0xDu);
CreateThread = (int icall *)(_C _Dw _DWORD, _DWORD, _DWORD))GetProcAddress_0(Kernel3
v8 = mtr_decodeStr (& 1387, 0x13u);
GetEthodeProcess = GetProcAddress_0( ¥.
0 = mtr_decodeStr{& 1277, 0x12u):
GetEx‘ltCodeThread GetProcAddress ._0(Kernel32_d11, wv10);
= mtr decodestr(& 260, Ox1lu);
Termmateprncess = GetProcAddress _0(Kernel32_d11
v12 = mtr_decodeStr(& 1028, 0x10u); 5 y
TermmateThread = GetProcAddress _0(Kernel32_d11, vi12
v13 = mtr_decodeStr(&v1445, 0x14u);
wa1tF0rSmg]eObJect = (int {_Etclz::-H *)(_DWORD, _DWORD))GetProcAddress_0(Kernel32_d11, v13);
14 = mtr, ecodestr{&
C1oseHand1e = e RD))GetProcAddress_0O(Kernel32_dl11, wvi1d);
15 = mtr, decodestr{& z :
WmExec = GetProcAddress 0( el d11, vis);
v16 = mtr_decodeStr(&v 334, Ux(u)

Figure 6: Decrypted APIs

As can be seen, after patching in IDA everything starts to make sense.

The following shows one special case where function names are not encrypted at all, and hence static analysis is

enough.
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i

Imports 8 | Functions window B & Strings window 8 | Names window 8 | IDA View-A
DWORD mtr_loadFuncKernel32()

HMODULE vO0; // eax
HMODULE v1; // esi

a

= LnadL1brar}A(Kerne132)

1‘F ( '\J )
return GetLast-’ro*()
GetProcAddress_0 = (int (__stdc 1'I *)(_DWORD, _DWORD))GetProcAddress(v0, ProcName);
dword_43711C = GetProcAddress_0(v1, aLoad11brarya)'
#(_DWORD ')LoadL1braryw = GetProcAddress _0(v1l, aloadlibraryw);
dword_437128 = GetProcAddress _0(v1, aFree11brary)
GetModuleHandleW_0 = (int (_ stdc all * ) (_DWORD) )GetProcAddress 0(vl, aGetmodulehandl):
*{ D“F D ')GetModu1eF11eNameA 0 = GetProcAddress_0(v1, aGetmodulefilen):
_DWORD *)GetModuleFileNameW_0 = GetProcAddress_0(v1, aGetmodulefilen_0):
*( DWORD *)CreateProcessW_0 = GetProcAddress_0(v1, aCreateprocesst:
dword_43713C = GetProcAddress_0(v1, aCreateprocessa);
*(_DWORD *)CreateThread_0 = GetProcAddress _0(v1, aCreatethread}
GetEXItCOdePFQCESS = (int (__stdcall *)(_DWORD, _DWORD) )GetProcAddress 0(v1, aGetexitcodepro);
dword_437148 = GetProcAddress _0(v1l, aGetexitcodethr);
#(_DWORD »)TerminateProcess_0 = GetProcAddress_0(v1, aTerminateproce);
23| TerminateThread = (int (__stdcall *)( DwrnJ RD))GetProcAddress_0(v1, aTerm1natethrea)
24 Wa1tForS1ngleOb]ect = (int (_s DWORD) )GetProcAddress O(v1, aWa1tfors1ng]eo)
25| CloseHandle_0 = (int (__stdcall = E;)GetprocAddress 0(vl, acClosehandle):

WD 00 =J Oh LN s LD ) =
—

) 26| *(_DWORD *)WinExec = GetProcAddress_0(v1, aW1nexec)
27| CreateFileA_D = (int (__stdcall #)(_DWORD, _DWORD DWORD, _DWORD, _DWORD, _DWORD))GetProcAddress_0(v1l, aCreatefilea);
y 28| *(_DWORD *)CreateFileW_0 = GetProcAddress_0(v1 aCreatef1'|ew]
» 29 WriteFile 0 = (int (__stdcall *)(_DWORD, _DWORD, DWORD, JRD) )GetProcAddress_0(v1, aWritefile);
» 30| ReadFile_D = (int (__stdcall *)(_DWORD, _DWORD, _| _DWORD, _DWORD))GetProcAddress_0(v1, aReadfile):

Figure 7: Function Table

The hash of this special sample is b05aae59b3c1d024b19c88448811debefleada2f51761a5c41e70da3db7615a9.
As astute readers may have noticed, the order of the functions being loaded in this sample is very similar to other

samples.

Library function [l Regular function Ml Instruction | Data ] Unexplored =~ External symbol

EEEEDER IR .Na B | Eo.B | Er.0 |[Ers..B

1lunsigned 1nt mtr_loadFuncAll(

2({

3l if ( mtr_loadFuncKernel32() != 387500728 )

4 return 3168774920:

5| if ( mtr_loadFuncAdvapi32() != 387500728 )
® 6 return OxBCDFABOS;
@ 7| 1f ( mtr_loadFuncOleaut32() != 387500728 )
e 8 return -1126192376;
e 9 if ( mtr_loadFuncIphlpapi{() != 387500728 )
® 10 return -1126192376:
y 11 1T ( mtr_loadFuncWs232D11() != 387500728 )
® 12 return -1126192376;
e 13| 1if ( mtr_loadFuncWtsapi32() != 387500728 )
e 14 return -1126192376:
# 15| 1f ( mtr_loadFuncUserEnv() == 387500728 )
® 16 return mtr_loadFuncNtd11() != 387500728 7 OxBCDFABO8 : 387500728:
o 17| return OxBCDFABOS;
@ 18|}

Figure 8: Main DLLs

After patching up the function names in IDA, we can clearly see that the malware makes use of core

functionalities like registry (Advapi32.dll), networking (ws2_32.dll), and so on.

To persist, the malware inserts itself into a Run key:

DTSoftltd

. Aux C:\Windows\system 32\wdmaud. drv Microgoft Corporation
wdmaud. drv Wows4 Aux C:\Windows\svstem32wdmaud. drv Microsoft Corporation
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Figure 9: Persistence

In some other cases, the malware installs itself as a service.

.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:

.rdata

.rdata:

.rdata

.rdata:
.rdata:
.rdata:

.rdata:

10021934 dd rva word_10021950 : AddressOfNameOrdinals

10021938 ;

10021938 ; Export Address Table for T_SVC_DLL.d11

10021938 ;

10021938 off_10021938 dd rva ServiceCtrlHandler, rva _D11Main@12, rva ServiceMain
10021938 : DATA XREF: .rdata:1002192Cto0
10021938 : D1 IMain(x,x,x)

10021944

10021944 : Export Names Table for T_SvVC_DLL.d11

10021944 ;

10021944 off_10021944 dd rva aDlImain, rva aServicectrlhan, rva aServicemain
10021944 : DATA XREF: .rdata:1002193010
10021944 : "ServiceCtrlHandler"

10021950 ;

10021950 ; Export Ordinals Table for T_SVC_DLL.d11

10021950 :

10021950 word_10021950 dw 1, 0, 2 : DATA XREF: .rdata:10021934:0
110021956 aTSvcD11D11 db 'T_SvC_DLL.d11',0 : DATA XREF: .rdata:1002191Cto0
10021964 aServicectrlhan db 'ServiceCtrlHandler",0

;10021964 - DATA XRE .rdata:off_100219440
10021977 aD11main db 'D11Main’,0 : DATA XREF: .rdata:off 1002194410
1002197F aServicemain db 'ServiceMain',0 : DATA XREF: .rdata:off_1002194410
10021988 align 800h

10021938 _rdata ends

Figure 10: Service

As we can see, here is where the original name of the DLL is hidden.

Ghosts in the $hell

Let’s get to the main functionality of NukeSped: Remote Administration Tool.

After more reverse-engineering, we figured out the algorithm used to decode the strings.

[

Imports F Funci

151}

mn

{

=] O LA B L0 R =

t _ cdecl| mtr_decode(1nt al, 1nt a’)
int result: // eax

char v3: // dl

int 1; // [esp+0h] [ebp-4h]

result = sub_410078(a2);

for ( 1 =0; i < a2; ++1 )

v3 = decode(&unk_4377B8) *~ *(_BYTE *)(1 + al
result = 9 + al:
*(_BYTE *)(1 + al) = v3;

return result:

Figure 11: Decoding Routine
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In a nutshell, the malware uses custom encryption based on xor. In turn, we used decodeCmd on this core function

to decrypt commands from the remote attackers.

Imports Ei

Functions window

A N N N R NN N RN NN DR NN NN

W -lhun b i =

signed 1nt _ cdecl| decodeCmd(unsigned _ 1ntl6 *al)

{

int v1: // eax

char *2: [/ eax
unsigned __intlé v3; //
unsigned __intlé v4; //
bool v5: // cf

bool v6; // zf .
const void *v7: f/ esi
signed 1nt cmd; /f/ eax

si
cX

vl = recvCmd(&dword_436550,
if (vl <=0 )

return 0;
mtr_decode((int)mtr_buffil, v1):
v2 = mtr_buffl:

*31 = *(_WORD *)mtr_buffl:
v3 = *al:

vd = *((_WORD *)v2 4+ 1):;
v5 = *31 < 0xB6CEu:

vb = *gl == -18738:

al[l] = v4;

if (!vS && !'v6 || v3 < OxB6A4u
return 0;

vi =v2 + 4:

cmd = 1;

gmemcpy(al + 2, v7

return cmd:

’ "4) :

Figure 12: Decode Commands
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e T e e e e B S e e e e S

Imports Functions window | & Strings window |

19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
38
39
40
41
42
43
44
45
46
a7
48
49
50
51
52
53
54
55
56
57

58

1T ( 'decodeCmd((unsigned __1ntlé *)&[pNumberOfBytesWritten) )
return 1274548736 ;
switch ( (unsigned __int16)1pNumberOfBytesWritten )
{
case 0xB6A6bu:
vl = FindFile((int)hFile):
goto LABEL_20;
case 0OxBBATuU:
vl = OPEN_File({wchar_t *)hFile);
goto LABEL_20;
case 0OxBOA8Su:
vl = WriteFile_1(hFile, v4, v5, TpNumberOfBytesWritten, hFile[0]);
goto LABEL_20;
case OxB6ASuU:
vl = WriteFile_2(hFile, v4, v5, 1pNumberOfBytesWritten, hFile[0]);
goto LABEL_20;
case OxB6AAu:
vl = CreateProc((WCHAR *)hFile):
goto LABEL_20;
case 0OxB6ACu:
vl = DeleteFile_O((wchar_t *)hFile):
goto LABEL_20;
case 0OxB6ADu:
vl = mtr_Proc{(int)hFile);
goto LABEL_20;
case OxBBAEu:
vl = sub_402340():
goto LABEL_20;
case 0OxBbAFu:
vl = TerminateProcess_1((wchar_t *#)hFile):
goto LABEL_20;
case OxB6BOu: ) )
vl = SetInformationFile_0():
goto LABEL_20;
case 0xB6B5u:
vl = GetCurrentDirectory((const WCHAR #*)hFile);
goto LABEL_20;
case 0OxB6Bbu:
vl = sub_405D40();
goto LABEL_20;
case 0xB6BYu: )
vl = CreateEnvironment({(wchar_t *)hFile);
goto LABEL_20;
case 0xBe6COu:
vl = sub_403CBO((wchar_t *)hFile):
goto LABEL_20;
case 0xB6C1lu:
vl = mtr_CreateThread 0((wchar_t *)hFile):;

Figure 13: Logic of the Shell

Like a typical RAT, it listens for incoming commands, executes those commands, and then responds. The full

control flow graph (CFG) looks like the following:
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Figure 14: Control Flow Graph (CFG)

As can be seen in Figure 14, the control flow of a typical shell is clear. At the beginning is the common logic of
parsing of the command and its parameters. And then there is a distinctly huge switch-case to handle each

command.
We have reverse-engineered the logic of the RAT and found many classical RAT features:

e Iterate files in a folder

 Create a process as another user

e Iterate processes and modules

e Terminate a process

e Create a process

e Write a file

e Read a file

o Connect to a remote host

e Move a file

e Retrieve and launch additional payloads from the internet
e Get information about installed disks, including the disk type and the amount of free space on the disk
e Get the current directory

» Change to a different directory

e Remove itself and artifacts associated with it from the infected system

Attribution
Attribution is almost always an imprecise art, but let’s consider the key evidence:

e The pattern of the encrypted strings, and the way string is used for API loading (Figure 8, etc.)
e The feature set and the structure of the main function (RAT) are reminiscent of FALLCHILL (below)
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IDA View-A B8 PseudocodeD ] Pseudocode-C [ Pseudocode-B

cmdStr r_t #*)LocalAlloc_0(64i64, 0x8000164):
if (e

while ( 1)
{
memset(cmdStr, 0, Ox8000uiéd);
LODWORD(v13) = -1;
0 = mtr rece1ve(md64(mtr SOCKET, cmdStr, &cmdCode, &v15, v13);

__1nt64)vls »>» 1] = 0;

case 65332
v3 = mtr_iterFiles(cmdStr);
break:
case 65333:
2 = mtr_iterProcessesAndModules():
break;
case 65334
f ( *c tr = '/’
= mtr Term1nateProcess( IStr + 1):
e]se
4 = mtr CreateToolhe1p328napshot( str);
if ( vd && &R (v5 = 0penPr0cess(0x100001u 1, v4)) !'= 0164 && TerminateProcess_0(v5, 0) )
{
= mtr_SendBack(-99):
else
{
6 = GetLastError_0():;
3 = mtr_SendBack(vE):
}
break;
case 65335:
3 = mtr_CreateProcess(cmdstr);
break
CaSE 65336
3 = mtr_CreateProcessAsUser(cmdsStr);
break;
case 65338:
v3i = mtr_WriteFile(cmdStr);
break:
case 65339:
3 = mtr_iterReadFiles{cmdStr);
break;
case 65342;
3 = mtr_misc3(cmdStr);
break:
case 65343:
3 = mtr_cloneFileTime(cmdStr);
73 break

Figure 15: Logic of the Shell in FALLCHILL

e Most samples of NukeSped have the following cryptography blob (Figure 16). Interestingly, they also have
a cryptography blob similar to this:

PE_.00419624

10EEave
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Figure 16: Cryptography Blob

« Interestingly, there are also file name references shared with HOPLIGHT

S

bhbi5aae59b3cl1d024b1?c88448811debefleada2fhl
icatefandle g¥UnmapUiewOfFile ;; FindClose FindMextFilell

r ot u d i 1 - udbcgiut .dat % s #
=UrrsTa =X % -
I"IDUBF'llf:U "DUE‘FllF‘ﬂ GetDlukFreeSpaceExU GEtDlakpt‘ﬁBSL

calelnfol GetCurrentDirectoryW GetCurrentDirectoryf

GetLogicalDrives GetTempFileNamell GetTempFileNamef

1T ime FindClose FindNextFilell FindNextFileh FindFi

s OpenProcess Process3ZNextl Process3ZNextA Process32Firs

inter GetFileSize ReadFile WUriteFile CreateFileW Cred

sg CreateThread CreateProcess CreateProcessl GetMod
T s S L T D e ey

Figure 17: Dumped File

70034b3359¢6698403293cdc286 T6cTdaasc49031089efa6eefced 1e22dcch3 (61E3571B8D9B2ESCCFADC3DDELOFBS...

83228075a604e955d5%dcTE0ed4cdedl6eedablfcBfeac291cf21b4fcbed 1f70a (3021 B9EFT4c&BDDF59656A035F34FD...
d77fdabelTcdba62a8e728che6cT40e2c2e541072501f77988674e07a05dfb39 (FSD26F2B8DD2AC4889597E1F2FD1F2...
ddeadBel78f0412aeT8ff5d5adf2439251f68cad4fd853ecdb6a3cT4649642d (BESSRCD29BoDCEFSCFCADOAASESCTY...

Additional Files (4

49757¢f

85657757704656c079785¢072bbc233¢cab942418d99d1f63d43f28359) rdpproto.dil

10902623¢9cd0cccc8513850072b70732d02¢266¢cTbTed6d2d5b2ed4fSedc289 (udbcgiut.dat

962296d224f285¢67beed3¢30f8a309157f0daa35dcsba7e410b78630a09¢fc7 (MSDFMAPLINI

cdSfieTTT3cc60c98c35f9e9d514b597cbd14878954Tbal52ba6 ThfcOfecsf (UDPTrcSve.dll

Figure 18
e Most samples (7 out of 10) of NukeSped are in Korean (e.g. Figure 4).

Given all the evidences so far, we can conclude that the NukeSped RATs have some relation to North Korea threat
actors (HIDDEN COBRA) .

Solution

Internal testing by FortiGuard Labs shows that all networks and devices being protected by Fortinet solutions

running the latest subscription service updates were automatically protected from this malware.

In particular, FortiGuard Antivirus service detects samples as the following:
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1a01b8a4c505db70f9e199337ce7f497b3dd42f25ad06487e29385580bca3676 W64/HidCobra.Altr
8a1d57ee05d29a730864299376b830a7e127f089e500e148d96d0868b7c5b520 W32/NukeSped. AU !tr
32ec329301aa4547b4ef4800159940feb950785f1ab68d85a14d363e0ff2bc11 W32/Trojan.FPIA Itr
73dcb7639c1f81d3f7c4931d32787bdf07bd98550888c4b29b1058b2d5a7ca33 W32/NukeSped. AU tr
084b21bc32ee19af98f85aee8204a148032ce7eabef668481b919195dd62b319 W32/HidCobra.9CFB!tr
0608e411348905145a267a9beaf5cd3527f11f95c4afde4c45998f066f418571 W32/NukeSped. AUltr
b05aae59b3c1d024b19c88448811debefleada2f51761a5c41e70da3db7615a9 W32/HidCobra.9CFB!tr
€66ef8652e15b579b409170658c95d35cfd6231c7ce030b172692f911e7dcff8 W32/NukeSped.AU!tr
£8£7720785f7e75bd6407ac2acd63f90ab6c2907d3619162dc41a8ffa40a5d03 W32/NukeSped.AU!tr
fe43bc385b30796f5e2d94dfa720903c70e66bc91dfdcfb2f3986alfea3fe8c5 W32/NukeSped.AU!tr

C2

Malicious URLs related to this malware are blocked by FortiGuard Web Filtering Service & the botnet IP engine:
119[.]18[.]230[.]253

218[.]255[.]24[.1226

The author wants to thank Artem Semenchenko for additional insights during the attribution process.

As usual, FortiGuard Labs will keep an eye out for advanced threats like this to help keep everybody protected.
-= FortiGuard Lion Team =-

Learn more about FortiGuard Labs and the FortiGuard Security Services portfolio. Sign up for our weekly
FortiGuard Threat Brief.

Read about the FortiGuard Security Rating Service, which provides security audits and best practices.

Source: https://www.fortinet.com/blog/threat-research/deep-analysis-nukesped-rat.html
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