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of Info Stealers

In recent years, information-stealing Trojans have become a very popular attack vector. This type of malware is
used for harvesting saved information on machines including usernames and passwords (“logs”) which are further
sold on automated botnet marketplaces such as RussianMarket, TwoEasy, and Genesis, or privately. If purchased
by threat actors, these credentials pose a significant risk to an organization, as they allow actors to access various

resources which may result in data exfiltration, lateral movement, and malware deployment, such as ransomware.

Some of the most popular info-stealers advertised on cybercrime forums and identified on these marketplaces are
RedLine, Raccoon, and Vidar. While some of these commodity stealers remain relevant, KELA observed that the

threat landscape started to change under various conditions. The Russia-Ukraine war, the info-stealer operators’
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need to improve malware capabilities, and their financial motivation, resulted in new stealers and services

becoming available.

This report focuses on the currently active information stealers, highlighting the evolution of the old stealers, as

well as the debut of new ones.

Diversification of Stealers

Changes in the threat landscape, as listed above, have determined a more evident diversification of stealers. While
some of the well-known commodity information stealers continue to stay relevant for threat actors and be
observed in malicious campaigns, other options, such as private stealers, have also become available. Commodity
information stealers refers to malware and tools that are widely available for purchase on cybercrime forums and
markets, thus used by a wide range of threat actors. Private information stealers, on the other hand, refers to
customized malware that is not made available to all threat actors, mostly to avoid being widely spread and losing

the capability to remain undetected by security tools.

In this chapter, KELA highlights both the journey of commodity stealers and how they evolved and changed over

time, and the newly advertised private stealers.

The Journey of Commodity Stealers RedLine Stealer

RedLine has been advertised and sold on various cybercrime forums since early 2020. For instance, threat actor
Glade aka REDGlade, potentially one of the RedLine developers, first announced the stealer in February 2020 on
the WWH Club and BHF forums and the Telegram channel. The RedLine stealer is still being sold for USD150

per month or for USD800 for the “pro” unlimited version.

The information-stealing malware seems to maintain its popularity among threat actors, a fact confirmed by the
number of infected machines listed on marketplaces. For instance, the TwoEasy marketplace currently has around
575,000 bots available for sale, out of which over 55% are machines infected with RedLine. When compared

with KELA’s analysis on December 21, 2021, this seems to be a continuing trend for the info-stealer.
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User Glade introduces RedLine Stealer. Source: WWH Club

As more and more users are anxiously looking to acquire the RedLine software, complaints have been recorded

regarding the delays in the support chat.

Mar 27, 2022 at

pelAT ¥ BAC CaN B Tr 33X0AHT 7
WenwA gens oy (A NOHIEMAK BOSMOMHD HHOM MR XOTAT KyNMTE W T4) Hy NpaM oYers J00r0 408 codira 3a 1505 mecay

A Kymians peg “epes Gota
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enacube

nerik B

User complaining about delays. Source: WWH Club

A common tactic observed among users is to try the “cracked” free versions for testing purposes, to avoid

purchasing the software, however, with less successful outcomes.

D cxazan(a

s0ra can you guys leave a clean link on redline stealer. i want to test it but | got the backdored

floppy-mecx , .
m | assume most cracked versions would be backdoored to an extent and you would have to purchase Redline.

Heard some good things about Mars. Raccoon is down for now.

15.02 2022
]

Du¥ancba Y like & LUurata <9OTeer

ﬂ wanthopsia

Source: XSS

KO BaM. A 3BTOPRY CNa

3TO TOHHO.

User claiming that the logs obtained with the “cracked” version are also sent to others. Source: BHF

While RedLine still remains relevant, it is evident that the information stealer is not fulfilling the expectations of

all users, therefore some of them choose to look for alternatives.
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Distribution of bots offered for sale in Russian Market in January 2022 — July 2022, by stealer, as collected by

KELA’s systems

Raccoon Stealer

Raccoon stealer was among the recommendations for users willing to leave RedLine. The information stealer was

offered for rent for USD200 per month for basic use plus USD50 for additional services. However, on March 25,

2022, the operators announced that, after three years of activity, they are suspending the project due to the loss of

their developer during Russia’s invasion of Ukraine (“the special operation”). They stated that the project will

return in an optimized form in a few months.
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Dwar Clients, urforiunately, due 1o the “specal operation”, we will have 1o close our Ragooon Stealer project

Cour team members who were responsible for critical mamsents in the operation of the product are no longer with us, 58

W are disappoirmed [0 close our progect, Tuther Mable work of the stealer physically ot posidble
raccoonsteales . £
A vy What will happen to the logs
[ e The logs can still be downloaded, but the multidownload server has already stopped responding
T This means that you need to start downloading the logs one by one, starting with the “fattest™ ones [downdoad button on the right in the table on each log)
r  We apologize for such inconvensence, for not we can continue to delight you with our product, as we have been doing for the last 3 years, but we are fooced to diose the

propect for an indefinibe peviod
We ask you to treat our loss with understanding
lweth you all patience, ard everyone o find § 1,000,000 paahit
Thank you Wiorhi wxparience and lime, for every diy, snfonunabely everything, scaner or laber, comed 16 an end
AllWORLD
=

We do not say geodbye forever . We took a break 1o regroup and continue werk on the second version that had alieady been starbed

We have lost a friend and a great developer. But the project has become a part of ows life in 3 years, o we decided 10 continue working. 'We will rewsite the lost momenss
and completely new build and panel in an improved foom, rewritten from scratch and optimized
Expect us in a few manths. In the mesnbime, we're gong offline

Avaid theowang! WE DO HOT WORK ANY MORE

Source: XSS

Several users expressed their disappointment following Raccoon’s decision to suspend the operations stating that

they are looking forward to their return, while others started searching for other options.
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Source: WWH Club

On June 2, 2022, the actors behind Raccoon Stealer claimed they developed version 2.0 of their malware. On June

30, 2022, threat actors behind the Raccoon Stealer officially released its 2.0 version.

Mars Stealer

Although threat actors may be loyal to their providers, the business must go on. KELA observed the MarsTeam —
developers of the Mars stealer — claiming on the XSS forum that many Raccoon users switched to

the Mars stealer, even prior to Raccoon suspending their operations. The Mars stealer, first advertised on June 21,
2021, is being offered for USD140 per month or USD800 as a lifetime subscription.
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Auto-translated from Russian. Source: XSS

Based on the above screenshot, the Mars stealer seemed to be a promising stealer to replace Raccoon, however, at
the beginning of April 2022, KELA observed several complaints from users on XSS who stated that the Mars
operators were not responsive. On April 16, threat actor JohnCrystall opened a dispute, claiming that, upon
making a purchase, MarsTeam failed to provide the requested tools. Upon these allegations, on April 17, the

forum’s administrator banned the MarsTeam account and marked them as “scammers”.

As of now, there is no recent activity from MarsTeam, and some users suggested that the operations may have

been affected by the invasion in Ukraine, however, the reason remains unclear.

bdarsTeam - CTaTyc “KMAANA" BCTaRAEH. ECNW OTBETYME NOABMTCA M YPETYNHPYET NPETEMIAKD « DACCMOTRHM BOIMOEHOCTE CHATHA CTATYLA,
3o yHE He Nepaan ’Ca.ﬂl}ea. NEOAH MHE Y08 NWCAAN-HAR0BANWIE.
1298 3004
2 45 M¥asoba o L
1
- g; 3 | D) ninjarafirate

Translation from Russian: The “scam” status is set. If the defendant appears and settles the claim, we will
consider the possibility of removing the status. This is not the first complaint, people have already written to me,

complained. Source: XSS

Vidar Stealer

Vidar was first introduced in November 2018 and remains one of the most popular and used information stealers.
The operators maintain a support Telegram channel @ Vidar_supwwh where they sell the software for USD1500
and offer additional installation services. KELA also identified Vidar in recent bots on RussianMarket and

TwoEasy.

On April 25, 2022, KELA observed several actors on the Exploit forum complaining about the stealer’s

capabilities.
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kEI’!I"Iw Posted Tuesday at 01:10 AM
byte
* On 4/21/2022 at 12:38 PM, lordlucifer said:

Nope vidar collect email clients, expect outlook premium which so far no public stealer is able to grab it.

K | bought vidar, it works fine but didnt grab any date. over 100 logs but all empty.

can i get any better recommendation?

Moreover, on April 26 and 27, 2022, users stated that the Vidar Telegram support team is not responsive. This
seems to be a pattern in some of the commodity stealers services and it is yet to be determined if Vidar stealer will

continue to be a primary choice for threat actors.

Tonin Posted Tuesday at 03:23 PM
byt
. TC M@ HOMY S0 BAC QOCTYHATHCA

T +  Cuote

Faid registration
o1
Jined

Ativity

& Tak »@, WaTy OTERTA

+  Quaote

Source: Exploit

BlackGuard Stealer

As cybercriminals are constantly testing the capabilities of such malicious tools, they do not shy away from
demanding more quality and improvements. One example in this regard is the BlackGuard stealer, launched in
early 2021. KELA came across several recent discussions in which users were complaining about BlackGuard not

being able to properly avoid detection. As in any business, the operators promised to provide an updated version

in no time.
 Hosce I Amrop reuu |
Ly Ly Pedaten YHCTCE MPpSKTALECEE JIRGHEEHE B DAMEARLME AHI CRODEE BORND NOCHE BRIXOHBIX BOEM OTAMWY ¥ HEUHY BEGAWY YRE NOYrLEHHbE GHAL0E.
foGanned cbop | Password_firefon b, coockies_fiaefox st )
aoBansena Gonee nagemmas ofdycLaynn OONOBHATD AHMKD HA MAWEND W ARHKE KOTOPNT OTDEUAET 34 NEPEAAYY HHPOPUIUAN Ha NaHes oba
Bluckieam0o? DOYOUHPYIOTCA © PATHMMA KROYaMI,
(L1] zache
148042030
)
175
1
0.0001 B O anoba ¢y like #Llmrara O OHper
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Translation from Russian: Guys, the cleaning is almost finished in the coming days, most likely after the weekend I
will write to everyone and start issuing the already cleaned builds. (...) Added more reliable obfuscation of the
main link to the panel and the link that is responsible for transferring information to the panel, both are
obfuscated with different keys. Source: XSS

Private Stealers

The previous chapter showed that some of the well-known commodity stealer operators, although present in the
cybercrime ecosystem for a long time, may encounter difficulties in the way they conduct business, which leaves
their customers unsatisfied. As the threat landscape is constantly changing, other threat actors may find new
financial opportunities in developing “private stealers”, either by using the source code of commodity stealers or
by creating brand-new ones. KELA has observed several such stealers being advertised on cybercrime forums and

researchers also confirmed them being actively exploited in the wild.

On March 7, 2022, KELA observed a threat actor named _META_ announcing the launch of META — a new
information-stealing malware, available for sale for USD125 per month or USD1000 for unlimited use. The actor

claimed it has the same functionality, code, and panel as the Redline stealer, but with several improvements:
1) Removed unnecessary functionality from the panel
2) Added setting for collecting extensions from the browser

3) Added the Reset default settings button, which allows you to return the default settings of the panel if you
suddenly need it

4) Cleaned stub
5) Changed the color scheme of the panel
6) Removed AntiCNG

7) Added the ability to view the private key for the generator (needed for auto-build in your bots for the team), to

view it, you must re-enter the password from the panel (2FA, not to steal the key)
8) The weight of the build is reduced to 88KB, thanks to the new stub

9) Cleaned build runtime
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b T, 2022

MNpeqcTasnAm BaWeNy BEHHHAHWD cTunnep META

__META__ B2 @yHEUMoHan, Koa, Masens - nonsoctesy REDLINE STEALER. Co BreMn caowmMn ofuoaans,

. . o
Total Sel: 50 CofupasT Be JaHHES, UTo W PeanaEe

Total Purchade: $226

Joanads Mar 4, J0E2
Muessages: 2 Tonuko ¥ HAC Kpy-e, CTah YMIe 1 HEZMoIAHHEA
Rl gooen a

+ CHIM paboraer
+ Kpeatop Gunga [ ABTOEBHMNER onamw & Teme)

1) ¥ipaH NHWHWA $yHELHoHAN M3 NaHens

2) Nobannta HacTpofks chopa paciumpemi ¢ Gpayaepa

3) Oobaegnena kwonka Feset default settings, ©oTOPaR NOZBONAET BEPHYTL CTAHAAPTHHE HACTRORKA NAHENW, SCNH BAMYT 3T0 NoHanebunocs
A) NouruweH crab

5} Hasenies wieTomaA ramMmh NAHEnH

User _META_ announcing the META stealer

KELA also identified the stealer in several bots sold on the TwoEasy botnet marketplace and can confirm its
similarities with Redline based on the folder’s structure. As of now, there are around 1200 bots containing the

META strain available for sale on the TwoEasy market.

j Userlnformation - Notepad

File Edit Format View Help
h**********************************************

* _ _ _ N *
AN ATATA *
(M|E|T]|A) *
AW AWLW, *
*

*

Telegram: https://t.me/metastealer_bot
tEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE S

#*
*
%
*
*
*
Bot sample infected with Meta stealer malware. Source: KELA

Researchers confirmed that several samples of a specific Excel file containing the Meta stealer have been

submitted to VirusTotal. Based on the findings, the malicious files are distributed via phishing emails.
Arkei Stealer

In February 2022, researchers observed new variants of the Arkei malware — an information stealer focused on
collecting, among others, 2FA or MFA data from its victims. Arkei has also been previously seen in the wild and

advertised on cybercrime forums, and it now has improved its malware capabilities. The malware only targets

Page 9 of 16


https://isc.sans.edu/forums/diary/Windows+MetaStealer+Malware/28522/
https://blogs.blackberry.com/en/2022/02/threat-thursday-arkei-infostealer

https://ke-la.com /information-stealers-a-new-landscape/

Windows-operating machines and their initial attack vector may vary, however it has been recently seen deployed

from phishing websites offering malicious software masquerading as legitimate applications and programs.

Arkei was observed being deployed by Smokel.oader aka Dofoil — a malware downloader initially observed in
2011 and used to deliver other malware via email attachments in phishing campaigns. Later, the malware was seen
delivering information stealers including Raccoon and RedLine. Since the beginning of 2022, KELA has observed

several actors on cybercrime forums interested in purchasing SmokeLoader.

WhiteFace Posted March 16
kilobyte
. Been trying to get him to setup smoke loader for a couple days now.

Serious buyer....

W IDK whats going on

+ Quote

User
o4

Threat actor willing to purchase SmokeLoader.

Ginzo Stealer

The Ginzo Stealer (also referred to as ZingoStealer) was announced on March 4, 2022, by the Russian-speaking
threat actor “HaskersGang” on their Telegram channel. The malware can exfiltrate credentials, steal

cryptocurrency wallet information, and perform crypto mining. According to researchers, the ZingoStealer is

currently being distributed under the guise of game cheats, cracks, and code generators. In several

cases, ZingoStealer also delivers additional malware such as the RedLine Stealer. On April 13, 2022,
HaskersGang announced on their Telegram channel that an updated version of the bot has been released and that
they are transferring the ownership to user CryptoGinzo, as the previous “owner” — part of the HaskersGang — is

no longer involved in the operation.
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HASKERS COMMUNITY REFEREMCES LIBRARY
Pemins GECMNATHOTD CTANNEDA yixe Ha Bl depasax]

M Bl APLAITARATE Baod HAW BEonARTHEl NPBOMT, KOTOPb
WORET CROBOAMG KOHKYDWPOBATE C NPOSARH NPOEKTARME =

Cronpeo npesesi ¥ 04 Geino NOTRIHG HE JEA, ¥ HaC
MAM-HNOis (R0AETE 400 Bac KaeCTBEHHBIR NPOeKT [MoxeT Saxe
EAUCCTOEHHEE, WEW MAATIHRSE AFANHH 5l Sopymaac)

Mea oueHn Bnarogapis Baw 34 noscus «, KCTATHE, OT MAATHRE
YL A PHAUWN GTRAIATROA, BERHYE CNOHIOREY 070 Atusri, Boe
AnA Bac, pce 33 GeonnarHol

DipagyRTe MenR Tome, NOCTABLTE PEAKLHSO NG MOCT &

UPD: A Hir Sopy NPQUTHTORROM © FTOND CTRNMERA; HOTW MR HE
AyGARPYSITCR W HAKTO Kpokee BAC HE MBEET K HItW SOCTYTIA

UPDZ: porw € CHI Npstaoq@r 40 TEx RO, NOKE MEHA e mﬁ‘ﬂ

Oprasied, game eLmm meefyT — 8 Bac yee 0w o ToM, YTo
OTEMGHI oTCTyx ¢ CHI

Translation from Russian: We are pleased to present to you our free product that can freely compete with other

projects — @ginzostealer_bot (...). Source: Telegram

HASKERS COMMUNITY REFERENCES LIBRARY

Forwarded from GINZO STEALER FREE STEALER BY HASKERS
GANG ANTI-CIS

BHumanne! Mel 06HOBMAKM Hawero BoTtal

Bam HeobxogMMo cHOBA BEECTK /Start 4nA Toro, 4Tobsl oBHOBUTE
Bota

HemHoro o nocnegHux coBLITUAX: CTUANEPOM TENEPE BNajeeT
@CryproGinze, npownei Bnageney Gonswe He NpUYACTEH K
cTunnepy. Ha AaHHbIR MOMEHT NPOSKT B HaASXHbIX Pykax, ob 370 ¢
YEEPEHHOCTEIY 3aABNAIK A — Keepye Fo ;

Translation from Russian: Attention! We have updated our bot! You need to enter /start again to update the bot. A
little about recent events: the stealer is now owned by @CryptoGinzo, the previous owner is no longer involved in
the stealer. At the moment, the project is in good hands, I declare this with confidence — Keepye. Source:

Telegram.

Eternity Stealer

Eternity Stealer was announced by EternityTeam on the XSS forum on March 26, 2022. The stealer is able to
gather passwords, cookies, tokens, history, bookmarks, credit card and crypto-wallet information from the infected
machines. It works on a variety of browsers, password managers, VPN and FTP clients, email clients and

messengers, and gaming software.
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Users can create and customize the stealer through a web builder with options such as preventing second start
from one computer (AntiRepeat), enabling AntiVM, self-destruction upon execution, preventing execution in CIS
countries, as well as selection the preferred output file execution. The builder price is USD300 for a lifetime

subscription and USD320 with crypt included.

7.62mm Private Stealer

On April 25, 2022, KELA observed threat actor Shamel advertising a new private stealer — 7.62mm — on the XSS
forum. The actor stated that they will sell only two copies to prevent mass usage and wide antivirus detection.
Based on the post, the 7.62mm stealer is, as of date, undetectable, and can target crypto wallets such as Ethereum,
Exodus, Bitcoin Core, Armory, wallet browser extensions including Binance, Coinbase, Phantom, browsers such
as Chrome, Mozilla, Opera, Edge, Waterfox, as well as sessions of client applications including Telegram, Steam,

Minecraft, FileZilla.

The stealer is sold in two formats — DLL or EXE and the actor also provides a search engine for the “logs”

obtained. The price for unlimited use is USD500.

£y
Shamel MNEpoAsETCR CAMONMCHBIA CTAANER T.62 (MO Kanwbpy IHAMEHWTOND aBToMaTa KanawHuxosa, T.624M), NpOAAHITCR TONLED ABS KOMHK

CD-amcx [uTobes HE ASMYCTUTE MACCOBGCTHA, 3 AAA6E - TOTAABHOND ASTEKTA AHTMEWDYCOE, KOMLA A VRe HE CMONY HMUerns CAaAaTE UTObE! ero
m yEpaTh) HA AAHHEAR MOMEHT JETEXTA HET, BAME B PAHTAHAME AHTHBWPYOL NOIBOARET CNOKOHHO EbINCNHNTE NOABIHYHKY HATYIKY
Ape 12,2021 cTiARpalNpopepRa ka Windows Dafender, Avast, Kaspersky) Ho &ohs HAKMHYTE CBRRXY KPUNTOP - Gung NPUsEBdT eud gomsue,
1 Ey¥d BulgaaToa B GOpMane nelscaps, Yio NO3E0ARST HENOALISEATY ANA NCroB ARDOR YEKEp, CamM DUAS CTAPTYET AAKE M3 NOA HHCTOR
BHHARL KaxapIA aeTexT - nepecbopxa, a pagHo - sobagnenwe dryHKLMOHARA, CEAYAC HMEETCR TaROH dyHKLMOHAT

Threat actor Shamel advertising the 7.62mm private stealer. Source: XSS

Inno Stealer
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On April 18, 2022, researchers revealed that cybercriminals are using a malicious website offering fake Windows
11 upgrades. Users are lured into downloading an ISO file that contains the executable for the new Inno
information-stealing malware. The stealer’s capabilities include collecting web browser cookies and stored
credentials, data in cryptocurrency wallets, and data from the filesystem. Researchers stated that although this is
the typical activity for stealers, Inno does not have any code similarities to other known information-stealers. This
is an advantage of such private stealers that allows for a limited number of users to deploy the malware and

reduces the chances of detection.

Info-stealers’ “affiliate programs”

To ensure good business development and to facilitate the use of their products, information-stealer operators
started to offer additional tools and services. KELA also observed threat actors looking for users to help test their

products prior to their release, to speed up the developing process.

N1

Particularly interesting are info-stealers’ “affiliate programs”: KELA observed various groups advertising new so-
called “traffer kits/sets” — an operational structure where interested users (“traffers” — related to the word traffic,
potentially referring to actors who have the means to infect multiple targets) are provided with the necessary tools
including the information stealer build, channels to exfiltrate the data, software to exploit the obtained logs, and
technical support, in exchange for various deals. For instance, some would require affiliates to pay a fee in
exchange for access to the kit and full ownership of the obtained logs, while others would request a percentage of

the logs.

TigersTeam

On April 1, 2022, TigersTeam introduced its information-stealer services: “The best stealer on the market —
RedLine; free promotion for active “traffers”; automatic issuance of crypto build; echo channel (logs coming in);

excellent and helpful colleagues; all logs are yours! We work out only the crypt — 80% to you!”

On April 14, upon being banned from the BHF forum, the TigersTeam offered to sell their team of “traffers” for
USD300. The deal would include all related channels, RedLine stealer + “dedik” (dedicated server), the bot script,

and over 200 people in the team.
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SUPPORT

HYHHE HE EeMeHHA ZaHAMATECA A0TaMi 1 1|:'.":|:.'!':I'1i-'i|'-|1 NOCTCRHHOND OHAARHA HA OTBETH M --'|_!

Tenrpamma; G0 oldMasterCheck

Source: BHF

Aurora Project

On April 18, 2022, KELA observed actor cheshire666 on the WWH Club forum who introduced themselves as a
coder for the “Aurora project” looking for 3-5 people to beta test their product before the final release. The actor
promised that those who will take an active part in finding bugs or improving the project will be awarded a free

subscription for a month.

The product would consist of:

1) Builder (with the possibility of polymorphic compilation and compression)

2) Stealer

3) Clipper BTC, ETH, LTC

4) The botnet is located on a shared dedicated server and has spare servers for migration
5) If the server is unavailable, the bots will automatically start searching for a new server

6) 2FA via Telegram
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Honday at 5:32 PM Bl < =

Aobporo BpeMedn cyTtok!

A Koaep npoekTa Aurora ¥ Mel MWLEM NDASA ANA DeTa TecTa HaWere NPoAYKTa Nepal KOHEYHbLIM
EbLINYCKOM

Bce KTO NPMMET aKTHBHOE YYacTHe B NoMcKe Garos WK XKe NoOMOryT NPoSKTY MaeAMK ByayT
HarpaxgeHe BecnnatHoW NoOANWCKOW Ha MEecAL,

Total Sll; $0 Hy#Ho 3-5 yenosek
Total Purchase: §0
Beskred Apr 16, 2022
Mossages: 5 [pogykT:

Roaction oo i

1) Bungep (€ BO3MOMHOCTE NOAMMOPHHON KOMIMNALMER W OKaTHEM)

2) CTvnnep

3) Knunnep BTC,ETH,LTC

4) BOTHET HaxXOAMTCA Ha oblEM BEIASNEHHOM CEPBEPE M MMEET 3aNACHLIE CEPBEpPA ANA MUMPALIMK
5) Ecnw cepeep GyaeT HegocTyneH GOTh B aBTOMATHHECKOM PEXWME HAYHYT NOWCK HOBOID
cepeepa

6) 2FA yepes Telegram

Actor cheshire666 looking for testers for the “Aurora project”. Source WWH Club

980 27605

it Lonbontri

HOME COMBAND BOTE CLIPFER BLILD FTEALER FROMY

Screenshot of the product provided by cheshire666. Source: WHH Club

Other similar new “affiliate programs” identified by KELA are the Trix Team and Amethyst Family. They provide
access to stealers (Meta and RedLine, respectively) and related tools, auto-issuance of logs, manuals, mentorship,

and bonuses.
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Ny4vlwKMK cTMANep Ha peiHke Meta
FUD crypt 0-3/6
Nopoep:#ka
3anueaem no 911 v kpytum CEO
JBHbIM BOT

EbITACKWMBAEM C XONOOKOE ABCOMIOTHO BCE

MPODMT B MNEPBLINA OEHL
MPUBATHBLIE MAHYATBI - BE3 MYCOPHbIX MABMWMK MATEPWMANOB
CBOW OTPABOTYMKM NOL BALL PayP : d
HACTABHWKHA [ HAYYMM OAXE BM3BESA
PO3LICPLILLKM CPEOW AKTHMBHBIX BOPKEPOB
Mbl OAEM BCE MHCTPYMEHTEI ONA TEOENS QOX00A
OTKPbITbIW BXO[, PAOLI BCEM, ECNM Thl XOMELLL 3APABATbLIBATDL, TO Mbl TEBE NOMOXEM.

Trix Team announcement. Source: Lolz.guru market

Y70 Mbl NpegocTaenaem AN Halmx Bopkepos:

+ JIYy4LWKMKA CTUNNEP Ha PbIHKE
- ABTO-Eblfla4ya Noroe
+ ABTO-3anve Buaeo npamo B BOTE
» YHuKanu3atop evgeo e BOTE
« ABTOMaTHMYecKan oTpaboTka Metamask/Ronin/Tronlink ¢ empgayei cup-¢paz e BOTE
« Kaxpoyo Hegenio po3birpbiw ana Bopkepoe 1 TOMN Bopkepos
» BbICTpbIE OTCTYKM
+ HHYENO vz noroe He 3abupaem
« OpyHBIA KONNEKTHUE
= MNWKK ANA onNbITHbIX BOPKEROE
+ BbICTPAA n KAMECTBEHHASA oTpaboTKa BalMx XONOAHbIX Kolwenskos ( 7525 )
- BECMJTATHAS HakpyTka m SEO gna Bawwx Buago

» AHanuzaTtop eawero eugeo npamo B BOTE

BOHYChI TPADGEPAM ~

Amethyst Family announcement. Source: Lolz.guru market

Source: https://ke-la.com/information-stealers-a-new-landscape/
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