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Fake Social Security Statement emails trick users into installing
remote tool
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Fake emails pretending to come from the US Social Security Administration (SSA) try to get targets to install

ScreenConnect, a remote access tool.
This campaign was flagged and investigated by the Malwarebytes Customer Support and Research teams.

ScreenConnect, formerly known as ConnectWise Control, is a remote support and remote access platform widely
used by businesses to facilitate IT support and troubleshooting. It allows technicians to remotely connect to users’

computers to perform tasks such as software installation, system configuration, and to resolve issues.

Because ScreenConnect provides full remote control capabilities, an unauthorized user with access can operate
your computer as if they were physically present. This includes running scripts, executing commands, transferring

files, and even installing malware—all potentially without you realizing.

This makes ScreenConnect a dangerous tool in the hands of cybercriminals. A phishing group dubbed Molatori—

because of the domains they use to host the ScreenConnect client—has been found to lure their targets into
installing the ScreenConnect clients by sending emails pretending to come from the Social Security
Administration (SSA):
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W/ Social Security

Your Social Security Statement is
now available

Thank you for choosing to receive your statements electronically.
Your document is now ready for download :

¢ Please download the attachment and follow the provided
instructions.

« NOTE: Statements & Documents are only compatible with PC/
Windows systems.

“Your Social Security Statement is now available
Thank you for choosing to receive your statements electronically.

Your document is now ready for download:

e Please download the attachment and follow the provided instructions.

e NOTE: Statements & Documents are only compatible with PC/Windows systems.”

There are some variations to this mail in circulation but the example above shows how legitimate these emails
look.

The link in the email leads to the ScreenConnect support.Client.exe, but was found under several misleading

names like ReceiptApir12025Pdfc.exe , and SSAstatment11April.exe .

After cybercriminals install the client on the target’s computer, they remotely connect to it and immediately begin
their malicious activities. They access and exfiltrate sensitive information such as banking details, personal
identification numbers, and confidential files. This stolen data can then be used to commit identity theft, financial

fraud, and other harmful acts. Experts have identified financial fraud as the primary objective of the Molatori

group.

There are several circumstances that make this campaign hard to detect:
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e The cybercriminals send phishing emails from compromised WordPress sites, so the domains themselves
appear legitimate and not malicious.

o They often embed the email content as an image, which prevents email filters from effectively scanning
and blocking the message.

e ScreenConnect is a legitimate application which happens to be abused because of its capabilities.

What we can do

When receiving unsolicited emails there are a few necessary precautions you can take to avoid falling for

phishing:

 Verify the source of the email through independent sources.
e Don’t click on links until you are sure they are non-malicous.

e Don’t open downloaded files or attachments until you are sure they are safe.

e Use an up-to-date and active anti-malware solution.
e If you suspect an email isn’t legitimate, take a name or some text from the message and put it into a search

engine to see if any known phishing attacks exist using the same methods.
Malwarebytes users are protected

Malwarebytes will detect suspicious instances of the ScreenConnect client as RiskWare.ConnectWise.CST.

™alwarebytes X

Malware blocked

Real-Time Protection detected and automatically quarantined a
malicious file. To restore or delete the program, open the

Quarantine.

Type : Malware

Mame : RiskWare.ConnectWise.CST
Path : C:\Users\Default\Downloads

\SSAstatment11April.exe

Open Quarantine

And blocks connections to these associated domains:

e atmolatori[.]icu

e gomolatori[.]cyou
e molatoribyl[.]cyou
e molatorier[.]Jcyou

e molatorier].]icu
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e molatoriist[.]cyou
e molatorilal.]Jcyou
e molatorioral.]Jcyou
e molatorioral.]icu
e molatoripro[.]cyou
e molatoriprol.Jicu
e molatorisy[.]Jcyou
e molatorisy[.Jicu

o onmolatoril.Jicu
e promolatoril.Jicu
e samolatori[.]cyou
e samolatori[.]icu

e umolatori[.]icu

We don’t just report on data privacy—we help you remove your personal information

Cybersecurity risks should never spread beyond a headline. With Malwarebytes Personal Data Remover, you can

scan to find out which sites are exposing your personal information, and then delete that sensitive data from the

internet.

About the author
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