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Quick analysis note about GuL.oader (or CloudEyE)

Published: 2020-06-27 - Archived: 2026-04-05 20:25:55 UTC

Recently, I’ve supported a foreign friend on Twitter during the analysis one of GuL.oader (or CloudEyE) variant

sample. Although, he have read these articles (1, 2) but still stuck and I know that feeling.

HOLY SHIT

I don't know about you, but I'm getting the fuck out!!!

TR HAEGHEES B R E R E M de 3 agar

The discussion between us was quite long, finally I sent him my quick analysis so that he can read and follow.

Now, I put the analysis that we discussed on this blog hoping it will help others like him.

thanks. anyway, If u ever come to singapore....
give me a text. 1 can bring u for a meal if u do
not mind.

¥

1. Get the GuLoader’s shellcode
GuLoader uses VirtualAlloc api for allocating a new memory section and drop shellcode to the allocated memory.

e Call to VirtualAlloc:
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. ¥irtualdlloc

Address

2. Debug shellcode for finding the next payload URL
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This shellcode uses Heaven’s Gate technique to execute on x64 environment. You can read more about this

technique that I wrote here. Preferably, you should debug GuLoader on 32bit Windows VM.

e Patch to bypass anti-VM:

e Break on call to ZwSetInformationThread for hidding thread (need to patch 0xC3 when trace into this

call or nop this call):
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e Directly, below will usually be the sub function that call to the CPUID command, nop this call:

nop
call 01331335 call to CPUID, nop this call

WSCIT -

call to shellcode_main_proc

e This shellcode main proc will do:
_ Get RegAsm’s path (ex: C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegAsm.exe)

_ Call to kernel32.CreateProcessInternalW to create RegAsm.exe in suspended state:
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_ Get msvbvm60.dll‘s path (ex: C:\Windows\system32\msvbvm60.dll) and then replace to \??
\C:\Windows\system32\msvbvm60.dll

_ Call to ntdll.ZwOpenFile

_ Call to ntdll.ZwCreateSection with FileHandle of msvbvm60.dll (ex: File,
C:\Windows\System32\msvbvm60.dll, 0x190)

_ Call to ntdll.ZwMapViewOfSection with SectionHandle of msvbvin60.dll and ProcessHandle of RegAsm.exe

suspended process. For mapping msvbvm60.dll:

B Regismuene (3544) Propertes

Gereral | Sisbsics | Performarce | Threads | Token | Modues MeEmory  Emwiorment | Handes | Job | GPU | Disk and Weiwork | o

[ e Free regions

Pore ackirese T 5o Prebech., Ume Tatdl W5
5 (w0000 e LISEAE WX £ gttt S patem 1 i) 1]
0000 e RS Wt £ ' fHET WS 1Bl
B0 Provae 1B AW 1 1.1
008 Magped Wi A -1 ]
L ] Pregne LOZAE AW Stack {Fread 1440 L]
(ws000) Mg B8 R LT
Owieinid “acgand A R Akl
D000 Prevae B AW 1 1.1
TR0 Image LATS WO i indomy Gypiem 1T rad.d mia
MO0 Macged i R nia
M Pt g AW BT L]
A fraite A RW FEH (fread 1) Ak
[ Provaie [T -1 USER_SHATED DATA

_ Allocate RWX memory section on RegAsm.exe suspended process:

Base address Type Sige Protect... LUse
= CooS00000 Trrage 1,356k WX Cxwindows \System 32\mavbrmed. 4l
* O 0000 Image E4E8 WO C:\Windows Microsoft NETFramework v 2.0.5,..
& OncES0000 Privats 12368 AW
 CcBar0000 Mapped G0k R
& DncBleD000 Prinvcate 1,024k8 RW Stack (thread 1440)
& CoeSb 0000 Mapped 15 R
* (orSeDod Fapped 48 R
& CneSd0000 Private 88 AW
£ DxSe0000 _ Private LOZ4KE RWK
& O T A 0000 Imange L424k8 WX Cxwindows \System 32yt dl
O 7340000 Mapped 408 R
& O 7362000 Private 4k RW PEB
» O PFIEAD00 Private 468 AW TEB (thread 1440)
& Ok 70000 Private 448 R USER_SHARED_DWTA,

_ Then call ZwWriteVirtualMemory for writing the 2" shellcode to the allocated buffer at RegAsm process.

The 2" shellcode same as the 15 shellcode, but its main task is to decode the URL and download the final

payload.
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] RegAsm.exe (3544) (0x9e0000 - Oxae0000)
:E:“EES—E?f'i:cf"u'-‘&ﬂ*fé"“ctuliét‘dﬁﬁ A
24 38 b7 74 70 52 ac 9e Oe T9 £2 0f fe 36 45 Be b
£3 £f 2d Se 44 d5 23 7f e2 41 25 £l 8d b% bc b3 ]
¢c B2 60 B3 19 59 55 a4 b6 ¢4 9b 16 61 3c es 35
all 0 32 a% ed 20 87 c& 2a 47 cd 3b 35 bf &4 ba
TS5 B9 08 8a ¢l a3 f£d ef 5f ca 43 1c 09 43 96 df u L
Oz 3b af 95 26 30 40 33 4 76 42 de Oa 0d 04 |
8f bl d4 Ga aa af £5 eb Zc 49 ke 53 49 le
90 40 3& ba 00 40 3& be 09 49 : 49 3e
9% 4% 3o be 99 49 3 be 99 9 49 3e
99 49 3e be 99 fic 81 ec OO0 55 I8
db df 289 e5 £8 db d0 =& 00 O gf 45
44 90 ££ 75 44 £8 e2 10 12 00 5 50 f8 D.. b
£ fo =B 15 29 00 OO0 £8 &0 73 1a 00 00 59 B9 4d ....)....5...¥.M
lc £8 d9 dO 6a £f 30 68 1c 75 14 b3 8 01 h.?
c5 a7 £8 &B 5b 18 21 7L &B &6 ad 17 3e 20 }
1f £2 fc 6B B8 31 ma 27 68 12 Bf cb df I
9c 2d e Tc 23 00 00 83 cd 24 £8 eB 52 :

_ After that it calls ZwGetContextThread, ZwSetContextThread and then ZwResumeThread. So RegAsm

process will return to the normal state and execute the

2I1d

shellcode to download the final payload.

o For debugging the 2" shellcode, use ProcessHacker to change bytes of 2" shellcode to 0XEB OxFE

(must restore to orginal bytes later. The original bytes is 0xFC 0x81):

be 99 49 3e ..I>..I>..I>..I>

00000080 be 93 49 3e be 99 49 3e be 99 49 3e
00000090 be 93 49 3e be 99 49 3e be 99 49 3e be 99 49 3e ..I>..I>..I>..I>
000000a0 be 99 49 3e be 99 [Efidlec 00 02 00 00 fc 55 £8 ..Ix.. ...... U.
000000b0 fc d9 d0 89 e5 £8 d9 d0 e8 00 00 00 00 £8 8f 45 .uvveevuennenn. E
AAAAAAAMN 44 Of FF C 44 F£2 ~2 1A 17 AAM AN o0 AC A4 an Fo T LRl |l

e Let’s trace over ZwResumeThread:
2 37 Pseudapo.exe 2364 454,17 MB

4|r | Reglsm.exe 3544  49.42

3.47 MB

e Open new debugger and attach RegAsm. F9 then F12, stop at the EB FE. Change back to the original

bytes:
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bddress |Hex dump Disassenbly o
WEANE - EE FE i) short 004G
' in z
add

Debug the 2" shellcode will locate the code decode the URL. For example: Stack ss:
[0056F848]=008D1A2C, (ASCII
“hxxps://www.mediafire.com/file/kgwo4t43b5831fj/origin_geyiApZvCe4.bin/file”)

Address |Hex dunp

Sometimes, the mediafire / google drive link was blocked by CloudFlare, so need to manually download
and save it. Then let’s the shellcode resolve the wininet_api funcs, use these apis for downloading the
CloudFlare’s content. It will check the size of downloaded content is equal to 0x4B600 (in this case). Must
patch to let’s it think you have downloaded the right binary. Then you trace into the func that will decrypt
payload. My trick is replace the CloudFlare content with the content of encrypted payload. Here is the loop
it try to find 2 bytes that decrypt 2 bytes of payload to MZ signature
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-:'-t'.;_:-t D0ED2RCE

short 00
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o After decrypt loop, get the final payload. It can be a Trojans (RAT) or malware that steals information such
as Agent Tesla, FormBook, NanoCore RAT, Netwire RAT, Remcos RAT, ...

Mdress Hex dumyp ASCII

..4':

End!

m4nO0w4r

actually.. | must really thank you. my statement
still holds... If u come singapore, let me buy u a
meal when we meet :)

Hopefully, in the future, if I have the opportunity to go to Singapore, I will meet him !!
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