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Malware details

Type Backdoor
Author Red Apollo
Technical details

Platforms Windows, Linux, iOS, Android

Hupigon (also Graftor) detected as (Backdoor.-Win32.Hupigon, Trojan.Win32.Hupigon,
Backdoor.Win32.Graftor, and Trojan.Win32.Graftor) is a backdoor Trojan. Its first known detection goes back

to November 2008, according to Securelist from Kaspersky Labs.[11

This malicious software, which usually should be a portable executable (and may be packed with UPX), is mostly

used in order to connect a (worldwide) group of victimized PCs and form a botnet (also known as a zombie

network). The software is able to spread through networks in order to infect other computers as computer worms
do (see Conficker). The difference is that such backdoors do not spread automatically (as worms do), but are

started through a command and control-center who is supervising them.
In the Hupigon family, there are a large number of variants. They are written in Borland Delphi.

e Trojan.Win32.Boht (Kaspersky Labs and Fortinet)
Backdoor:Win32/Bezigate (Microsoft)

Backdoor.Win32.Graftor (Bitdefender)[l1

e Analysis of a file - VirusTotal
o Analysis of a file Archived 2016-03-04 at the Wayback Machine - Threat Expert

1. A "Backdoor.Win32.Hupigon @ Securelist". Archived from the original on 2016-03-05. Retrieved 2015-09-
30.
2. A Refs of a Hupigon-File

Source: https://en.wikipedia.org/wiki/Hupigon

Page 1 of 1


https://en.wikipedia.org/wiki/Backdoor_(computing)
https://en.wikipedia.org/wiki/Red_Apollo
https://en.wikipedia.org/wiki/IOS
https://en.wikipedia.org/wiki/Android_(operating_system)
https://en.wikipedia.org/wiki/Backdoor_(computing)
https://en.wikipedia.org/wiki/Kaspersky_Labs
https://en.wikipedia.org/wiki/Software
https://en.wikipedia.org/wiki/Portable_executable
https://en.wikipedia.org/wiki/UPX
https://en.wikipedia.org/wiki/Botnet
https://en.wikipedia.org/wiki/Computer_worm
https://en.wikipedia.org/wiki/Conficker
https://en.wikipedia.org/wiki/Command_and_control_(malware)
https://en.wikipedia.org/wiki/Delphi_(programming_language)
https://en.wikipedia.org/wiki/Kaspersky_Labs
https://en.wikipedia.org/wiki/Fortinet
https://en.wikipedia.org/wiki/Microsoft
https://en.wikipedia.org/wiki/Bitdefender
https://www.virustotal.com/de/file/626b6852fc49ff6b96124684d67fe7fef852f2cab2425704467c4a0307f7b0b8/analysis/
https://en.wikipedia.org/wiki/VirusTotal
http://www.threatexpert.com/report.aspx?md5=fd5a46c5f2decd9bd5beeabe069d7220
https://web.archive.org/web/20160304104241/http://www.threatexpert.com/report.aspx?md5=fd5a46c5f2decd9bd5beeabe069d7220
https://en.wikipedia.org/wiki/Wayback_Machine
https://en.wikipedia.org/wiki/ThreatExpert
https://web.archive.org/web/20160305142802/https://w.securelist.com/en/descriptions/backdoor.win32.hupigon.a
https://w.securelist.com/en/descriptions/backdoor.win32.hupigon.a
https://www.virustotal.com/de/file/626b6852fc49ff6b96124684d67fe7fef852f2cab2425704467c4a0307f7b0b8/analysis/

