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New Atomic MacOS Stealer For Sale On Telegram
Published: 2023-04-26 - Archived: 2026-04-05 16:25:13 UTC

CRIL analyzes AMOS, a stealthy new information stealer targeting macOS and disseminating stolen information

via Telegram.

Undetected Golang-Based Stealer Emerges and Baffles Security Vendors

In recent years, macOS has become increasingly popular among users, largely due to its user-friendly interface,

which is often commended for its simplicity and ease of use.

macOS is also often perceived as being more secure than other operating systems. Despite this, Threat Actors
(TAs) have continued to target macOS platforms. Previously, there have been several cases where Threat Actors

have targeted macOS users with various families of malware, including MacStealer, RustBucket, DazzleSpy, etc.
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Cyble Research and Intelligence Labs (CRIL) recently discovered a Telegram channel advertising a new
information-stealing malware called Atomic macOS Stealer (AMOS). The malware is specifically designed to

target macOS and can steal sensitive information from the victim’s machine.

The TA behind this stealer is constantly improving this malware and adding new capabilities to make it more
effective. The most recent update to the malware was highlighted in the Telegram post on April 25th, showcasing

its latest features.

The Atomic macOS Stealer can steal various types of information from the victim’s machine, including keychain
passwords, complete system information, files from the desktop and documents folder, and even the macOS

password. The stealer is designed to target multiple browsers and can extract auto-fills, passwords, cookies,
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wallets, and credit card information. Specifically, AMOS can target cryptowallets such as Electrum, Binance,

Exodus, Atomic, and Coinomi.

The TA also provides additional services such as a web panel for managing victims, meta mask brute-forcing for
stealing seed and private keys, crypto checker, and dmg installer, after which it shares the logs via Telegram.

These services are offered at a price of $1000 per month.
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ATOMIC MACOS STEALER

SYSTEM:
- Keychain (Export all passwords from apple keychain)
- Systeminfo (Full information about system)

- FileGrabber (Desktop, Documents)

-Mac0S Password

BROWSERS:
- Chrome (Autofills, Passwords, Cookies, Wallets, Cards)
- Firefox (Autofills, Cookies)

- Brave (Cookies Passwords Autofills, Wallets, Cards)

- Edge (Cookies,Passwords,Autofills, Wallets, Cards)

- Vivaldi (Cookies,Passwords, Autofills, Wallets, Cards)
- Yandex (Cookies Autofills, Wallets, Cards)

- Opera (Cookles,Passwords Autofills Wallets,Cards)

- OperaGX (Cookies,Passwords Autofills Wallets Cards)

WALLETS + PLUGINS:
- Electrum
- Binance
- Exodus
- Atomic
- -Colnomi

| - Over 60 plug-ins like MetaMask Phantom and others

FEATURES:
- Web-Pane
- Brute MetaMask (Seed/Private Key)
- Crypto-Checker
| - Beautiful dmg-installer
| - Logs in telegram(logs + notification)
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Current price: 1000$/month
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Figure 1 — Telegram Post by Malware Developer

Technical Analysis
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For our analysis, we have taken the sample hash (SHA256) of “Setup.dmg” as
15f39e53a2b4fa01f2c39ad29c7fedc2fef6f24eff6fa46b8e77add58e7ac709, which is FUD (stands for “Fully

Undetectable”) on Virustotal at the time of writing this analysis.

The TAs use a ‘.dmg’ file to disseminate this malware, including a Mac OS X executable, located at

“/Setup.app/Contents/macOS/My Go Application.app” and is a 64-bit Golang executable file.

fusr/local/go/src/os/exec/lp_unix.go

/Users/iluhaboltov/Desktop/amos builds/Source AMOS/main.go

/Users/iluhaboltov/Desktop/amos builds/Source AMOS/conf.go

Figure 2 — Strings related to Go Source Files of Stealer

The Atomic macOS Stealer’s primary function encompasses all of its capabilities, including keychain extraction,
crypto wallet theft, stealing browser details, grabbing user files, collecting system information, and sending all the

stolen data to the remote C&C server.

The main functions of the stealer are depicted in the figure below.

[Ffoid cdecl main main()
{
v0; // :
taddr; //

while ( (unsigned int64)& <= ®( OWORD *)({ + 16) )
runtime morestack noctxt_abilO();

main keychain();
main Grabwallets()
main GrabChrome();
main GrabFirefox();

():

)i

"
r

main FileGrabber L
main_systeminfo(
main sendlog();

main doAlert();

}

Figure 3 — Stealer’s main function

Once a user executes the file, it displays a fake password prompt to obtain the system password, as shown in the

figure below.
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Figure 4 — Fake password prompt

In addition to obtaining the system password, the malware also targets the password management tool by utilizing
the main_keychain() function to extract sensitive information from the victim’s machine. Keychain is a macOS
password management system that enables users to safely store sensitive data such as website logins, Wi-Fi

passwords, credit card details, and more.

The code snippet depicted in the figure below exhibits the main_keychain() function, implemented to gather the

user’s credentials.

if ( (unsigned
runtime_morestack_noctxt_abil();

do

{

téd)s r <m ®{ QWORD *){ + 16) )

do
main GetUserPassword();
while { ! )3

while [ !(unsigned
= gword 27CDAAS;
runtime concatstringl(main_user, gword 27CDAAR, s TLL; &4
t = os_OpenFile(438LL, ' ¢ 153BLL);
it ( lesaUsers )
{

inté)main_getpass() );

os__ptr _File Write(off_27C34D0, ’ ¢ Off_27C34CH);
runtime concatstringl(main_user, gqword 27CDAAB, &a777, 73
os_exec_Command| );

return os_exec_ ptr Cmd Output();

return H

Figure 5 — Keychain password extraction

Stealing Crypto Wallets

After that, the stealer begins to extract information related to crypto-wallets by querying and reading files from
specific directories using the function main_GrabWallets(). The stealer targets crypto wallets such as Electrum,

Binance, Exodus, and Atomic, as shown below.
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if ( runtime writeBarrier )
runtime gcwWriteBarrier(imain telegram);
else
main_telegram = vii;
v = runtime_ concatstring3(main_user, gqword_27CDAAS,
qword_27CEE48 = ( it64) " /Users/";
if ( runtime writeBarrier )
runtime gcWriteBarrier(&gqword 27CEE40);
else
qword_27CEE40Q =
= main_library;
i = runtime concatstring2(“Coinomi/wallets/", 16LL,
iqword_27CEES8 = vi7;
if ( runtime writeBarrier )
runtime gcwWriteBarrier(&gword 27CEES0);
else
gword 27CEES(Q =
= main library;
| = runtime concatstring("Exodus/", 7LL,
qword 27CEE68 = H
if ( runtime writeBarrier )
runtime gcWriteBarrier(sgword 27CEE60);
else
qword_27CEE60 = v
= main_library;
= runtime concatstring2("atomic/Local Storage/leveldb/", 29LL,
qword_27CEE78 = !
if ( runtime writeBarrier )
return runtime gcWriteBarrier(&qword_ 27CEE70);
iqword 27CEE70 = : 11t}

return L:

s TLL, "“/.electrum/wallets/", 19LL);

s
'y

. qword_2T7CDAGE);

185

19, qword_27CDAG6B);

.
"

2, qword_27CDAE8);

Figure 6 — Targeted Crypto-wallets

Crypto Wallet Extension

The Atomic macOS stealer can also extract information from crypto wallet browser extensions. These extensions

are integrated into the stealer binary via hard coding, with over 50 extensions being targeted thus far.

The table below highlights some crypto wallets with respective browser extension IDs targeted by the malware.

acmacodkjbdgmoleebolmdjonilkdbch
aeachknmefphepccionboohckonoeemg
afbcbjpbpfadlkmhmclhkeeodmamcflc
aholpfdialjgjfhomihkjbmgjidlcdno
aiifbnbfobpmeekipheeijimdpnlpgpp
amkmjjmmflddogmhpjloimipbofnfjih
apnehcjmnengpnmccpaibjmhhoadaico
bcopgchhojmggmffilplmbdicgaihlkp
bfnaelmomeimhlpmgjnjophhpkkoljpa
bocpokimicclpaiekenaeelehdjllofo
cgeeodpfagjceefieflmdfphplkenlfk
cihmoadaighcejopammfbmddcmdekcje

cjelfplplebdjjenllpjcblmjkfcffne

Rabby Wallet
Coin98 Wallet

Math Wallet

Exodus Web3 Wallet
Station Wallet
Wombat — Gaming Wallet for Ethereum & EOS
Cwallet

Hycon Lite Client
Phantom

XDCPay

EVER Wallet
LeafWallet

Jaxx Liberty
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cjmkndjhnagcfbpiemnkdpomccnjblmij
cmndjbecilbocjfkibfbifhngkdmjgog
cnmamaachppnkjgnildpdmkaakejnhae
copjnifcecdedocejpaapepagaodgpbh
cphhlgmgameodnhkjdmkpanlelnlohao
dhgnlgphgchebgoemcjekedjjbifijid
dkdedlpgdmmkkfjabffeganieamfklkm
dmkamcknogkgcdfhhbddcghachkejeap
efbglgofoippbgcjepnhiblaibcnclgk
egjidjbpglichdcondbcbdnbeeppgdph
ffnbelfdoeiohenkjibnmadjiehjhajb
fhbohimaelbohpjbbldcngcnapndodijp
fhilaheimglignddkjgofkcbgekhenbh
flpiciilemghbmfalicajoolhkkenfel
fnjhmkhhmkbjkkabndcnnogagogbneec
fnnegphlobjdpkhecapkijjdkgcjhkib
hcflpincpppdclinealmandijecmnkbgn
hmeobnfnfcmdkdcmlblgagmfpfboieaf
hnfanknocfeofbddgcijnmhnfnkdnaad
hnhobjmcibchnmglfbldbfabcgaknlkj
hpglfthgfnhbgpjdenjgmdgoeiappafin
ibnejdfjmmkpcnlpebklmnkoeoihofec
imloifkgjagghnncjkhggdhalmcnfklk
jojhfeoedkpkglbfimdfabpdfjaoolaf
klnaejjgbibmhlephnhpmaofohgkpgkd
kncchdigobghenbbaddojjnnaogfppfj

kpfopkelmapcoipemfendmdcghnegimn

Finnie

Swash

Auro

Freaks Axie

NeoLine

Crypto Airdrops & Bounties
Cyano

Keplr

Martian Wallet for Sui & Aptos
Trust Wallet

Yoroi

BinanceChain

Oxygen

ICONex

Ronin

Harmony Wallet

KHC

XDEFI

Coinbase

Flint Wallet

Guarda

TronLink

Trezor Password Manager
Polymesh

ZilPay

iwallet

Liquality

Page 6 of 14



https://blog.cyble.com /2023 /04 /26 /threat-actor-selling-new-atomic-macos-amos-stealer-on-telegram /

lodccjjbdhfakaekdiahmedfbieldgik DAppPlay
mfhbebgoclkghebffdldpobeajmbecfk Starcoin
mnfifefkajgofkcjkemidiaecocnkjeh TezBox
nhnkbkgjikgcigadomkphalanndcapjk CLW
nkbihfbeogaeaoehlefnkodbefgpgknn Metamask
nknhiehlklippafakaeklbeglecithad Nabox
nlbmnnijcnlegkjjpcfjcimcfggfefdm MewCx
nlgbhdfgdhgbiamfdfmbikcdghidoadd Byone
nphplpgoakhhjchkkhmiggakijnkhfnd Ton
ookjlbkiijinhpmnjffcofjonbfbgaoc Temple
pdadjkfkgcafgbceimcpbkalnfnepbnk KardiaChain

pnndplcbkakcplkjnolgbkdgjikjednm
pocmplpaccanhmnllbbkpgfliimjljgo

ppdadbejkmjnefldpcdjhnkpbjkikoip

Tron Wallet & Explorer — Tronium
Slope

Oasis

After collecting wallet details, the malware queries the installed browsers’ directories on the victim’s device and

searches for particular browser-related files to extract confidential data, such as:

e Autofills

e Passwords
e Cookies

¢ Credit Cards

As depicted below, the malware can steal files from various browsers, including Mozilla Firefox, Google Chrome,

Microsoft Edge, Yandex, Opera, and Vivaldi.
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v20 = runtime concatstring2("Firefox/Profiles/", 17LL, v1&, gword_27CDAES);
gword 2ZT7CDASS = v19;
if ( runtime writeBarrier )
runtime gcwWriteBarrier(imain firefox);
elase
main firefox = v20;
viz = main_library;
vil = :untlle_concltstrinqz{'Gooqlifchru-ef'. 14LL, vil, qword_27CDAGE);
gword_27CDALS = vii;
if | runtime writeBarrier )
runtime gcWriteBarrier(&main_chrome);
alse
main_chrome = vii;
/25 = main library;
v = runtIlo_concat:trinqzq'nrlvusu!tunrtflravu-nruuiur!', 28LL, vi4, gword 27CDAES);
gword 27CDAOB = vi%;
if ( runtime writeBarrier )
runtime gcWriteBarrier(amain brave);
else
main_brave = vié;
vi8 = main library;
vi9 = runtIln_concat:trinqz{‘ni:ro-ott Edge/", 15LL, v27, qword 27CDA68);
qgword_2T7CDA48 = vigg
if ( runtime writeBarrier )
runtime gcWriteBarrier(&main_edge);
else
main_edge = v29%;
vil = main library;
viz = runtime concatstring2( Vivaldi/", BLL, v10, gword_27CDA68);
qword 27CDABS = vil;
if ( runtime writeBarrier )
runtime gcWriteBarrier(&amain wvivaldi);
else
main vivaldi = vi2;
vi4 = main library;
vi5S = runtime concatstring(”Yandex/YandexBrowser/", 21LL, v13, qword_2TCDA68);
gword_27CDACS = vid;
if | runtime writeBarrier )
runtime gcwriteBarrier(émain_yandex);
else
main yandex = vi5;
vi7 = main library;
vig = runtTln_concat:trinqzq'cuu.aparlto!tuart.optraf". 24LL, vi6, gqword 27CDA68);
gword_2T7CDATB = vi7;
if ( runtime writeBarrier )
runtime gcWriteBarrier(imain opera);
else
main opera = vig;
vil0 = main library;
vél = runtime concatstring?(”com.operasoftware.OperaGx/", 26LL, v1%, gword 27CDAGE);
gword_27CDABS = vil;

Figure 7 — Targeted web browsers

File Grabber

The stealer now steals the victim’s files from directories such as Desktop and Documents using the
main_FileGrabber() function. The figure below shows the malware requesting permission to access files within

the specified directories.
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Figure 8 — Stealer requesting permission to access files

The code snippet in the figure below displays the main_FileGrabber() function, which is implemented to grab

files from the victim’s system.

if ( runtime writeBarrier )
runtime gcWriteBarrier(&main_library);

else
main_library = vl
= runtime concntltrinqstwain user, qword 27CDAA8, v14, 7LL,| "“/Desktop/",|9LL);
qgword_27CDA28 = nt64)"/Users/";

if | runtlna_uritenarrisr )
runtime gcWriteBarrier(&main_desktop);

else
main_desktop = v15;
= runtime concatstringB(wain user, qword 27CDAAB, v16, 7LL,| "/Documents/" 4 11LL);
gword 27CDA38 = (_ int64)"/Users/";

if ( runtime writeBarrier )
runtine_gcwritenarrler{inain_docunents);

Figure 9 — File grabber

Collecting System Information

Subsequently, the malware starts the process of obtaining further hardware-related information regarding the
system, such as the Model name, Hardware UUID, RAM size, the number of cores, and serial number, among

other information. This is illustrated in the figure below.
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Sysinfo.tat

Hardware:
Hardware Overview:

Model Name: Mac
Model Identifier:
Name: Unknown
Processor Speed:
Number of Processors:
Total Number of Co
L2 Cache (per Pr
Memory:
System Firmware Version:

Apple ROM Info:

SMC Version (sys
Serial Number (s
Hardware UUID:
Provisioning UDID:

Figure 10 — Collected system information

Command and Control (C&C)

Finally, the Atomic macOS stealer processes the stolen information by compressing into ZIP and encoding it using

Base64 format for exfiltration.
The stealer communicates with the below C&C server URL and sends the stolen information.
e hxxp[:]//amos-malware|.]ru/sendlog

The figure below shows the network communication of data exfiltration from the victim’s machine.
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mgr2T6Msy8KyyizDM3c2q155VUAXFWY ZURAZxuZYEVqz sKE ZTGCY T Zk 3tdXvh_3IQ0YPpqHAQsOqaCl1AgzuQt-

XjvTMVSmBV4A0BbUF Eb60DZbSK1070se4GNH4eCGtNuwa7K0Dc txIyBCnPLikM) idoygGBYehAISS xKy6VSE6MIY-

NoJUGKACEqHWKS I raVQ4kdLOkWEMRASUOSXPOQu3sYtPgdX25kmdOF CPQpiumzQS01uNHIS TE5YcEY TikZgCvDlkvrSdzh9yGeRBrXRHq -DTfRKYUincIOs-
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1Kr6qSqntwRVCYBiqeSRYrI0r64tgHLGAS ZgUBWHFF XNAABGWT JXNTDSOrdZ_VTRghbvwchRFpB4YhNEBNVVEhBWZF ble9)eXEOWKKX7 IqCKSHE i TYdeHwmIbOGENN
J1eiWkXCOtI2DQTEujQvahKKBDXBUCDNhbuiXnmKwF at Ix39Zn@84QDUg2MALSpSrY@x6@s XPDwxTbtAtRZoXjsBNyPUbrQ-zmrrl-
gldxm3wSZzMzn2nYj2f200tGb4Sava_XCRy-

EJbeONwlZx@8n18F03xgAS IKMTETXVIM2YVUNND2tjHE2120WozZya9pRIBQZKEBYLQrXdL IwxBQU2WWDT Ib3V2XuN_2e7cuZgUyMi_LhlcBX6ailec-
FZ9YE4BAUbXZU-GISTX]pWF rBVC83TcU4b7a08MMWXLIDXihEK Iwsul7K7BzWbAAC -
XASZDzEbLedZ1VZs2onrgIE_LIVPQIbVWUj4ehbdcaIOXC7z2zzUfojSBCPEIFKT_gutlp HiYpiIQbQEHPacxvqOMCPTfm2q@9hjlaReSnLBGEXtEICBLDTBbNA_BS
YOL@LOE z3wFZN@4-WydLVGgKwn I 2kHmu jOZREL TvOm_biplHafUjmBd]iSqmbcFR3bA3N21drwgmkVTuIU9-
ygNuEhthBcWeTmMOhVoeu7T_oF IR1DqZn95FLRKoPVY Jedqpkul727piAdDaatglblGX61aGoL EwSRTuw-uk1xTiSYbHbUThDpoml -

uoEelMZ tmOtp8riu9lc8vxedlSuP6UCFDSbUR-
GK-5qRépAd_mSFio3EnhSoTh_Rby@XtS4xFEKGG_To3pUTHIowKazIfROEGpIZ30apn6GORVXUFXVGKdIxFiuS31BuOHqFDBE7GMLDCALNYrUD] LAVESSSEKpsn lwpil
9AhLZZepyv7-NUvnZ13E FyxKXVaTuk91-kuGvZ3gfe-yCtsBRPEEKrcTBoeySuvTF8lalstUjEFSpUROY-
dcubHyNPQwnrwhyQz-32nIelnlWXCheSKhItalxrMVXL61qptxCiKergaw-

eb_SelFRcISKXCQeH3g8SQmXXDSR2Qr sO0U93tgGImfKAhd juTBPDlaelLeel 622a8d31 21005 FxC r6CWFZYTQITKa 3HCX 7wvEhAPLtEPVEBFTOg3LWWE0AZ 3pvxekl ji
Fm@y44U4TrdeYiOrRGIyVIPsIOKOWSLAVKIXzTLSeIM uCFQfiTt5ZiamaVRR7DQ_uC1dSYCIGFuDifiymp3M5SGspHtSSKRTnluAb3lwwiOBagTn3ob9z4axsAkidp]
DFTWVMSWbeiTErEVﬁGYXZZ#ﬁbeIN EwAA__90QSwc IoAPKEyoIAAATDEAAUE SDBBQACAATAAAAAAAAAAAAAAAAAAAAAAADAAAAQ 2hy b 21 pdevQ2hyb21]
3 chent phts, 1 server pkt 1 wm,

<

Figure 11 — Exfiltrated data

Concurrently, the Atomic macOS stealer sends selected information to Telegram channels along with the compiled

ZIP file, as shown below.
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Figure 12 — Sending ZIP file to Telegram channel

C&C Panel

The below figure shows Atomic macOS stealer’s active C&C panel.
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Figure 13 — AMOS C&C panel

Conclusion

Due to its robust security features, macOS is the preferred operating system for numerous high-profile individuals.
Targeting macOS is not a novel trend, and various malware families exist that specifically aim to infiltrate this

operating system.

Malware such as the Atomic macOS Stealer could be installed by exploiting vulnerabilities or hosting on phishing
websites. Threat Actors can use the stolen data for espionage or financial gain. While not commonplace, macOS

malwares can have devastating impacts on victims.

Our Recommendations

We have listed some essential cybersecurity best practices that create the first line of control against attackers. We

recommend that our readers follow the best practices given below:

e Download and install software only from the official Apple App Store.

» Use areputed antivirus and internet security software package on your system.

o Use strong passwords and enforce multi-factor authentication wherever possible.

» Enable biometric security features such as fingerprint or facial recognition for unlocking the device
wherever possible.

e Be wary of opening any links received via emails delivered to you.
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e Be careful while enabling any permissions.

e Keep your devices, operating systems, and applications updated.

MITRE ATT&CK® Techniques

Tactic

Execution

Credential Access
Credential Access
Credential Access
Discovery

Command and Control

Exfiltration

Technique ID

T11204.002

T1110

T1555.001

T1555.003

11083

T1132.001

11041

Indicators of Compromise (IoC)

Indicators

5e0226adbe5d85852a6d0b1ce90b2308
0a87b12b2d12526c8ba287f0fb0b2f7b7e23ab4a
15f39e53a2b4fa01f2c39ad29c7fedc2fef6f24eff6fa46b8e77add58e7ac709  SHA256

amos-malware[.]ru

hxxp[:]//amos-malware[.]Jru/sendlog

Technique Name

User Execution: Malicious File
Brute Force

Keychain

Credentials from Web Browsers
File and Directory Discovery

Data Encoding: Standard Encoding

Exfiltration Over C&C Channel

Indicators L.
Description

Type

MD5

SHA1 Setup.dmg

Domain C&C

URL C&C

Source: https://blog.cyble.com/2023/04/26/threat-actor-selling-new-atomic-macos-amos-stealer-on-telegram/
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