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Shell, the multinational oil and gas company, has confirmed that it is the victim of a MOVEit hack, revealing that

personal information regarding its employees was compromised.

According to a July 5 statement: "A cybersecurity incident has impacted a third-party software from Progress

called MOVEit Transfer, which was running on a Shell IT platform. MOVEit Transfer is used by a small number
of Shell employees and customers. This was not a ransomware event. There is no evidence of impact to any other
Shell IT systems. Our IT teams are investigating. Some personal information relating to employees of the BG

Group has been accessed without authorization."

Shell has not specified what kind of personal information was compromised, and it confirmed the hack only after

the Cl0p cybergang published the data it allegedly stole from the company because Shell refused to negotiate.
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https://www.shell.com/energy-and-innovation/digitalisation/important-information-about-moveit-transfer-cyber-security-incident.html#iframe=L2Zvcm1zL2VuX2diX2N5YmVyX3NlY3VyaXR5X2luY2lkZW50X2NvbnRhY3Q
https://www.darkreading.com/vulnerabilities-threats/cl0p-in-your-network-how-to-find-out
https://www.securityweek.com/shell-confirms-moveit-related-breach-after-ransomware-group-leaks-data/


The Cl0p ransomware group has used the MOVEit managed file transfer (MFT) to steal data from hundreds
of organizations, and millions have been affected by the group's actions, including at US federal government

agencies.
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