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&3 Tyol: Philadelphia

Names

Category

Type

Description

Information

Malpedia

Playbook

Philadelphia
Philadephia Ransom

Malware
Ransomware

(Proofpoint) Philadelphia ransomware is a relatively new ransomware variant, first observed in
September of last year. Designed as an easy-to-use piece of malicious software with low
barriers to entry for new ransomware actors, Philadelphia is simple to customize and deploy.
Although we most often associate ransomware, including Philadelphia, with large-scale, 'spray
and pray' campaigns that send high message volumes to a wide spectrum of consumers and
organizations, we are beginning to see significant differentiation among attacks, ransoms,

scale, and even targeting.

<https://www.proofpoint.com/us/threat-insight/post/philadelphia-ransomware-customization-

commodity-malware>

<https://www.bleepingcomputer.com/news/security/the-philadelphia-ransomware-offers-a-

mercy-button-for-compassionate-criminals/>
<https://blog.intel471.com/2020/05/21/a-brief-history-of-ta505/>
<https://www.cylance.com/en us/blog/threat-spotlight-philadelphia-ransomware.htmi>
<https://www.cert.ssi.gouv.fr/uploads/CERTFR-2020-CTI-006.pdf>

<https://krebsonsecurity.com/2017/03/ransomware-for-dummies-anyone-can-do-it/>

<https://malpedia.caad.fkie.fraunhofer.de/details/win.philadelphia ransom>
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https://www.bleepingcomputer.com/news/security/the-philadelphia-ransomware-offers-a-mercy-button-for-compassionate-criminals/
https://www.bleepingcomputer.com/news/security/the-philadelphia-ransomware-offers-a-mercy-button-for-compassionate-criminals/
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https://www.cert.ssi.gouv.fr/uploads/CERTFR-2020-CTI-006.pdf
https://krebsonsecurity.com/2017/03/ransomware-for-dummies-anyone-can-do-it/
https://malpedia.caad.fkie.fraunhofer.de/details/win.philadelphia_ransom
https://decrypter.emsisoft.com/howtos/emsisoft_howto_philadelphia.pdf
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APT groups

TAS505, Graceful Spider, Gold Evergreen [

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=58230bfb-6d86-434a-90ed-5c4495d89984
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