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Locky is a high profile ransomware family that first appeared in early 2016 and was observed being active until
end of 2017. It encrypts files on the victim system and asks for ransom in order to have back original files. In its
first version it added a .locky extension to the encrypted files, and in recent versions it added the .lukitus

extension. The ransom amount is defined in BTC and depends on the actor.
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Locky Ransomware
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return of fake UPS cannot deliver malspam with an updated nemucod ransomware and Kovter payload
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Locky Ransomware switches to the Lukitus extension for Encrypted Files
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Ten process injection techniques: A technical survey of common and trending process injection techniques
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Locky Ransomware Returns, but Targets Only Windows XP & Vista

Locky 2017-06-21 ⋅ Cisco ⋅ Alex Chiu, Jaeson Schultz, Matthew Molyett, Sean Baird, Warren Mercer

Player 1 Limps Back Into the Ring - Hello again, Locky!

Locky 2017-01-31 ⋅ Malwarebytes ⋅ Malwarebytes Labs

Locky Bart ransomware and backend server analysis
Locky 2016-07-07 ⋅ Pierluigi Paganini

New threat dubbed Zepto Ransomware is spreading out with a new email spam campaign. It is a variant of the
recent Locky Ransomware.

Locky 2016-03-01 ⋅ Malwarebytes ⋅ hasherezade

Look Into Locky Ransomware
Locky

[TLP:WHITE] win_locky_auto (20241030 | Detects win.locky.)
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