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Proofpoint researchers observed an interesting email campaign by a threat actor we track as TA800. This actor

has predominantly used Bazal.oader since April of 2020, but on February 3rd, 2021 they distributed a new

malware we are calling NimzaL.oader. One of NimzaLoader’s distinguishing features is that it is written in the Nim
rare programming language to avoid detection, as reverse engineers may not be familiar with Nim’s implementation, or

focused on developing detection for it, and therefore tools and sandboxes may struggle to analyze samples of it.

There has been some initial analysis of the malware on Twitter indicating that it may just be another variant
of Bazal.oader, of which there are many variants. On March 1st, Joshua Platt and Jason Reaves from Walmart put forth an

excellent writeup on this malware that they call Nimar Loader. Our independent analysis corroborates their analysis and

assertions that this malware is not a BazalL.oader variant. Some of the major differences

between NimzaL.oader and the BazaLoader variants that we’ve analyzed include:

e Written in a completely different programming language

e Doesn’t use the same code flattening obfuscator

e Doesn’t use the same style of string decryption

e Doesn’t use the same XOR/rotate based Windows API hashing algorithm

e Doesn’t use the same RC4 using dates as the key command and control (C&C) response decryption
e Doesn’t use a domain generation algorithm (DGA)

o Makes use of JSON in C&C communications

In this post we’ll take a closer look at the email campaign and the malware.
Campaign Analysis

On February 3rd, 2021, Proofpoint observed a TA800 campaign distributing NimzaLoader. Consistent with previous
activity, this campaign utilized personalized details in its lure, including, the recipient’s name and/or the company’s
name. The messages contained links, which in some cases were shortened links, purporting to be a link to a PDF preview,
but instead linked to GetResponse (an email marketing service) landing pages. The landing pages contained links to the

“PDF” which was the NimzaLoader executable hosted on Slack and used a fake Adobe icon in an attempt to fool the user.

Page 1 of 8


https://malpedia.caad.fkie.fraunhofer.de/details/win.bazarbackdoor
https://nim-lang.org/
https://nim-lang.org/
https://twitter.com/nim_lang/status/1301224693979131904
https://medium.com/walmartglobaltech/nimar-loader-4f61c090c49e

https://www.proofpoint.com /us/blog/threat-insight /nimzaloader-ta800s-new-initial-access-malware

Sent: Wed 2/3/2021 7:© AM

Subject: RE: woow oo - presentation

Hello !

I am driving to the . office, but I'm late. Excuse me.
T have to show you this presentation (PDE-preview) before 3 p.m.

Check it please: https://presentation-pdf-02-03-21.gr8.com/ (copy and paste to browser). I
will be soon.

With respect,

u n
_

Sent from iphone

[
-

Figure 1: TA800 message linking to the GetResponse Landing Page

PRESENTATION.pdf
02/03/2021

SAVE TO PREVIEW

This file is ready to preview.
If it doesn't start automatically, click here.

Figure 2: TA800 GetResponse Landing page linking to the download of NimzaLoader
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Malware Analysis

The sample with a SHA-256 hash
of 540c91d46alaa2bb306f9cc15b93bdab6c4784047d64b95561cf2759368d3d1d was reverse engineered for this analysis. At

the time of research, the C&C servers were already down, so we also made use of a PCAP file uploaded to VirusTotal.
Nim Programming Language

Nimzal.oader was developed using the Nim programming language. This can be seen by the various “nim” related strings in

the executable (Figure 3):

.rdata:0000000... 0000005F
.rdata:0000000... 0000002C
relata:0000000... 00000029
[5] .rdata:0000000... 00000013
(5] .rdata:0000000... 00000037
s/ .rdata:0000000... 00000037
(5] .rdata:0000000... 00000038
s .rdata:0000000... 00000025
(5] .rdata:0000000... 00000027
s .rdata:0000000... 00000035
[ .rdata:0000000... 0000000E
(5] .rdata:0000000... 00000022
[ .rdata:0000000... 0000005C
rdata:0000000... 0000002A
[5] .rdata:0000000... 00000025

#| nim

@iterators.nim(222, 11) 'len(a) == L’ the length of the string changed while iterating over it
@json.nim(293, 10) ‘father.kind == JArray’

@json.nim(367, 9) ‘obj.kind == JObject’

monocypher_nim.nim

@monocypher_nim.nim(27, 12) ‘len(mac) == sizeof(Mac)’

@monocypher_nim.nim(17, 12) ‘len(key) == sizeof(Key)"

@monocypher_nim.nim(33, 12) ‘len(nonce) == sizeof(Nonce)’

@json.nim(485, 9) ‘not isNil(node)’

@utils.nim(12, 12) len(a) == len(b)’

@crypto.nim(50, 12) ‘len(sig) == sizeof(Signature)’

strformat.nim

@random.nim(568, 12) ‘seed = 0’

@iterators.nim(204, 11) ‘len(a) == L' the length of the seq changed while iterating over it
@json.nim(486, 9) nodekind == JObject’

@json.nim(485, 9) ‘not isNil(node)’

sl Nl alsNalalalalNa!

Figure 3: Example of Nim related strings
String Encryption

Most of the strings used by the malware are encrypted when stored by using an XOR-based algorithm and a single key per
string. An IDA Python function of the algorithm will be available on our GitHub. Here is a listing of decrypted strings from

the analyzed sample:

e 1612963255.0039535
¢ 10cYomEX0BsbkWCzLHRggQ==
e ;\r\n

e APISID

o CV54faklvNL14BrOvFqSiw==

e Cookie:

e GET

e JSESSIONID

e SID

o WMCIf520RF4UAztWoqpcAtAdZeysf2lWiOFvUE/L7Uc=
e \r\n

e about

» e8cbd40fda2500cd496b55df43402d8ed077b8cd965701a205¢17f2b0389fcel
¢ hYLuwpX6qTSHW4zqip3prQ==

¢ hxxps://centralbancshares\.com

¢ hxxps://gariloy\.com
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e hxxps:/liqui-technik\.com
 job_id_header

e path_adj

e path_noun

e seq_num

e seq_total
 server_public_key

e user_agent
A few strings, mostly command names, are stored as stack strings instead of encrypted strings.
Expiration Date

One of the encrypted strings is a Unix epoch timestamp and is used as an expiration date for the malware. In the analyzed
sample, the expiration date was set to “1612963255.0039535” (e.g., Wednesday, February 10, 2021 1:20:55.003 PM GMT)

and the malware will not run after this date and time.
Configuration
The C&C URLs are stored as encrypted strings and in the analyzed sample were the following:

» hxxps://centralbancshares\.com
¢ hxxps://gariloy\.com

» hxxps://liqui-technik\.com

There is also an encrypted string that contains a C&C URL path component used in command requests. In the analyzed

sample this component was “about”.
Command and Control

C&C is HTTPS based. The initial beacon is called a “handshake” by the malware and an example looks like Figure 4:

GET / HTTP/1.1

Connection: Keep-Alive

Cookie: SID=tQS+oDHQCwkaBsX+LGnzsGXebq2IEBbs86rWDCIN14rz2y9X9Z4aD8tAnIkp@8FIB7bxeWHOs1Kn50]yb/Cc7GFZLGME/
I1)yfIRgBE6bggZnSSvWQEDBxqvIpoEVx/F1rFOYSdedAJSFe71mVxchXtrSUnBRGrYDWSYtwfSj5nGSH233ViJ1jYzpXllz2Y1ikzal51nEHSI=;\r\n
Host: centralbancshares.com

HTTP/1.1 200 OK

Date: Wed, 03 Feb 2021 17:34:15 GMT

Content-Type: text/plain; charset=utf-8

Content-Length: 400

Connection: keep-alive

Set-Cookie: __cfduid=d575157fb7337f44dcf0253a0fc69d6131612373655; expires=Fri, @5-Mar-21 17:34:15 GMT; path=/;
domain=.centralbancshares.com; HttpOnly; SameSite=Lax

CF-Cache-Status: DYNAMIC

cf-request-id: @80a8e98a90000281efa213000000001

Expect-CT: max-age=6048@0, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect—-ct"
Report-To: {"max_age":604800,"endpoints": [{"url":"https:\/\/a.nel.cloudflare.com\/report?
s=4cmzx87udjwWwdSMArhQHOIn6RUsemLs yqPtHHbpYVVL413tkPOSTLI%2ByPB%2B32%2Fvy4%2BbgxJp38fA9Z9Y0zbK
%2BZCkzUyujF4M7PPaDdoaNgS@LBBUIUS%3D" }] , "group" :"cf-nel"}

NEL: {"max_age":604800," report_to":"cf-nel"}

Server: cloudflare

CF-RAY: 61bde6d44d4c281e-5LC

Nd3gdcvujq2exjiWTw/3qpM1u7@2s86joImztBhTzV2cemIJRonlvcBcWyKPiVRSGQenvzZEAIXzUqVT fWNgGRALIPSAGCTxil
+08ggPjn@wICEdcQLANhKST]j6g9a9V]iTqvkXV7akVgD fuC1PEMWEXB Le+W+NfGPuNey TUEPVDBTOCWBI/yFtf8ztYIXghIn3Inxvv
+faq595eRXXuUFXI@ZvhWKiQEE6fn7oVPkbymSroZ0i1XEQUG/HZ3G4RozhdwdaCEcn+LONtHL rQh6wCy4isXASSz3qpSUTtQPmhy/1/
9eBmL4Kc7kIsnciFdZIJ1d4NaYqoedLj/yGLvWgbAdoj+ftcj1fELuzgyPNKLgMzVVN+n1VKYvDh87k5uXREKCGt+0ZHKIT8jjz

Figure 4: Example handshake request and response

Encryption
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The handshake is used to do a X2551 key exchange with the C&C server and retrieve some configuration items. The “SID”

value in the “Cookie” header request is base64 encoded. Once decoded, it contains the malware’s generated public key for

the key exchange and some additional data to decrypt the handshake response from the C&C server.

The C&C response can be decrypted by using this data along with some of the encrypted strings from the malware and some

primitives from the Monocypher crypto library. A Python snippet using data from the above referenced PCAP and its sample

showing this decryption process will be available on our GitHub. Once decrypted the response contains a JSON object that

looks like Figure 5:

"path_adj": "better—known",

"path_noun": "disassociation",

"seq_num": "bleached",

"seq_total": "packer",

"user_agent": "Mozilla/4.@ (compatible; MSIE 8.0; Windows NT 5.1)",
"job_id_header": "csrf-token",

"server_public_key": "IL+Itub@tn8o+jtgRdtUBlc+fvad9TS/k5NawlHm8CQ="

Figure 5: Example handshake response JSON object
It contains the following pieces:

o path_adj — C&C URL component used in future C&C communications

» path_noun - C&C URL component used in future C&C communications

¢ seq_num — unknown (doesn’t seem to be used in the analyzed sample)

» seq_total —used as a JSON field name in command responses to the C&C server (blue highlight in Figure 7 below)
o user_agent — user agent used in future C&C communications

 job_id_header — unknown (doesn’t seem to be used in the analyzed sample)

» server_public_key — the C&C server’s public key used for the key exchange

The key shared between the malware and C&C server via the key exchange will be used for future C&C
communications. Unfortunately, we were unable to derive the shared key used in the referenced PCAP to decrypt further

communication examples.

Future C&C URLs are constructed using the configuration item mentioned above and the

received “path_adj” and “path_noun” components. Here is an example C&C URL for the reference PCAP:
hxxp://liqui-technik\.com/about/disassociation/better-known

Updated “path_adj” and “path_noun” components are sent in successive C&C responses via a response header whose name

is the previously set “path_noun”. This mechanism can be seen in the red highlights of Figures 6 and 7 below.

Once the handshake is completed, the remaining C&C communications are command requests and command responses.

An example command request looks like Figure 6:
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GET /about/disassociation/better-known HTTP/1.1

Connection: Keep-Alive

Cookie: JSESSIONID=GHZrbRzalb5419YIdmvyRw==;\r\n

User-Agent: Mozilla/4.@ (compatible; MSIE 8.8; Windows NT 5.1)
Host: liqui-technik.com

HTTP/1.1 280 OK

Date: Wed, 03 Feb 2021 17:39:14 GMT
Content-Type: text/plain; charset=utf-8
Transfer-Encoding: chunked

l:onne(t I.Dﬂ‘ keep—nuw

§72vjzbPrbu)iFsl /Pg=

quest-id: 080a93 eedla
Elneﬂ CT: max-age=604800, report-uri="https://report-uri.cloudflare.com/con-cgi/beacon/expect-ct”

Report-To: {"max_age":684800,"endpoints™: [{"url":"https:\/\/a.nel.cloudflare.com\/report?s=sgMhiScYBayM1znnWPL0j eRWs8YIDMzGI t4%2FLhS i%2BLNutQbA2FEWLE6PD) 23 8% 2BpwalsDX cDOINZBY]
#%2B%2 FMulBnY xVk1 tCellu5z5411TF16Z5AI TWSEVAS3D%3D" }] , "group™ : " cf-ne 1"}

MNEL: {"max_age":604808, "report_to":"cf-nel"}

Server: cloudflare

CF=RAY: 61bdeelabd92281e-5LC

WALRP+TCtwDI4Zn3+X5YXVE JXfI2ZvXECY Ly3CO1t roUBwEomOkktLg7TmKRDEALX1KLVPPrSPARTNNT /XYt Bhz d 3TR2ZAXDPExkLC+ePBTIHTT /0I5 )4 wkIGALLeaTGedY | ULeWiBZ/

DxEEQAABVXLAEIZT ¢IrPxESDTE rwIxVBXH

+LS+WIQHEKAZVIECpTHdAG Ly i t521t0edAT jBu ™ AC SMV UbWGHN "!Eliil‘lQliloﬂlﬂthlfﬂrmW'rlszj-‘CVzW1!Mﬂzsﬂsemlﬁwﬁtikﬁ
ACjKCZOQy j9ShQLLE: § 1K 1Day Ew31xhj¥61bbi2Jvs0VG3 rEWNdP/ rfc 1wt Twf ) 27d2as TdEBLSkBrEF/

mvﬁﬂimﬁkmmiTOWJ'IBC‘.Mrit!sl(uN?nlvzﬁnSS!B]Jnmuﬂﬁcmym?SrﬂanNlBjGSEl. ) VWaIQ3 Emz.rasrmmml 'lMiQ\'DIIMleFﬁCl?MMW]!

NavFGBT zHgKMMaOwsj s iTeE TBHATx7Wo52R2IPq33hM5aC5 gepIWnMTw) AThUUPUBSYVZo17I005anC/vVG+T LWXK T sDim0Y 7XIXkePZFL L TFLGOSeWWoo+k tEAHGZU JBA0] By ] gpINAVY9i0g FUTGEZbX/

Rp2+k iVENWu fOHKNSORVIXTuSIThP/ j vCulIDi3vHj R+oWCYSMPEpeqQhOMC ZB6HKEZ ToZUbZY xL iwH2zyb/eeDBExnC fO fudk tHIMj D/

qGII R Ir5SqPLofMYOONSFHeV134quinLB3rvI8l xSBOraTXSBFUNRITS rwd EAXLGawvE(Zvd/

erKA7Sc81tuVE4zM443tsXs3gredFpYfC8nlymi3SzEvk T nwBEY | GeeFKwsNKTwLuHpS JWd id JdVSW20nmBXTyMZM2 zyocXPsytUn

+hqc1X2VeYUhk jnVcollLs ter Z15dhMgF ....,.<LEDnLuhosWssasslanE.l{smﬁplbnlaeif.uqmﬁlmm?usrvmrsjSmchsp‘rlkplﬂmrSpS?unDLsKos.lsﬁnfmv!
AMPTR1IDA]9FVT CLVXMKLEM2BO7qBE rGFQar+7YSWCCylXtagnOwkhC4Bt rT0] BePte fOBMSNE4OLWL julays941Fxn7 rkty /kSAgS LRNSUNMZ 2B T63qGU0STenZIBHTdqxMz TQ039nrY
+6rDirfamgcaX20kekI jNaj C5n503d5XBy6GKMSd c2WOLOwKVdYFozdTY1cddu3L VmFdDQAg L/ Iy2z/vuGTkh4gDLaadXx011dc290g53SGNP j15kSTFobe ] alsgKWXcauldjBhrgHvgxcwl/
RCPZOCOIrWgveZ05Xvs 260 rHSTCw1 IGbMGm2 +AIL  u9LC ry6q+ibSxnnPTpSsolePp Lyl IHywxBmgezL LLSYq04a61ac 51 t2y2C {Vok17612cySEnd L rCe+LhnnHZWL s9G75F1X9IVtCn110F/

ItubN2T sexVuRphBuwwCrwlTZVVSEV1Skaa j Lki. fRe+it a.cmvmnrguurn-“ I Tw¥lMed cwDkl CUWE1ITZaXiKXZL1IUD/ VH+056x+/
wHdRkn rG+vXThagvgskj LT jWVDGBFEXaNF /016 jgdeayR3; jﬂld-lz:\"l q7g! ih /mazmvewl‘l.l:ho\‘d|zmwjtq'l.ookFwsn‘.ls:xzns)wpt:lehsS{G:hZUE\!MvaonyJI.LIsBsdll.!
+53MBhilq/SL2suwY/LSZIBrGlTa 0 ¥z IHI" n(beeoDlL'%rl.ol‘chEmﬁqunoqnerkpﬁNhCMuu ImCIEP122vE:
-riIhLMzvommFltBMXOGW:QhuLHMKMEIDtakI]“]JUHM!VEOII?B!DMIII\J’

AdwhBeKnMfeggrEb@rITKFSX0n IMLYNVFtVWSxP4+8oHk tvBh2Ibd3vxYiHKS] rG5Jas] rzCHeOnVn Lol yWvnuGXiwl f5/KRCZiR/HA5234E/

3utlﬂmMyvsxlmMmei!hluslttlfmj kKe2fisxcpIynBLCF rOKADS L ZAnROgcSsscVEX2vIBzegk+tWIDSysFsp6ZLK/ 1064FuLh LKIGx 10US iPvxSqdCUoDdBI PbyxYowDce f4509q) RKG/

LznyvXPUy ,! j g Za1Rp/ 10U/ d HGRZ LwYy 7cEGCHSAK rt+Frixq LaKzLHg 31D 7wsvquSYRNSEVMwdy YuGz/ 65 LPnSTF fuaZewmikIK/
Qf4 uIv|LYSTCBevk!(Mhtlr)(lFlD"kﬁolkruﬂv\f&?mjS\JWI.YIGLHKGZJJCD[EIIMZIK?M)I!FGKFIZfZOUI.ZEDQMnMnNkBFQI]I'NMQ

-mtnzxrmsnxUum1u:nl1nskqmrvrnIolnchz;(mTlFusaumyc]mm,.",,. R3acvVDt 3] tTKHpAF Yid@LWeNLT

3czBNvrsAghQWy fRCxcQ7 {19012, 4uwmc:tmin1lL\‘?mD~leﬂGuf /192Gka7rCxTIg 11PKZLN1Fqzm/

NLDCIWﬂvnﬂmﬁﬂngasLttv!llllll!..M(shﬁqln\'l'l’ulmismlnvfﬁwlmkylnmfﬂmfOG)TMyF!hecsmuﬂhupofmukﬁmlqhwrﬂmcﬂl(

+6GSY 19XvZCBha+qL g SJsuvoq'rJn-w'rLysr.tsmssnlf / WPGHCHM+DM / q 33 JBLY4/ZXChs THUS/

vrnt,"rxmrmu‘mz1v?xnwmp‘r'r-'rrnr_zf{mmmrzwmﬁmnsiaa&.. WAY mnh-:l:yozmucanmuer

+04D1X\2ZpT ] kKWvaQj IHSZenLOT AmudxpyRZAS | ZGAZURPGAGEYP L CZU4ULRT/ | n AL kTWOBNRVCUPZesQ96 rmcrurxrc.yogujv 19w1834CPHOUUUG TWPOH/ wreCLAduSnxQ+xoR0ZZhxyLiwv f+110wtu/ 1p2BtenAs
MY4V G201 Ax2DES5nhunksmGbT7HOFUwib ynn7UaDk]x0ms TKBC / xuBTGVEQS@2vKL q/ E/NGESGWAZIAQUGTMXCIWDMUTZ) 1907 knKIVAGF v 7+ 42y 2E025yUMXYb)  7yStTSSEMWAGXqax/

Wdurwfﬂ B C84l Y ulTpvbO7ENIT: j gsckiaY rTCCpLwWa3 oGWN), sYpYsxOL3cozTF3oF1IrRr1KS1yA/

unmnurr 4wsBIYOXKOILKGYXu2xcyDTZoS rzC/
oﬂGMBCva'J STVL I1GjonIR] 7Pek 1055+mas2 jRSeIFBpDA3I 18 cunb 2/NKTpil 2cDPNET 1kApQ/
Mﬂve&ﬁcjMantEuMSMZYsFMleAZ!TMMMqLAZp -'hmpﬂsjnvz'pSGc1Mhl§|¥j(m.{mmml1Mpmmi$ﬁwv7(\'¥0&51kfﬂtn

omq:mwmscmpanﬁmmomnpwrmmqupJmuyrynemmlfuqasxvptwvzmummpq1mmgc+1msf:vl.xmpausms;cemmzuast

Figure 6: Example command request

In the command request, the Cookie header “SID” value changes to a bot identifier. The response is encrypted using the

shared key and once decrypted contains a JSON object. It contains the following fields:

e job_id - identifier

¢ job —base64 encoded job details
Once decoded, “job” contains another JSON object containing:

¢ type — command

e args - command arguments
Commands will be detailed in the “Commands” section below.

An example command response looks like:
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POST /about/adviser/contagious HTTP/1.1

Connection: Keep-Alive

Content-Type: applicatien/json

Cookie: JSESSIONID=GHZrbRzaIb5419YIdmvyRw==;\r\n

User-Agent: Mozilla/4.8 (compatible; MSIE 8.@; Windows NT 5.1)
Content-Length: 249

Host: centralbancshares.com

sentwgaesogratgdsnmjmaej Fo0BbHNvbOWPR 151 11AKABDukGY17GyaksNBUK1icedWsB760vvd+kDPEeucx/
0 e39nDerYIDoﬁx?ﬁvSt25ZD?I‘IvQ:(nSIDTmeBPADkAhNaML30ﬁ059thyswnTPuquFBCfpl’y rYLYfalTglzspdvzBbgXa03mnWz fNKGhWYutVhud7edMIwoz a6/ vidalYs="HTTP/1.1 200

OK
Date: Wed, 23 Feb 20821 17:44:31 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 6@
Connection: keep-alive
Set-Cookie: __cfduid=d®f14elcb738732602be25fea33adb57d1612374271; expires=Fri, @85-Mar-21 17:44:31 GMT; path=/; domain=.centralbancshares.com; HttpOnly;
Adviser: MCnvwb2hL+weOBhYXHFZBT(OUOLTquinaLGT5tBtDtTZEdpRean?ﬂqdlip(ﬁJr8F2rstClhilBaaIhoLmPanQTuuL!nmkcykItki]
YZO e/Llg qyCda T afal==
CF=Cache=5Status: DYNAMIC
cf-request-id: @82ad971c2a0BBA27e082a13000000001
Expect-CT: max-age=604808, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect—ct"
Report-To: {"endpoints”:[{"url":"https:\/\/a.nel.cloudflare. com\/report?s=XaBaivmIzhiaTYZNSp1154 ) 148KHI4%2BhKxBDXCFKE2S59Tgs IUl8hus yp r2%2 FADpHeSLGPUINDS2ZB TSI
%2BTXZBdsPLFDYS%2F8%2FHEPKIXO5 1952Cnp%2F17260%30" }], "max_age" : 604800, "group” :"cf-nel”}
MEL: {“max_age":6@480@,"report_to":"cf-nel"}
Server: cloudflare
CF-RAY: 61bdf5daB93d27ed-5LC

BmIHgzq7UzShNYAj6/DHw2kiZalpFolYqFd3dxSqlbisinDar jeGGtI48LE=

Figure 7: Example command response

Command responses are similar to requests and contain command outputs or error messages.
Commands

The following commands have been identified in NimzaL oader:

e cmd - execute cmd.exe command

e powershell - execute powershell.exe command

¢ handshake - redo handshake

« shellcode - inject shellcode into a process as a thread

e command arguments are a JSON object containing:

¢ sc — hex-encoded and compressed shellcode

e prog - program to inject shellcode into

 heartbeat - used to update expiration date of the malware in memory

e command arguments are a JSON object containing:

 heartbeat - new expiration time

¢ sig - used in a signature check with an encrypted string
("e8cbd40fda2500cd496b55df43402d8ed077b8cd965701a205c17f2b0389fcel" in the analyzed sample)

At the time of research, all known NimzaLoader C2s were already down, but a public malware sandbox run seems to show
it receiving a “powershell” command that ultimately delivered a Cobalt Strike beacon. We are unable to validate or confirm

this finding, but it does align with past TA800 tactics, techniques, and procedures (TTPs).

Conclusion

NimzaLoader is a new initial access malware being distributed and used by the TA800 threat actor. In 2020, we observed the
shift from TA800 distributing the Trick, with intermittent shifts to Buer Loader, and a consistent distribution

of Bazaloader since April 2020. There has been some research community analysis suggesting that NimzaLoader is just
another variant of BazaL.oader, but based on our observations of significant differences, we are tracking this as a distinct
malware family. There has been some evidence suggesting NimzaLoader is being used to download and execute Cobalt
Strike as its secondary payload, but it is unclear whether this is its primary purpose. It is also unclear if Nimzaloader is just
a blip on the radar for TA800—and the wider threat landscape—or if Nimzaloader will be adopted by other threat actors in
the same way BazaLaoder has gained wide adoption. TA800 continues to integrate different tactics into their campaigns,

with the latest campaigns delivering Cobalt strike directly.
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https://tria.ge/210203-l7gxbpmxls/behavioral1
https://www.proofpoint.com/us/threat-insight/post/buer-new-loader-emerges-underground-marketplace

https://www.proofpoint.com /us/blog/threat-insight /nimzaloader-ta800s-new-initial-access-malware

Indicators of Compromise

Indicator

540c91d46alaa2bb306f9cc15b93bdab6c4784047d64b95561cf2759368d3d1d

centralbancshares\.com

gariloy\.com

liqui-technik\.com

52bbe09c¢7150ea66269¢71bac8d0237fb0e6b0cae4ca63ab19807c310d6alaOb

Emerging Threats Signatures
ETPRO TROJAN NimzaLoader Initial CnC Host Checkin
ETPRO TROJAN NimzaLoader CnC Activity M1

ETPRO TROJAN NimzaLoader CnC Activity M2

Type

SHA-
256

Domain

Domain

Domain

SHA-
256

Source: https://www.proofpoint.com/us/blog/threat-insight/nimzaloader-ta800s-new-initial-access-malware
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Notes

NimzaLoader Reverse Engineered

C&C

C&C

C&C

NimzaLoader (PCAP)



