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German language malspam pushes Ursnif - SANS ISC
By SANS Internet Storm Center

Archived: 2026-04-05 12:59:29 UTC

Introduction

On Tuesday 2020-01-21, a wave of malicious spam (malspam) hit various recipients in Germany. Messages from
this German malspam were email chains associated with infected Windows hosts, and these emails all had

password-protected zip archives as attachments. A closer look revealed this malspam was pushing Ursnif.

Today's diary reviews this malspam and an Ursnif infection from one of the attachments on Tuesday 2020-01-21.
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Shown above: Flow chart for an infection from this wave of German malspam.
The malspam

See the next three images for examples from this wave of malspam. Of note, this campaign often used 777 as the
password for the attached zip archive. In this wave of malspam, we saw passwords 111, 333, and 555. Other

passwords were probably used as well in examples we have not yet reviewed.
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g | Re: Auftragsbestitigung: 17/1095535 ** 17524923148215 - Mozilla Thunderbird e = E3
File Edit View Go Message Tools Help
% Reply | % Reply All |~v|| » Forward | More ~

From %4 Date Tue, 21 Jan 2020 07:21:57 +0100
Subject Re: Auftragsbestédtigung: 17/1095535 ** 17524923148215
To o

Guten Morgen,
siehe Anhang.
Zip pass 555

Mit freundlichen Grifen
Firma

From:
Sent: Thu, 04 Jan 2018 08:44:02 +0000
To:

~ [ 1 attachment: Fliesenlegerbetrieb .zip 115 KB Bsave v
= Fliesenlegerbetrieb_ .zip 115 KB

Shown above: An example of the malspam from Tuesday 2020-01-21 (1 of 3).
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g | Re: WG: famila-Markt Gifhorn am 17.12.2015 - Mozilla Thunderbird O e

File Edit View Go Message Tools Help

o <y % Reply | % Reply All |~v|| » Forward | More ~
Subject Re: WG: famila-Markt Gifhorn am 17.12.2015 Date Tue, 21 Jan 2020 09:15:36 +0100
To

Guten Morgen,

Bitte beachten Sie den Anhang.

Zip pass 333

Mit freundlichen GriBen,

From:

Sent: Tue, 15 Dec 2015 07:40:20 +0000

To:

Subject: WG: famila-Markt Gifhorn am 17.12.2015

Hallo Herr
~ [ 1 attachment: CHEMISCHE_FABRIK.zip 114 KB BSave |v

= CHEMISCHE_FABRIK.zip 114 KB

Shown above: An example of the malspam from Tuesday 2020-01-21 (2 of 3).

Page 3 of 9


https://isc.sans.edu/diaryimages/images/2020-01-22-ISC-diary-image-03.jpg
https://isc.sans.edu/diaryimages/images/2020-01-22-ISC-diary-image-03.jpg

https://isc.sans.edu/forums/diary/German+language+malspam+pushes+Ursnif/25732/

O Re: Achtung ... hier kommt ein Angebot!! - Mozilla Thunderbird e (=]l 2
File Edit View Go Message Tools Help

From Herr oy © Reply | % Reply All |v|| =+ Forward | More v
Subject Re: Achtung ... hier kommt ein Angebot!! Date Tue, 21 Jan 2020 12:05:06 +0100
To | o
Guten Tag.

Im Anhang finden Sie die Datei!
Falls Sie noch Fragen haben, dann wenden Sie sich bitte vertrauensvoll an mich.

Zip pass 111

Mit freundlichen

From:
Sent: Wed, 16 Aug 2017 10:32:00+0000
To:

~ [ 1 attachment: Lazzerini.zip 114 KB Bsave v
= Lazzerini.zip 114 KB

Shown above: An example of the malspam from Tuesday 2020-01-21 (3 of 3).
The attachments

Using the password from the email, you can extract a Microsoft Word document from the password-protected zip
archive. The message in the Word document is in German, and it directs you to enable macros. All of the Word
documents are named info_01_21.doc. Of note, in recent versions of Microsoft Office, you must disable

Protected Mode and bypass some other security features to enable macros and infect a vulnerable Windows host.
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:;:.
‘ Password needed
Fliesenleger...
, File'info_01_21 doc'is password OK
|:' protected. Please enter the password in
~ the box below.
Skip File

Cancel

Password: |eee

info_ 01 _21.do
C

Shown above: Extracting a Word document from one of the password-protected zip archives.

bd info_ 01_21.doc - Word ka)

File Home Insert Design Layout References Mailings Review View Help Q Tell me

I SECURITY WARNING Macros have been disabled. Enable Content

Dieses Dokument wurde in der vorherigen Version von "Microsoft Office Word" erstellt.

Um dieses Dokument zu visualisieren oder bearbeiten, klicken Sie, bitte, auf die
Schaltfléche ,Bearbeitung aktivieren” in der oberen Leiste und dann auf ,Inhalt aktivieren”,

Page1of 1 O words BE B B - ]

+ 81%

Shown above: An example of an extracted Word document.

The infection traffic

Infection traffic is typical for Ursnif infections in recent months. Other examples of Ursnif traffic can be found

here, which contains infections from 2019. Of note, the follow-up malware for this Ursnif infection was another

Ursnif variant.
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[I |(http.request or ssl.handshake.type == 1) and !(ssdp) v
Dst Dst port Host

Expression... +

Time Info

[ 2020-01-21

.85.157.246

emblareppy.com

/gunshu/lewasy.php

2020-01-21 40.74.35.71 80 settings-win.data.micro.. GET /images/EbUh8XIpG_
2020-01-21 21:19.. 80.85.153.218 80 pzhmnbarguerite4819.com GET /images/KnSeZFKNBI
2020-01-21 21:20.. 40.74.35.71 80 settings-win.data.micro.. GET /images/JyCcOSNuIlc
2020-91-21 21:2]1.. 95.169.181.33 80 né@peablo.com GET /images/EHCYIyTPim
2020-01-21 21:21.. 80.85.153.218 80 pzhmnbarguerite4819.com GET /images/UkgxnMR2ns
2020-01-21 21:22.. 40.74.35.71 80 settings-win.data.micro.. GET /images/aCOUEXwrsE
2020-01-21 21:22.. 95.169.181.33 80 né@peablo.com GET /images/o3pphY9déH
2020-01-21 21:22.. 95.169.181.33 80 nédpeablo.com GET /favicon.ico HTTP/
2020-01-21 21:22.. 95.169.181.33 8@ néopeablo.com GET /images/BZWCpvPGmC
2020-01-21 21:22.. 95.169.181.33 80 néopeablo.com GET /images/GOaMxLJBgk
2020-01-21 21:23.. 40.74.35.71 443 settings-win.data.micro.. Client Hello
2020-01-21 21:23.. 45.141.103.204 443 nk47yicbnnsi.com Client Hello
2020-01-21 21:23.. 104.193.252.157 80 104.193.252.157 GET /fonelsid.rar HTTP
2020-01-21 21:24.. 45.141.103.204 443 nkd47yicbnnsi.com Client Hello
2020-01-21 21:24.. 45.141.103.204 443 nk47yicbnnsi.com Client Hello
2020-01-21 21:24.. 216.58.206.14 80 google.com GET / HTTP/1.1
2020-01-21 21:24.. 172.217.22.68 80 www .google.com GET / HTTP/1.1
2020-01-21 21:29.. 80.249.145.116 80 limpopo.at GET /images/0g4F36cKUx
2020-01-21 21:29.. 109.175.7.8 80 estate-advice.at GET /images/EIjW7fDwiX
2020-01-21 21:29.. 5.56.73.146 80 sweetlights.at GET /g32.bin HTTP/1.1
2020-01-21 21:29.. 5.56.73.146 80 sweetlights.at GET /g64.bin HTTP/1.1
2020-01-21 21:30.. 5.56.73.146 80 estate-advice.at POST /images/Pm9GzCvGa
2020-01-21 21:30.. 5.56.73.146 80 estate-advice.at POST /images/mkegHuiYN
2020-01-21 21:34.. 185.95.185.58 80 estate-advice.at GET /images/zUU3QnwWaSR
2020-081-21 21:34.. 185.95.185.58 80 estate-advice.at GET fimanesfmurGerABJ [~

1

Shown above: Traffic from an infection filtered in Wireshark.
Forensics on an infected Windows host

The infected windows host contained artifacts commonly seen with these type of Ursnif infections. See the

images below for details.

[V s | C\Windows\Temp - O
Home Share View o
— » « Local Disk (C:) » Windows > Temp v D L Search Temp
Name Date modified Type Size
E ad4G78.dll 1/21/2020 11:27 PM Application extension 259 KB
(& aqVuW.xsl 1/21/2020 11:27 PM XSL Stylesheet 5KB
2 items j -

Shown above: Artifacts in seen the C:\Windows\Temp directory after enabling macros.
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V] s | C\Users\ \AppData\Local\Temp O
Home Share View e
« v « AppData » Local » Temp v D L Search Temp
Name Date modified Type Size -
@) 1488937 exe /21/2020 11:40 PM  Application 853 KB
v
items ==
Shown above: Follow-up malware found on the infected Windows host.
B Registry Editor - O X

File Edit View Favorites Help

Computer\HKEY_CURRENT_USER\Software\AppDatalLow\Software\Microsoft\11FA388A-3C6C-6B5A-CED5-30CFE2D96473

v = Computer A
> | HKEY_CLASSES_ROOT
v | HKEY_CURRENT_USER
> AppEvents
> Console
> Control Panel
Environment
> EUDC

> Keyboard Layout
Network

; > Printers

v Software
- > Adobe
v AppDatalow
. v | Software

v Microsoft
L] > 11FA388A-3 v
£ >

Name Type

ab) (Default) REG_SZ
#4{BO1EOFCC-4... REG_BINARY
8|(E3D1258E-E.. REG_BINARY
ab| Actiompt REG _SZ

ab| APHoieDS REG_SZ
#8|azroroxy REG_BINARY
24| Client REG_BINARY
4| Client32 REG_BINARY
$48|Client64 REG_BINARY
4| LastTask REG_QWORD

Data

(value not set)

b4 78 59 4f bd d0 d5 01

ee d8 f9 af b2 d0 d5 01

mshta "about: <hta:application> <script>resiz...
Tg3xidc=new ActiveXObject("WScript.Shell);T...
24 69 63 67 78 64 6a 78 b6c 65 6c 3d 22 67 ...
e8 03 0000 3c 81040024 2c05da2aa3 1.
fa 56 14 c7 f7 ad 98 8d f5 04 1d 54 ee 5b a2...
fa 56 14 c7 7 ad 98 8d f5 04 1d 54 ee 5b a2...
0x9fa30d7a (2678263162)

Shown above: Update to the Windows registry caused by Ursnif to keep it persistent on the infected host.

Indicators of Compromise (IoCs)

Infection traffic from the initial Ursnif infection:

e 80.85.157[.]246 port 80 - emblareppy|.Jcom GET /gunshu/lewasy.php?l=ambobi9.cab
 port 80 - settings-win.data.microsoft[.Jcom - GET /images/[long string].avi

e 80.85.153[.]218 port 80 - pzhmnbarguerite4819[.]Jcom - GET /images/[long string].avi
e 95.169.181[.]133 port 80 - n60peablo[.Jcom - GET /images/[long string].avi

 port 443 - settings-win.data.microsoft[.Jcom - HTTPS traffic
e 45.141.103[.]204 port 443 - nk47yicbnnsi[.Jcom - HTTPS traffic
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Request for the follow-up malware:
e 104.193.252[.]157 port 80 - 104.193.252[.]157 - GET /fonelsid.rar
Infection traffic caused by the follow-up malware (another Ursnif variant):

e port 80 - google[.Jcom - GET /

e port 80 - www.google[.]Jcom - GET /

e DNS queries for onionpie[.]at - no response from the server

e DNS queries for tahhir[.]at - no response from the server

e 80.249.145[.]116 port 80 - limpopol.]at - GET /images/[long string]

e 109.175[.]7.8 port 80 - estate-advice|.]at - GET /images/[long string]

e 5.56.73[.]146 port 80 - sweetlights|.]at - GET /g32.bin

e 5.56.73[.]1146 port 80 - sweetlights][.]at - GET /g64.bin

e 5.56.73[.]1146 port 80 - estate-advice[.]at - POST /images/[long string]
e 185.95.185[.]58 port 80 - estate-advice][.]at - GET /images/[long string]
e 80.249.145[.]116 port 80 - limpopol.]Jat - POST /images/[long string]

e 51.223.47[.]15 port 80 - estate-advice[.]at - POST /images/[long string]

Malware info:

SHA?256 hash: 957573dc5e13516da0d01f274ab28a141dddc8b6609fa35fde64a4900cb793e6

e File size: 127,243 bytes
e File name: info_12_21.doc

e File description: Word doc with macro for Ursnif

SHA?256 hash: 05ec03276cdbb36fdd8433beca53b6c4a87fa827a542c5d512dcbb2cf93023c9

 File size: 3,651 bytes
 File location: C:\Windows\Temp\axsUG8.xsl
« File description: XSL file dropped by Word macro

SHA256 hash: c7f801c491d705cd5e6a202c7c5084874235e19b5505d8e0201111cb3789a9¢8

« File size: 265,216 bytes

« File location: hxxp://emblareppy[.]Jcom/gunshu/lewasy.php?l=ambobi9.cab

e File location: C:\Windows\Temp\aaNuLh.dll

 File description: Ursnif DLL file retrieved using XSL file

e DLL note: "C:\Windows\System32\rundll32.exe" c:\Windows\Temp\aaNuLh.dll,DIIRegisterServer

SHA?256 hash: df824e3e5bb15c7b74d5e8a021f3cbcd867100a02399b9¢383488c660ae920b4

 File size: 873,472 bytes
« File location: hxxp://104.193.252[.]157/fonelsid.rar
e File location: C:\Users\[username]\AppData\Local\Temp\[random digits].exe

e File description: Follow-up malware, another Ursnif variant
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 File location note: binary returned from fonelsid.rar URL was encoded/encrypted as it was sent over the

network
Final words

A pcap of the infection traffic, the associated malware and artifacts, and some malspam examples can be found

here.

Brad Duncan

brad [at] malware-traffic-analysis.net

Source: https://isc.sans.edu/forums/diary/German-+language+malspam-+pushes+Ursnif/25732/
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