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ANALYSIS.’

Overview

Part 1: Preliminary Static Analysis of Starting Binary

Taking a malicious executable which has been categorised as a trojan with the name ‘MSIL/AgentTesla’ and

‘TR/AD.Remcos’ on VirusTotal, we can explore it further.

e Source: MalwareBazaar

e Source: VirusTotal.com

First off obtain the sample with a particular SHA256 hash:
Starting I0C (SHA256): 7albb4fe@f62425fdd2e163ea17d84465323c4f2df8aabb8a50b1433e7d42a9f

Analysis in pestudio reveals this is a .NET, 32-bit executable with timestomped Debugger and Compiler
timestamps. It also had an original name during development of ‘tocehi.exe’; however, this may also have been

tampered with.
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LfTx debug (3)
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1@ version (tocehi.exe) |
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cpu

subsystem

compiler-stamp
debugger-stamp

32-bit
GUI

Mon Aug 25 1%:12:12 2098

Mon Jan 21 06:3%:39 2041

resource-stamp
import-stamp
export-stamp

Examining the resources section there is a resource with exceptionally large entropy which indicates it likely

contains compressed or encrypted data. There’s also a repeating theme of bytes spelling out ‘PAD’ which may

indicate junk data has been added as padding to the binary to make it more challenging to analyse.

name

DoanHQTCSDL

DoanHQTCSDL Chitietphieunhap.resources

resources

location
text:0x00015348
2ext:0x00015400

DoanHQTCSDL.Form1.resources
DoanHQTCSDL.Form10.resources
DoanHQTCSDL. Form11.resources
DoanHQTCSDL. Form12.resources
DoanHQTCSDL. Form13.resources
DoanHQTCSDL Form14.resources
DoanHQTCSDL.Form15.resources
DoanHQTCSDL.Form16.resources
DoanHQTCSDL Form17.resources
DoanHQTCSDL. Form18.resources
DoanHQTCSDL Form2.resources
DoanHQTCSDL Form3.resources
DoanHQTCSDL Formd.resources
DoanHQTCSDL.FormS.resources
DoanHQTCSDL.Formb.resources
DoanHQTCSDL.Form7.resources
DoanHQTCSDL. Form8.resources
DoanHQTCSDL.FormS.resources

esource:

version
manifest

1ext:0x00015488
1et:000015570
1et:0x00015628
text:0x0002C6F8

1ext:0x0002CA%0
Aext:0x0002CB48
£ext:0x0002C C00
1ext:0x0002CCB8
2ext:0x0002CD70
ext:Ox0002CE28
Aext:Ox0D02CEED
£ext:Ox0002CF98
1ext:0x0002D050
Aext:0x0002D108

#src:Ox000F7890
rsrc:0x000F7BBC

size (91...

file-ratio (90.44%)

hash
4d332ebfd$73951467e507ae34d3cc
4d332ebfd373951467ee5f07ae34d3cc
4d332ebfd373951467ee5f07ae34d3cc
il 7d21 il

53327 dféfec8elfbcBd72c028fa55930
4d332ebfd373951467ee507ae34d3cc
4d332ebfd373951467ee5f07ae34d3cc
4d332ebfd973951467ee5f07ae34d3cc
4d332ebfd973951467ee5f07ae34d3cc
4d332ebfd973951467ee5f07ae34d3cc
4d332ebfd973951467ee3f07ae34d3cc
4d332ebfd073051467ee5f07aedddIcc
4d332ebfd973951467ee5f07ae34d3cc
4d332ebfd973951467ee5f07ae34d3cc
4d332ebfd973951467ee5f07ae34d3cc
4d332ebfd973951467ee5f07ae34d3cc
4d332ebfd973951467ee5f07ae34d3cc
4d332ebfd973951467ee5f07ae34d3cc
4d332ebfd973951467ee5f07ae34d3cc
221b3db2a084a472fT160ef006c5d519

82FBEAGFECAQOACF1AFDABTDCEBABATS

B7DBB4391F23A680DFSEISAFBI46FICY

entropy  language

first-bytes-hex

50414450414450B4000000B400...
504144 50414450 B4 0000 00 B4 00...
504144 50 41 44 50 B4 00 00 00 B4 00 ...
50414450414450 84000000 CB 70 ...
504144 50 41 44 50 A4 CE 87 0B 00 00...
504144 50 41 44 50 B400 00 00 B4 00 ...
504144 50414450 B40000 00 B4 00...
50414450414450 840000008400,
50414450414450B40000008400...
50414450414450B4000000B8400..,
50414450414450B84000000B400..,
504144350414450B84000000B8400..,
50414450414450B4000000B400...
50414450414450B84000000B400...
50414450414450B84000000B400...
50414450414450B84000000B400...
50414450414450B4000000B400...
50414450414450B84000000B400...
50414450414450B84000000B400...

504144 50 41 44 50 B4 00 00 00 7F 81
68 E447261

1C 03 34 00 00 00 56 00 53 00 5F 00 56 ...

EFBBBF3C3F 786D 6C 20766572 7...

first-bytes-text

Examining the imports shows this is likely dynamically invoking and loading assembly into memory in addition

to possibly performing string reversal operations.
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file settings about

@ X 8 ?
a@ c:\users\barry\downloads\7a1bb4fe0f62425fdd2¢ | imports (408) his
’I; indicators (strings > size > suspicious) .Y
. T - — I.,h
dos-header (64 bytes) Tnaen s
¥ dos-stub (64 bytes) System.Windows.Forms
<> file-header (Intel-386) Sutem
> optional-header (GUI) E\Mg
=4 directories (6) tocehi.exe
.. b sections (3) Ltor
loadData

Chitietphieunhap Load -
dataGridViewl CellContentC...

b liback (n/a buttond Click
-3 NET (v4.0.30319) button1 Click
- resources (size > file-ratio) hutton? Chck
+--abc strings (size) button3 Click
£k debug (3) buttons Click
H manifest (aslnvoker) Dispose

version (tocehi.exe) InitializeComponent
Lol overle ' chitietphieuxuat Load
textBox] TextChanged

Reverse

Part 2: Decompiling Binary

Opening in dnSpyEXx, by right clicking the executable and using ‘Go to Entry Point’ this takes us to the start of our

binary where it runs a new instance of Form1.
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' WindowsBase (6.0.2.0)
' PresentationCore (6.0.2.0)
PresentationFramework (6.0.2.0)
¥ dnlib (3.6.0.0)
' dnSpy (6.3.0.0)
tocehi (1.0.0.0)
tocehi.exe
p PE
P o0 Type References
P 80 References
b Bl Resources
pL} -
4 {} DoanHQTCSDL
P& C ieunhap @02000002

@02000010
02000011
02000012
02000013
02000014
rm9 @02000015
@02000016
P B3 Base Type and Interfaces
B Derived Types
s Maing) : void @D60000BE
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12 System;
> System.Windows.Forms;

ce DoanHQTCSDL

0

es();

Form1());

Examining this shows what looks to be decoy code and an instance of the form component being initialized. Of

interest is that this form uses the System.Reflection class which is unusual and signifies reflective loading of code

will likely occur.

Assembly Explorer

@02000016
b B8 Base Type and Interfaces
B Derived Types
a 0 @060000BE
4 {) DoanHQTCSDL

b B Base Type and Interfaces
> B Derived Types
es) @060000BF

v X [Forml X

System;

; System.Collections.Generic;

g System.ComponentModel;

g System.Data.SglClient;

; System.Drawing;
System.Reflection;
System.Windows . Forms;

DoanHQTCSDL

Forml : Form

t sender, Event

Args e)

ce=TRUNG\\SQLEXPRESS; Initial Catalo

QLBMT; Integrated Security=True");

Examining this shows a lot of form initialization which seems innoculous at first; however, at one point it gets a

string stored within a resource object called “CFD” within the class ‘Form11’, replaces all instances of “$” with

“E”, and reverses it before convering this to base16 (Hex) and loading it in as raw assembly.
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By copying the resource CFD into CyberChef and performing these operations, it’s revealed this is likely a PE file

being loaded into memory.
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Auto
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S I
® n

Global match D Case insensitive

|:| Dot matches all

Input

[lelslslalalelalalslolalslelalslo e lalslalals Talols ol s o
[lalalslalulelalslsllalslalel e e alolu s Ts Tulola ol ls 1
[lelslslalalelalalslolalslelalslo o lalslala s T lolsla T s 1o

[lslsla 5] al5ls15 150615151515 1516 1516151515 1]

[lelalslalulelalelslvlalalalalalo o lalslalal Tlelslelals 1o

00020000020YPRAVARYELRARVRRANI
aJslalelslelelelelelslelalalalalalalalslalae el u el lo o
00020000020V ARYELRARVRRANI
elelslelslslelelelelslelals elolelelals e lolo el e lalolo o]

al5ls 1515061515515 1516 151615 1515 5]

Lelelslellalalalalelolellalo el lelalelole o e lalelale ol
0000000000000000000000000000ORK
alelslelslalslelolelalellalolelolelalelole o s lolelols o o
9600370027005600650002009700C6(
5004700360057004600F 6002700050
009600760096002700F4001000900)

AASO

PAGRAE 200462055005 51

Windows Portable 65[056(
Executable file detected
Output @3’:

MZ o st

EALEURRT R

Tl m r N
S N T T R A

e e e e B

AL (RN

et N g e B M N Yy

BT (T BT E T8

Saving this to a file, a new SHA256 hash can be obtained which has been seeen by VirusTotal and is flagged as a

‘spreader’ and ‘injector’.

I0C (SHA256): 280001013946838a65Tabbdee890fa4add49c382b7h5e78b7805caefd36304e2

Of interest is that when this instance is created it is passing an object array called ‘ext’ which is defined from
Form1.EXT. This is defined as a string array containing the entries “71474C547242”, “69786F”,
“DoanHQTCSDL” all 3 of which are essential for later analysis.
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.Load(decBytes2.To

Part 3: Examining Embedded 1st Stage Payload (Pend.dll)

Opening up in pestudio shows this had an internal name of ‘Pend.dll’ during development, is likely obfuscated
using the SmartAssembly .NET obfuscator, and was compiled on May 3rd, 2023 at 04:45:48 UTC which seems

far more plausible to be legitimate given the time this sample was found in the wild.

il indicators (imports > flag)

; md3 D4B6893A5512534104C6C 7403BEBDETT

: 2 ) shal D4B51C3EACAFB3B146435A4E2E21BB5DDF

e sha2s6 | 280001013946838A651 ABBDEEBIOFA4ALD

BN dos-stub (64 bytes) _

: first-bytes-hex 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF OC
file-header (Intel-386) first-bytes-text | R A L R T Pt |
optional-header (console) i i 47104 bytes

= directories (5) entropy 6.481

sections (3) imphash DAED2F32A21E03CEG5412F6E36942DAA
= libraries (mscoree.dll) signature Microsoft .NET
< | imports (flag) tooling SmartAssembly .NET obfuscator
. entry-point FF25002040000 30 00 (

s file-version 0.0.0.0
- s NET (namespace > flag) description
L4 resources (4) file-type dynamic-link-library

abc strings (718) cpu 32-bit

s L subsystem console

= K

| [19] version (Pend.dll) stamps

compiler-stamp Wed May 03 04:45:48 2023

G

debugger-stamp
resource-stamp

import-stamp

export-stamp

Using de4dot the binary can be deobfuscated automatically.
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SmartAssembly 7 ‘C:\Users\Barry\Downloads\download.¢

ers\Bar

ot-netd5>

Looking at the main method of this binary shows more decoy code and then a call to a method named ‘xp’,

passing in 3 strings string_0, string_1, string_2.

v X sZ(string, string, string) :void X

a

g string_@, string string 1, string string 2)

5000009

00010

It should be noted that these 3 strings are the 3 strings seen in our original binary which were passed to this DLL

upon instantiation.

This method instantiates an instance of what’s returned from the ‘0J’ method, specifically of type

‘Munoz.Himentater’.
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186, 67, byte.Max 54, 249, 191, 246, 195, 95, 19,
62, 215, 49, byte o, 123, 198, byte.MaxValue, 254,
251, 251, 248, 191, 25, MaxValue, 91, 240, 191, 191,
136, 254, 253, 47, 127, 237, 187, 254, 253,

230, 127, byte.MaxValue, 104, 250, 247, 249, 175, 243, 99,
191, 6, 160, 101, 180, 42, 247, 39, byte.MaxValue, 58,
217, 175, 241, 59, 211, 191, 127, 49, 127, 251,

87, 243, 191, 127, 243, 175, 129, 127, 127, 163,

95, 227, 226, 55, 252, 47, 126, 157, 223, 234,

215, 120, 251, 27, 254, 111, 244, 239, 197, 111,

248, 235, byte.MaxValue, 186, 191, 209, 175, 113, 245, 27,
174, 126, 237, 223, 232, 215, 248, 131, 126, 195,

127, 134, 5@, 155, 127, 204, 111, 248, 59, 254,

186, 197, 175, 241, 167, 254, 134, 9, 253, "Not showing all elements because this array is too big (14348 elements)"

bal::TN.sZ.ci(array);

( ing string_@, s string_1, g string_2)

Thread (44102);
Type type = 2 sZ.P2(g sz GetType("Munoz.Himentater");

[1{ string_®@ });
string 1 = (string ySource"). I j, nes ect[] { string 1 });
Bitmap bitmap = g al-: (string_@, string_2);

[1 array = 1 s TN.sZ.TN(bitmap, 156, 158));
array = (byte[])type.G t esult”).Invoke(obj, new ob t[] { array, string_ 1 });
Assembly assembly = g
al::TN.sZ.Qd(assembly);
(e);

Examining this reveals an overly large byte array which is being GZip decompressed back into a MemoryStream
to be loaded.

=[] array =

31, 139, 8, @, @, @, 0, @, 4, 0,
237, 189, 7, 96, 28, 73, 150, 37, 38, 47,
189, 202, 123, 127, 74, 245 74 215  .224_ 116
161, 8, 128, 96, 19, . [17ea byell bytad)
236, 193, 136, 2085, 2| [} arvey2;
35, 41, 171, 42, 129, . (GZipStresm gzipStream Strez MemoryStream(byte_8), CompressionMods
102, 22, 64, 284, 237
189, 247, 222, 1
_11'9 ?O. 'J..ﬂ_l . ".l".lQ
; 215, ;=.’;, ;
221, 251, 52

62, 166,

gzipStream (array, @, 4089&);

(num > )

» 215, 48, 7 2 memoryStream. W (array, @, num);
197, 191,
25 39
251, 139,

230,

(num > 8);

array? - memoryStream.

160, l'\'l'lJ 180 42, 247
175, 241, 59, 211, 191,
175

» 47,

131, 126,

248, 59, 2

By changing our decompiler back into Common Intermediate Language language (IL) and examining method ‘0J’

again, the full array bytes can be located within a defined structure, and the instructions seem similar to what was

seen before, specifically defining a byte array of size 1434
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b 4g string

4{} TN
4 %g .

By copying this array into CyberChef, removing whitespace and line breaks, and converting from hex, it is then

identified as a Gzip file.
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Recipe
Find / Replace

d
EXTENDED (\N, \T, \X..) =
Multiline matching

Find / Replace
Find
\n REGEX ~

Multiline matching

Find / Replace
Find
REGEX -

Multiline matching

From Hex

Delimiter
Auto

Replace

Replace

Replace
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Last build: A month ago

ama
O n

Global match D Case insensitive

I:\ Dot matches all

O n

Global match D Case insensitive

I:\ Dot matches all

O n

Global match D Case insensitive

I:\ Dot matches all

O n

Input

16 5f de af 34 da 5f fb 37 ff 45 ee d1 5f f3 37
3f 25 ee 22 ba fd cf bf c1 6f 48 a2 f5 07 fd ea
fa 2d 21 b9 fa 83 89 5f 7f 8b 3f e8 57 fd 7a e9
af f1 3b ff 16 7f fo af fb 1b a5 bf 2e 75 72 fc
3b d3 67 c7 84 d8 af f1 5b fc c1 bf f1 af f3 eb
fd e6 7f fe 6f cd 24 ff 83 7f 6b ee 40 3f 48 3e
8 27 bd f7 eb 13 bf 03 @4 4b fa ef f4 63 a4 9e
7e 8b 3f es8 ff fc cd ff ee df 7e eb d7 ff 2d e1
e6 of fa 3f 49 8a fe cf df ea d7 a2 7f 7f 15 bs
fb ed 48 d7 50 2f bf 01 ed ff c1 3f 46 co 7f 83
df e@ c7 20 d2 7f de 7f fd 9b ff c1 bf ab ae fe
bb 83 f7 7f 57 ee fa 77 ff 8d 1d 36 7f fo ef fe
6b @9 fe 5f 45 co 7f bb 5f ff 37 3@ ae 5 ec 3e
47 17 34 19 bf c¢5 f5 6f fo 5f b5 3c e5 fc fc 5f
f8 3d 75 7f fb cf ff 64 db 91 6b 5a 3f 2d cb 2f
b2 62 29 19 ed 3c e7 44 f1 ff fd bb ff 1a e9 ef
19 7f f9 47 cf 8f 9e ff bf 3e 2b d2 cc f4 e3 37
ba 7f 53 c3 1f 3d ff 7f 7c fe 1f 5d a6 fd c7 ee
5C 20 00 20

Ll Gzip file detected

Output @f

o WA Te%R/ME{ 0 300X ET | o 5§ Pe@1Ae IRe1x1GH) «*oEeVe]f-@]
_Axpudyyyiykiiex | T1@27=2"y§7U]pe Eax@u~1-y]y@ GUPYmie Me2ce: [HO12
8367 Mk<yoe1_3x -UfexgpexBAxiicne_3' esAeedMyH0) °ALs«y0plisplu=Iy
U3 8lx@1%e9<VAU<HA=0®e 20k (ne o JUAAV ' JO\GSU\J " MSHKVOAONe _Fefdg- et
w~i_30j1eIRlixg¥=}x"HP1]1286- --bu‘sG =, &00=UeF»i4&/ye2E0L
29" pxl+x;pa6R O3 ' fiyeHey o liy " BE «HDUPYT e “iHs 5 /A AN &7
5 RV Y<eil qdwea 008 e YU e T C T huEe OB p el

“eri6Y {2Qo)S.17b+BEQI$’-y6(¢(/yA}o <EDU" A AS~EeYHhe©
Hjokiite_Ex1<Bk: $8x0y - FOAURTUX UG K =FeeP~ In(IGE3_¢; op a@hifine

e07{mGo~sRG4sFep0: bI®0 <e@éese~libg{abRY-U¥BI@epIpOPOR™?=81Ass

Saving this and using a tool such as 7-zip allows it to be decompressed, noting that there’s data appended to this

memory stream.

D stagel.gz 5/9/2023 3:14 AM GZ File 15 KB

99% Extracting C\Users\Barny\Downloads\stage2.qz — O >
Elapsed time: 00:00:00 Total size: 14340
Remaining time: 00:00:00 Speed: 875 KB/s
Files: 1 Processed: 23552

Compressed size: 14339

Errors: 2 Compression ratio: B0%
Extracting
stage2

1 Ci\lUsers\Barry\Downloads'stage2.gz

2 There are some data after the end ofthe payload data : stage2 I

Part 3: Examining Embedded 2nd Stage Payload (Cruiser.dll)

Examining this new binary in pestudio reveals it is also likely obfuscated using SmartAssembly .NET obfuscator,
and had a name of ‘Cruiser.dll’. It was also likely compiled on Monday April 10th 2023 at 10:01:02 UTC which

seems plausible given it’s before the injector binary was compiled.
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I0C (SHA256): 40C050C20D957D26B932FAF690F9C2933A194AA6607220103EC798F46ACA3403

Examining this on VirusTotal it is flagged as a trojan with the name ‘tedy/vsntdh23’.

Repeating the same process with de4ddot and decompiling this shows that it has the namespace ‘Munoz’ which
contains the class ‘Himentater’ amongst others which is specifically what we’re looking for. If we consider the
first stage of this malware which ran the method ‘xp’, we can see that it was using the method ‘CasualitySource’,

and is first passing in string_0 (“71474C547242”) before string_1 (“69786F”).

Dbj

string @ = (string) tMet i JEoE Jj, ne { string © })
1

string 1 = (string) e.GetMe i irce™) new object { string_
B p bitmap iR : i , string_2);
1 arr : TN 1 .TN(bitmap, 1
¢ { array, string_l });

Examining CasualitySource reveals it is a simple string operator which converts hex given to its raw ASCII format

which results in the values ‘qGLTrB’ and ‘ixo’.
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71474C547242 69786F

stringBuilder

num = hex.

=3 Kl

stringBuilder

ng string_@, ir t stringBuilder_@)

stringBuilder_©./ ( : har({int) . nt32(string_@

Part 3: Examining Embedded Steganography Binary

The next part of code involves looking at multiple binaries together and gets a bit involved. The chain of events

are as follows:

e Return a bitmap through a method called ‘jR’ via a class called ‘sZ’ from within the namespace ‘TN’ which
is inside of the 1st stage payload. By using the variables string_0 (qGLTrB) and string_2
(DoanHQTCSDL), make up the targeted resource (DoanHQTCSDL.Properties.Resources.qGLTrB) and
store this into a byte array after subtracting 150 pixels from its height and width.

o Convert the returned bitmap into a byte array through a method called ‘sZ’ via a class called ‘sZ’ from
within the namespace ‘TN’ which is inside of the 1st stage payload.

e Perform operations using the ‘SearchResult’ method from within the 2nd stage payload to convert the byte

array using the term variable string_1 (ixo).

Load the deobfuscated byte array as an assembly into memory

string 0, ng string_1)

r(string 1 + "

S [eLEL L lehyed-inlipy——
qGLTrB

Bitmap TN(B bitmap_0, int_@, int

(string @, string_2);

num = bitmap_6 - int_0
num2 = bitmap_
num2; i++)
object_o)
num; j++)
)object_©) 3+e)

pixel = bitmap_8.G
bitmap.S

bitmap;

bitmap_@)

[] BinaryCompatibility,
es(Opcode) ;
) (BinaryCompatibility [BinaryCompatibility
[BinaryCompatibility +1]

BinaryCompatibility.

ompatibility[i]

(bitmap_ 1(i, 3).ToArgb()), @, array, num, 4);

ay, BinaryCompatibility
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Although these operations can be manually reversed, it’s a bit tedious and complicated. Instead we can run the

original binary in dnspyEx to get the final product. To do this:

e Open the original executable in dnSpyEx and create a breakpoint on mscorlib.dll within the Sleep function

statement checking if the AppDomainPauseManager is paused.

millisecondsTimeout)

sut);

e Run the binary until the breakpoint is hit and use Step Out (Shift + 11) to land at the start of the
decompiled 1st stage binary (Pend.dll).

e Create breakpoints at the operations which are retrieving the 3rd stage payload and observe the Local
variable window to see the modifications occurring.

¢ At the third breakpoint observe the 3rd stage binary in memory which can now be saved to disk.

\ueeze ~ t 4. ~\uge 3 : 11 P j, N bjec { \ueeze })
\uee2e ; ! i u objec { \ueeze 1});
bitmap

1= 9)
byte[] array = global::TN.sZ.sZ(global::TN.sZ.TN(bitmap, 158, 158));
array = (byte[])\u@015.~\ue@1D(\uee14.~\ued1C(type, "SearchResult"), obj, new object[] { array, \uee2e });

Ctrl+C

Edit Value F2

Copy Value Crl+Shift+C

Make Object ID

Sa

Show in Memory Window
[ELGIELE

ct All Ctri+A

100 % |~ v cimal Display

Le Digit Separators
Name
b :
B «pand Children

\u0020
\u0020 Public Memb:

433e7d42a9% .exe), Pend
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Part 4: Examining 3rd Stage Payload (Discompard.dll)

This new binary crashes pestudio, and examining it in dnSpyEx shows it is posing as software from the company
‘Citroen’, has the name ‘Plant Scientist’, and is apparently copyrighted to the 2004 Citroen C5...righteo then. The
binary hasn’t been seen by VirusTotal either; however, we still have luck using de4dot which detects an unknown

obfuscator has been used, cleans it up and gives us something pestudio can analyse.

I0C (SHA256): ACB4301D445B5C125A8CEDD0@427D6F89ECBIATFATAID7DAE7CCT183D017FI84D

The binary appears to have had an internal name of ‘Discompard.dll’, and was possibly compiled on May 3rd,
2023 at 06:40:48 UTC almost 2 hours after the 1st stage was compiled.

T8 \users\barry\downloads\stage3-cleaned.exe property value

bl Ifsiiach Unipacs 7 S md5 F2545FADDGCEB16EFE76619D707611F4

’] s chal 7C32E4B7R7510727DAAOEDT0BAIEBBT2564DFD

= dZi—stZah :;1 bﬂ:’:;s sha256 B5A220D2DA121058391BF7C574860E4142810CDB3BIS2ET2A1191 DCOBTB3A23A

T first-bytes-hex 4D 5A 9000 03 00 0D 00 04 00 00 00 FF FF 00 00 BS 00 00 00 00 00 00 00 40 00 00 €
. Fie-heade (intel- 350 firs-bytes-text M2 @

> optional-header (console) e st P by

- #d directories (5) entropy 7.724

e imphash DAEQ2F32A21E03CE65412FEES6342DAA

od ] libraries (p/invoke ;ignature Microzoft WET
=~ imports {flag) tooling

e B entry-point 00
a0 file-version
i+ NET (namespace > flag) description
7@ resources (size > file-ratio file-type
t--abe strings (21030) cpu
ALK subsystem
;;“
_.[Ta] version (Discompard.dll
|; d ( P ) stamps
i compiler-stamp I.".'f-_d May 03 06:40:48 2023
L J

debugger-stamp
resource-stamp
import-stamp
export-stamp

Examining this in dnSpyEx shows a number of unknown methods and types without any clear entry point.
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Assembly Explorer

b M

DOS Header
| File Header
lm] Optional Header (32-bit)
| Section #0: .text
[21 Section #1: .rsrc
[ Section #2: relac

b

i
= &

# H
[s

3
B Y

P 80 Type References
P o0 References
P B Resources
b{} -
4 {} D*lelaSNl—éETpaEQpZSEy
& AB85EOCunj2nZUAwsnd @02000013
:> Org xbxsYUSXFQbj 1VirX @02000030
Bﬁvscjowhuomﬂ.deu @02000014
BhGsLxbCF5mfY\ | @0200003F
vDMR ‘ INu2 @0200002D
@02000048
@0200003E
@02000049
i ffOMRBrbVSgwOoovys @02000026
H1gP16fobwIWYVACAI @02000041
HFeX9TIIBIPFZAWAOR @02000036
iwWRHyD35dIQP1KYTo @02000033
@0200002C
(xdTfOgj6bWCHBy @0200000C
JdeDN —h"lif—'v ..;.;{:. @02000010
Kbjou8zMOY4Zm81Phl @02000046
@02000034
MLGBUye9T4YuKZa3UB @0200000E
Mpl4FYRalZkibvesrd @02000027
' *nx::-E'u".-'.i'-lE}{u MelL gL::ﬂrZ'w @02000024
O7xZrkNnNpmg0q9Xy7 @0200003B
0I—T34151JTJjSTDqZ @02000028
@02000038

0G0

!
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020000

02000045

T T T T,

02000016

Locating Method To Be Invoked

Despite this we know that the binary was being dynamically loaded into memory through reflection and that it

was looking for the 20th element in the returned assembly types. Reflectively loading this module into memory

we can store this in an object and examine it.

$malware=$([System.Reflection.Assembly]::Load(([byte[]]@(Get-Content "C:\Users\Barry\Downloads\stage3.d11l" -En
$malware.GetMethods()[29]

True True

PS C:\Users\Barry>

Name

DeclaringType
ReflectedType
MemberType
MetadataToken
Module
IsSecurityCritical
1 .
IsSecurityTransparent
MethodHandle
Attributes
CallingConv
ReturnType

ReturnTypeCustomAttributes :
: Double
: False
: False
: False
= TE.

: True

: False
: False

: False

: False

: False

: False

: False

: False

: True I
: False

: True

: False

: {}

ReturnParameter
ricMethod
thodDefinition
ContainsGenericParameter
MethodImplementationFlag:
IsPublic
IsPrivate
amily
sAssembly
IsFamilyAnd,
IsFamilyOs

IsHideBySig

IsAbstract
_IsSpecialllame
‘IsConstructor

CustomAttributes

s JHbPcmF jgw

e[]]@(Get-Content byte))).GetTypes()[20])

System.Object

e.GetMethods()[29]

1 xSFAXAMABx

: PM4a5SNHETpaBQpZ52y. TVmkv

: PM4a5SNHETpaBQpZ5

: Method

: 198663494

: Discompard.dll

: True

: True

: False

: System.RuntimeMethodHandle
: PrivateScope, Public, HideBySi
: Standard, HasThis

: System.Double

sJHbPcmFj
HbPcmFjgu

methodI

peciallame

Double

PS C:\Users\Barry>

‘e .GetMethods () [29] . invoke(

PS C:\Users\Barry>

In the above we have an issue. Although it looks like a correct method to invoke has been pulled, the method isn’t
marked static so can’t be invoked like was seen to be occurring when examining the 1st stage malware. Looking at

the methods available there’s 9 different ones which can be found with the following:
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$malware.GetMethods() | ? {$_.IsStatic -eq "True" -AND $_.IsPublic -eq "True"} | Select -exp Name

PS C:\Users\Barry> .GetMethods() | ? { : $_.IsPublic -e } | Select Name | measure-object

Maximum
Minimum
Property :

PS C:\Users\Barry> Z 1 IsStatic -e $_.IsPublic -e } | Select Name
{ehX5YC

p3d5Mkq6ju

zJA5fV0tms

EYBS! 4

Er95i

ugH5:

sd05eg78us

TAZ5pBPufA

Based on what was seen in the 1st stage malware, there’s 2 parameters being passed to the invoke method, one of
which is the object this is being run on, the other of which are parameters being passed. As the methods are static
the object field is ignored. The parameters on the other hand are not, so this tells us that no parameters are to be
passed to the method being invoked. By cross-correlating the methods that were seen to be static with those shown
in dnspyEX, it’s seen that there’s only 2 methods this could be “T4Z5pBPufA’ or ‘uqgH5vT69wm’.

Page 18 of 44


https://www.jaiminton.com/assets/images/Remcos/Screenshot26.jpg
https://www.jaiminton.com/assets/images/Remcos/Screenshot26.jpg
https://learn.microsoft.com/en-us/dotnet/api/system.reflection.methodbase.invoke?view=#system-reflection-methodbase-invoke(system-object-system-object())

https://www.jaiminton.com /reverse-engineering/remcos#

4 O’[g WsIHbPcmFjgw *‘\g UUUU'IE
b EI Base Tyne and interfaces
P B Derived Types
) : void @060000AE

igw(XKoi6UHBwjkI @060000AF
¥id @06000101
olel], int, int) & v @06000102
ble @060000FC

@0600009F

HKmgEHVFW3AK2, bool) : w508mHEdfiBeDo @060000F9
@060000AB
[ : @0DE0000AS
, String) : @060000A5
id @060000A0
) @06000100
@060000A8

e ) B
08mHEdf5BeDoyE|B, w508m "-fiie_?'c-_--:_ B) : void @060000FE
k , ref strir ';n: @060000AT

I ol) = v ?GEGGGG:T

".""'\ T I __.'..'_" ¥

= @O60000
-j.-jl : @060000A6
e @060000FD
gEHVFW3AKZ) : void @060000F6
1 @060000AC
@0D60000A2
, string) : void @060000A4
@060000A1
g, wS08mHEdf5BeDayEjB) :
)c @06000104
1) - wSOBmHFEdfSBeDoyEjB @060000F4
@0&000105
d @060000AA
ole @060000FB

d @060000F5

4KmgEHVFW3AK2) : wS08m
@060000FA
Writer) : void @06000103
®060000AD
_ @060000A3
1 @0600009E

@De0000FS

A glance at ‘T4Z5pBPufA’ shows a single line which sets an integer to 0 and nothing more, whereas

uqH5vT69wm’ seems far more promising. In particular ‘uqgH5vT69wm’ has a reference to the ApplicationData

directory which is suspicious, isn’t called by any other method unlike ‘T4Z5pBPufA’ and to top it all off, it’s

method number 29 in the dnSpyEx hierarchy which is the number that was being invoked in the 1st stage payload
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29th method
defined in array

Method is called by other
methods
Method isn't called by any
other method

It’s currently unclear why the order in dnSpyEx shows correctly, but when dynamically loading into memory
using PowerShell this order is scrambled and fails. It’s likely due to multiple methods being retrieved from other

DLLs upon reflectively loading, but alas we’re on the right path again.

Debugging The Binary

The binary itself is highly obfuscated and has a number of string building operations which makes manually
analysing every component of it tedious; however, the main functions can be seen by stepping through this by
debugging it in dnSpyEx. Breaking at line 360 of class ‘TVmkvjWsJHbPcmFjgw’ shows the method
‘ugH5vT69wm’ evaluating what looks to be the original binary being run, and a hardcoded executable name in the

Roaming AppData folder which may indicate a copy of the malware is going to be placed there.
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TVmkvjWsJHbPemFjgw X

Pl b

| flagd = !GNO3BwYkLhO1HxrvCtX.J4GMnwebt (text3, GNE3@wYklhO1HxrvCtX.cRIYANEsuV);

Value

Breaking at line 14 of the class ‘KIpLLvYdUNjv6s5VFsq’ shows the method ‘J4GMnwe6t’ returning
deobfuscated instructions which confirm this suspicion as shown clearly in variables on the stack. This is also

reflected in the local variables by breaking on the ‘copy’ method inside of the ‘System.IO.File’ class.
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— Roaming = =] X
share View application Tools (7]

& = v 4 | « Users > Barry > AppData > Roaming v U SearchRo »
Name Date modified Type s

s Quick access

I Desktop Adobe File folder
¥ Downloads Code File folder
(:4ring sourcePiishems, string destrilatama 5] Documents doey Hiploes
. Microsoft File folder
I & Pictures
¢ < : y Mozilla File folder
CyberChef_v104
(destFileName Process Hacker 2 5 File folder
i d
e Recaf 4/28/2023 1:38 AM_File folder
Temp 3 . 1805073 T-48 AD P
AlKgmyycVaEjlx.exe /8/2023 748 AM  Application
Tools [ 1 winscp.rnd RND File
(asstrsrenana
B Desktop
& OneDrive M 1S 2

9items 1 item selected 992 KB

©

b g static memt

Breaking at line 109 of the class ‘TVmkvjWsJHbPcmFjgw’ shows the method ‘zJ45fVOtms’ setting permissions
and file attributes on the malware which was copied into the AppData folder. Specifically it obtains the user
details of who ran the binary and sets it so they only have Read, ReadAndExecute, and ReadData permissions to
the malware on disk. It also sets the malware to not be indexed by Windows, and sets it to be Hidden and a seen as

a critical system, binary to make it even more hidden by default.

\ueeze)

D In
GiEoN| Wm6rE3vI

g 1 ¢ Wm6rE3vI. ( 5 3 g 1.crr %0
6t (directoryInfo,| FileAttributes.ReadOnly | FileAttributes.Hidden | FileAttributes.System | FileAttributes.NotContentIndexed, _f5XMz35b6s) ;
t torys D. = -

heritanceFla;
| InheritanceFl.

| InheritanceFl:

, InheritanceFl: | InheritanceFl

(directory ? ccess e . Sys s InheritanceFlags | InheritanceFl:
ControlT
(directo

returned
retumed

\u0020
> directoryinfo

At the end of this method it is seen that the permissions are successfully applied to the malware.
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A yycVaEjJx.exe Properties

ll  General  Compatibiity Manage

Objectname:  CUsers\ e c Details  Previous Versions are Wiew Application Tools
Grovp ames = = =

1 ’ ’ 4 Search Roaming
Nersion |A\KgmychaEJJxaxa Users Barry > AppData Roaming v Q) | Search Roaming
P ooy seasingamy | A

tors {SPARKYAdministiators) % Name Date modified Type

Application (.exe)
Adobe 8/10/2022 5:54 PM File folder
DoanHQTCSDL Code 5 A File folder
s dnSpy 5 : File folder
Full conrol Ci\Users\Barry\AppDataiRoaming
Modify Microsoft 4 File folder
Read? execute 992 KB (1.015.808 br £
Read ¢ L Mozilla 5 File folder

[wme 992 KB (1.015.808 bytes) Process Hacker 2 5/ 2 A File folder
Specal permission

Recaf A File folder

Foi 3pbcial pamisions of advanced selngs, Advanced Today. May 12. 2023, 3 minutes ago . e
click Advanced =" AlKgmyycVaEjlx.exe /8/2023 7:48 AM Application

Monday, May 8, 2023, 74810 AM [ winscpnd 5/8/2023 1250 AM  RND File
Cancel Ed Today. May 12, 2023. 3 minutes ago

Attributes [“IRead-only Hidden Advanced

=5, InheritanceFla
PropagationF
, InheritanceFlags. T t | InheritanceFlags.C
, /pe.

mMfSvgMIgaelWoyne52 . J4GMnwebt (directoryInfo, directorySecurity, mMfSvgM9qaelW3yne52.o0QAMhEBtBa);

Breaking at line 13 of the class ‘CRSIWTd5bfbCGtYKOR’ shows the method ‘J4GMnwe6t’ returning a base64
string. It’s important to note that there’s a large number of classes each with a different method called

‘J4GMnwe6t’ used for deobfuscating strings.

{

return A_1(A_8);

Breaking at line 132 of the class ‘TVmkvjWsJHbPcmFjgw’ shows the method ‘Qle573GMuP’ having base64
decoded the string in local variables. We can also base64 decode it ourselves in something like CyberChef to show
a XML configuration schema for a scheduled task. Of note is that the Userld field is set as [USERID] and isn’t
filled in.
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total: 3
Input loaded: 3

PD94bliwgdmvyc21vbjoiMSAwIiBlbmhvZGluZz@iVVRGLTE2Ij8+CJXUYXNrIHZ 1cnNpb249TjEuMiIgeG1sbnM9Imh@dHA6LY9ZY2h1bWFzLmlpY3Ivc29mdC5jb2evd
21uZG93cy8yMDABLzAYL21pdC99YXNrL]4KICASUMVNaXNecmFRakouSWsmbz4K ICAgIDXEYXR1Pj IwMTQEMTALM] VUMTQ6M ] c6NDQUODkYOTAYNZWVYRGFOZTAKICAZID
XBAXRob3I+W1VTRVIIRFOSLOF1dGhvc j4KICA8L111721zdHIhdGlvbkluzZm8+CiAgPFRyaWdnZX1zPgogICAgPEXVZ29uVHIpZ2d1cjAKICAEICABPEVUYWI SZWQ+dHI
1ZTwvRWShYmx1ZDAKICAgICAgPFVz ZXJJZDSbVWNFUk]EXTwvVXN1cklkPgogICAgPCOMb2dvblRy alldnZXI+CiAgICASUMVNaXNocmF@awWouVHIpZ2d1cj4KICAEICAS
PEVUYWISZWQ+ZmF sc2UBLBVUYWI sZWQ+CiAgICA8L13172]1zdHIhdGlvblRyaWdnZXI+CiAgPCOUCMlNZ 2Vycz4KICASUHIpbmNpCGFsczaKICAgIDXQemluy2lwyhiwga
WQOTkF1dGhvciI+CiAgICAgIDXVC2VYSWQ+WIVTRVIIRF@8L1VZZXIIZDAKICAgICAEPEXVZ29uVHIWZT5IbnR1cmFjdG12ZVRva2VuPCoOMb2dvblR5cGU+CiAgICAEID
xSAWSMZXZ1bD5MZWF zdFByaXZpbGVNZ TwyUNVUTGY2ZWw+C 1AgICASL1ByaWs jaXBhbDAKICASL1Byalls jaXxBhbHM+CiAgPFN1dHRpbmdzPgog ICAEPE11bHRPCGX1SWS
zdGFuY2vzUGIsaWNSPINeb3BFeGlzdGluZzwvTXVsdGlwbGVIbnNeYWSj ZXNQb2xpY3k+CiAgICABRGL zYIWxsb3d TdGFydE ImT25CYXROZXIpZXM+ZmF sc2UBLORPpC2FS
bG93U3RhcnNRIZkIuQmFBdGYyalVzPgogICAgPFNBb3BIZkdvaWsnT25CYXROZXIpZXM+dHI1Z TwvU3RvcEImR29pbmdPbkIhdHR1cml 1czAKICAgTDXBbGxvd®hhcmRUZ
XJtaWshdGU+ZmFsc2U8LOFsbG93SGFyZFR1cmlpbmFOZTAKICAgIDXTdGFydFdoZWSBdmFpbGFibGU+dHI1ZTwvU3RhenRXaGVUQXZhaxhymx1PgogICAgPF J1bkoubH
13Zk51dHdvemtBdmF pbGFibGU+ZmF sc2U8L131bkoubH1IZk5 LdHdvemtBdmFpbGF ibGU+CIAgICA8SWRsZVNLdHRpbmdzPgogICAgICASU3RVCEUSWRSZUVUZDS5@CcnY
1PCOTdGOWT25]ZGx1RWSkPgog ICAETCASUMVZAGFYdEQUSWRS ZTSmYWxZZ TwvUmVZdGFydESUSWR s ZTAKICAgIDWvSWRSZVN1dHRpbmdz Pgog ICAEPEF shGI3U3RhcnRP
bkR1bWFuZD5@cnV1PCOBbGXxvd1N@YXIOT25EZW1hbmQ+CiAgICASRWShYmx1ZD50cnV1PCOFbmFibGVkPgogI CAgPEhPZGR1bj5SmYWxzZTwvSGlkZGVuPgogICAgPFI1b
koubH137k1kbGU+ZmFsc208L131bkoubH13Zk1kbGU+CiAgTCA8V2F rZVRVUNVUPMZhbHN]PCOXYWE 1VGOSdWA+CiAgTCASRXh1Y3VOaWouvGltZUxpbileP1BUMFMSLE
VAZWN1dG1vb1RpbWvMalW1pdDAKICAEIDxQcmlveml@eT43PCoQcmlveml @eTAKICASL1IN1dHRpbmdzPgogIDXBY3Rpb25zIENvbnR1eHQOTkF1dGhvciT+CiAgTCABRXh
1YzAKICAgICAgPENVDbW1hbmQ+WexPQOFUSUS0XTwyQ29tbWFUZDAKICAZIDWYRXh1YZ4KICABLOF jdGlvbnv+CjwvVGFzaz4=

mpe 2032 = 1

Output

<?xml version="1.@" encoding="UTF-16"?>
<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/20@4/02/mit/task">
<RegistrationInfo>
[ <Date>2014-10-25T14:27:44.8929027</Date> |
<Author>[USERID]</Author>

</RegistrationInfo>
<Triggers>
<LogonTrigger>

<Enabled>true</Enabled>
<UserId>[USERID]</UserId>
</LogonTriggers>
<RegistrationTrigger>
<Enabled>false</Enabled>
</RegistrationTrigger>
</Triggers>
<Principals>
<Principal id="Author">»
<UserId>[USERID]</UserId>
<LogonType>InteractiveToken</LogonType>
<RunLevel>LeastPrivilege</RunLevel>
</Principal>

PR N

ae 1523 = 47

S PN

Breaking at line 135 of the same class shows the same method having now deobfuscated the user identity to be

used. It also has built a string to a temporary file location.

r S vI.fQmYpSUS ;
mbMR7Y13gF . J%ane&t(-, <Module>.\u206C\u206F\u200F\u206D\u200B\u200B\u202A\u202B\u286C \u2(
\u200D\u206C\u200F\u200C\ U200E\U200E\U202E\u206C\u202D\u202A\u280C\u206D\U206F\U200F \u206F\u202C\u202D\u206C\u206C\u200B\u200D\u206A\U202]
2e8viYuwmbMR7Y19gF . gE8Y1Xrx1p), <Module>.\u206B\u202B\u2@6D\u206F\u202D\u202A\u200F\u200E\u206F\u206E\u202C\u200B\u206C\u282E\u200F\u206/
\u206D\ u260F \u202A\ U206C\ U2B6E\U206AYU20BD\U206E\ U202BYu202D\ u266E\u208D\u282C\u202A\u202D\u2B2E<string>(362124316U), text2, H2eBvjYuwmbM

2>(10101557!

\uee2e

Mo

Name

Page 24 of 44


https://www.jaiminton.com/assets/images/Remcos/Screenshot34.jpg
https://www.jaiminton.com/assets/images/Remcos/Screenshot34.jpg
https://www.jaiminton.com/assets/images/Remcos/Screenshot35.jpg
https://www.jaiminton.com/assets/images/Remcos/Screenshot35.jpg

https://www.jaiminton.com /reverse-engineering/remcos#

Stepping through a couple more instructions shows that a file is written to the identified temporary file containing
the complete scheduled task XML. It should be noted this has a hardcoded IOC of the scheduled task registration

time being spoofed.

| tmpA978.tmp - Notepad

File Edit Faormat View Help
k?xml version="1.@" encoding="UTF-16"?>
<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">
<RegistrationInfo>
<Date>2014-10-25T14:27:44,8929027</Date>
<Author>SPARKY\Barry</Author> |
{JRegistrationlnio>
<Triggers>
<LogonTrigger>
<Enabled>true</Enabled>
| <UserId>SPARKY\Barry</UserId>
</LogonTrigger>
<RegistrationTrigger>
<Enabled>false</Enabled>
</RegistrationTrigger>
</Triggers>
<Principals>
Principal id="author">
<UserId>SPARKY\Barry</UserId>
<LogonType>InteractiveToken</LogonType>
<RunLevel>LeastPrivilege</RunLevel>
</Principal>
</Principals>
<Settings>
<MultipleInstancesPolicy>StopExisting</MultipleInstancesPolicy>
<DisallowstartIfonBatteries>false</DisallowstartIifonBatteriess
<StopIfGoingOnBatteries>true</StopIfGoingOnBatteries>
<AllowHardTerminate>false</AllowHardTerminate>
<StartWhenAvailable>true</StartiWhenAvailable>
<RunOnlyIfNetworkAvailable>false</RunOnlyIfnetworkaAvailable>
<IdleSettings>
<StoponIdleEnd>true</StoponIdleEnd>
<RestartOnIdle>false</RestartOnIdle>
</Idlesettings>
<AllowstartonDemand>true</AllowstartOnDemand>
<Enabled>true</Enabled>
<Hidden>false</Hidden>
<RunOnlyIfIdle>false</RunOnlyIfIdle>
<WakeToRun>false</WakeToRun>
<ExecutionTimeLimit>PTOS</ExecutionTimeLimit>
<Priority>7</Priority>
</Settings>
<Actions Context="author">»
<Exacx
<Command>C:\Users\Barry\AppData\Roaming\AIKgmyycVaE]jJx.exe</Command>
</EXec>
</Actions>
</Task>
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I0C Scheduled Task Date: 2014-10-25 14:27:44:8929027

Stepping over a few more functions shows strings building out the value ‘schtasks.exe’. Breaking at line 145 of
the class “TVmkvjWsJHbPcmFjgw’ shows the method ‘Qle573GMuP’ returning a commandline which will be
used with schtasks.exe to register a scheduled task and establish persistence with the task name
‘Updates\ALKgmyycVaEjJx’.

Module>.

\ueeze,

FEF.pwpYCXBjxp)) ;

. J4GMnwebt (proc StartInfo, ProcessWindowStyle.Hidden, .kCaY8Pb27s);

( St(p tInfo 1lap), TTk2uj

: \ueaze, - 5 \u@e2e)

WehClient wehClient = n WehClient () :

Name Value
eStdikYy8qZIfdaXftF. returned
& 0020
& \ub020

Breaking at line 64 of the class ‘1Y9VXx99XrYI4WaMs1’ shows the method ‘kHZWDDrKNw’ returning yet

another binary which is retrieved and deobfuscated from a resouce which can be saved for analysis.

[1 \ueeze, \uee2e)

®

100% -

Locals

Name

> © \u0020
\u0020

> @ aray

Stepping through a little further it appears that this is being injected into a surrogate process in method

‘Er95CrvjJc’ of class ‘TVmkvjWsJHbPcmFjgw’, so we can now move onto stage 4.

Part 5: Examining 4th Stage Payload (Remcos RAT)

The 4th stage payload is the most promising yet. Examining it in pestudio shows it was likely compiled on
December 20th, 2022 at 21:35:57 UTC, is created in a completely different language to the previous injectors (3

injected DLLs plus the initial injector wrapper), and it is created in C++ as opposed to .NET.
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wheh X B ¢
= E c\users\barry\downloads\staged.bin property value
o indhcatocs e = embedded) md5 23FD189553E4730F972C2F5110820080
i b? e S shal 1587A27FO0CDESDTASQ44CEDTS78ASTAFDEOBCTB
| B dos-stub (200 bytes) sha23é S4A4ESCTA3524175C0306C5748CT19A040ATBFBETTECSA16627193ABE4FAT0F0
L rich-header (Visual Studic) first-bytes-hex 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
. file-header (Intel-36) first-bytes-text e T e i, U |
b optional-header (GUI) file-size 482304 bytes
... 84 directories (7) entropy 6.592
L. b sections (file) imphash
" libraries (network) signature Microsoft Visual C++
] imports (flag) tooling
-4 entry-point
b file-version
: y description
_& resources (unknown) file-type executable
i--abe_strings (10828) ||:p,_I 32-bit
[ debug Oeczumn) —— e
I] compiler-stamp
- debugger-stamp Tue Dec 20
resource-stamp
import-stamp
export-stamp

I0C SHA256: 94ade5c7a3524175c0306c5748c719a940a7bfbe778c5a16627193a684fa100

Checking this binary on VirusTotal it has been categorised as a trojan with the name ‘remcos’ on VirusTotal and
has a significant detection rate. This means we’ve likely finally hit the final stage payload of remcos. Further to
this by examining the resources sections there is a ‘SETTINGS’ resource which is a known indicator of Remcos

RAT. IT also has a high entropy level indicating it is likely compressed or encrypted.

name instance signature location size (18807 bytes)  file-ratio (3.90%)  hash entropy  language first-bytes-hex first-bytes-text
icon icon BEEC42ACDOBBF787DA39B63147186254 28000000 10 00 00 00 20 00 00 00 01 ...
icon-group icon-group 1867677010A8B98518BBAD5053COF3FB 000001000400 10100000010020...
icon icon 66F67DEOGF53B387DET2D7419B257DD4 28000000 18 00 00 00 30000000 01 ...
icon icon 65081B1D17440ED59EJER05492TA0912 280000 00 20 00 00 00400000 00 01 ...
icon icon 3BAB1FF36E4049DB3033358ECFOODC5B 280000 00 30 00 00 00 60 00 00 00 01 ...
redata SETTINGS |unknown Is1c:000071BCC 1213 0.26 % B4138DF25C55E5861D9CIBO2ENT2DCA | 7.847 neutral 76 FA D4 03 BE 43 25 36 37 EF C7 F1 C...

Decrypting the Remcos RAT Configuration Resource

Leveraging a post from the team at Morphisec who have analysed a different sample in the past highlighted how
Remcos RAT uses rc4 encryption on the ‘SETTINGS’ resource to encrypt to malware configuration. Specifically
it uses the first byte in this resource to define the key length, the next amount of bytes up to that key length is the
key, and the rest of it is the encrypted data.
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i) SETTINGS.dump Key size 76 (Hex) =
118 in decimal

Offset (h) UD uo wr uo Decoded text
00000000 0 viad.%CYE67iChRAC. .
00000010 19 EC 31 1B Y.11e. °fA; ¥HaY. !
00000020 21 F4 26 E3 3 s A'15eR57F2i°.¥=.8§
00000030 El 16 47 DF 2 3 Ba.G.A{p*sxS.Ni.
00000040 02 AB E4 €5 0 7B d.«xd.el.T{;uhfg?
00000050 5E 70 2F 4B E 3A dnp/tK;& :3E.. —
00000060 C8 AD 1F 53 o D8 3

00000070 2 6B 6C Cl 63 9A E6 29

00000080 2 87 3A 43 B4 3A 2D 8C &3 : —Ecdon¥Y|
00000090 [l BS E7 57 BB 6D 32 00 C8 ] . p A, Wem2 .E. 1, €4
000000A0 EB A2 28 50 57 56 B9 BC 46 o = Key used for
00000080 [iF S5C CE 33 64 8E 14 Al ES5 - 15 -/ encrypting
GLLLLLGE -2 69 C7 Fé 51 A5 C3 65 B4 43 5 D7 '~ data using
GLLLLIN D> 21 78 C 30 92 EF 80 DS 75 & g D! RC4
000000EC EERRIEEPAY 1 €7 D6 AS OE 2 q S g, U am
000000F0 (el N-Tw T Cl FC 45 57 3 l<oeh. k. AGEWE (z° g
00000100 C3ERBE-HI SE SE 13 77 %A 98 D.tef X" . wS~&2.1
00000110 B8 D5 ] S8E D9 8B 81 93 R Ougs—2ZU¢ . ‘A#eg
00000120 16 55 11 3D 24 BA D1 E!ixq}.=s=.ﬁ?ﬁ.u
00000130 B7 SC 6E 29 AF 06 c8 i
00000140 7F 2 EA BD OE An 70 j»
00000150 1X:°7 CD 34 4E Encrypted data 5

(¥l
n s YN
o

00000160
00000170

"
E.c_o.wl..W5z o4

o
L Y T e T
-~

Lo T

[ ]

1 ™

M m

| il o |

s WD

L e+ e

) | 4]
o o

[ O + I

3
[}

2 |
o
'
3D :]-:i

REKEIiom.1V<-EE"*

e % - s BB e

000002F0

atatalelal-talyl

00000180 1A 48 D6 B8 D3 A 8 g,  HO%O 08 a3,
00000180 3 ED F7 ES 69 91 D6 44 05 s31-na$,. i'0.Da.}.
000001A0 EDRE-ERS AFE BS5 A6 EOS 04 6D OY™i®E n!é-,Bbmld
000001B0 rEREERE 05 EF AE BA 47 ~Tan. ' w.i®ySAGHT
000001C0O 8 A8 B85 CB 91 SE CF e~ b, .FE'~0I.."H
000001D0 1 B3 BE EB 8C ED 97 69 L3%EO"AGL—=ix. T]
000001EQ B 8D 52 61 89 BC 12 ¢« .Rx¥0a%e~ EF6-
O00001F0  |uE] €D 87 83 2D A0 Ds O!m#Fc;f- .0.~0H
00000200 4F BB =1 F7 4B . RO»GXJ™y<BEA . cij
00000210 [EE 33 C2 BE AC Dé iF3A°9:9.-.0¥>.1
00000220 |sf] CD 94 28 DC 78 BS OGI~.xI+o01 (ubRY
00000230 EB 76 F& 33 18 85 ", .w q‘'8001._ RSl
00000240 [ L o 90 F8 FC 6A fFrC!*/ -8B .eiijh.
00000250 [iH C7 8B A7 Cl1 38 BB . Cc<'pbef78AS»3U4
00000260 (e a4 92 12 36 BB 36 Z AOR’ ¥ .MIV. 66" 5H
oooo00270 [38) C8 EA CA A3 Bé 00 A kOE&AVS. EL]. K¥H
00000280 hMl 28 25 5B 65 77 B4 E .E(LgByF. [ew f&i
00000290 [ 74 37 5 87 F1 74 DO AF . t7..E4ufitPb §
000002A0 EH A3 30 0 42 27 4F 25 BO *, £02=AMDB ' OLNE]
GGG 01 B2 2E C7 85 CO 80 80 6&F el |, .Ci\:0_Aeeckig
000002C0 RNl 60 06 F4 33 10 Sh.S5w=fi®'.83.;.%
GLGLLEDGECE 6F 78 1D 37 99 7A 73 BC “ox.Em. . T™zshi<.
000002E0  ELHE 5B C7 FE 0% C T,.G[siK.CpO.E. §
2 4 )

i I -
)3 W [0
2
m
o
o
i -]
iy
h
(0
M W n Co

g
[

1 )

Using this in CyberChef provides what looks to be a configured C2 server and port, in addition to what may be a

unique identifier and a number of other fields.
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Recipe

B 81 B3 BE
RC4 O 1 gipsen e
78 CD 28 F8
02 20 €7 88
B6 00 4B AS
5 4D Do 42
6F 78 1D 45
45 8C 60 B3
24 2C 50 AC
ED 75 BS 48
3D 32 03 99

Passphrase Input format

DA 6B 6C BA C1 FA  HEX” Hex

Output format

Latin1

Output

D3
cA
CE
FE
1
aF
1c
2A
A9
79
28
18
97
50
BB
7E
34
c2
41

22 Fo 8C
10 89 4F
78 BS DO
65 83 37
8C 28 25
25 4E 80
OA 37 99
13 09 3D
32 B1 D7
64 60 D1
27 19 BB
6E 59 8C
36 29 BA
33 CC 1B
BD C1 91
C8 FF 45
7E 8B 97
DC 19 AB
14 DF DF

97
FB
DB
c1
DF
o1
73
AE
7A
68
89
20
D2
98
BD
78
85
45
oF

69
an
18

46
2E
EE
3A
D1
86
96
23

88
BD
a4
6A
0B
B2

99

gdyhjjdnbuxgsfe.gotdns. ch: 2718} 1%
IR

l6]*

s |\‘

X eHI=%5 %G UOD "<l e, UD{Ga5Y010Y - Mj P0G\ \D*X% _¢ew=OA=TALOTA(cu-HREIED &C+53@Q|

I0C C2 Domain: gdyhjjdhbvxgsfe[.]gotdns[.]ch"
I0C Port: 2718
I0C Host Identifier: Rmc-JQX1JF
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A publicly avaialble decoder by kevthehermit provides extra insight into this configuration file and what data it

may contain.

Rebasing and Dynamically Resolving Imported Functions

Given the RAT is created in C++, leveraging x32dbg and Ghidra is a great way to uncover how it works at

different parts of the program. Specifically if the base address between these are synced then it’ll make the

analysis process that much smoother. After opening in x32dbg the base address can be seen and copied in the

Memory Map.
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B cru L Log L Notes ® Breakpoints ¥ Memory Map [V call stack =i SEH 2| Seript % symbols <«
Address |Size Party Info content Type |Protection |Init:
00010000 | 00010000 & user MAP —RW—— —RW--
00040000 | 0001A000 [ User MAaP -R—— -R——-
00060000 | 00035000 £ User Reserved PRV —RlW--
00095000| 0000BOOO & User PRV -RW-G -RW--
00040000 | 000FADDOD (& User Reserved PRV —RlW--
00194000 | 00006000 £ User Stack (5192) PRV -RwW-G —R--
001A0000| 00004000 & User MAP -R--—- -R——-
00180000 | 00002000 (& User PRV -RW—— —RW--
001C0000| 00035000 |8 User Reserved PRV —RlW--
001F5000| 00C0BOOO & User PRV -RW-G -RW--
00200000 | 00005000 £ User Reserved PRV —-RW--
00205000 | 0000EQOO |2, User PEB, TEB (7232), wWow64 TEB (7232 PRV |-RwW--— —RW--

001EDOOD |fL User Reserved (00200000) PRV —Rl--
%Bﬂm Joooo1000 ﬁ user |staged.bin MG |-R——- ERWC-
00055000 User Cotext” ﬁ Followr in Disassembler IMG ER——— ERWC-
00456000 | 00018000 £ User T.rdata” data IMG -R—-- ERWC-
0046E000 | 00006000 |8 User ".data” @ Follow in Dump IMG -RW-- ERWC-
00474000 | 00001000 & User et ol [ ) IMG -RWC - ERWC-
00475000 | 00001000 |& User " gFids™ & Follow in Symbols IMG | -R-—- ERWC-
00476000 | 00005000 | & User oESET . IMG  |-R--—- ERWC-
00478000 | 00004000 £, User ".reloc" @ Dump Memory to File IMG | -R——— ERWC-
00480000| 00035000 & User Reserved . t _ PRV —RW--
00485000 | 0000B000 ﬁ User F2. FUMINCH P PRV | -RW-G ~RW--
004F0000 | 00006000 user . PRV -RW—— —RW--
004F6000| 0000AO00 & User  |Reserved (004F0000) & Find Pattern... i ch PRV —Rid—-
00500000| 00035000 & User Reserved Cg  Switch View PRV -RW--
00535000| 000CB0O00 & User &= PRV | -RW-G —RW--
00570000 (00012000 |8 user Heap (ID 0) i Find references to region PRV -RW-- —RW--
00582000 | 000EEQDOD £ User Reserved (00570000) PRV —Rl--
00670000 | 000C 5000 & User “Device\Harddiskvolume g MAP -R——- -R——-
00740000 | 00OFCO0D|Q. User | Reserved + Allocate memory PRV —RW--
0083C000 | 00004000 |2 User stack (8136) B Froe memol PRV |-RW-G —RW--
00840000 | 000FCO00 & User Reserved = kY PRV —RW--
0093C000 | 00004000 | & User stack (7492) & Goto » PRV |-RW-G —-RW--
00940000 | 000FCO00 & User Reserved PRV —RlW--
0043C000 | 00004000 |, User stack (7232) — : PRV |-RW-G —RW--
GFAEDO0C | 00001000 & system | apphelp. d1] « Set Page Memory Rights IMG  |-R—— ERWC-
6FAE1000| 00079000 |& System '.'ccjext" IMG |ER--—- ERWC-
6FB5A000| 00002000 & System | ''.data” @ ; " IMG -RW-- ERWC-
6FE5CO00| 00002000 |# System | . idata’ Sicern amck peuk MG |-R——- ERWC-
6FB5F000| 00017000 & system | ".rsrc” g ; e - =
6FB76000| 00006000 &8 system | ".reloc” [} Copy [} * = Line Ctrl+C
70F40000| 00001000 |2 system | winmmbase.dl]
70F41000| 0001A000 & system | ".text” Executable code = Cropped Table
70F58000| 00002000 |8 system | ".data” Initialized data
70F5D000 | 00002000 |2 System | ".idata” Import tables & Full Table
70F5F000| 00001000 |= system | ".didat”
70F60000| 00001000 & System | ".rsrc’ Resources =| Line, To Log
70F61000| 00002000 & system | ".reloc” Base relocations = '
710F0000 | 00001000 (28 system |winmm.d11 |=  cropped Table, To Log
710F1000| 00016000 & System ".‘ccjext" Execut_lab'l edcgde —
71107000| 00001000 & system | ".data” Initialize ata = Full Table, To Lo
71108000 00003000 (& system | . ldﬁt A Import tables B Export Tabl :
7110B000| 00001000 |& system | ".didat" = ort Table
7110c000| 00001000 (& system | ".guids”
71100000 | 00005000 |2 System | ".rsrc’ Resources Additacs
71112000| 00002000 |& system | ".reloc” Base relocations
71320000| 00001000 & system iertutil.dl] Size
71321000 00201000 & System | . text” Executable code
71522000 00008000 |& system | ".data” Initialized data Party
7152A000| 00003000 |& system | ".idata" Import tables
7152D000| 00001000 (& system | ".didat” Page Information
7152e000| 00001000 & system | ".isoapis” )
7152F000| 00001000 & system | ".rsrc’ Resources Allocation Type
71530000| 0001D0CO & system | ".reloc” Base relocations :
72EF0000 | 00001000 [& System |gdiplus. d11 i ! Current Protection
72EF1000|0014C000 & system | ".text" Executable code : :
7303D000| 00002000 |= Sﬁstem " data” Tnitialized data Allocation Frotection
TIAZICEAAN ] ANAAIANAN | e+ A L e Trreet +abkhTAc =T T ™ e

Opening the memory map in Ghidra, this can be rebased by using the house icon.
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A quick and dirty way of getting context on what may be resolved from or sent to a particular API is to create a
conditional breakpoint which logs the address information of all registers whenever an API call of interest is
made. Breaking on LoadLibraryExW and LoadLibraryA in x32dbg by running the below command can be used as

a starting point.

bp LoadLibraryExW
bp LoadlLibraryA

These can then be edited to include ‘Log Text’ similar to the below.

LoadLibraryExW: eax:{a:eax} ebx:{a:ebx} ecx:{a:ecx} edx:{a:edx} ebp:{a:ebp} esp:{a:esp} esi:{a:esi} edi:{a:edi.

LoadLibraryA: eax:{a:eax} ebx:{a:ebx} ecx:{a:ecx} edx:{a:edx} ebp:{a:ebp} esp:{a:esp} esi:{a:esi} edi:{a:edi}

® Edit Breakpoint 75F81FEO <kernel32 LoadLibraryA = X

Break Condition: | |

Log Text: |Lna|:|Li|:|rar'},rH: emidaeax) ebfa eyl eculaecd de:{a:edxl

Log Condition: | |

Command Text: |

|
Command Condition: | |
|
|

MName: |
Hit Count: [E B
[ ] singleshoot Silent | ] Fast Resume Save Cancel

By running the program, every time the breakpoint is hit, x32dbg will log the registers. Although it may seem
noisy, this approach can quickly gain useful information. In this sample ‘LoadLibraryA’ appears to be used to get a
handle on and load a number of functions at run time such as ‘GetComputerNameExW’, and ‘GetSystemTimes’

which are not explicitly imported by the RAT.
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Examining Entry and Editing WinMain Function in Ghidra Decompiler

Examining the entrypoint in Ghidra shows 2 functions, ¢ _security init cookie’ and ‘__scrt_common_main_seh’

which are part of C and C++ initialisation code.

I NI RE X

The main remcos method exists inside of ‘__scrt_common_main_seh’ and can be examined. Using Ghidra the

function call tress can be shown which at a high level reveals 2 custom functions of interest; however, only one

doesn’t contain a single line and has substantial subfunctions ‘FUN_0040db10°.
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IMAGE DO
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Glancing at this function in Ghidra makes it apparent that this is the WinMain function given it is running all

subfunctions; however, the Ghidra decompiler has failed to identify this, and it is reporting only 3 parameters
being passed to the function ‘0x400000’, ‘0’, and ‘pcVar7’. By right clicking and editing the function this can be

cleaned up.
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Going through each datatype, this function can be fixed to more accurately replicate the WinMain function

signature shown below.

int WINAPI WinMain(HINSTANCE hInstance, HINSTANCE hPrevInstance, PSTR 1pCmdLine, int nCmdShow)

15€.

H define SNMP_EXCEPTION NOSUCHINSTANCE

The end result is as follows:
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## Edit Function at 00

int WinMain (HINSTANCE hinst, HINSTANCE hinstPrev, LPSTR IpCmdLine, int
nShowCmd)

In Line

Use Custom 5t

nshowCmd Stack[0x101:4

Saving this and returning to the decompiled code shows something which makes a lot more sense. The instance is
getting a handle to the current executable’s DOS Header, passed parameeters are being retrieved by
‘__get_narrow_winmain_command_line’, and whether or not to show this application window is being retrieved

from ‘__get_show_window_mode’.

A quick look at what’s retrieved for the show window value shows this will always return 0.

Initial Analysis of WinMain Function in Ghidra

Combing over WinMain shows a large number of functions are present. The first function ‘FUN_0041aela’ at a

glance looks like it is dynamically importing libraries to be used at runtime based on its API calls.
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Examining the function confirms these suspicions, and also provides more context to the imported functions

which were seen during dynamic analysis.
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This can be renamed to something more meaningful such as ‘FUN_Load_Imports’.
Decrypting SETTINGS Resource in Ghidra and x32dbg

Examining the next function ‘FUN_0040e4a3’, shows it immediately makes a call to ‘FUN_004199a9’ which
appears to be getting the SETTINGS resource using FindResourceA and LoadResource, and is storing this into a

byte stream to be used.
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Decompile: FUN_0040e4a3 - (stage4.

There’s also mention of FID_conflict which occurs from the ‘Function ID’ Ghidra analyser which has found
multiple functions which match a computed hash during analysis. This can be resolved by using a plugin such as
Andrew Strelsky’s ResolveFidScript
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@, Conflicts ResolveFidScriptjava - (staged.bin) (23 entries)

Location Label i Code Unit
0043b178 ; o_from_os_error
00437790 Mae Handler3
0043f2a4 ieplos bone A nmon_vfprintf MOV EDI,EDI
00449c95 Resolve Library Function L Parse_mode_b MOV EDI, EDI
00449d2e _parse_mode_b EDI,EDI
004403a0 Copy 2 MOV EDT, EDT
00438186 Export 2 54 MOV EDI, EDT
0043f7ca Select Al Ctrl+A MOV EDT,EDT
00437801 FID_conflict;__ltow V EDI,EDI
00432e3f FID_conflict:_scrt_throw_std_bad_alloc
0043349b FID_conflict.__scrt_throw_std_bad_alloc
0045320c FID_conflict:_sopen_s EDI, EDI
0043a2e0 FID_conflict:__strtoi64 EDI,EDI
00438cba FID_conflict:_time64 EDI, EDT
004431af FID_conflict,_ wcshwr_s_| EDI,EDI
004380a6 FID_conflict:_CallMemberFunction2
004329bc FID_conflict;_free
004329d8 FID_conflict:_free
0043973b FID_conflict,_free
004440a2 FID_conflict:_free
004345b0 FID_conflict,_memcpy
00434b30 FID_conflict._memcpy

00442fbc FID_conflict_wesupr_s_|_stat EDT, EDT

Using x32dbg, a breakpoint can be set at the address ‘0040E4E3’ (offset 0xE4E3). Once run, it’s shown in the
memory dump of register EBX that this was in fact retrieving the RC4 key from the SETTINGS resource.

8DAF 0L :[edi+1]
8508
51

53
EB 56660200 Modify value
i Increment value
¥ Decrement value

B9 50224700 t ) Zero value

E8 CFIAFFEF

8Dac24 18

SRt Fallow in Dugp

83c8 FF

28C5 Follow in Dump

03F0 a

e # Follow in Disassembler

E8_338A0200 -

EF7424 14 Follow in Memory Map
F d

8BFO = v

03cp bp 4 Copy value

51

36 v Copy all registers:

1
staged. 00402097 SETTINGS = Highlight
RC4 key EH

Undo
. Text:0040E4E3 staged.bin:SE4E3 #DBE3

Copy old value: 0019FFCC
™ pympz ™ pymp3 oump4 ™ pumps @ wargil L

staged.00473c20

00
staged. 0047A5CC
50
CHe
0

c4[5A 80 0
8 00 48 2F 48

At this point the Base Pointer Register (EBP) is also set to 76 which is the RC4 key length.
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in Dump
Follow in pump Dump 1
Follow in Disassembler Dumpk
Follow in Mem P %
: i e Dump 4
040E4EL s bin:SE4EL #DBEL Copy value arr+c sumps
048 o Ctrl+s =
M oump1 | MW oumpz | W pumps oump4 M Dumps @ warch1 Logles®7 struct 2 crri+s
7 FL[CC
5 65 Highlight

Undo

0
400000005
00000000
0019F874

000000
& [ 000000

0
AD

D8,
4 0001
00000000

‘FUN_004199a9’ can now be renamed to ‘FUN_Load_Config’ in Ghidra. Creating breakpoints on each function
call and running the program in x32dbg gives some idea of later functions. Specifically only minor operations
occur until ‘FUN_0040644c¢’ at address ‘0040E53B’ (offset 0OxE53B). At this call the Source Index Register points
to memory containing the RC4 encrypted content, and EBX contains the RC4 key.
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ESI= (RC4
encrypted
content)

EBX = RC4 key

W oumpz W oump3 M oumps @ watent

Looking into this function it runs a couple of other functions, but of particular interest is function
‘FUN_004063b0’ which is performing some sort of iterative looping operation with a noted array of 256 integers

having been defined which is being used in subsequent XOR operations.

0040644c - FUN_0040644c

Knowing how RC4 works makes identifying this function as the Pseudo-random generation algorithm (PRGA)

much easier. Comparing the pseudocode to Ghidra’s decompiled output these operations can mostly be seen.
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i X Decompile: FUN_004063b0 - (stage4.bin)
1

eratingoutput :
7 := (J_+ S[i]) mod 25§
K := S[(S[i] + S[3]) mod 256]

Stream XOR
function

The function immediately prior to the PRGA function is part of a necessary Key-scheduling algorithm (KSA) that
takes place during RC4 encryption and decryption (FUN_0040632b), and can be noted by the use of 0x100 (256)
which is the max keylength that is defined in an array used in ‘FUN_004063b0’. At a glance it’s more difficult to
determine what is occurring here based solely on Ghidra’s decompiled interpretation; however, the function graph

helps to see common looping trends.

ji-0
For 1 From 0 o 7
j = (3 + S[i] + key[i mod keylength]) mod 256
swap values of S[i] and s[j]
endfor

j t= (j + S[i] + key[i mod keylength]) mod 256

swap values of S[i] and S[j]

Jumping over to x32dbg, a breakpoint can be placed at address ‘0040643A’ (offset 643A) to see how this impacts

the RC4 encrypted data on the stack. On first run it can be seen that the first byte changes to a ‘g’ in ascii.
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Breakpoints % MemoryMap W CallStack R SeH B saript Symbols <> Source  ® References ® Threads °® Handles ' Trace
50

8sre

£8 64670200 3 S

§80624 30040000 |1 3 s 0000000

B 00000056

835 o1 a5 00000483

74 63 0061400

35 UL9F39C

88Ac24 14040000 : 00000001
00000022

81€6_FFO00080

79 0

8ice oorFRFFF

884484 10

03Fs

81€7 FF000080

fai0s 00000000 (ERROR_SUCCESS)
e e : 3 P Tus C000007C (STATUS_NO_TOKEN)
8aC8

gsa4sc 10

894454 10

89445C 10

T(0) 00000000000000000000 x57
884CE4 10

00000000000000000000

038 00

81E1 FF000080 00000000000000000000 E
9 08 00000000000000000000 X574
0 o ; 00000000000000000000

5 00
8ad48C 10 » by . 00000000000000000000
1,

(Empty)

56
81C4 00040000
€2 0800

55

88eC

Default (stdcall)

1: [esp+4] 0019FCS0 0019ECS0
2: [esp+8] 0010F800 0019F800
3: [esp+C] 00609198 00609198
4: [esp+10] 00000088 00000088
5: [esp+14] 00000034 00000034

56 e
FF75 10 push dword ptr ss:[ebp+10]
88F1 mov es

884D 08 m di ss : [ebp+8]
FE75 < Tehnac

Text:0040643A stages.bin:$643A #5834

C| 0019 78C
W pympi M pump2 ™ pump3 bump4 ™ pumps @ watch1 locals 2 Struct 0010F £5:

ca ae 87(3A A8 43 84(gl2)mIAS. FA.
BB AS
82 80
10 £3

@ P Ix P

B o B jotes Breakpoints MemoryMap @ cCallstack °8 seH B scipp = Symbols <> Source  # References ™ Threads  "® Handles €' Trace
81CF OOFFFFFF or edi
47 i

8ac8 E
8B44BC %, dwor d
894484 n dword ptr
OFB6C1 % ea,cl : b
8944BC mov dword ptr ss p

8BACBA 10 m x,dwgrd t[esp 0 00614400
0 xie OL9F 390

3c8
81E1 FF000080
79 08
49
81C9 0OFFFFFF

Ebp=0061A400

text:0040643F staged.bin:$643F #583F

W pympi ™ pump2 ™ pump3 ™ pumps @ watch 1 locals 2 Struct e ggig&?é
0019F800
00609198
000000FF
000000DF
00000089
000000F8
000000F4
| 00000072
00000000
00000024
00000003
0000007F
00000089
0000001C
0000004F
00000037
00000007
00000084
00000013
0000002€
0000006€
0000007€
000000E8
00000075
00000022
000000C5
000000DE
00000040
000000FC

2 i 00000029
D7 SEA3DE2AD117E4 00000095

485816EF 2A4A46F1 )| 0000007C
F . 2

|0 00000039

- 0 0000008C

aa 00000054

. 2200 . . *. H X 000000EL
0.0"..1970010100 00000088
0000Z. . 209012310 0000006F
0000020 OYO. . . 000000AA
Hi=....*. Hi-.. 00000069
£6)>. n{X 0000008F
Yo =\N!al 00000035

r )P éy. 000000BF
BgAL.E.i11t.§e. & 00000052
y=K0...*. L 00000067
H.OE. e7uf.y ui. 00000002
L yX*ON%ubo;. (B. p 00000048
.. {xp.1._Thb..E 9F460 | 00000034
00000008

00000079

00000091

00000083

5 00000012
ey 00000016
niasv=d . Dydoy 00000082
N1o1¥A3rited])P 30| 00000033
éyA.Bqri.E. T, 4 00000018
§e. ey=K|... |0.p0 00000005
h i 0 00000051
h.»[<gea’0 00000087
0 ..0.0 00000068

jdhbvxgste.
31 gotdns.ch:2718:1
.|...|RemoteHost

F B I.1.

D . - -
c-3x1IF ..
T ] e e e
e
.1

From this ‘FUN_0040644c’ can be renamed to ‘FUN_RC4_PRGA’, ‘FUN_0040632b’ can be renamed to
‘FUN_RC4_KSA’ and ‘FUN_0040e4a3’ can be renamed to ‘FUN_Load_Decrypt_Config’ in Ghidra.
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Wrapping up / Continued Work

The next major operation which occurs is a comparison checking to see whether ‘-1’ is being passed to Remcos as
part of a string comparison at address 0040DB76 (offset 0OxDB76)

Source: https://www.jaiminton.com/reverse-engineering/remcos#
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