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Received a mail with an interesting exe
https://www.virustotal.com/file/17a3ee51492b9b2bal55f54be61f2¢305b090cee8d604d1df616ca3ba881b372/analysis/135904965!
Thanks creep.

This bot is used by one group of Russian carders and is not for sale, they call it 'triton’

IDA Map file imported to Olly, without IDA i got huge problem to understand the exe:

DISERREC| DEC ESI check_for_aup
BLEEASET| MOL, H.BYTE PTR OSr[ES[+2] lac_d@nsa?

a1S2RGE0| OF £ PTR DSz [EBX],CL check_For_eset_nod
0122AGER| JLE SHORT BRD2RG97 Loc_425566

alezdell | FUSH DDRD FTR sS5:[E=P+141] Laoc_dessll

O18EREDE CALL @1EBASEE check_For_avs
01S8BATAG| MOY EDK, EGAD4350 loc_4257a6

BlERHTLIC) BO0O BYTE PTR DS [ECHI AL Lo _dest 10

O1@BAT23| CHPS BYTE PTR DS:[ESI], BYTE PTR EZ: [EDI| check_for_avira
AL2ERTAL| STC Lo _ 4=yl

BLERHTHS| TN ER loc_de=dH1i

O1@2ATAE| ADD DMOAD PTR DS5: [ECHD, EAM cheok_for_avazt
Ol@2ATFD JE 01932308 Loc 4057FD

BleeHEL9| JGE SHORT B182a79E Lo _ el

OLEEASE7| M0y DUMIRD PTR DS [ECH+EBP#41,EDL loo_d@naat

ol@aAatl| A00 EYTE PTR OS: [EAXI. AL las_ 485351

Bl@eassz| 200 BYTE FTR Ds: [ERX]I AL loc_dao=s2

BLEEASES CHP CL. 4B cheok_for_nocton
O182A8AT| INC DWORD FTR 55 (EEF+FFLETSFFI Loc_4853RT

al@ersEn JE SHOST nlassac] loe_4a==E0

B1@2aacd| A00D DWORD PTR DS [EDID, ECH cheok_for_noafeoc
B1SEAILE| CHF ESI,DWORD PTR S5: [EBF+C] lac_d4amF12

DISERTEE OO 1. alEaRaE] loc_d4a==28

BLEEA92F | B0D DWORD PTR DS [EEM-E2]1,EQH cheok_for_panda
O1ECA9EE| DB 0F Loc_48535E

AlPER9e4 DF 0o check_For_ comado
BlEeHYEE) XOR BL.CH Loc_desrs92

O1E2ADAS FOP EEF Loo_485ans

DLBEASAF THTO eheck_for_dewsb
BleeA9DE| CrP DWORD PTR SS:[ESP+101,ERK Loe_dessiE

a1S2A9E4| FUSH DWORD PTR 55: [ESP+1@] EnURECate_processes
Ol98AARL | THC ESI nOtLFyY_seiver_about_instal led s
Injects:

019e7TALT | SHR CL,a04 injecr_f irefos
QIEETAFE| INC ESI inject_BEClient
GIGEFE2R | MO WORD PTR DS:[EST+16], A indset_Contacthi
gigeysal | JE SHORT wluarss0 wriinetalloireelt
BIBBTEIZ | FOF EBF ifij _JaE
BIEETERD | PUSH 23 loo_487EES
BIBEFEFS | MOY DUORD FTR DS:[ESI+F),ER- indeci_info
a1eevies| DEC E loc 4870
01ee7T2D| WCHE EAN,ESF les_487C2D
QIEEFC43 | ADD EAX, DWORD PTR O: CEAM] sub_407C04%
[BIBEFTa9 ¥y lom_d@7CeS
Q1BevCaE | FUSH EOI lo 407CeE
Q1eeTa| INC 200 loc_487Ca
Q1EETCAD| INT 29 sub_487C30
QIBGFCEL | IMC EBP Lo _487CE]
Q10a7CED | ADD DWORD FTR DS:(EAX], T inJsce_chmain
01837023 | MCHE DWORD PTR DS:[EDI+4]1,EEM inject_uebmoney
BIBGETOEY | JHZ Biealis? inject_uclnt_rolient_ipeolient
BIBE0E7 DD EAY, BFEZ=3883 indsct_browser
Q18e7vDD7 | CRLL DWORD FTR DS: [EAX+ZER] loc_ 487007
01ee7DED| ADD EAK, I955036A inj (SR
QIGGEFE2S | CHP DWORD PTR DS:[ECH], EAM inj aam
fueey=4k OF E00,ED] loz_d487E4F
Q1eevESS | OR EDILL.EDI sulb_407ESS
018E7EAS|OR EAX, DWORD PTR DO=: [EDM] lac_487ERS
BIBEFEAR| CALL DWORD PTR DS:[EAX=2B4] injgot_UniStrean
A18E7 SUE AL. | InJect_tiny
a18e7 IHC ESF E_instal l_thread
018e7F2A| ADD EAK, DWORD PTR OS: CEAXD inject_tranzlink
BIGETEED | QDD BYTE PTR DS:[EAG], AL rain_as_not_injectsd

Decoded strings (some, not everything):

&pp=1
reg add

&files=1
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nabagent.exe

putty.exe

[MOUSE R %dx%(d]
POST
SeShutdownPrivilege
UniStream.exe
cbsmain.exe

HKLM\

jawt.dll

&net=1

disk%u.xml

&scrn=1

&cmd=1

UZ.DB3

GET

iexplore.exe
ThunderRT6FormDC
com.bifit.harver.core.DocumentBrowserFrame
drweb.exe
nabwatcher.exe

WINNT

bc_loader.exe
avfwsvc.exe

[VK_END]

.iBank*

aswupdsv.exe
%s\tmp%xa%04d.$$$
VservletsVibc

bclient.exe

EnableLUA

secring

client7.exe

Western Union® Translink™
Tiny Client-Bank

/bsi.dll

Content-type: multipart/form-data, boundary=%s
Edit

java.exe

sign.key
\\.\PhysicalDrive0
inbank-start-ff.exe
http://([A/1+)*(IVI*)(+)
Content-Disposition: form-data; name="data"; filename="1"
clbank.exe

BBClient.exe
WS2_32.DLL

ComSpec
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iscc.exe
SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Run
avengine.exe

https:\/Vibank.alfabank.ru

WebMoney Keeper Classic » Al

a:\keys.dat

https:\/Vibank.prbb.ru

oncbcli.exe

logs

nortonantibot.exe

ContactNG.exe

BUTTON

weclnt.exe

ashwebsv.exe
mj=%u&mi=%u&pt=%u&b=%u&dc=%u
sgbclient.exe

cbsmain.dll

avmailc.exe

Software\Microsoft\Windows NT\CurrentVersion\
winlogon.exe

webmoney.exe

egui.exe

/c del

%=
auth-attr-\d+-param1=.*&auth-attr-\d+-param2=.*
intpro.exe

vshwin32.exe

firefox.exe

mcshield.exe

Password:

nabmonitor.exe

UNIStream®. A60aioeoeeasey.
Software\Microsoft\Windows\CurrentVersion\Policies\System
&file=2

http://e71koapi.org/lc5dx/index.php

rclient.exe

jks

cfp.exe

translink.exe
http://pulden376-seven3.in/doEst71beG/index.php

Content-Transfer-Encoding: binary
ntvdm.exe

SysDebug32
%s?id=%s&session=%u&v=%u&name=%s

&av=
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avp.exe
System\CurrentControlSet\Services\Shared A ccess\Parameters\FirewallPolicy\StandardProfile\Authorized Applications\List
cmdagent.exe

WINSCARD.DLL

" /v EnableLUA /t REG_DWORD /d 0 /f

bankcl.exe

Software\Microsoft\Windows\CurrentVersion

safari.exe

avconsol.exe

elbank.exe

username=.*&password=.*

pubring=(.*)

javax.swing.JFrame

secring=(.*)

javaw.exe

ISClient.exe

JVM.DLL

bk.exe

http://([N:/]+)/ .+
auth-attr-\d+-param1=(.*)&auth-attr-\d+-param2=(["&]*)
ekrn.exe

sched.exe

avgnt.exe

avwebgrd.exe

startclient7.exe

master.key

avsynmgr.exe

SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon

Aleksandr Matrosov know better than me this threat go have a look his article: http://blog.eset.com/2012/12/19/win32spy-

ranbyus-modifying-java-code-in-rbs

Let's do directly to the panel...

Login:
Perucrpayqa
TNorkH |
Mapone |
BaofATH ChpacHTe
Statistics:
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Active bots with smartcard:

4 o O L L

Screenshots (SR):

e o O s e e T

Clicking on a random day:
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A screenshot took by the bot:

| o —
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Filelist (FL):

| T —
e ok O —— e s

File (F):
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Bot informations:

JURNY [ ey R o ) ———

Orders to send:
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Download list:

Fioe - ]

o O [ we———

Some task urls:

hxxp://whispers.ru/upload/term.exe
hxxp://178.18.249.11/cono.exe
hxxp://hoombauls.com/cono.exe
hxxp://deluxe1924.com/cc/d.exe
hxxp://deluxe1924.com/cc/car2.exe
hxxp://hoombauls.com/cono.exe
hxxp://gramma.pro/update.exe
hxxp://girgrozn.narod2.ru/01/CONO.exe
hxxp://deluxe1924.com/cc/picpic.exe
hxxp://gramma.pro/update.exe
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