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 Tool: RICECURRY

Names
RICECURRY
Exploit.APT.RICECURRY

Category Malware

Type Downloader

Description

(FireEye) RICECURRY is a Javascript based profiler used to fingerprint a victim's web

browser and deliver malicious code in return. Browser, operating system, and Adobe Flash
version are detected by RICECURRY, which may be a modified version of PluginDetect.

Information <https://www2.fireeye.com/rs/848-DID-242/images/rpt_APT37.pdf>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool RICECURRY

Changed Name Country Observed

APT groups

  Reaper, APT 37, Ricochet Chollima, ScarCruft 2012-Mar 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=cc76e84d-6d2b-4531-b003-dad2c2af00ac
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