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Loki-Bot: Come out, come out, wherever you are!
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Intro

I’m going to make my first post an easy one. I’m currently in the middle of writing up my GREM Gold paper,
which focuses on the reverse engineering of a Loki-Bot v1.8 sample. This post is going to focus on how Loki-Bot

creates its mutex and the folders, files, and registry keys that are created as a result.
Per PhishMe:

Loki Bot is a commodity malware sold on underground sites which is designed to steal private data
from infected machines, and then submit that info to a command and control host via HTTP POST.
This private data includes stored passwords, login credential information from Web browsers, and a

variety of cryptocurrency wallets.

What is a Mutex?

Understanding what a Mutex is can be a bit difficult to understand for those with little-to-no programming
background. I found it best described on the SANS DFIR Blog:

“Programs use mutex (“mutual exclusion) objects as a locking mechanism to serialize access to a
resource on the system.” ... “Furthermore, malware might use a mutex to avoid reinfecting the host. For
instance, the specimen might attempt to open a handle to a mutex with a specific name. The specimen

might exit if the mutex exists, because the host is already infected.”

Creating the Mutex

So, based on the mutex description, Loki-Bot uses a mutex to ensure that multiple versions of Loki-Bot cant be
running at the same time. In order for this to happen, both versions of Loki-Bot need to have the same logic for

naming the mutex. What we are going to talk about next is said logic.

Obtaining the Machine GUID

PUSH EEBX => 0
PUSH EBEX => 0
PUSH FdB4ACDC | u = F 64aCDC=—— Hash representing RegOpenkey
PUSH @ —— Index representin ADVAPBZ
©  CALL getDLLFunctionFromIDXAnde FE62C1.C253CF 1CAE20AA267F 5 - getDLLFunctionFromIDxandHash

LEA ECX, [LOCAL.1]
PUSH ECX ) . . » )
10 | PUSH 20119 — Hex value representing desired access. In this case it's requesting read access

PUSH EBX

PUSH DWORD PTR S5:[ARG. 2]—— ARG.2 ["SOFTWARE\Microsoft\Cry msmph%[‘; assed from getMachineGUIDFromRegistry
PUSH DWORD PTR 553 [ARG,1]—— RRG 1 SDUUODEIE] passed from getMachine: DFromReglstr','

|CALL EAX | ADVAP132. RegOpenkey

EAX= ?504\9490 (AWAPI_’.Z REgOpenkeyExa)

FEG2C1C283CF41CA 67F SAABFT . getMachineGUIDFromRegistry+48 ac‘tualValue—l‘ranslathValue

Y
ASCII A §0000002 . €[] heey HKEY_LOCAL_MACHINE
00416284 | "ba || = - "SOFTWARE\Microsoft\Cryptography™
0000000 R 1]
00020119 - D @55 = KEY_READ|KEY_WOwWBd_G4KEY
0013FEDC | Ube ol 0013FEDC -» AE22D26G3
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First and foremost, know that Loki-Bot employs function hashing to thwart analysis. This is what you are seeing
from 0x404A63 to 0x404A6C. Two important arguments passed to the function labeled
getDLLFunctionFromIDXAndHash are Argl (DLL Index) and Arg2 (Function Hash). In this instance, these
values are set to 9 and ‘F4B4ACDC’. Without diving too deep into this, know that the DLL Index of 9 equates to
ADVAPI32 and the hash ‘F4B4ACDC’ decodes to RegOpenKeyEx. At 0x404A81, we see the decoded function
ADVAPI32.RegOpenKeyEx being called.

This will open the registry path:
“HKEY_LOCAL_MACHINE\SORTWARE\Microsoft\Cryptograpy\”

But it doesn’t actually read the value contained within the key it needs. For this to happen, ADVAPI32’s
RegQueryValueEx function needs to be called.

A - 52 PUSH EBX AFGd
- 53 PUSH EBX
« 6B 1A6G69FFE |PUSH FEIFGELA FEBFE&la—hashre;)resennng RegQueryValueEx
« 6a 09 PUSH 9 B—rndexrepresennng ADVAPI3,
+ EB 4DETFFFF | CALL getDLLFunctionFromIDxands FER2C1C 283CFA1CAR2GAAZBTF SHABET . getbLLFunctionFroml bxandsash
=~ 8D4D F8 LEA ECX, [LOCAL. 2]
- 51 PUSH ECX:
- 57 PUSH EDL
M pusH Bz Arguments passed to RegQueryValueEx
- FF75 10 PUSH DWORD PTR 55:[ARG, 3]
i04aa? (] - 56 PUSH E5]———————
% +  FFDO (CALL EAX | ADVAPIIZ. Reg yvaluegx
EAX=7GOADIBD (ADVAPIZZ. REQQUEFYVETUREXA]
FEESELE S BaC AL AR EAL S ETE SAMEET . aeth P, Handle to open key obtained via RegOpenKeyEx
Address |Hex du [ascIT ||-_ \L_PALHINE \SOF TWARE \M1Lr 0507 LILT ypLogr apry ]
ToTaeI08| ] 1 1
1 NuLL ._l_/nddm.-, in memory where the key's value will be placed

After successful execution, the value stored in the memory address referenced in the pData argument (0x292388)
now contains the value that was in the
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\MachineGuid registry key.

Address |Hex dump ASCII

T0.0.- 55|31 39 39 66 62 36 37 33 2D 30 34 62 31 2D 34 63 199fb673-94bl-4c
OO292795161 63 2D 62 31 31 62 2D 65 65 33 63 38 63 64 31 ac-bllb-ee3c8cdl
0029234832 39 63 65 00 00 62 00 31 00 31 00 62 00 2D 00|29¢ce b 1 1 b -
0029238865 00 65 00 33 00 63 00 38 00 63 00 64 00 31 0O0je e 3 c B c d 1
002923CE8(32 00 39 00 63 00 65 00 00 00 OO OO OO0 OO OO0 Q0|2 9 Cc e

We can validate this by simply loading up RegEdit on the Windows host that is about to be compromised and

navigating to the referenced registry key.

e 8 Registry Editor - o HEH

File Edit View Favorites Help
P . Chkdsk || Name Type Data

. = COnE ab (Default) REG SZ (value not set)
- Command Proces: m REG_SZ 199fb673-94b1-4cac-b11b-ee3cBed129ce
- .. Cryptography

—CTTF

i : ¢ p. | DataAccess W
< >

Computen\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography
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The Machine GUID is supposed to be a value that is unique for each system. This means that your Machine GUID

will be different from the Machine GUId depicted here; thus, your mutex will be different from mine.

MD5 Hash Machine GUID

Once the Machine GUID is obtained from the registry, Loki-Bot obtains the MD5 hash of the Machine GUID by

00403874
00403875
00403876
0 -

4
00403882
00403887
00403889
0040388A
0040388E
0040388E
0040388F
00403891
00403893
00403899
0040389C
0040389€E
00403840
004038A5
004038A7
004038AC
004038AF
00403880
00403862
00403884
0040389
00403864
004038BC
004038BE
004038C0
004038C2
004038C3
004038CE6
004038C9
004038CE
00403801
004038D3
004038D35
00403808
004038DA
004038DC
004038E1
004038E3
004038E8
004038EA
004038ED
004038EE
004038EF
004038F1
004038F2
004038F4
004038F6
004038F8
004038FB
00403900
00403902
00403905

D10741D3
09
63FOFFFF
000000F0
01

B5CO
OF84 8400000
8BTS F8

64 00

64 00

68 F3AGBOED
6A 09

E8 39FOFFFF
BD4D FC

53

6A 00

6A 00

68 03800000
56

FFDO

B5CO

74 51

6A 00

53

FF75 08
FF75 FC

E8 98FDFFFF
83c4 10
B5C0O

74 3C

8B75 FC

6A 00

6a 00

68 FDDBASFE
6A 09
FDFBFFFF

E8 2FFDFFFF
64 00

FF75 F8

E8 3FFDFFFF

ESI

ESI
D34107D1
9

PUSH FOO00000
PUSH 1

PUSH ESI

PUSH ESI

LEA ECX,[LOCAL. 2]
PUSH ECX

CALL EAX

TEST EAX,EAX

JZ 00403910 ]
MOV ESIL,DWORD PTR SS:[LOCAL.2]

Argd

Arg3

Arg2 = D34107Dl==Hash representing CryptAcquireContext
Argl = 9e=|ndex representing ADVAPIZ2

FEG2C1C283CF41CAB26AA267 F5AABFT . getDLLFunctionFromIDXAndHash

ADVAPI32.CryprAcquirecontext

PUSH O argd = 0

PUSH 0 Arg3 = 0

PUSH EDBOAGF3 Arg2 = EDBEOAGF 3= Hash representing CryptCreateHash
PUSH 9 Argl = 9=—Index representing ADVAPI32
* FEG2C1C283CF41CAB26AAZ67F5AABFT . getDLLFunctionFromIDXandHash
LEA ECX, [LOCAL.1

PUSH ECX

PUSH 0

PUSH 0

PUSH 8003 — ALG_ID

PUSH ESI

CALL EAX ADVAPI32.CryptCreateHash

TEST EAX,EAX

JZ SHORT 00403911

PUSH 0 rArgd = 0

PUSH EBX Arg3

PUSH DWORD PTR S55:[ARG.1] Arg2 => [ARG.1]===Machine GUID

PUSH DWORD PTR S55:[LOCAL.1] Argl => [LOCAL.1]

JZ SHORT 00403911 ]
MOV ESI,DWORD PTR S5:[LOCAL.1]

LFEG2CL1C283CFA41CAB26AAZE7FSAABFT ., cryptHashData

PUSH 0 rargd = 0

PUSH 0 Argl = 0

PUSH FEASBDEFD Arg2 = FEASDEFD=—Hash representing CryptGetHashParam

PUSH 9 Argl = 9=Index representing ADVAPI32
_ LFEG2CLC2B3ICFA1CAB26AA267 FSAAGFT . get OLLFUNCctionFromIDXandHash
PUSH

LEA ECX,[LOCAL. 3]

PUSH ECX

PUSH EDI— Address where the resulf
PUSH 2

PUSH ESI

CALL EAX

TEST EAX,EAX
JZ SHORT 00403911
PUSH DWORD PTR 55:[LOCAL.1]

PUSH O
PUSH DWORD PTR 55:[LOCAL.2]

ling MDS hash of the Machine GUID will be stored
ADVAPI32.CryptGetHashParam

Argl => [LOCAL.1]
FEG2C1C2B3CF41CAB2GAA2G6TF5AAGFT ., cryptDestroyHash

C

After CryptGetHashParam executes, the MD5 hash of the Machine GUID is returned.

004038F2|| - FFDO CALL EAX ADVAPI32.CryptGetHashrParam
- 85C0 TEST EAX,EAX = Just executed CryptGetHashParam

Q04028F6(] -. 74 19 JZ SHORT 00403911

004038F8|| - FF75 FC PUSH DWORD PTR 55: [LOCAL.1] |rArgl => [LOCAL.1]

EAX=00000001

FEG2CIC2B3CF41CAB26AA267F5AAGF7 . getMD5SHash+0CA

Address |Hex d _ ASCII

00202708 DO BA 52|/D FA 20 ABI1F 4A 05 BG| DU D4 EO 4B|BDORIU = J|  BOakK 0013FE

O0Z02718]AB AE AB AB|AG AB AB AB 00 U0 00 0000 00 00 00| «c«acaxs 0013FE

The MD?5 hash of our Machine GUID appears to be “9BDOBA527DFA20AB1F4A05B8D0D4E04B“. There are a

number of different ways that we could validate this result but I find that it’s easiest using the linux command line.
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= remnux@remnux: ~ - o x

File Edit JTabs Help

remnux@remnux:~$% echo -n '199fb673-94bl-4cac-bllb-ee3c8cd129ce' |[md5sum | tr [a-2z] [A-Z]
9BDOBAS27DFA20AB1F4A0O5B8DOD4EG4B -

remnux@remnux:~$ []

Trim Hash & Create Mutex

Finally, Loki-Bot trims the MD5 hash of the Machine GUID to 24-characters:
“OBDOBA527DFA20AB1F4A05B8“.

EE 10040000 |CALL getMuTexName
53 PUSH EBX

53 PUSH EBX

68 FA4TDLECF |PUSH CELG7DE4 g2 = CF167DF4— Hash referring to CreateMutex

53 PUSH EBX argl—EgBXis 0, the index value for Kernel32

SBEO MOV ESI,EaX=—Move MD5 hash from EAX to ESI

E8 1EFOFEFF |CALL getDLLFunctionFromIDXandHash FE62C1C2BICFA1CABZGAAZE7F5AAGFT ., getDLLFuNct ionFramIoxXandHiash

56 PUSH ESI Set IpName argument of CreateMutex to the 24-character trimmed MD5 hash

33F6 XOR ESI,EST

46 INC ESI

56 PUSH ESI

53 PUSH EBX

FFDO CALL EAX KERNEL 32.CreateMutexw

FFLS 1060410{CALL DWORD PTR D5:[<&KERNEL32.GetLastError=] CKERNEL32. GETLASTError

- 3D B7000000 |CMP EAX,087 CONST BY => ERROR_ALREADY_EXISTS
-, 75 07 INE SHORT 004141E3—Jump if mutex does not exist
53 PUSH EBX [:.r.-n
N %g DO010000 | CAREYVEXTTPrOCESS— Exit the process if it does FEG2C1C2BICF41CAB26AAZETF5AAGFT ., eXTtProcess
041412 (] - POP ECX
004141€3|| > E8 4CF6FFFF | QALL MinesndstealData
EAX=755e44D0 (KERMEL3Z.CreateMutexw) - Jumps TO KERNELBASE.CreateMutexw
FEG2CIC2BICFALCABZBAAZGTESAABET . main+136
[[pSecurity = NULL
1n1tialowner TRUE

Address |Hex du [asciz |
NEEED T g A Al M T BED 0 E A ;
D18 166 0 44 00 q i1 00|32 00 Wi |41 00 42 ¢ D a2 0AB
0183670131 00 46 00

IBED0BAS2 TDFAZOABLF '.'.-..|'.-.'|

It then passes this trimmed value to Kernel32’s CreateMutexW function as the [pName attribute. If the function
succeeds, it means that no other version of Loki-Bot is running on the system at that time and execution continues

on. If it fails, it means another version of Loki-Bot is running, so Loki-Bot quietly exits.

Identify Folder/Files

Now that we know the mutex, we can identify the folders and files that are related to Loki-Bot. As part of setting
up persistence, Loki-Bot will create a hidden folder within your %APPDATA% path whose name set by the 8th

thru 13th characters of the mutex.

Mutex: 9BDOBAS27DFA20ABIF4A05SBS
|

Yo APPDATAY
subdirectory

Once the hidden folder “%APPDATA%\27DFA2\” has been created, Loki-Bot will store several different types of
files within it; all with the same filename but with different extensions. The filename used for the different files is

also extracted from the mutex.
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filename

Mutex: 9BDOBAS27DFA20AB1F4A05BS

With the filename known, we can then identify the following files:

e %APPDATA%\27DFA2\20AB1F.exe — A copy of the malware that will execute every time the user
account is logged into.

e %APPDATA%\27DFA2\20AB1F.hdb — A database of hashes for data that has already been exfiltrated to
the C2 server.

e %APPDATA%\27DFA2\20AB1F.Ick — A lock file created when either decrypting Windows Credentials
or Keylogging to prevent resource conflicts.

 %APPDATA%\27DFA2\20AB1F.kdb — A database of keylogger data that has yet to be sent to the C2

server.
Identify Registry Key

The path for the specific persistence registry key used is encrypted within the binary using Triple DES encryption,
which is why static analysis wont yield much. Once decrypted, my sample returned the following registry path

used for persistence:

“HKEY_LOCAL_MACHINE\ Software\Microsoft\Windows\CurrentVersion\Run\”

The registry key within this path is then derived from the Mutex exactly how our %APPDATA% subfolder was:
“HKEY_LOCAL_MACHINE\ Software\Microsoft\Windows\CurrentVersion\Run\27DFA2“

The value assigned to this key is the executable that is stored within the %APPDATA% subfolder:

“%APPDATA%\27DFA2\20AB1F.exe”

Conclusion

That pretty much covers all artifacts related to Loki-Bot that could be present on a compromised system. First step
is to identify your system’s Machine GUID. Once you do that, MD5 hash and then trim that value. The result will

help you identify all the different folders, files, and registry keys associated with the malware.

Source: https://r3mrum.wordpress.com/2017/05/07/loki-bot-atrifacts/
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