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VoidCrypt
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VoidCrypt Ransomware
Aliases: Void, Chaos

Variants & NextGen: Spade, Nyan, Pepe, Encrypted, Ninja, Lalaland, Peace,
Hidden, Exploit, Bitch, Honor, Help, Mifr, Sophos, Hmm*, Heirloom, Snoopdogg,
Backup, Extortionist, Hydra, Dpr, Musk, Revenant, Poker, Iwan, Crm, Temlown,
ADA

(mmudpoBanbIMK-BbIMOrare/ib, RaaS) (mepBouCTOUHHUK)

Translation into English

OTOT KPUITO-BbIMOraTe b K(pPyeT JaHHbIe Nosb30BaTesell ¢ noMoibio AES (pexxum GCM uny noxoxuit) +
RSA-2048, a 3arem TpebyeT BoIKyTI B # BTC, uToObI BepHYTh (aiinbl. OpurrHambHble Ha3Banus: Void, Chaos,
HO B 3anucKe He yKa3aHo. Ha ¢aiine HarcaHo: void umm uto-To eite. Vicnons3yet 6ubnuoreky Crypto++. Hacto

MOU(ULIPYETCS.

Yniara BbIKyIa He rapaHTHpYeT paciiu(poBKy.

O0OHapyXeHHA:
DrWeb -> Trojan.Siggen9.36699, Trojan.Encoder.31534, Trojan.Encoder.32640,
Trojan.Encoder.33514, Trojan.Encoder.34782

ALYac -> Trojan.Ransom.Filecoder, Trojan.Ransom.Ouroboros, Trojan.Ransom.VoidCrypt
Avast/AVG ->Win32:RansomX-gen [Ransom]

Avira (no cloud) ->TR/FileCoder.zdeun

BitDefender -> Gen:Heur.Ransom.Imps.1, DeepScan:Generic.Ransom.AmnesiaE.*
ESET-NOD32 -> A Variant Of Win32/Filecoder.Ouroboros.E

Malwarebytes -> Ransom.Ouroboros, Ransom.VoidCrypt

McAfee -> Ransomware-GYP!BA454585B9F4

Microsoft -> Trojan: Win32/Ashify.J!rfn, Ransom:Win32/Ouroboros.GG!MTB
Rising -> Ransom.Gen!8.DE83 (CLOUD), Ransom.Agent!1.C4E7 (CLOUD)
Symantec -> ML.Attribute.HighConfidence, Downloader

Tencent -> Win32.Trojan.Gen.Pfsv, Win32.Trojan.Gen.Htwa

TrendMicro -> TROJ_GEN.R002H09DB20, Ransom.Win32.0UROBOROS.AE,
Ransom.Win32.0UROBOROS.B
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To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!

AV Benziopam! XoTtuTe ObITH B 3TOM CIIMCKe PETY/SIPHO WM ToBbIe? Coobuure MHe!

© I'eneanorusa: OQuroboroes &< > Void, VoidCrypt > new variants > Void NextGen > Spyro

Q\.
Your Files has bdncr}'pted

ar Flles Has Been with AES + RSA Algarit

You Need Your F ave To Pay Decryption Pri

IH: for Test les Bhonbid wot Contain valuab
Backups

ryption P | be Dinnbled so You Better Contact ¢

t 3rid Party Application May canse Damage T Your 1

M306pa>keHre — JIOTOTHIT CTaThH

K 3amm¢posanseM aiinam fobasmseTcs pacimpenue: .Void

®DaKTHUeCKH MCIIO/Ib3yeTCsl COCTaBHOE PaCIlMpeHHe TI0 11ab/IoHy:
[<email_ramsom>][ID-<ID{15}>].Void

[Tpumeps! 3alM(ppoBaHHbIX (PAiIOB:
file001.tif.[USDATAdecrypt@gmail.com][ID-PDTN4Z29J67Q***].Void
file001.doc.[xtredboy@protonmail.com][ID-EJHPFWKY CNQ5***]. Void
file001.jpg.[stevenxx134@gmail.com][ID-9WFL61BO03TSIC7]. Void

OBHI/IMaHI/le! Hoseie pacivpeHus, email 1 TeKCTBI O BBIKYTI€ MOXXHO HalTH B KOHLIe CTaThbH, B OOHOB/IEHUSX.

Tam MoryT OBITb Pa3MuMs C TEPBOHAYATLHBIM BAPHAHTOM.

AKTHBHOCTB 3TOr0 KPUIITO-BBIMOTaTesIsl TIPUILLIAach Ha Hauaso anpess 2020 r. OpreHTHPOBAH Ha aHIVIOS3bIYHbIX
0/Ib30BaTesel, UTo He MelllaeT PaclpoCTPaHsTh ero no BceMy Mupy. IToctpazasiue u3 Poccuy, Ilonbimm u

ZIPyTUX CTpaH.

3amumcka ¢ TpeboBaHHEM BbIKyTa HasbiBaeTcs: Decryption-Info.HTA
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Your Files has Been Encrypied

Yomr iy Has Bavw Emorspied w¥h AES & B34 Alperiihm
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CopeprxaHue 3allUCKH 0 BBIKyIIe:

Your Files has Been Encrypted

Your Files Has Been Encrypted with AES + RSA Algorithm

If You Need Your Files You Have To Pay Decryption Price

You can Send Some Little Files Less Than 1MB for Test (The Test Files Should not Contain valuable Data Like
Databases Large Excel Sheets or Backups

After 48 Hour Decryption Price Will be Doubled so You Better Contact us Before Times Up

Using Recovery Tools or 3rd Party Application May cause Damage To Your Files And increase price

The Steps You Should Do To Get Your Files Back:

1- Contact Email on Files And Send ID on The Files Then Do agreement on a Price

2- Send Some Files for Decryption Test ( Dont Pay to Anyone Else who is Not Able to Decrypt Your Test Files!)
After Geting Test Files Pay The price in Bitcoin And Get Decryption Tool + RSA key

Your Case ID :EJHPFWKY CNQ5***

Our Email : xtredboy@protonmail.com

In Case Of No Answer : Encryptedxtredboy@protonmail.com

ITepeBop 3anycKu Ha PYCCKHIt SI3BIK:

Baru datinbl 66111 3a1IUGPOBaHbI

Baru datinb 66111 3amudpoBanb ¢ anroputMoMm AES + RSA

Ecsii BaM Hy>KHBI Balliv ¢aii/ibl, BbI JO/DKHBI OTJIaTUTE CTOUMOCTh PacliupoOBKU

BbI MOXXeTe OTIpaBUTh HECKO/IbKO MasleHbKUX (paiinos MeHee 1 MB a5 Tecta (TecT-(hali/bl He [JO/KHBI
COJIep>KaTh LIEHHBIE JAHHbIE, TAKHe Kak 6a3bl JAHHbIX, Oosbiive ucThl Excel umv pe3epBHbIe KOTIHH)
[Tocne 48 yacoB 1ieHa paciMpOBKY yABOUTCS, TaK UTO BaM JIyullle CBSI3aThCsl C HAMU, TIPeJK/ie ueM BpeMsi
BBIAJET

Vicriosib30BaHUe MHCTPYMEHTOB BOCCTAHOB/IEHUSI M1 CTOPOHHUX MPUTIO’KEHHUH MOKeT IPUBECTH K MOBPEKEHUI0
BalMX (hailyioB U TIOBBILLIEHUIO LI€HBI

[ITaru, KOTOpBIe BBI IO/DKHBI C/Ie/IaTh, UTOObI BEPHYTH BaIK (haiiyib:

1- KonrakT no email Ha aiinbl 1 otripaButh ID Ha daiisibl, a 3aTeM cjieiaTh COTJIallieHre O IieHe

2. OTrpaBbTe HECKOJBbKO (aiiyioB st TeCT-paciiudpoBKH (He MyIaTUTe HUKOMY, KTO He MOXKET paciiippoBaTh
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BaI TecT-(atinbi!)

[MTocne monyueHus TecT-QaiioB 3aryiaTuTe 1eHy B OUTKOWHAX U TIONyYUTe UHCTPYMEHT Ael(POBaHUS + KITFOU
RSA

ID Bamero gena: EJHPFWKYCNQ5***

Hamr email: xtredboy@protonmail.com

B cnydae orcyrcrBus otBeta: Encryptedxtredboy@protonmail.com

Texnnueckue AeTa/ik

Mo>KeT pacripoCTpaHAThCS MyTEM B3/I0Ma uepe3 He3alluileHHY0 KoHburypaiuio RDP, ¢ momMoiipio email-criama
Y BPEZIOHOCHBIX BJIOXKEHWH, 00MaHHBIX 3arpy30K, O0THETOB, SKCIIONTOB, BPeJOHOCHOM PeK/IaMbl, BeO-UH)KEKTOB,
(hanbIMBBIX 0OHOB/IEHUH, TIePENaKOBAaHHBIX U 3aPa)KEHHBIX MHCTA/IATOPOB. CM. Takke "OCHOBHBIE CITOCOOBI

pacIpoCTpaHeH s KPUITTOBLIMOTaTe el Ha BBOAHOU CTpaHuLle biiora.

OHy}KHO BCeryja UCT0/1b30BaTh AKTYalbHYI0 aHTUBUPYCHYIO 3auTy!!!

Ecu BbI nipeHe6GperaeTe KOMIJIEKCHOM aHTUBUPYCHOM 3ariuToli Kiacca Internet Security nu Total Security, To

X0Ts1 OBl ZiefaliTe pe3epBHOe KOTMPOBaHKUe Ba)XXHBIX (aiiyioB 1o MeTosy 3-2-1.

» Vcnionb3yet neruTiMHble yTunuThl Everything u Process Hacker 2.

» CoracHo otyetaMm Intezer Analyze ecTh oripesie/ieHHOe POZICTBO C JPYTMMH TIPOEKTaMH TIPOTrPaMM-

BLIMOrarejen

, Haripumep, ¢ Ouroboros.

CrieBa CKpUHILOT "TeHOB" IIM(POBA/IbIIMKA, a ClipaBa — "TeHbl" OPUTMHA/IBHOTO JelIU(POBILIMKA. DTO MOXKET

TOBOPUTH O TOM, uTO pa3paboTurk VoidCrypt UCMO/b30Ba YacTh pa3paboTKY U3 MPEeIbIAYILUX TPOEKTOB.
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» OpurHHabHBIN AemrppoBIIUK Oe3 3akpbiToro RSA kiroua GecriosneseH.
» Vcnonb3yetrcss RSA-2048, notomy B3nomarh K/tou He Tionyuntcs. VoidCrypt oTrnipaB/sieT Ha CBOM cepBep

nybmunHbiil RSA kitou, BMecTe ¢ ID u IP-apecom >kepTBbl. ITyO/muHbINA KITFOY U ITPYUBATHBINA K/TFOU CTAaTHYHBL.

ITo maHHBIM UccneoBatesisi Matikia [>Kuinecru, eciv NocTpajaBiivie GUKCUPOBA/IUA CeTeBOU TparK Bo BpeMst
3apa’keHusi, TO K/TIF0U MOXKeT ObITh TlepexBaueH. Ecim Tpaduk He uKcHpoBascs, To 3aKphIThId Kirod RSA He

TO/TyUHThb.

» CKpPUHIIIOTHI KOJa:

» YnansieT TeHeBble KoUK (aiiyioB, OTK/IOUaeT (yHKIMY BOCCTAHOB/IEHHs U UcTipaB/ieHyst Windows Ha tare
3arpys3KH, 3aryCcKaeT KOMaH/Ibl TI0 CeTH, 3aBeplillaeT paboTy CepBepHBIX CIIYXKO, YTpaB/sitoIX 6asa JaHHbIX,
OTK/TtoUaeT (aiiepBos 1 mpouee:

stevenxx134@gmail.com.exe

cmd.exe %WINDIR%)\system32\cmd.exe /c net stop SQLWriter

net.exe net stop SQLWriter (PID: 3708)

netl.exe %WINDIR%\system32\net1 stop SQLWriter

cmd.exe %WINDIR%)\system32\cmd.exe /c net stop SQLBrowser

net.exe net stop SQLBrowser

netl.exe %WINDIR%\system32\net1 stop SQLBrowser

cmd.exe %WINDIR%\system32\cmd.exe /c net stop MSSQLSERVER

net.exe net stop MSSQLSERVER

netl.exe %WINDIR%\system32\net1 stop MSSQLSERVER

cmd.exe %WINDIR%\system32\cmd.exe /c net stop MSSQL$SCONTOSO1

net.exe net stop MSSQL$CONTOSO1

netl.exe %WINDIR%\system32\net1 stop MSSQL$CONTOSO1

cmd.exe %WINDIR%\system32\cmd.exe /c net stop MSDTC
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net.exe net stop MSDTC

netl.exe %WINDIR%\system32\net1 stop MSDTC

cmd.exe %WINDIR%\system32\cmd.exe /c bededit /set {default} bootstatuspolicy ignoreallfailures
cmd.exe %WINDIR%\system32\cmd.exe /c bededit /set {default} recoveryenabled no
cmd.exe %WINDIR%\system32\cmd.exe /c wbadmin delete catalog -quiet

cmd.exe %WINDIR%\system32\cmd.exe /c net stop SQLSERVERAGENT

net.exe net stop SQLSERVERAGENT

netl.exe %WINDIR%\system32\net1 stop SQLSERVERAGENT

cmd.exe %WINDIR%\system32\cmd.exe /c net stop MSSQLSERVER

net.exe net stop MSSQLSERVER

netl.exe %WINDIR%\system32\net1 stop MSSQLSERVER

cmd.exe %WINDIR%)\system32\cmd.exe /c net stop vds

net.exe net stop vds

netl.exe %WINDIR%\system32\net1 stop vds

cmd.exe %WINDIR%\system32\cmd.exe /c netsh advfirewall set currentprofile state off
netsh.exe netsh advfirewall set currentprofile state off

cmd.exe %WINDIR%\system32\cmd.exe /c netsh firewall set opmode mode=disable

netsh.exe netsh firewall set opmode mode=disable

Cnucok (aiiioBeIX pacliMpeHuii, nojsepramomuxcsa mudpoBaHuio:
910 mokymenTbl MS Office, OpenOffice, PDF, TekcToBbIe datibl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(haiiyiel 06pa30B, ApXUBHI U TIP.

®aiinbl, cBA3aHHbIe € 3TUM Ransomware:

Decryption-Info.HTA - Ha3BaHue (aiiia c TpeGoOBaHUEM BBIKYTIa, HO B 60/iee HOBLIX BapHaHTaX 3TO (aki
IINFO.HTA;

IDo.txt, HO B O0Jiee HOBBIX BapHaHTax MOXeT ObITh (haiin IDK.txt;

pubkey.txt, HO B Oo/iee HOBBIX BapriaHTax MOTYT ObITh (aiinbl pkey.txt, prvkey.txt.key, prvkey*.txt.key,
prvkey3.txt.key

<random>.exe - c/iyuaiiHoe Ha3BaHUe BPeJOHOCHOTO (aiisa;

stevenxx134@gmail.com.exe - ¢aiin U3 mpyumepa, MpeCTaBIeHHOTO B aHaJU3e.

Pacnonoxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->
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C:\ProgramData\IDo.txt
C:\ProgramData\pubkey.txt
D:\yo\chaos\Release\chaos.pdb

Ncnone3yet cepBuckl onpegenenus [P-agpecos:

xxxXx://www.sfml-dev.org/ip-provider.php

3anucH peecTpa, CBsi3aHHbIe ¢ 3TUM Ransomware:

CM. HUXKe pe3y/bTaThl aHaIn30B.

Mpb10TeKChbI:

CM. HuKe pesy/bTaThl aHA/IM30B.

CeTeBble MOJK/TIOUEHNS U CBSA3U:

Email-1: xtredboy@protonmail.com, Encryptedxtredboy@protonmail.com
Email-2: USDATAdecrypt@gmail.com

Email-3: stevenxx134@gmail.com

Email-4: steven77xx@mail.ru, Steven77xx@protonmail.com

URL u3o6paskenust 3amka (VT-nipoBepka): xxxxs://i.ibb.co/2PXVhhm/1.png

CM. HIDKe B 0OHOB/IEHUSIX IpyTHe afipeca U KOHTaKThI.

CM. HUKe pe3ysbTaThl aHaIl30B.

PesynrbTarnl aHa/1M30B:
® Hybrid analysis >>
Z VirusTotal analysis >> VT>

# Intezer analysis >>
2 ANY.RUN analysis >>

v Triage analysiss >>

X VMRay analysis >>

) VirusBay samples >>

/A MalShare samples >>

*# AlienVault analysis >>

7] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

Page 7 of 42


https://www.virustotal.com/gui/file/3878e286abfec43d037da3297916b7fa1dae4c7783a1c5badf6ffad53cde042f/detection
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjLrQ5Qo8BPGp31sRKyidcCszMVKHBJZ9zVfP19PFjFFZnDTs48G5SbAluGi5ob7LJQaT9kzWAvCYmcbon402jlYMwCdjP5s20ag1YFjsFkglpXdElcbnnCbbere55vdWQpgkv4ix7v4QI/s1600/1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjLrQ5Qo8BPGp31sRKyidcCszMVKHBJZ9zVfP19PFjFFZnDTs48G5SbAluGi5ob7LJQaT9kzWAvCYmcbon402jlYMwCdjP5s20ag1YFjsFkglpXdElcbnnCbbere55vdWQpgkv4ix7v4QI/s1600/1.png
https://www.hybrid-analysis.com/sample/26690dae115f47a1e0167750209a30cc68f51c5090e3b908105c93967e5156fa?environmentId=120
https://www.virustotal.com/gui/file/26690dae115f47a1e0167750209a30cc68f51c5090e3b908105c93967e5156fa/detection
https://www.virustotal.com/gui/file/232a3cdf1e16439dc105008922f9c5cf9201200630e4e7538091b1baf986493c/detection
https://analyze.intezer.com/#/analyses/4379fb35-411a-45a3-9a12-429950cc2d62
https://app.any.run/tasks/6315818a-fccc-46e8-88fa-13aee966e0a1/
https://tria.ge/reports/200424-jbyvkhpe2x/behavioral1

https://id-ransomware.blogspot.com /2020 /04 /void-voidcrypt-ransomware.html

CrerneHb pacrpoCTPaHEHHOCTH: CPeHSIsI.

[MonpobHbIe cBeieHMs1 COOMPArOTCs perysisipHo. ITpuckiaiTe 06pasiibl.

=== OPUI'MHAJIBHBIE JEIITN®POBIIVIKA === DECRYPTORS/DECODERS ===

5| Vs decmder o 0 |

Bapwuant 2020 roza (paHHMIA)

rvathen 5 0

Faih ;1

| -l
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhb4w6EtLx2B8s0Ab37g_UE-UuOlutesdQ_GFggRfM1fwlS3uhMEX4OYEyWGhWvOY9qIyLpXdM90fln-XJ9fxwKXXYT5VMtf4HvgjCDdCbrL5nNBXhReEpOboOdi-YJFRBXBChpSlc89zs/s1600/decryptor.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhb4w6EtLx2B8s0Ab37g_UE-UuOlutesdQ_GFggRfM1fwlS3uhMEX4OYEyWGhWvOY9qIyLpXdM90fln-XJ9fxwKXXYT5VMtf4HvgjCDdCbrL5nNBXhReEpOboOdi-YJFRBXBChpSlc89zs/s1600/decryptor.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjEr1TrXuA_f34h_VcRTc_r6SbahzlQwEsnXQ7ADQT8TsCG9wZtUMatVApAS-xLt4Yx0Lo3NfwUcojsPvAvtX3eu7fInB-WhIU1hrN4of17fk4_KDhuqY-qakpHhswvBQ9y5Q4bHM82K3A/s748/decryptor-2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjEr1TrXuA_f34h_VcRTc_r6SbahzlQwEsnXQ7ADQT8TsCG9wZtUMatVApAS-xLt4Yx0Lo3NfwUcojsPvAvtX3eu7fInB-WhIU1hrN4of17fk4_KDhuqY-qakpHhswvBQ9y5Q4bHM82K3A/s748/decryptor-2.png

https://id-ransomware.blogspot.com /2020/04 /void-voidcrypt-ransomware.htm|

BapuanT 2021 roga

Hanuuwe opurruHampHOTO AemdpoBIHKa He obecrieunBaeT pacippoBKy aiiios, T.K. Tpebyercst RSA-koy,

KOTOpBIN eCThb TOJIbKO Y BhIMOraresiei.

Ecnu ¢aiinbl oueHb HY)KHbI, PeKOMEH/IyeM IOMbITaThCsl JOTOBOPUTHCS C BBIMOTaTe/ISIMU O CHYDKEHUH CYMMBI
BBbIKYIA.

Ecii HUKTO He oTBevaet c email-azjpecoB, yKa3aHHOTIO B 3aricKe ¢ TpeOOBaHMEM BBIKYIIA, OTIIPABLTE UM ellje
O/IHO MUCBMO.

Ecu uTo-TO MOH/IeT He TaK, TO Bbl MOXKeTe OTIPABUTD /IPYT APYTy coo0IjeHre Yepe3 KOMMeHTapUHU Ha 3TOH

CTpaHuLle.

=== ICTOPUS CEMEVICTBA === HISTORY OF FAMILY ===

Zeropadypt Ransomware - c arpesst 2019.

Ouroboros Ransomware (pa3Hble BepCHM) - HIOHb-OKTA0pE 2019.
Ouroboros Ransomware v6 - okTsi0pb-z1eKabps 2019.

Ouroboros Ransomware v7 - ¢ saBapst 2020.

VoidCrypt (Void, Chaos) Ransomware - ¢ aripesisi o aBryct 2020.

Bosee HOBBIe BapHaHTHI CM. HIDKe B pasziersie 0OHOB/IEHHIA.

=== BJIOK OBHOBJ/IEHIH === BLOCK OF UPDATES ===

Bapwuanr ot 10-11 anpess 2020:

Pacmvpenue: .Void

ITpumep coctapHoro paciupenusi: .[DECRPToffice@gmail.com][ID-YOP64ULCO0ZNK2BH].Void
Email: DECRPToffice@gmail.com, DECRPT@tutanota.com

CrierjuanbHble ¢aiinbl: IDo.txt, pubkey.txt

@atin EXE: DECRPToffice@gmail.com.exe

Pesynwrartel anamusos: VT + HA + IA + AR

Bapwuant ot 14 anpesns 2020:

[Mocr Ha dopyme >>

Pacummpenue: .void
3armmmcka: Decryption-Info.HTA
Email: SupportVoid@elude.in, SoporteVoid@tutanota.com
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https://www.virustotal.com/gui/file/581122114ad28f404b2cc4f8df5d77b6ed447f8f26f862960bb0181776bfacd9/detection
https://www.hybrid-analysis.com/sample/581122114ad28f404b2cc4f8df5d77b6ed447f8f26f862960bb0181776bfacd9/5e99f3f29b5a7732520895fd
https://analyze.intezer.com/#/analyses/a511f46f-ae49-4350-b71e-e1c90330db17
https://app.any.run/tasks/75257c7c-c41e-49a4-8e66-794112ad198e
https://www.bleepingcomputer.com/forums/t/716761/void-voidcrypt-ransomware-support-topic/?p=4977694

https://id-ransomware.blogspot.com /2020/04 /void-voidcrypt-ransomware.htm|

Bapwuant ot 20 anpesns 2020:
Pacmvpenue: .Void
Email: encryptc4@elude.in

BTC: 194Bhb2JsFo56uXtHJXcKL6Nnb2g9mreYf

Bapwuant 22-26 anpens 2020:

Pacumpenusi: .void

Email: DECRPToffice@gmail.com

DECRPT@tutanota.com

Hichkasam@protonmail.com

helpdiamond@protonmail.com

» CopiepkaHue 3amicKu:

Your Files has Been Encrypted

Your Files Has Been Encrypted with AES + RSA Algorithm

If You Need Your Files You Have To Pay Decryption Price

You can Send Some Little Files Less Than 1MB for Test (The Test Files Should not Contain valuable Data Like
Databases Large Excel Sheets or Backups

After 48 Hour Decryption Price Will be Doubled so You Better Contact us Before Times Up

Using Recovery Tools or 3rd Party Application May cause Damage To Your Files And increase price
The Steps You Should Do To Get Your Files Back:

1- Contact Email on Files And Send ID on The Files Then Do agreement on a Price

2- Send Some Files for Decryption Test ( Dont Pay to Anyone Else who is Not Able to Decrypt Your Test Files!)
After Geting Test Files Pay The price in Bitcoin And Get Decryption Tool + RSA key

Your Case ID :0HJ2IBSWE 4

Our Email : DECRPToffice@gmail.com

In Case Of No Answer : DECRPT@tutanota.com

Bapuanr ot 27 anpesns 2020:
3amnucka: Decryption-Info.HTA
Email: unlOckerpkx@tutanota.com

Bapuanr ot 2 masn 2020:
Coobiienue >>

3arnmcka: Decryption-Info.HTA
Email: BrillianceBK@protonmail.com

LizardBkup@protonmail.com
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a

Vear Files bas lhes Decrypid

Bapwuant ot 5 masn 2020:

[oct Ha dopyme >>

Pacummpenue: .Void

[Tpumep cocraBHoro pacimpenus: .[Elmershawn@aol.com][ID-YPRVMKTQ3ABOHUC]. Void
Elmershawn@aol.com

3amnucka: Decryption-Info.HTA

Email: ElImershawn@aol.com

Bapuasnr ot 5 masn 2020:

Pacummpenue: .Void

[Ipumep coctaBHOro paciumpenusi: .[encryptc4@elude.in][ID-3QXAC6HWP15CKJO]. Void
3amnmcka: Decryption-Info.HTA

Email: encryptc4@elude.in, encryptc4@protonmail.com

Bapuasr ot 1-11 urons 2020:

Pacummpenue: .Void

[Ipumep cocTtaBHOro paciuvpenusi: .[decoderma@tutanota.com][ID-
VKSQ8N24CPZTU10].Void3arcka: Decryption-Info.HTA
Email: decoderma@tutanota.com, decoderma@protonmail.com
CrierjuanbHble ¢aiinbl: IDo.txt, pubkey.txt

®aiin EXE: decoderma@tutanota.com.exe

Pesynwrartel anamusos: VT + HA + IA + AR + TG
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiNzZICE480dRopnFVMwZFVqV2SsMII5IS2G7bzGJz9MWauoYymdfo04bMpXsQeeDlkmqwiyiGhXEKDwSTUzobPVaicMHVR_hA8mQRFXwjcxCvKlWrE8xW3Ptvbj2z-XshPhY0bP1vTy-c/s1600/note-2-5-20.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiNzZICE480dRopnFVMwZFVqV2SsMII5IS2G7bzGJz9MWauoYymdfo04bMpXsQeeDlkmqwiyiGhXEKDwSTUzobPVaicMHVR_hA8mQRFXwjcxCvKlWrE8xW3Ptvbj2z-XshPhY0bP1vTy-c/s1600/note-2-5-20.jpg
https://www.bleepingcomputer.com/forums/t/718678/elmershawnaolcomid-yprvmktq3abohucvoid/?p=4987274
https://www.virustotal.com/gui/file/9e3d7b2163b865375d1b14a37c9130c55b9de8a6eb74b54f0d6f1a8b820eceae/detection
https://www.hybrid-analysis.com/sample/9e3d7b2163b865375d1b14a37c9130c55b9de8a6eb74b54f0d6f1a8b820eceae/5edf867723f3450ebe61fbf7
https://analyze.intezer.com/#/analyses/15462297-0114-4b73-ac7f-29e3ac7bee4a
https://app.any.run/tasks/003d34a1-192b-46d0-80db-07eb4d3ff4f8
https://tria.ge/reports/200706-l4mr5ga3mx/behavioral1

https://id-ransomware.blogspot.com /2020/04 /void-voidcrypt-ransomware.htm|
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Your Files lins Been Encrypted
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» CopeprkaHue 3arucKu:

Your Files has Been Encrypted

Your Files Has Been Encrypted with AES + RSA Algorithm

If You Need Your Files You Have To Pay Decryption Price

You can Send Some Little Files Less Than 1MB for Test (The Test Files Should not Contain valuable Data Like
Databases Large Excel Sheets or Backups

After 48 Hour Decryption Price Will be Doubled so You Better Contact us Before Times Up

Using Recovery Tools or 3rd Party Application May cause Damage To Your Files And increase price

The Steps You Should Do To Get Your Files Back:

1- Contact Email on Files And Send ID on The Files Then Do agreement on a Price

2- Send Some Files for Decryption Test ( Dont Pay to Anyone Else who is Not Able to Decrypt Your Test Files!)
After Geting Test Files Pay The price in Bitcoin And Get Decryption Tool + RSA key

Your Case ID :NOGXF7YZ31L4***

Our Email : decoderma@tutanota.com

In Case Of No Answer : decoderma@protonmail.com

BapuanT 17 urons 2020:
Pacmmvipenust: . Void

Email: missdecryptor@protonmail.com
VoidFiles@tutanota.com

VoidFiles@protonmail.com

Bapwuant 22-25 utons 2020:
Pacumpenusi: .Void
Email: Pentagon11@protonmail.com

guaranteedsupport@protonmail.com

Bapwuanr ot 7 utons 2020:

Coobirjenue >>

Pacummpenue: .Void

[Tpumep cocraBHOTO pacimpenust: .[coronavirus19@tutanota.com][ID-RKF4U16NY3L5QV3]. Void
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgdJ7LtGqBN6g-JjUamcYOyhriur-aTHmjDIWFZ6UAR45XewxF18dsXNykugr4cRMhmPqrdeFHi1-YObjkIGPbeAqDi-PLDgP-pXXubVdkb4pqJq5kP_uJ1eopNpTb05ho-j9RkcmhOOMw/s1600/note-1-6-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgdJ7LtGqBN6g-JjUamcYOyhriur-aTHmjDIWFZ6UAR45XewxF18dsXNykugr4cRMhmPqrdeFHi1-YObjkIGPbeAqDi-PLDgP-pXXubVdkb4pqJq5kP_uJ1eopNpTb05ho-j9RkcmhOOMw/s1600/note-1-6-20.png
https://twitter.com/xiaopao80087499/status/1280454766657560576
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3amnucka: Decryption-Info.HTA
Email: coronavirus19@tutanota.com, ghostmax@cock.li

Pesynbrartel ananmusos: VT + HA + IA

Bapuanrt 7-17 nrons 2020:

Pacmvpenust: . Void

Email: guaranteedsupport@protonmail.com
decrypterfile@mailfence.com

hosdecoder@aol.com

Bapmuant ot 10 uronsa 2020:

Coobirenve >>

Pacmmipenue: .Void

[Tpumep cocraBHoro paciuvpenust: .[decrypterfile@mailfence.com][ID-KF4U1Y3L5R6NQV3].Void
3ammcka: Decryption-Info.HTA

Email: decrypterfile@mailfence.com, decrypterfile@protonmail.com

@aiin: decrypterfile@mailfence.com.exe

Pesynwrartel aHamisos: VI + HA + IA

Bapuant 22-28 urons 2020:
Pacmmipenust: . Void

Email: hosdecoder@aol.com
sleepme134@gmail.com

colderman@mailfence.com

BapuanT ot 2 aBrycra 2020:

[ocT Ha dhopyme >>

Pacumpenue: .Void
[Tpumep cocTaBHOrO paciupenus: .[encrypt4du@tutanota.com][ID-14CAHRST*******] Void

Email: encrypt4du@tutanota.com
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https://www.virustotal.com/gui/file/46afbb780469fd2a5819a9d9ab9d30d2a0d463ff02e6638790624cf326e68b56/detection
https://www.hybrid-analysis.com/sample/46afbb780469fd2a5819a9d9ab9d30d2a0d463ff02e6638790624cf326e68b56/5f0d5be83cacd43ee4786534
https://analyze.intezer.com/analyses/b583ee59-91d9-4a58-8883-3c22bc94a117
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi7ubyxGNaJf_NATPSCKBy7bI5v8aEadAXlFZbCllfhaLZgU1HYw1sxBObJZ_x6JeHUYhR7QZbTlHViFhWymHh6FVCckssFsCC2yY4AVSuPKCuOvSu_80HxRiOsTsua0H7W1aJsliU24ZQ/s1600/note-7-7-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi7ubyxGNaJf_NATPSCKBy7bI5v8aEadAXlFZbCllfhaLZgU1HYw1sxBObJZ_x6JeHUYhR7QZbTlHViFhWymHh6FVCckssFsCC2yY4AVSuPKCuOvSu_80HxRiOsTsua0H7W1aJsliU24ZQ/s1600/note-7-7-20.png
https://twitter.com/thyrex2002/status/1281502482959654912
https://www.virustotal.com/gui/file/52b2a6cdfdb1cea413234b249f24c8b5b68b48c1389a513250f7588bc64596cd/detection
https://www.hybrid-analysis.com/sample/52b2a6cdfdb1cea413234b249f24c8b5b68b48c1389a513250f7588bc64596cd/5f081ef30331126ff0335d30
https://analyze.intezer.com/analyses/2bee499b-61ab-4c0e-862e-3ce7e3aa9621
https://www.bleepingcomputer.com/forums/t/716761/void-voidcrypt-ransomware-support-topic/?p=5034578

https://id-ransomware.blogspot.com /2020 /04 /void-voidcrypt-ransomware.html

BapmuanrT ot 9 aBrycra 2020:

Coobienve >>

[Mocr Ha (opyme >>

Coobirenue >>

Pacumpenue: .Spade

CocraBHoe pacinupenue (11abson): .[email_ramsom][<ID{15}>].Spade
CocraBHoe paciupenue (ripumep): .[encryptfile@protonmail.com][JUOW5VC7143M9TX].Spade
3ammcka: Read-For-Decrypt. HTA

Email: encryptfile@protonmail.com, encryptfile@cock.li

Pesynwrartel aHanu3os: VT + IA

» OGHapy>KeHHUs:

DrWeb -> Trojan.Encoder.32312

BitDefender -> DeepScan:Generic.Ransom.AmnesiaE.D96CE88E
ESET-NOD32 -> A Variant Of Win32/Filecoder.Ouroboros.E
Malwarebytes -> Ransom.Ouroboros

Rising -> Ransom.Agent!1.C4E7 (CLOUD)

Symantec -> ML.Attribute. HighConfidence

Tencent -> Win32.Trojan.Filecoder.Wogk

TrendMicro -> CallTROJ_GEN.R0O02HOCHA20

st e Gl LT SR HIVE s wnm rowe
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Your Files Has Heen Enerypred

» CopepskaHue 3arucKu:

Your Files Has Been Encrypted

All Your Files , Documents , photos , Databases and other important files are encrypted

And have Extention .Spade

If You Need Your Files You Have To Pay

You can Send 1 Little File Less Than 2MB for Test (The Test Files Should not be Databases Large Excel Sheets or
Backups

After 24 Hour Decryption Price Will be Doubled so You Better Contact us as soon as possible

Using Recovery Tools or 3rd Party Applications is useless you can try tough
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https://twitter.com/Amigo_A_/status/1292875523622948865
https://www.bleepingcomputer.com/forums/t/702015/ouroboros-zeropadypt-nextgen-ransomware-limbo-lazurus-support/?p=5039180
https://twitter.com/fbgwls245/status/1293877979215347712
https://www.virustotal.com/gui/file/a6f33427a356dca0420466bcc3283592e87caf4c8224c7d50819f69c71edd461/detection
https://analyze.intezer.com/analyses/3e776092-ff3e-447f-8f0a-e8016ea14a86
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjzTW3of19vjzuR-zT8vIeQbMaos95T2U42PL1kkGH51n46lLomB4uISQRpgJC-QAUOvekCVLaJbLfbTFlt6CELc_Ncx8Wzp7y4vCtzXCwCwX37p5w8W_R3lqMvuzQX-Lnrl2PY-zSK1UI/s1600/files.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhDhHOmJV0nrwx_OgGGnQPbEl1fy-y_FQp1JoF7TEBQhGMtneNW9EruVwB4G6VSETREnpjUddnwdJabs8ArxHMQn_BjBnWd71KgZz5IoJSi5KrNwfq5sV1Zm6bSwXSfUgNvF14tN1pqCvk/s1600/note-9-8-20.png
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1- Contact Email on Files And Send ID on The Files Then Do agreement on a Price

2- Send Some Files for Decryption Test ( Dont Pay to Anyone Else who is Not Able to Decrypt Your Test Files!)
After Geting Test Files Pay The price in Bitcoin And Get Decryption Tool + RSA key

Your ID :JUOW5VC7143M9TX

our Email :encryptfile@protonmail.com

In Case Of No Answer :encryptfile@cock.li

Bapuant ot 28 aBrycra 2020:

Tonwk Ha dhopyme >>

Coobirenue >>

Pacumpenue: .Spade

CocraBHoe pacmupenue (11abson): .[email_ramsom][<ID{15}>].Spade

CocraBHoe pacimpenue (ripumep): .[rsaencrypt@tutanota.com][UTEO6F1MLDG30QH].Spade
3armcka: Read-For-Decrypt. HTA

Email: rsaencrypt@tutanota.com, rsaencrypt@protonmail.ch

Your Files Has Been Encrypled
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Bapuasr ot 18 centaops 2020:

Pacumpenue: .Spade

CocraBHoe pacinupenue (11a6son): .[email_ramsom][<ID{15}>].Spade

CocraBHoe paciupenue (npumep): .[Wannadecryption@gmail.com][PSBW2FGV4CJ3YU1].Spade
Email: Wannadecryption@gmail.com

datin: dwm.exe

Pesynwrartel aHanu3os: VT + IA

Bapuasr ot 18 cenTadps 2020:

Pacumpenue: .Spade

CocraBHoe pacinupenue (11abson): .[email_ramsom][<ID{15}>].Spade
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https://forum.kasperskyclub.ru/topic/70818-pomosch-v-rasshifrovke-heurtrojan-ransomwin32generic/
https://twitter.com/Amigo_A_/status/1299623165589622786
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CocraBHoe pacimpenue (npumep): .[SpadeEncrypt@tutanota.com][2XPU94ACIJRDM6IZ].Spade
Email: SpadeEncrypt@tutanota.com, SpadeEncrypt@protonmail.com

Bapuasrt ot 24 ceHTAOps:

Email: ftworksergey@gmail.com

deccoder431@protonmail.com

helpsdec@tutanota.com

HOCTpa,Z[aBIHI/Ie COO6HH/IHI/I, UTO 110C/Ie yIiaThl BbIKYTIa, C 3TUX aJpeCOB Be,l'[éTCH JOTIO/THUTE/IbHOe

BBIMOT'aTe/IbCTBO JieHer. Bhiiep)kka uX Tepernucky C BBIMOTaTe/isiMu:
IMocTpapaBmIKii 10/IL30BaTe/Ib:

Mu1 OIlIaTHUJ/IN, BbI O6EH_[EUII/I CKUHYTb KOZ MOCJie OI/IaThbI nepBoﬁ YacCTH.

OTBeT BbIMOrareJiei:
[Ha, mogreep>kaaeM. Het mpo6siem, 1 Halll a/MUH BaM JOBepsieT.

Br1 MokeTe TosryunTh oMol ot Google 1o BeIOOpPY criocoba oraThl.

CHOBa 0TBeT BbIMOTaTe/Iei:

MbI He NIPOCK/U JOTIOTHUTENBHBIX ZieHer. OIMH pa3 Halll a/IMUHUCTPATOP BaM JJOBepsil, a Bbl 3ar/laTU/IN
HebosbIy0 cymMMy. UTOObI BEPHYTh [JOBEPHE HAIIIET0 a[MUHUCTPATOPA, BaM TPU/IETCS 3aIIaTUTh OCTAIbHYIO

CyMMY, TTIOTOMY YTO MbI BaM 0OJIbLIIe He /J0BEpSIEM.

BapuanT ot 30 cenTaopsa 2020:

Pacumpenue: .nyan

CocraBHoe pacimpenue (npumep): .[decinfo7@gmail.com][5IBQ6JU4K7NPDS0].nyan
Email: decinfo7@gmail.com

BapwuasT ot 7 okTsa0ps 2020:

Pacmmpenne: .pepe

CocraBHoe pacimpenue (npumep): .[decodevoid@gmail.com][TQFHAEMWIJL2UVO01].pepe
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3anucka: INFO.HTA

Email: decodevoid@gmail.com, docodepepe@gmail.com

» CopepskaHue 3arycKu:

11! Your Files Has Been Encrypted !!!# your files has been locked with highest secure cryptography algorithm ¢
¢ there is no way to decrypt your files without paying and buying Decryption tool¢

¢ but after 48 hour decryption price will be double¢

¢ you can send some little files for decryption test

¢ test file should not contain valuable data¢

¢ after payment you will get decryption tool ( payment Should be with Bitcoin)¢

¢ so if you want your files dont be shy feel free to contact us and do an agreement on price¢
¢ !l or Delete you files if you dont need them !!!¢Your ID :TQFHAEMWJL2U***

our Email :decodevoid@gmail.com

In Case Of No Answer :docodepepe@gmail.com

Bapuasr ot 8 okTs0ps 2020:

Pacmvpenue: .Encrypted

CocraBHoe pacinupenue (11absion): .[email_ramsom][<ID{15}>].Encrypted

CocraBHoe pacimpenue (npumep): .[EnceryptedFiles@tutanota.com][GY0ZUXN421RIA6D].Encrypted

3ammcka: 'INFO.HTA
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Email: EnceryptedFiles@tutanota.com, ReturnEncerypted@tutanota.com

> B 3amucke Terepb UCMOIb3YOTCS [1Ba OHIaHH-U300pakKeHusI:
https://www.kaspersky.com/content/en-global/images/repository/isc/2017-images/encryption.jpg
https://www.iconsdb.com/icons/preview/red/lock-xxl.png

» CopiepkaHue 3arm1cKu:

11! Your Files Has Been Encrypted !!!# your files has been locked with highest secure cryptography algorithm ¢
¢ there is no way to decrypt your files without paying and buying Decryption tool¢

¢ but after 48 hour decryption price will be double¢

¢ you can send some little files for decryption test

¢ test file should not contain valuable data¢

¢ after payment you will get decryption tool ( payment Should be with Bitcoin)¢

¢ so if you want your files dont be shy feel free to contact us and do an agreement on price¢

¢ !!1 or Delete you files if you dont need them !!!'¢Your ID :GY0OZUXN421RIA6D

our Email :EnceryptedFiles@tutanota.com

In Case Of No Answer :ReturnEncerypted@tutanota.com

Bapuasr ot 13 okTaopsa 2020:

Pacumpenue: .ninja

CocraBHoe pacmmpen#e (1mabsoH): .[email_ramsom][<ID{15}>].ninja

CocraBHoe pacimpenue (npumep): .[dr8002dr@mailfence.com][EIPDQY84TM6X1V2].ninja
3armicka: !INFO.HTA

Email: dr8002dr@mailfence.com

Bapuasr ot 14 okTaopsa 2020:

Pacmvipenue: .lalaland

CocraBHoe pactupenue (11a6son): .[email_ramsom][<ID{15}>].lalaland

CocraBHoe pacimpenue (pumep): .[recoverl0@tutanota.com][LIEPSWCT1JBDSVZ].1alaland

3armmcka: 'INFO.HTA
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Pesynbrartel aHamu3os: VT + IA

Bapwuasr ot 17 okTaopsa 2020:

Pacumpenue: .Peace

CocraBHoe pacmupenue (11a6son): .[email_ramsom][<ID{15}>].Peace
CocraBHoe pacimpenue (mpumep): .[peace491@tuta.io][UTIORO8BLY SBGXF3D].Peace
3armcka: !INFO.HTA

Email: peace491@tuta.io

Pesynbratel ananuzos: VT + IA

» OOHapy>KeHHUsT:

DrWeb -> Trojan.Encoder.32640

ALYac -> Trojan.Ransom. VoidCrypt

Avira (no cloud) -> TR/AD.OuroborosRansom.fkiqo

BitDefender -> DeepScan:Generic.Ransom.AmnesiaE.*

ESET-NOD32 -> A Variant Of Win32/Filecoder.Ouroboros.E

Malwarebytes -> Ransom. VoidCrypt

Bapuasr ot 23 okTabdpsa 2020:

Pacummpenue: .Hidden

CocraBHoe pacmupen#e (1mabsoH): .[email_ramsom][<ID{15}>].Hidden
CocraBHoe pacimpenue (mpumep): .[Wannadecryption@gmail.com][J61FB5P23IKT***]. Hidden
Email: Wannadecryption@gmail.com

3anmcka: ! INFO.HTA

» CopiepkaHue 3aricKu:

I Your Files Has Been Encrypted !!!

¢ your files has been locked with highest secure cryptography algorithm ¢

¢ there is no way to decrypt your files without paying and buying Decryption tool¢

¢ but after 48 hour decryption price will be double¢
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¢ you can send some little files for decryption test

¢ test file should not contain valuable data¢

¢ after payment you will get decryption tool ( payment Should be with Bitcoin)¢

¢ so if you want your files dont be shy feel free to contact us and do an agreement on price¢
¢ !!1 or Delete you files if you dont need them !!!¢

Your ID :J61FB5P23IKT***

our Email :Wannadecryption@gmail.com

In Case Of No Answer :Wannadecryption@gmail.com

10, e Ll Ly n el
T ] T

11330 S
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Bapuasr ot 28 okTaops 2020:

Pacmvpenue: .bitch

CocraBHoe pacimmpen#e (1mabsoH): .[email_ramsom][<ID{15}>].bitch

CocraBHoe pacimpenue (npumep): .[sleepmel34@gmail.com][Z7G1J92VROQT***].bitch
Email: sleepme134@gmail.com

Bapwuasr ot 29 okTaopsa 2020:

Pacmvpenue: .exploit

CocraBHoe pacinupen#e (11a6sioH): .[email_ramsom][<ID{15}>].exploit

CocraBHoe pacmupenue (ripumep): .[alix1011@mailfence.com][IGR4AQWBC1HO2JNY ].exploit
3aricka: !INFO.HTA

Email: alix1011@mailfence.com
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Pesynerartel aHanu3os: VT + IA

BapwuasT ot 16 Hosi0ps1 2020:

Pacumpenue: .honor

CocraBHoe pacmupenue (ripumep): .[honorsafe@keemail. me][ XX XXX X XXX XXXXXX]*.honor
Email: honorsafe@keemail.me, honorsafe@protonmail.ch

ITop * - pasHble HOMepa.

3armicku: 'INFO.HTA, 'INFO2.HTA

:‘ HNNFCEHTA
o o Wl ol e T 4 [hanoe wa e keemallme] L TOESZEFFOFI DL Fonio
et = diewrs salmmel 5 [Fonorsale @ kesmail me]|LTORS2ETFOFINIULE hora

Bapwuasr ot 1 gekadps 2020:

Pacmvipenue: .help

CocraBHoe paciupenue (mpumep): .[galivertones@aol.com ][ XXX XXX XXX XXXXXX].help
3aricka: !INFO.HTA

Pesynbrarel ananmmsos: VT + IA

Bapuanr ot 3 gekadps 2020:

Pacummpenue: .Void

Email: 666lilium666@gmail.com, gregoryluton021021@gmail.com

ITo coob1eHuto MocTpasiaBiuero, 0OMaHbIBAIOT, He TIPeJ0CTaBIISIOT 1eIIU(POBKY, XOTIT OOJbIIIe /leHer.
BapuasT ot 7 gekabps 2020:

Pacmvipenue: .Spade

CocraBHoe pacuvpenue (npumep): .[lossdata@tutanota.com][1IKUGSZMEY0JRP5T].Spade
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Email: lossdata@tutanota.com

Bapmuasnr ot 11 geka6ps 2020:

Pacmvipenue: .mifr

CocraBHoe pacmupenue (ripumep): .[Hiden_pro@aol.com][VAIO8SP61LHCXZ9].mifr
3aricka: !INFO.HTA

Email: Hiden_pro@aol.com, Hiden_pro@tutanota.com

Bapuanr ot 13 aekabps 2020:

Pacmvipenue: .Sophos

CocraBHoe pacmmpenue (ripumep): .[encryptadm@criptext.com][ VAICXP61L8S5XY5].Sophos
3anucka: INFO.HTA

Email: encryptadm@criptext.com, decryptadm@criptext.com

®aiin npoekra: C:\Users\Legion\source\repos\curl\Release\curl.pdb

®atin: LOL.exe

Pesynwrartel aHanmu3os: VT + IA

ey e

=== 2021 ===
Bapmuanr ot 4 siuBaps 2021:
Pacumpenve: hmmmmmmmm

CocraBHoe pacivpenue (mpumep): .[Windows358@tuta.io][SAMUPTGESILJF2QNK].hmmmmmmmm
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3armmcka: 'INFO.HTA

Email: Windows358@tuta.io, windows358@mailfence.com

BapmuanrT ot 6 ssHBaps 2021:

Pacmvipenue: .heirloom

3armcka: INFO.HTA

CocraBHoe pacimpenue (pumep): .[rebkeilo@gmail.com][NZX1ICIGYJMSH6K].heirloom

Email: rebkeilo@gmail.com, decode.emf@tutanota.com

Bapmuanr ot 10 suBaps 2021:

Pacimpenve: .hmmmmm
CocraBHoe pacmmpenue (npumep): .[Adm0251@tuta.io][PO9TIVIUSMWAC2Y 5].hmmmmm
Email: Adm0251@tuta.io, Aser51a0@protonmail.io

3armucka: 'INFO.HTA
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BapuaHT siHBaps uiu deppasis:

Pacmmipenue: k2

CocraBHoe pacimpenue (npumep): .[Helpforfiles@xmpp.es][3BR1IEOSWNIM7A6DQ].k2
3armicka: !INFO.HTA

Email: helpforfiles@xmpp.es, helpforfiles@cock.li, helpforfiles@criptext.com

Bapmuanr ot 22 siuBaps 2021:

Pacummpenue: .Spade

.[whiopera@tutanota.com][UZ82E3JFASPT476].Spade

3aricka: !INFO.HTA

Email: whiopera@tutanota.com, whiopera@aol.com

o

Yaour Files has Been Epcrypred
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» CopiepkaHue 3aricKu:
Your Files has Been Encrypted
Your Files Has Been Encrypted with AES + RSA Algorithm

If You Need Your Files You Have To Pay Decryption Price
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You can Send Some Little Files Less Than 1MB for Test (The Test Files Should not Contain valuable Data Like
Databases Large Excel Sheets or Backups

After 48 Hour Decryption Price Will be Doubled so You Better Contact us Before Times Up

Using Recovery Tools or 3rd Party Application May cause Damage To Your Files And increase price

The Steps You Should Do To Get Your Files Back:

1- Contact Email on Files And Send ID on The Files Then Do agreement on a Price

2- Send Some Files for Decryption Test ( Dont Pay to Anyone Else who is Not Able to Decrypt Your Test Files!)
After Geting Test Files Pay The price in Bitcoin And Get Decryption Tool + RSA key

Your Case ID :XXXXXXXXXXXXXXX

Our Email : whiopera@tutanota.com

In Case Of No Answer : whiopera@aol.com

Bapwuanr ot 16 deBpans 2021:

BuarMo BapHaHT aHAIOTHYUHBIN MPeJbIAYIeMy. JTO TOATBEP>KIAET, UTO OH MPOJO/KAET PacIpoCTPaHITHCS.
Pacumpenue: .Spade

CocraBHoe paciupenue (npumep): .[whiopera@tutanota.com][9E3ANH7AGLM5T1BV].Spade

Email: whiopera@tutanota.com, whiopera@aol.com

3armcka: 'INFO.HTA

o

Your Files has Been Encrypted

Wanr Files Was Neen Encrypoed with AES = BS54 Algorithm
Bl Yo Seed Yeur Filn You Have To Fay Deeryplicn Frice
¥ow can Send Some Lide Fiies Lass Than DM far Test (The Test Fils Shoukd ot Cantals valushie
Data Like Databanes Large Eved Sheels or Backegs
ANer 48 Haer Deeryplien Frice Wl be Dosbikd o0 Yau Betéor Cantart us Bedars Thmss Lp
Using Weeovery Teols or 3rd Farty Application May cauns: Damage To Yeur Filo And istrease price

Ther Sdrps Veu Shasld Do To Gori Your Files Beck:
1- Cimliet Eimail g Filed Asd Seid 1D am The Filo 1Thia D ignntdoeal 80 & Frioe
2 Srad Seemse ke far Deerypion Tesd [ Daed Pay o Aoyane Elve wbo is Sl Able to Deeryps Yeur Lesi
Fikslp
Alcr Lertiag Lest Fes 'ay The price is Biicoin Apd Gol Decrypion Lool + B5SA ey

Yaur Cawe 1D FEEN THTLMYAATEL
Our Emuil | whisperad istanolsiom
s Cave O No Anywer : whisporaissloom

Bapuanr ot 25 deBpans 2021:

Pacumipenue: .Snoopdogg
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CocraBHoe pacimpenue (mpumep): .[Openfileyou@protonmail.com][MJ-MJ3902574681].Snoopdogg
3aricka: Decrypt-me.txt

Email:Openfileyou@protonmail.com, Openfileyou@mailfence.com

e |

CreruanbHble ¢aiinbl: idk.txt, pkey.txt, prvkey2.txt, prvkey?2.txt.key, prvkey*.txt.key, prvkey3.txt.key
@atin: Openfileyou@protonmail.com.exe (go6apssieTcss B ABTO3arpysKy)

Pesynbrartsl ananuzos: VT + IA

» OOHapy>KeHHUsT:

DrWeb -> Trojan.Encoder.33514

ALYac -> Trojan.Ransom. VoidCrypt

BitDefender -> DeepScan:Generic.Ransom.AmnesiaFE.4685843F

ESET-NOD32 -> A Variant Of Win32/Filecoder.Ouroboros.G

Ikarus -> Trojan-Ransom.Ouroboros

Malwarebytes -> Generic.Malware/Suspicious

Microsoft -> Trojan:Win32/Ymacco.AA16

Rising -> Trojan.Filecoder!8.68 (CLOUD)

Tencent -> Win32.Trojan.Filecoder.Swvd

TrendMicro -> TROJ_GEN.R002H09BP21

BapuanT ot 16 mapra 2021:

Pacmvipenue: .Backup

CocraBHoe pacivpenue (npumep): .[unlockdata@criptext.com][MJ-XK8920513570].Backup
3anmcka: Decrypt-me.txt

Email: unlockdata@criptext.com, unlockdata@rape.lol

BapwuasT ot 25 mapra 2021:

Page 26 of 42


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh_TxjuR9Iff_SIqDCjOZ14j_DUDDhjUK_H5EDU3pKcBH7pfvQXpsXMrXaq4pRWwqhOd-K-CZjO2xUlwzBXDuNtBHvJ0ukxoITFdiT1ZzNZyVDnD1zmymnyksinqG0VJZT06Kim1C3BagA/s1062/note-25-2-21.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh_TxjuR9Iff_SIqDCjOZ14j_DUDDhjUK_H5EDU3pKcBH7pfvQXpsXMrXaq4pRWwqhOd-K-CZjO2xUlwzBXDuNtBHvJ0ukxoITFdiT1ZzNZyVDnD1zmymnyksinqG0VJZT06Kim1C3BagA/s1062/note-25-2-21.png
https://www.virustotal.com/gui/file/162c90e6e8a1b019ed7272b16b2307cbbdb0bac09acec116fb6c3619c86794c4/detection
https://analyze.intezer.com/analyses/eeb13188-de47-4c71-8863-7d8f3dbaf321

https://id-ransomware.blogspot.com /2020/04 /void-voidcrypt-ransomware.htm|

Pacmvipenue: .Extortionist

CocraBHoe pacmupenue (ripumep): .[openthefile@tutanota.com][MJ-WV0183796245].Extortionist
Email: openthefile@tutanota.com, openthefile@tutanota.com

Bapmuanr ot 1 anpens 2021:

Pacumpenue: .Acrux

CocraBHoe pacimpenue (npumep): .[decodeacrux@gmail.com][MJ-ZV7502894316].Acrux
3anucka: Decrypt-me.txt

Email: decodeacrux@gmail.com, decodeacrux@msgsafe.io

BapuanT ot 12 anpens 2021:
Pacummpenue: .hydra
CocraBHoe pacimmpenue (pumep): .[wyooy@tutanota.com][MJ-XXXXXXXXXXXX].hydra

3anmcka: Decrypt-me.txt

Pacnonoyxenus:

C:\Users\Legion\source\repos\last project\Release\curl.pdb
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\StartUp\wyooy@aol.com.exe
Dailn: wyooy@aol.com.exe

Pesynerartel aHanu3os: VT + TG

» OOHapy>KeHHUsT:
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DrWeb -> Trojan.Encoder.33834

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1
ESET-NOD32 -> A Variant Of Win32/Filecoder.Ouroboros.G
Kaspersky -> HEUR:Trojan.Win32.Stosek.gen

Malwarebytes -> Ransom.FileCryptor

Microsoft -> Ransom:Win32/HydraCrypt. PAAIMTB
Qihoo-360 -> Win32/Ransom.Amnesia. HwoCiSgA

Rising -> Trojan.Filecoder!8.68 (CLOUD)

Tencent -> Win32.Trojan.Stosek.Wncv

TrendMicro -> TrojanSpy.Win32. AMNESIAE.USMANDC21
Bapwuanr ot 28 anpesnst 2021:

Pacuipenue: .Dpr

CocraBHoe pacivpenwue (ripumep): .[Decode@criptext.com][MJ-HJ1650237498].Dpr
3armmcka: Decrypt-me.txt

Email: Decode@criptext.com, Howtodecrypt@elude.in

Bapmuanr ot 1 masn 2021:

Pacmvipenue: .Musk

CocraBHoe pacivpenue (ripumep): .[xmasnpor@tuta.io][MJ-KI18624530179].Musk
3anucka: Decrypt-me.txt

BapwuaHnr ot 6 mas 2021:

Pacmmpenne: .Revenant
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CocraBHoe pacimpenue (mpumep): .[<email>][MJ-XXX XXX XXX XXX].Revenant
3aricka: Decrypt-me.txt

Email: xsmaxs@tutanota.com, xsmaxs@aol.com

®daiin: xsmaxs(@tutanota.com.exe

Pesynwrartel aHanu3os: VT + HA + IA

» OOHapy>KeHHs:

DrWeb -> Trojan.Encoder.33910, Trojan.Encoder.34144

ALYac -> Trojan.Ransom. VoidCrypt

BitDefender -> DeepScan:Generic.Ransom.AmnesiaE.5182A77C

ESET-NOD32 -> A Variant Of Win32/Filecoder.Ouroboros.G

Malwarebytes -> Ransom. VoidCrypt

Tencent -> Win32.Trojan.Stosek.Piam

TrendMicro -> Ransom.Win32.VOIDCRYPT.SM

Bapwuasnr ot 28 mas 2021:

Pacmvipenue: .poker

CocraBHoe pacimpenue (pumep): .[poker021@mailfence.com][MJ-AY9754083261].poker
3anumcka: Decrypt-me.txt

Email: poker021@mailfence.com, poker021@tutanota.com

HomnonuurtensHo: CPU/GPU miner XMRig
@aiin npoekra: C:\Users\legion\source\repos\last project\release\curl.pdb
Pesynwrartel aHanusos: VT + HA + IA + TG

» OGHapy>KeHHs:
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DrWeb -> Trojan.Encoder.33514

ALYac -> Trojan.Ransom. VoidCrypt

BitDefender -> DeepScan:Generic.Ransom.AmnesiaE.99954073
ESET-NOD32 -> A Variant Of Win32/Filecoder.Ouroboros.G
Kaspersky -> HEUR:Trojan.Win32.Stosek.gen

Microsoft -> Ransom:Win32/HydraCrypt. PAAIMTB

Rising -> Trojan.Filecoder!8.68 (CLOUD)

Symantec -> ML.Attribute.HighConfidence

Tencent -> Win32.Trojan.Stosek.Hpc

TrendMicro -> Ransom_HydraCrypt.R002CODDH21

Ecmb nponyujetHble apuaHmnL...

BapwuanrT ot 3 aBrycra 2021:

Pacmvpenue (nmpumep): .[email][ID].grandeur

Bapwuant ot 24 aBrycra 2021:

Pacumpenue: K2

CocraeHoe pacimpenue (npumep): .[Helpforfiles@criptext.com][MJ-KC0647293158].K2
Email: Helpforfiles@criptext.com

BapuanT ot 1 cenTsaopsa 2021:

Pacumpenue: .Jwan

CocraBHoe pactupenue (ripumep): .[iwantfiles2016@gmail.com][MJ-RQ2376815072].Iwan
Email: iwantfiles2016@gmail.com, Backupyourfiles2016@gmail.com

3arucka: Read-this.txt
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T sl - Thid et Motrpad O x
Fie Ede Format Yiew Help
A01 Your Files Has Been Encrypled

Yiou Have to Pay to Get Your Files Back
=G ta C:'\Pragramlata’, or in Your other Drives and send L
prvkey®.txt.key file , * might be a mmber (like this :

prokayd. tet. key)

2=You can send some file little than Imb for Decryptlon test to trust
us But the test File sheuld mot contaln valusble data

F-Payment should be with Bitcodn

4-Changing Windows without saving prvkey.txt.key file will cause
permanete Data less

fur Enall;:iwantfiles2élé@gmalil.com

in Case of no Answer;Backupyourfliles28]l6@gmail . com

Bapuanr ot 13 centsnops 2021:

Pacumpenye: Jambda

CocraBHoe pacmmpenue (ripumep): [whirmx@gmail.com][MJ-LB0625153567].lambda

3arvcka: Read-this.txt
Email: whirmx@gmail.com, whirmx@tutanota.com
Bapwuasr ot 21 cenTaops 2021:

Pacummpenue: .crm

CocraBHoe pacimpenue (pumep): .[poytemol@gmail.com][MJ-LB0726138549].crm

3anmcka: Read-this.txt
Email: poytemol@gmail.com
BapwuasT ot 26 cenTaopsa 2021:

Pacumpenue: .temlown

CocraBHoe pacimpenue (mpumep): .[noitanimodd@gmail.com][MJ-WA9473106825].temlown

3amucka: Read-this.txt

Email: noitanimodd@gmail.com, temloown@tuta.io
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Bapwuasr ot 8 okTs0pst 2021:

Pacummpenne: .ADA

CocraBHoe pacimpenue (mpumep): .[kixonw@gmail.com][MJ-XXXXXXXXXXXX].ADA
3ammucka: read-me.txt

Email: kixonw@gmail.com, kixonw@tutanota.com

@aiin kmoua: prvkey.txt.key

BapuasT ot 24 Hos0ps 2021:

CocraBHoe pactupenue (ripumep): .[RansomwareSupport@zohomail.com][MJ-XXXXXXXXXXXX].crypyt

3amucka: Read-this.txt

Email: RansomwareSupport@zohomail.com, AppleRansomware1024@tutanota.com

BapuaHT ot 7 gekadps 2021:
Pacmvipenue: .wixawm
CocraBHoe pacimpenue (npumep): ,(MJ-TE8273190645)(wixawm@gmail.com).wixawm

3ammmcku: Decryption-Guide.txt, Decryption-Guide. HTA
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Email: wixawm@gmail.com

Pesynwrartel ananusos: VT + TG

» OO6Hapy’>KeHusI:

DrWeb -> Trojan.Encoder.34724

ESET-NOD32 -> A Variant Of Win32/Filecoder.Ouroboros.G
Microsoft -> Ransom:Win32/Taleb.PAA!MTB

Tencent -> Malware.Win32.Gencirc.11dacb8a

TrendMicro -> Ransom.Win32.Wixawm. THLAOBA
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BapuanT ot 12 feka6ps 2021 win paHbIe:

Pacmmipenue: Wdilium

CocraBHoe pacmupenue (ripumep): .[Open_file@tutanota.com][I[0QNXLFZ5CHA350].lilium
3armicka: openFiles.txt

Email: Open_file@tutanota.com

A apenFleiian — Baso

| DaAn  [Mpanca  Dopuwar  Bag  Crganca
hi &
if ywou want your files send mail to

apen_flef@tutanota . com

open_file@tutanota.com

5] ;:Hrl_‘llr'x';l.'l_l_ll_.vsrlnl_d OO

open_file@tutanota.com

apen_flsfiutanota . com

i open_filef@tutanota.com

open_flefiutanota.com

Bapwuasr ot 26 aekabps 2021:

Pacmmipenue: .killer

CocraBHoe pacimpenue (mpumep): .(MJ-UW3765438901)(Dark_evil@tutanota.com).killer
3armicku: Decryption-Guide.txt, Decryption-Guide. HTA

Email: Dark_evil@tutanota.com
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=== 2022 ===

Bapuant ot 20 ssuBaps 2022 vy paHbIie:

Pacummpenue: .wixawm

CocraBHoe pacimpenue (npumep): ,(MJ-KM5452617602)(helpcenter2008@gmail.com).wixawm
3ammucku: Decryption-Guide.txt, Decryption-Guide. HTA

Email: helpcenter2008@gmail.com

Opyrue gaiiner: IDk.txt, pkey.txt, RSAKEY.key
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Frwd Toar File

gomd leat vamrr of Herin aprre B #uasmpdr apal vk 1l
From a5 bapprad

Vornr Coee 11 1 MR —
Uar Emnl:beiprester i guuicem

Bapuasr ot 7 deBpans 2022:

Pacumpenue: .Godox

CocraBHoe paciupenue (mpumep): .(MJ-PH7316520894)(Folperdock@gmail.com).Godox
3arnucku: Decryption-Guide.txt, Decryption-Guide. HTA

Email: Folperdock@gmail.com

@atin: Taleb.Ransom.exe

Pesynbrarel anammsos: VI + IA + TG + TG + AR

» OGHapy>KeHHs:

DrWeb -> Trojan.Encoder.34668

BitDefender -> DeepScan:Generic.Ransom.AmnesiaE.0C6334A1
ESET-NOD32 -> A Variant Of Win32/Filecoder.Ouroboros.G
Microsoft -> Ransom:Win32/Taleb.PAAIMTB

TrendMicro -> Ransom_Taleb.R0O02CODBN22
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https://analyze.intezer.com/files/4b78968928cfa5437ffdd56a39a5ea8c10a7b6dc5d3f342d003260088876b3cf?vt
https://tria.ge/220308-263p9abfb4/behavioral1
https://tria.ge/220325-hsddnafgel/behavioral1
https://app.any.run/tasks/235aa48c-23b0-419e-a3f3-04966c356b51
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Bapmuanr ot 1 mapta 2022:

Pacummpenue: .help

CocraBHoe pacivpenue (mpumep): .[marcosmelborn@aol.com][MJ-IL7853194653].help
3arnucku: Decryption-Guide.txt, Decryption-Guide. HTA

Email: marcosmelborn@aol.com

®aiin: marcosmelborn@aol.com.exe

Bapmuant ot 17 mapra 2022:

Pacmipenue: .Joker

CocraBHoe pacimupenue (npumep): .(MJ-Y15718946543)(decryptionmypc2017@gmail.com).Joker
3ammucku: Decryption-Guide.txt, Decryption-Guide. HTA

Email: decryptionmypc2017@gmail.com
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Bapwuanr ot 8 anpens 2022:

Pacumpenue: .Gilfillan

3arnucku: Decryption-Guide.HTA, Decryption-Guide.txt
®aiin: windows update.exe

Pesynwrartel aHanu3os: VT + IA

Bapuanr ot 8 anpens 2022:

Pacmmipenue: .Cj

3ammcku: Decryption-Guide.HTA, Decryption-Guide.txt
Email: decryptcj@gmail.com

@aitn: decryptcj@gmail.com.exe (urfusjw4y.dll)

Pesynbrartel ananusos: VT

OO6Hapy)XeHUs:

DrWeb -> Trojan.Encoder.35172

BitDefender -> DeepScan:Generic.Ransom.AmnesiaE.40F5C717
ESET-NOD32 -> A Variant Of Win32/Filecoder.Ouroboros.G
Microsoft -> Trojan:Script/Phonzy.A!ml

TrendMicro -> TROJ_GEN.R002COWD822

Bapwuanr ot 17 mas 2022:

Pacmpenue: .BTC

CocraBHoe pactupenue (ripumep): .(MJ-GW8351096274)(RansomwareSupport@ZohoMail.com).BTC
3anmcka: unlock-info.txt

Email: ransomwaresupport@zohomail.com

Pesynbrartel aHanmu3os: VT + IA

Bapmuanr ot 31 mas 2022:

Pacmvipenue: .moonshadow

3anmcku: Decryption-Guide.HTA, Decryption-Guide.txt
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https://www.virustotal.com/gui/file/a2f2dd87734611c1e2611f628e700064e060243614bdc1079cac8ae35bd2b32b
https://analyze.intezer.com/files/a2f2dd87734611c1e2611f628e700064e060243614bdc1079cac8ae35bd2b32b?vt
https://www.virustotal.com/gui/file/cafe072e2872b2bc171c6423c842dc2bd69261d2ebad7abe06483d17ff836e8d
https://www.virustotal.com/gui/file/28a336f7782290cfbe6f91b1a93a99c25c1fe77e78c47311232a7e6ef25913b1/detection
https://analyze.intezer.com/analyses/2ba5b006-b40c-444d-b69c-3483409b9ff0
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@aitn: 3bbum7zjr.dll

Pesynwrarel aHanmsa: VT + IA

Bapwuanrt ot 4 utoHs 2022:

Coobenue: twitter.com/pcrisk/status/1533690435566288897
Pacmmipenue: linda

3armcka: !INFO.HTA

@aiin: edeg0dg52.dll

Pesynbratel ananuza: VT + IA

Bapmuant ot 13 uronsa 2022:

Coobirenue: twitter.com/pcrisk/status/1547546065632694276
Pacmmpenne: MRN

3anmcka: unlock-info.txt

I0C: VT: MD: 73489e8d0610d9c2b4b5d97789133f8b
Bapwuant ot 21 urons 2022:

Coobmienue: twitter.com/pcrisk/status/1551478801816866816
Pacumpenue: .1more

3ammumcka: unlock-info.txt

IOC: VT: MD: af3698b5f8e8c43074elc51dcc6aff18
Bapmuant ot 30 urons 2022:

Coobijenue: twitter.com/pcrisk/status/1554065353839452162
Pacuipenue: .Payt

CocraBHoe paciupenue (mpumep): .[MJ-XXXXX XXX XXXX](<email>).Payt
3armmcka: ReadthisforDecode.txt

I0C: VT: MD: ¢92ba13959091b5c8d438c24f437f6af
BapmuanrT ot 4 aBrycra 2022:

Pacmmpenne: .RAH
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CocraBHoe pacimpenue (mpumep): .[MJ-XXXXX XXX XXX X](RansomewareBits@mailfence.com).RAH
3armmcka: ReadthisforDecode.txt

BapwuasrT ot 5 aBrycra 2022:

Coobenue: twitter.com/pcrisk/status/1556887267809153024

Pacmmmpenue: .Oiltraffic

3ammumcka: unlock-info.txt

BapuanT ot 7 aBrycra 2022:

Coobirenue: twitter.com/pcrisk/status/1556886297381322753

Pacmmpenue: .Daz

3anmcka: unlock-info.txt

IOC: VT: MD: 21bfc5127d982f61c676cb3276834298

BapwuanT ot 7 aBrycra 2022 vy paHblile:

Pacumpenue: .Ayakashi

CocraBHoe pacimpenue (mpumep): .[MJ-AT361 XXX XXX X](trustandbussiness@gmail.com). Ayakashi
3armmcka: ReadforDecode.txt

Email: trustandbussiness@gmail.com, incaseofnoanswer@zohomail.eu

BapwuanT ot 16 mapra 2023 viu paHblile:
Pacimmmpenne: RYKCRYPT

CocraBHoe pacimpenue (pumep): .(CW-Z2T6289431075)(encoderdecryption@gmail.com).RYKCRYPT
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3armmcka: unlock-info.txt

Email: encoderdecryption@gmail.com, encoderdecryption@yandex.ru

Opyrue daiinel: IDk.txt, pkey.txt, RSAKEY.key

[T e ——

-

JTa CcTaThsl OUeHb CU/IBHO IleperpyykeHa 3/eMeHTaMU U 3aKpbiTa
MobapieHre HOBBIX BAPUAHTOB B 3Ty CTAThIO OBIIO MPEKPAI|eHO

BapI/IaL[I/II/I W OTBETBJIEHHWS OIMUCAHBI B IDYTUX CTATbAX ﬂaI/I,IL)KECTa

BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS

http: 4
k Read to links:

Tweet on Twitter: myTweet
ID Ransomware (ID as VoidCrypt)
Write-up, Topic of Support

*
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https://id-ransomware.blogspot.com /2020/04 /void-voidcrypt-ransomware.htm|

Thanks:
Andrew Ivanov (author), Michael Gillespie

dnwls@719, Kangxiaopao, Sandor, Emmanuel_ADC-Soft
Intezer Analyze

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/04/void-voidcrypt-ransomware.html
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