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Use

WellMail can archive files on the compromised
host.H

WellMail can exfiltrate files from the victim

machine.[2]

WellMail can decompress scripts received from
c2.ll

WellMail can use hard coded client and

certificate authority certificates to

communicate with C2 over mutual TLS 1121

WellMail can receive data and executable

scripts from cz2.1

WellMail can use TCP for C2 communications.
[l

WellMail has been observed using TCP port
25, without using SMTP, to leverage an open

port for secure command and control

cornrnunications.Llllz:l

WellMail can identify the IP address of the

victim systern.[l]
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Domain ID Name Use

System Owner/User WellMail can identify the current username on

Enterprise =~ T1033 . 1]
Discovery the victim system.
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