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Hakbit Ransomware

Thanos Ransomware

Hakbit (Thanos) NextGen:

Variants: Abarcy, Corona, Ravack, Energy, Pulpit, Narumi, 777 et al.

Thanos-based Ransomware

(mudpoBanbIIMK-BbIMOraTe/b) (MePpBOMCTOYHHK)

Translation into English

ITOT KpUITO-BbIMOTaTe/Tb MG pyeT AaHHbIE TI0/Ib30BaTe el U KOPIOpPaTUBHBIX ceTell ¢ moMolsto AES, a 3aTem
tpebyet BeIKyT 0T 0.03 10 3 BTC, uT065BI BepHYTH (haiinbl. OpurrHaibHOe Ha3BaHMe: B 3aITHCKe He
yka3zaHo. ®aiin MoxkeT Ha3bIBaThes: firefox.exe unmu chrome32.exe, opera32.exe, firefox.exe, server.exe, client.exe

u np. Paspabotka: Hakbit kogupyetcst B .NET.

B 6osbIIMHCTBE C/TyyaeB, r7ie UCI0/Ib30Bascs mudposanbiiuk Hakbit, datiabr MoxkHO GbI0 paciiidpoBarh.
[To3ke CTas UCMO/b30BaThCs O0Jsiee HOBBIM BapUaHT, UCIO/IB3YIOIUI 1udpoBaHue ¢ anroputMoMm RSA. Cepeuc
"ID Ransomware" cTa/ UJeHTUPUIIUPOBATh ero Kak Thanos, B KoTopoM paciirpoBka 6e3 3akpeiToro RSA-
KJIFOUa HEBO3MOYKHa.

O0OHapyXeHHA:

DrWeb -> Trojan.Siggen8.54093, Trojan.MulDrop11.30182, Trojan.EncoderNET.4,

Trojan.Encoder.31029, Trojan.Siggen9.15292, Trojan.Encoder.33405, Trojan.Encoder.33390

ALYac -> Trojan.Ransom.Hakbit

BitDefender - Trojan.Ransomware.GenericKDS.41983308,
IL:Trojan.MSILZilla.6860, Trojan.GenericKD.32996926, Trojan.GenericKD.41982566,

ESET-NOD32 -> A Variant Of MSIL/Agent. THY, A Variant Of MSIL/Filecoder.WZ, A Variant Of
MSIL/Filecoder.Thanos.A

TrendMicro -> Ransom_Stupid.R002CODAR?20, Ransom.MSIL.HAKBIT.A
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© I'eneanorusa: Ransomware Builder (ro3xe ero Ha3zBanu Thanos Ransomware Builder) >> Hakbit > Hakbit
NextGen: Abarcy, Ravack, Corona, Energy, Pulpit, Cryp, Rastar u npyrue 6e3bimMsiHHbIe > Thanes (HoBbIe

BapvaHThl) > Prometheus, Spook

HAKB1V

HBOGP&)KEHI/IE — JIOI'OTHII CTaTbU

K 3ammdpoBanHbM (atinam nodapmsieTcst pacivpenue: .crypted Buumanue! HoBble paciuupenusi, email u
TEKCTBI O BBIKYTIE MO’)KHO HAWTH B KOHIIe CTaThy, B 0OHOBIEeHUsIX. TaM MOTYT OBITb Pa3IMuus C ITePBOHAYATbHBIM

BapUaHTOM.

AXTHBHOCTb 3TOTO KPHUIITO-BBIMOTATe IS TPUIILIAch Ha Hauasio HosOpst 2019 . OpreHTHPOBaH Ha aHIVIOSI3BIUHBIX
T10/Tb30BaTe e, UTo He MeIllaeT pacrpoCTPaHsTh ero 1o BceMy MUpY. BoizaeT cebst 3a datinbl 6pay3epos Google

Chrome, Firefox, Opera.

3amucka c TpeboBaHueM Beikyra Ha3biBaeTcs:: HELP_ ME_RECOVER_MY_FILES.txt

Cojep)XaHue 3alMCKH 0 BBIKYIIe:
Atention! all your important files were encrypted!
to get your files back send 300 USD worth in Bitcoins and contact us with proof of payment and your Unique

Identifier Key.
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We will send you a decryption tool with your personal decryption password.

Where can you buy Bitcoins:

https://www.coinbase.com

https://localbitcoins.com

Contact: hakbit@protonmail.com.

Bitcoin wallet to make the transfer to is: 12grtxACDZkgT2nGAvMesgoM4ADHD6NTaW
Unique Identifier Key (must be sent to us together with proof of payment): *#***

Number of files that you could have potentially lost forever can be as high as: ***

ITepeBop 3anicKu Ha PYCCKHI SI3BIK:

BHVMAHUE! Bce Baiiu Ba>kHble (hatiibl ObUTH 3aiudpoBaHsbi!

yT0OBI BepHYTH CBOU (aiisibl, otripaBbTe 300$ CIIIA B GUTKOMHAX M HATIWIIIMTE HaM C TIOATBEP>KIEHHUEM OTL/IaThl 1
Balll YHUKa/IbHbIN WeHTU(UKATOp KIIroua.

MEI BhIILIIEM BaM MHCTPYMEHT JIeMIH(POBAHUS C BAIIMM JIAYHBIM T1apOJieM Jelr(poBaHUsL.
Tle MO>KHO KyTNUTb OUTKOWHBI:

https://www.coinbase.com

https://localbitcoins.com

KonrakT: hakbit@protonmail.com

buTkoiiH-Komesnexk st repeBopa: 12grtxACJZkgT2nGAvMesgoM4ADHI6NTaW
YHauKaneHb VeHTruduKatop Kimtoua (BeILTATE HAM C TIPO(OM OTIAThI): *****

KonuecTBo aiinioB, KOTOpbIe MOXKETe HaBCer/a MoTepsiTb, MOXKET ObITh: ***

Ipyrum uH(OPMaTopoM >KepTBbI BhICTYTIAeT n300pakeHue wallpaper.bmp, 3amensitoiiiee o6ou Pabouero crona:

Cojep>kaHHe TeKCTa 0 BBIKYIIe:

Atention! all your important files were encrypted!

to get your files back send 300 USD worth in Bitcoins and contact us with proof of payment and your Unique
Identifier Key.

We will send you a decryption tool with your personal decryption password.

Where can you buy Bitcoins:

https://www.coinbase.com
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https://localbitcoins.com

Contact: hakbit@protonmail.com

Bitcoin wallet to make the transfer to is: 12grtx ACJZkgT2nGAvMesgoM4ADHJ6NTaW
Or

ket

ITepeBoj TekcTa Ha PyCCKHIl A3BIK:

BHumaHMe! Bce BalM BakHbIe (aiisibl 3aiM@poBaHb!!

uTOOBI BepHYTh CBOM (hatisibl puiiute 300$ B OUTKOMHAX M KOHTAKT C TPO(}OM OIJIaThl U BalllUM YHUKATbHBIM
WJeHTH(HHUKATOPOM KJTHoua.

MB&! BbIILIIEM BaM JielliidpaTop C BalllMM JTMYHBIM T1aposieM JelluppoBaHUs.

['me MOYKHO KYTIUTh OUTKOWHBI:

https://www.coinbase.com

https://localbitcoins.com

KonrakT: hakbit@protonmail.com

butkoliH-Komienek j1s repeBoga: 12grtxACJZkgT2nGAvMesgoM4ADHI6NTaW

Nm

Kotk

TexHuuecKue geTanu

MoykeT pacnipoCTpaHsSIThCs MyTEM B3/i0Ma uepe3 He3aluileHHY0 KoHurypauuto RDP, ¢ momolipto email-criama
Y BPe/IOHOCHBIX B/IOYKEHUM, 0OMaHHBIX 3arpy30K, O0THETOB, SKCIUIOUTOB, BPEJOHOCHOU PeK/IaMbl, BeO-UHXEKTOB,
(hanbIIMBBIX 0OHOB/IEHUH, TIeperakoBaHHbIX U 3apaKEHHBIX MHCTA/IIATOPOB. CM. TakKe "OCHOBHbBIE CITOCOOBI

pacrmpoCTpaHeHusl KPUIITOBBIMOTaTe el Ha BBO/IHOM CTpaHuIle biiora.

Onymo BCeryla MCTO/b30BaTh AKTYalbHYI0 aHTUBUPYCHYIO 3auTy!!!

Ecrmu BbI ipeHeOperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aIuTol Knacca Internet Security nimm Total Security, To

x0Ts1 ObI flenaiiTe pe3epBHOE KOIMMPOBAaHUE BaXKHBIX (haitios o Metoxy 3-2-1.

» Tlepep 3amyckoM "criut" 6ostee 2 MUHYT.

» UAC He 00xoauT, TpeOyeTcst pa3pellieHre Ha 3amycK.

» Vicrionb3yeT KOMaH/y, UTOOBI [00aBUTBCS B ABTO3arpy3Ky CUCTEMBI:
"C:\Windows\System32\cmd.exe" /C choice /CY /N/DY /T 3 & Del
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"C:\Users\admin\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\lsass.exe

> YnansieT TeHeBble KOITUU (hailsioB.
» Vcnionb3yet cay»k0y MOMCKa BHeITHUX IP-azipecoB:

hxxx://checkip.dyndns.org

Cnucok (aiinoBbIX pacliMpeHuii, nojsepramomuxca mugpoBaHUIo:
910 mokymenTsl MS Office, OpenOffice, PDF, TekcToBbIe datiibl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(aiisiel 06pa3oB, ApXUBHI U TIP.

®daiinebl, cBA3aHHBIE ¢ ’TUM Ransomware:
HELP_ME_RECOVER_MY_FILES.txt

wallpaper.bmp

firefox.exe

chrome32.exe

opera32.exe

gaopj445.exe

ijxvw3i4.exe

<random>.exe - c/lyuaiiHOe Ha3BaHWEe BPeJOHOCHOTO (aiina

SharpExec.pdb - Ha3BaHue npoekTa

Pacnonoxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->
\Temp\qaopj445.exe

3anucH peecTpa, CBsi3aHHbIe ¢ 3TUM Ransomware:

CM. HUXKe pe3y/bTaThl aHaIu30B.
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Your account has been created!

a9

7o dufeatiphp ©

CeTeBble MOJK/TIOUEHNS U CBSA3U:

Email: hakbit@protonmail.com

BTC: 12grtxACJZkgT2nGAvMesgoM4ADHJENTaW

URL: hxxx://hakbit.hostingerapp.com/

hxxxs://hakbit.000webhostapp.com/

URL usob6paxenwst: hxxxs://hakbit.000webhostapp.com/013.jpg

URL Ha cdatinbr:
hxxxs://raw.githubusercontent.com/anthemtotheego/SharpExec/master/CompiledBinaries/SharpExec_x64.exe
hxxxs://raw.githubusercontent.com/anthemtotheego/SharpExec/master/CompiledBinaries/SharpExec_x86.exe

Taxum obpa3om sicHo, uTo ucrnonb3yet SharpExec.

Pe3yJ'leaTbI dHA/IN30B:
® Hybrid analysis >>

Z VirusTotal analysis >>

# Intezer analysis >>

2 ANY.RUN analysis >> AR>>
X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

% AlienVault analysis >>
%] CAPE Sandbox analysis >>
D JOE Sandbox analysis >>

CrerneHb pacripoCTPaHEHHOCTH: CPeHsIs.

[ToppobHele cBefeHus: cobuparoTcs pery/sipHo. [Ipuckinaiite 06pasLibL.

=== KoHCTpPYKTOp U Aemin(pOBIINK ===

Mogenbio pacripocTpaHeHus siBisieTcst RaaS, mmidpoBaibIivK pacipoCTpaHseTcs IOCPeiCTBOM KOHCTPYKTOPA,
KOTODBLIM M03BOJIsIET CO3/laTh KOH(Urypallyio caMoro 1u(poBanblivKa U AelndpoBIIvK 1oy Hero. B
KOHCTPYKTOPe HeMaJsio HaCTPOeK: Kak 6a30BbIX (paciiypeHue 3airhpoBaHHBIX (HaiioB, COIEP)KUMOEe U UM

3arMCKH, afjpec AJIs OTUIaThl), TaK U Oosiee IPOABUHYTHIX (00(yCKaLys Kojja; caMoyzjaieHne; OTK/IIoueHHe
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Windows Defender; o6xox Antimalware Scan Interface (AMSI); ocBobokzeHue (haitioB, 3aHATBIX APYTHUMU
TIpoIleccam¥; 3allyTa Mpoliecca MMQPOoBabIIUKa; TPeJOTBPallleHe CHa; 3a/IePyKKa UCTIOTHEeHUsT; ObICTPBIN
pexxuM 1M poBaHys Jyis OombIImx (aiiios; ycTaHOBKA paclIMpeHuH /s mrdpoBaHust; BEIOOp criocoba
yBeJOMJIeHUsI >KePTBEI). B ceTi MO)KHO HaliTU yTeKIInii KOHCTPYKTOP. CKOpee BCero, ero BhIIOKHU OAWH U3
KYNUBLIMX ero orepaTtopoB. B KauecTBe 3alllUTHI B KOHCTPYKTOP BCTpoeHa rposepka HWID — 310 roBopur o

TOM, UTO €r0 COOUPArOT M0/ KOHKPETHOE YCTPOWMCTBO Oreparopa.

HemmdpoBIIUK 1103BOJIsIeT paciirdpoBarh (aisibl 3a cueT ueHTU(UKAaTOpa MOoIb30BaTe s, KOTOPbIi
npefcTaBnsieT coboii 3aimppoBaHHbili RSA-K/H0U (B pa3HbIX BEPCUSIX PUMEHSIFOTCS Pa3Hble CHMMETPUUHBIE

aJITOPUTMBI IIU(PPOBaAHUS).

W3 pa3muHbIX 00pa3iioB MM(poBaIbIIUKa U3BeCTHBI pa3Hble CXeMbI IH(POBaHMUS:
- O[IMH KJTH0Y [171s1 BCeX (haiinoB, mmdposadue 1o Salsa20;

- pasHble K/rouu 715 Bcex (paiinos, mwmdpoBanue mo Salsa20;

- OJIMH KJTIOY [I7Tst BceX (haiiioB, MpoITyIeHHbIN uepe3 GyHKIHIO mpeodpa3zoBanus Kitoua PBKDF2, u
nmdpopanue o AES-256 CBC;

- O[JVH KJ/I10Y 17151 Bcex (haitios, npomnyiteHHsli uepe3 PBKDF2 ¢ 1000 urepauuii A1st Maneix aiinos u 50 000

urtepanuit st 6ombiux (>15 MB), 3arem mmdposanue o AES-256 CBC.

=== BJIOK CCBI/IOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

UNLOCK

B HekoTopbix cnyvasax caninbl MOXHO pacluimdpoBaTh.

Ckavavite pewmndpoBuimnk ot Emsisoft >>
**k%

Pacwmndposatb hainbl MOXKHO y BapuaHTOB, unaeHTuduumpyembie kak Hakbit.

Mainbl 3awundposaHHble Thanos (McnpaBneHHoOW Bepcuern) He paclimdgpoBaHb.

http:
k Read to links:

Tweet on Twitter + Tweet + myTweet

ID Ransomware (ID as Hakbit and as Thanos)
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to the victims who sent the samples

=== UICTOPUSA CEMEVCTBA === HISTORY OF FAMILY ===

KpunrokoHcTpyKkTop "Ransomware Builder" (HyseBbie Bepcu) - fio oKTss6pst 2019.
KpunrokoHcrpykrop "Targeted Private Ransomware Builder" - ¢ 10 okrsiopst 2019.
KpurnitokoHcTpyKTOp "Private Ransomware Builder v. 2.0" - ¢ 20 okTs6pst 2019.

Hakbit Ransomware - ¢ Hos10ps1 2019 Ha 0CHOBe OZIHOM W3 PaHHUX BepCHi KPUTTTOKOHCTPYKTOpA.
Private Ransomware Builder v. 2.1 - gekabpsb 2019.

Private Ransomware Builder v. 2.2 - auBaps 2020.

Thanos Ransomware (dhakTruecku ucrpas/eHnHbiii Hakbit, Ha ocHoBe Gosiee HOBOM BepCHH
KPUITTOKOHCTPYKTOPA) - PUMEPHO C HOs10Psi-7ieKabpsi 2020; He MoXKeT ObITh pacirdpOBaH C MOMOIIIBIO TOTO XKe

cniocoba, KOTOphId NMpUMeHsiics Ayist paciuudposku Hakbit-BaprianTos.

0e3pIMAHHBII NpeAmecTBeHHUK Prometheus Ransomware, panave BapuaHTHI - peBpaib-mMapT 2021, yKa3aHbI

HIKe B 00HOBeHMsX A1s1 Hakbit/Thanos.

Prometheus Ransomware, cOGCTBEeHHO caM - puMepHo ¢ Mast 2021 1 B TeueHHe Tofia; OTTHUCAH B

cratbe Prometheus.
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Prometheus NextGen Ransomware - mpumepHo ¢ HtoHs1 2021; HeKOTopble BapHaHThI He IHU(POBaIH (aiibl,

ZIpyTHe MOXKHO OBIJIO pacugpoBarh.

NextGen ¢ JpyrMMu Ha3BaHUSIMU - TpUMepHO ¢ nronist 2021, u nanee B 2022 ropny.

Jpyrue NextGen-BapHaHTbI - [IPUMEPHO € ceHTs6ps 2021.

=== BJIOK OBHOBJ/IEHIH === BLOCK OF UPDATES ===

BapuasT ot 16 Hos0ps 2019:

IToct B TBUTTEPE >>

Pacmmpenue: HeT

3ammcka: you are stupid!.txt

ek

\you are stupid! txt

Hi! your important files were encrypted!
to contact : your mail or etc.

stupid

notepad exe

EVET

/C choice CY/N/DY/T3&Del"

cmd exe

Pesynbrartel ananmmsos: VT + HA + IA

» OOHapy>KeHWUsT:

DrWeb -> Trojan.Encoder.30116 - gozde.exe

BitDefender -> Gen:Heur.Ransom.Imps.3

ESET-NOD32 -> A Variant Of MSIL/Filecoder.UQ

Wcnonb3yet komanay: /C choice /CY /N/DY /T 3 & Del \

» IlosicHeHHe T10 KOMaH/le:

cmd.exe /C BbI3bIBaeT TepPMUHAJI, BLITIO/IHSIET YKa3aHHYIO Jjajiee KOMaH/y U 3aKpbIBAeTCsl.

choice /C Y /N mokasbiBaeT IMyCcToe Jua/ioroBoe OKHO, KOTOpOe caMo Ha)kMeT KHOTKY Yes (/DY) uepe3 3 CeKyH/IbI
(/T 3).

& Del \ - mpoBefieT camoyaneHue

BapuasT ot 18 Hos0ps 2019:
Pacumpenue: .horse

Daiin: Setup.exe
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https://twitter.com/GrujaRS/status/1195676525020033025
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https://www.virustotal.com/gui/file/92ff04d366f7c4244c696942d70e98e242843913d0dc5457b9ab20438996da83/detection
https://www.hybrid-analysis.com/sample/92ff04d366f7c4244c696942d70e98e242843913d0dc5457b9ab20438996da83?environmentId=100
https://analyze.intezer.com/analyses/d8b67e76-0b8b-44dd-a4e0-e38fe0f765fc

http://id-ransomware.blogspot.com/2019/11 /hakbit-ransomware.html

Pesynerartsl aHam3os: VT

» O0Hapy>KeHHs:

ALYac -> Trojan.Ransom.Hakbit

BitDefender -> Gen:Heur.Ransom.Imps.3

McAfee -> Ransomware-GUP!86EE14A5E016
MicrosoftRansom:MSIL/Stupid. GIMTB
TrendMicro -> Ransom.Win32.STUPID.THAOCBO

BapwuaHsr ot 21 Hosi0ps1 2019:

Pacumpenue: .turretsyndrome

Datin: lol.exe

Pesynerartsl aHam3os: VT

» OOHapy>KeHHs:

DrWeb -> Trojan.MulDrop11.30182
BitDefender -> Gen: Variant.Zusy.Elzob.21458
ALYacTrojan.Ransom.Hakbit

McAfee -> Ransomware-GUP!63CA3DOE9FF1
Microsoft -> Ransom:MSIL/Stupid. GIMTB
TrendMicro -> Ransom.Win32.STUPID.THAOCBO

=== 2020 ===

Bapuant ot 31 suBaps 2020:
Pacmmpenue: .abarcy
Discord Tag : Abarcy#2996.txt

CIH1COK Lie/IeBbIX pacllMpeHuit:
.avi, .cpp, .cs, .ct, .dll, .docx, .exe, .gif, .htm, .html, .jpeg, .jpg, .mp4, .php, .png, .rar, .txt, .xIsx, .zip

@aitn: bind with tapjoy.exe

Pesynbrartel ananusos: VT

» OOHapy>KeHHUs:

BitDefender -> Trojan.GenericKD.32996926

ALYac -> Trojan.Ransom.Hakbit

Symantec -> Trojan.Gen.MBT

» CopiepKaHue 3armcKu:

==== Hey Don't worry ====

if you are file with .abarcy extension

all your file are encrypted, which is protected

there are many ways to get back, but i recommended the best way to you.
=== If you're GT Player ===

1. Join My Discord Server https://discord.gg/ZfeGdM?2
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2. Read instruction on discord server

tapjoy

BapuanT ot 31 suBaps 2020:

Iloct B TBUTTEPE >>

Pacumpenue: .gesd

Whatsapp: +441904501029

®aiin: server.exe

Pesynbrartel aHanu3os: VT + AR + [A + VMR

» OOHapy>KeHHs:

DrWeb -> Trojan.Encoder.31029

BitDefender -> Gen:Heur.Ransom.Imps.3
ESET-NOD32 -> A Variant Of MSIL/Filecoder.UQ
Symantec -> ML.Attribute.HighConfidence
TrendMicro -> Ransom_Stupid.R002CODBG20

» CopiepkaHue 3am1cKu:

Atention! all your important files were encrypted! to get your files back send 3 Bitcoins and contact us with proof
of payment and your Unique Identifier Key.

We will send you a decryption tool with your personal decryption password.

Where can you buy Bitcoins:

https://www.coinbase.com

https://localbitcoins.com

CONTACT

servo99@protonmail.com

another if we not asnwer

servo33@protonmail.com

Bitcoin wallet to make the transfer to is:1MYNpqa9CKnjvcvxd25iB7qxxeZbfWsBzP

Taxke HCII0/Ib3yeTCHd H306pa}KEHI/Ie
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Il FOR HELP CONTACT US !!!

EMAIL: SERVO99@PROTONMAIL.COM

I11 YOUR FILES ARE CRYPTED |1l

@aiin: Client-4.exe

Pesynerartel aHanu3os: VI + AR/ VT + VMR + AR
» OOHapy KeHUS:

Dr.Web -> Trojan.Siggen9.15292

BitDefenader -> Trojan.GenericKD.42685813
ESET-NOD32 -> A Variant Of MSIL/Filecoder.VL
Kaspersky -> HEUR:Trojan.MSIL.DelShad.gen
Malwarebytes -> Trojan.Injector

Microsoft -> Ransom:MSIL/Filecoder!MTB

Rising -> Ransom.Filecoder!8.55A8 (CLOUD)
Symantec -> ML.Attribute.HighConfidence
TrendMicro -> Ransom.MSIL.FILECODER.THBBGBO

BapwuanT ot 1 mapta 2020:

Iloct B TBUTTEpPE >>

Pacuupenue: .part
Camonassanue: Corona ransomware

3armmicka: HELP_ME_RECOVER_MY_FILES.txt
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» CopeprkaHue 3am1cKu:

1 - What Happened to My Computer ?

Your business is at serious risk.

There is a significant hole in the security system of your company.

We've easily penetrated your network and now all your files, documents, photos, databases, ...are safely
encrypted with the strongest millitary algorithms RSA4096 and AES-256.

No one can help you to restore files without our special decoder (corona decryption).

We have also uploaded a lot of files from your network on our secure server, so if you refuse to pay the ransom,
those files will be published or solded to competitors

2 - Can I Recover My Files ?

Sure, we guarantee that you can recover all your files safely.

If you want to restore your files write to recoba90@protonmail.com and attach 2 encrypted files (Less than 3MB
each) and we will decrypt them.

Please don't forget to precise the name of your compagny and your unique identifier key in the e-mail.

But if you want to decrypt all your files, you need to pay.

You only have 5 days from this moment to submit the payment. After that all your files will be lost definitely.
3 -How Do I Pay ?

Payment is accepted in bitcoin only. You can buy bitcoins from :

-https://www.coinbase.com

-https://localbitcoins.com

The final price of decryption is 300$ .

First : Send 300$ worth of bitcoin

Second: send an e-mail to recoba90@protonmail.com and don't forget to precise the name of you compagny, your
wallet ID and your

unique identifier key.After that, we will send you our corona decryption tool to restore all your files.

Corona ransomware

No System Is Safe

Bitcoin wallet to make the transfer to is:
32bzWrWXXbWGSwB4gGTQt8RdzuNQVaS9Md

Unique Identifier Key (must be sent to us together with proof of payment):

kvMpaz7neSIxej4U89x XcYPS1CsEKO3WoZJpCz [Bcero 344 3Haka]

URL Bpemennbiit: ftp://files.000webhost.com/public_html/
Email: recoba90@protonmail.com

BTC: 32bzWrWXXbWGSwB4gGTQt8RdzuNQVaSOMd
@atin: Client-0.exe

Pesynbratel ananuzos: VT + HA + AR + IA

» OOHapy>KeHHs:

DrWeb -> Trojan.MulDrop11.48683
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ALYac -> Trojan.Ransom.Hakbit

BitDefender -> Gen:Trojan.Heur. DNP.dm0@auNGwPc
ESET-NOD32 -> A Variant Of MSIL/Filecoder.VL
Malwarebytes -> Trojan.Injector

Rising -> Trojan.Filecoder!8.68 (CLOUD)

TrendMicro -> Trojan.MSIL.MALREP.THCOBBO

Bapwuanr ot 4 mapTa 2020:

Iloct B TBUTTEpPE >>

Iloct B TBUTTEpPE >>

Iloct B TBUTTEPE >>

Pacumpenue: .ravack

CamonasBanue: Ravack Ransomware

I[To daxry mepenMeHOBaHHAsI KOTIMSI BApHAHTA C paciuuperyeM .abarcy
3anucka: HELP_ME_RECOVER_MY_FILES.txt

M3o6pakeHre wallpaper.bmp 3arpyskaercs o ccoiike: hxxx://f0402724.xsph.ru/wallpaper/Ravack.bmp
[MepernakoBaHHBINM AUCTPUOYTHUB MTporpaMmbl 0T Movavi: Movavi.Video.Editor.Plus.20.2.0.exe

Pesynbrartel ananusos: VT + HA

[uctpubyTuB padee O Ha caiiTe rsload.net, moTom KTo-To 3arpy3us ero Ha drive.google.com u nHGUIMPOBaI

HEeCKOJILKO (haiiyioB.

kvl Wik iEcine Pee 51050 Fefach + Aoivation. Ky

BpenoHocHblie ¢aiinibl ocsie yCTaHOBKU:
C:\Program Files (x86)\Windows NT\Accessories\dwm.exe - VI + VMR
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https://www.vmray.com/analyses/b0cbe3c24b1e/report/overview.html
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C:\Program Files (x86)\Windows NT\data\dllhest.exe - VT

Bapuant ot 9-12 masn 2020: [IpeamnoioxxuTe/ibHOe Po/iCTBO.

Iloct B TBUTTEPE >>

IToct B TBUTTEpE >>

Pacmvpenue: .crypted

Email: timepay@protonmail.com

3armcka: HELP_ME_MY_FILES_NOT_MAKE_PUBLIC.txt
®ann: BUDDINGPULVERS.exe, Client-17.exe

Pesynbrartel ananmusos: VT + HA + IA + VMR + TG

B TR =

¥ ARE HACKED

-]
]
B
]
. s
[ " ee——————
: .
[
WELF_ME_MY_FILES_NOT_MAKE_PUBLIC

» OO6Hapy’>KeHusT:

DrWeb -> Trojan.Siggen9.45634

BitDefender -> Gen:Heur.MSIL.Bladabindi.1
ESET-NOD32 -> A Variant Of MSIL/Filecoder.VL
Malwarebytes -> Trojan.Injector

Symantec -> ML.Attribute.HighConfidence
TrendMicro -> TROJ_GEN.R011COWEB20

BapuanT ot 24 mas 2020:

[ocT Ha dhopyme >>

Pacmvpenue: .crypted
Email: mheist5@protonmail.com
3armcka: HELP_ME_RECOVER_MY_FILES.txt

Bain [pmis Bwpme B Copmn

and dereyol, bt v wond sscooed, bt § pro man) B revoeer o fies, omal o brkes
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https://www.virustotal.com/gui/file/a26b6f677edd8a0072c0c8f840a0f5d7e52c38341e346abff1163126b7af03f3/detection
https://twitter.com/benkow_/status/1259211288334553090
https://twitter.com/hx454f/status/1259229361347022848
https://www.virustotal.com/gui/file/855dcd368dbb01539e7efa4b3fefa9b56d197db87b1ba3ede5e1f95927ea2ca3/detection
https://www.hybrid-%20%20analysis.com/sample/855dcd368dbb01539e7efa4b3fefa9b56d197db87b1ba3ede5e1f95927ea2ca3/5eb71830ea0e2c5b6265f4%20%2048
https://analyze.intezer.com/#/files/855dcd368dbb01539e7efa4b3fefa9b56d197db87b1ba3ede5e1f95927ea2ca3
https://www.vmray.com/analyses/855dcd368dbb/report/overview.html
https://tria.ge/reports/200513-ank3s37nrx/behavioral1
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEij9ZtuvBBQ-OS1eY_giu1znRGnAKOE3fVruDW9adSPojm6db1G1joj6T8TTDt1-gEj5hrtUsbRhrZpRrWsbSKTmwJT9G6U-fQtSyQuV9hmYHQ5w8ST42K1zWXn0yMSAiNkuETOV8euyd8/s1600/lock-note.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEij9ZtuvBBQ-OS1eY_giu1znRGnAKOE3fVruDW9adSPojm6db1G1joj6T8TTDt1-gEj5hrtUsbRhrZpRrWsbSKTmwJT9G6U-fQtSyQuV9hmYHQ5w8ST42K1zWXn0yMSAiNkuETOV8euyd8/s1600/lock-note.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhrmSjZAkciJMo_6-6kTreX9Hz_5JpfiF_Y23ft4Tz56JuAY2DuKWFCHDsY67aYU8n_obqk6S1H-Zzz-zkJA081mszTyKIqVylkof6kSoNR4XMKt6_alFKPrCKp9m0d8511Ef_kpe0Cwqw/s1600/txt-note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhrmSjZAkciJMo_6-6kTreX9Hz_5JpfiF_Y23ft4Tz56JuAY2DuKWFCHDsY67aYU8n_obqk6S1H-Zzz-zkJA081mszTyKIqVylkof6kSoNR4XMKt6_alFKPrCKp9m0d8511Ef_kpe0Cwqw/s1600/txt-note.png
https://www.bleepingcomputer.com/forums/t/721616/help-identifying-ransomware/?p=4999632
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgHIQrSS5FZkR8kTy1NmBVhYn_TCrJAE97Tj3ZM4DzaSp3iYENiwwvAIKhvaG5v1VcMECLmTBkKz1z5v9CfcICzHYvxt-ovT81hBOhPWUBSf0lYBsslNVKMIQjq5pWZkRMCPKfIKHy4siI/s1600/note-24-5-20w.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgHIQrSS5FZkR8kTy1NmBVhYn_TCrJAE97Tj3ZM4DzaSp3iYENiwwvAIKhvaG5v1VcMECLmTBkKz1z5v9CfcICzHYvxt-ovT81hBOhPWUBSf0lYBsslNVKMIQjq5pWZkRMCPKfIKHy4siI/s1600/note-24-5-20w.png

http://id-ransomware.blogspot.com /2019 /11 /hakbit-ransomware.htm|

» CopeprkaHue 3am1cKu:

Hello *** Co. Ltd. , All your files on your 17 servers are currently encrypted, you are allowed to try and decrypt,
but you wont succeed, but if you want to recover your files, email us below:

Contact: To: mheist5@protonmail.com

tiVDLou4Zj7PgA9UkQJIDItOhSIW*** [Bcero 344 3Haka]

Number of files that you could have potentially lost forever can be as high as: 3456

Bapuasr ot 18 urons 2020:

IToct B TBUTTEPE >>

Pacimmpenue: .CRYPTED

3anucka: DEAL_FOR_ACCESS_TO_YOUR_FILES. TXT
Email: [1ultl@secmail.pro

Pesynbrarel aHanmuzos: VT + TG + IA

F Eru Frarms ‘u_-u
saE LWENIHG "5

Ispornant Flles Is This Hechine Mas LO{EED.
¥our Filez GALY Can Recover By Speclal Unlockes

ILsportant And Prlwste Docuseats Llso OORTED

dfter Thiz Hetsage Tl For Popment 1o Lisdted,
dfter Tlese Lindt Mewst Paymsnt &I11 Be w2

Hext Step Ix Publish Hlles fod locument

You Can Tent 1 File (Max. 28} lo Unlock
Llultl@necmall .pre

ey Ldantifier:
gL Pl gl ST (o M L S0 e (U0 S il oo Tl c 1 PP SE Bedil Shbpil Vo E Sl b v I
edSHni Baged TE Ll foqily kST ufaly

w2 DL The 1l T3 T fo J el Dl o £ FPHI LS hP Tl = TR T § CpfWJa § 43 §F ol T T ] Brk gy
+albhaleTina Tl EF D hIY L0 OOQHM 8 PPV I 0t BglatiT he S5 GT Twiine lpherol BG0E Th T

wude TN D Pl RO E MO T (R pl LG5 3 | Rl BB F grBE T n 2 imbhd St g 1atiies

Adleipeal Bayld:

el Qe T s £5 3 f B ElLle T 1 2570

+BgfrDl 75 e T nde T bl B8k T4 1AL 04 LS 1 §FwapC B0 el = S0y iiBgr e
+Tanoush1¥55oFlgor Rallel SuDL FFIHAL Y 25 SBa T ra T e +g B L bR GENVE T

etV F ST B s P U TT a1 S FAE 2 PEH T 5L §B i P c Bl by DA [ Bl e300 7L | P EPH
DML T oot T IVFC ko § Roe 5 pltle BO0F e 5T ol PIghlP MbelimOubtei(lu 1o 5l pe 580 s in [ HEESH g
D2 EAnekzgae 114 futian

Bapuant ot 10 urons 2020:

Hocrt B TBUTTEpE >>

3anucku: HOW_TO_DECYPHER_FILES_login.txt
HOW_TO_DECYPHER_FILES.txt
HOW_TO_DECYPHER_FILES.hta

Takoke eCTb TEKCT B OKHe, OT06pa)KElEMOM MpX BXO/€ T10/Ib30BaTesIsd.
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https://twitter.com/raby_mr/status/1273528880523964416
https://www.virustotal.com/gui/file/1c83ff2394da76e6296e6ad72c40dbde107704a711bbd08b633c57587230ccf8/detection
https://tria.ge/reports/200618-5132s4nyax/behavioral1
https://analyze.intezer.com/#/analyses/17edda11-e577-49bf-8cfe-217ff9fcee18
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg2G3nEWYNluoPL2_6RXv779LNO9GmHeVN6gAXcGB_i1BVw2kz792ggn6k6cXxE_cC8RX-2p12EzlZ1CzxvzzvGIgzQWtfWmY4kNI21kpIID7O7CGXl6jsVRG9wwfuWhatTfHYGzMBuZB8/s1600/note-18-6-20.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg2G3nEWYNluoPL2_6RXv779LNO9GmHeVN6gAXcGB_i1BVw2kz792ggn6k6cXxE_cC8RX-2p12EzlZ1CzxvzzvGIgzQWtfWmY4kNI21kpIID7O7CGXl6jsVRG9wwfuWhatTfHYGzMBuZB8/s1600/note-18-6-20.jpg
https://twitter.com/JAMESWT_MHT/status/1281515013132496896
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhWZ2CYrwrKo7DjXrE0fauG6jJEksz5z1GJ0ujOpGWiVe2iJXEYXnsTknxoWC_vZvVGU2hAgP5goF70BRjsAuRouj8BSmOA0dPt-ui3W_jxpRqAFJZf58DPaZtl9W_XYwyTQf4K8KvP8jU/s1600/note1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhWZ2CYrwrKo7DjXrE0fauG6jJEksz5z1GJ0ujOpGWiVe2iJXEYXnsTknxoWC_vZvVGU2hAgP5goF70BRjsAuRouj8BSmOA0dPt-ui3W_jxpRqAFJZf58DPaZtl9W_XYwyTQf4K8KvP8jU/s1600/note1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjK5l4GTXjeBkvC4jFUgqCT9Nt-UGgwKg-lNkQUirsJ1UjJkWJC3_aPn4R2tR23iJXwSIcR8ZfcoBDkU20ApNYIietFOvJcEjK4deY_HXMGLzD5FLOAPBSOFLjEiJlAoRMAcpt7IdwYYRg/s1600/combo-notes.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjK5l4GTXjeBkvC4jFUgqCT9Nt-UGgwKg-lNkQUirsJ1UjJkWJC3_aPn4R2tR23iJXwSIcR8ZfcoBDkU20ApNYIietFOvJcEjK4deY_HXMGLzD5FLOAPBSOFLjEiJlAoRMAcpt7IdwYYRg/s1600/combo-notes.jpg

http://id-ransomware.blogspot.com/2019/11 /hakbit-ransomware.html

TekcT U3 tXt-3aMMCKH:

Your Files are Encrypted.

Don’t worry, you can return all your files!

You've got 48 hours(2 Days), before you lost your files forever.
I will treat you good if you treat me good too.

The Price to get all things to the normal : 20,000$

My BTC Wallet ID :

1F6sq8 YVt TfuE4QcYxfK8s5XFUUHC7sD9

Contact :

josephnull@secmail.pro

TeKCT ¢ CHHero 3KpaHa:

Information...

Your Files are Encrypted.

Don't worry, you can return all your files!

You've got 48 hours(2 Days), before you lost your files forever.
I will treat you good if you treat me good too.
The Price to get all things to the normal : 20,000$
My BTC Wallet ID :
1F6sq8YVftTfuE4QcYxfK8s5XFUUHC7sD9
Contact:

josephnull@secmail.pro

Pesynbratel aHanu3os: AR + AR + VT + IA

Bapwuasr ot 21 okTa6psa 2020:
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh4f_CMNKhcOpYT5JcenhVeC3WdF3CKckZX3cP17QBgt1kdgYiHgc3Pdf8rVC4fQFLfPwOHhrPmXYFI2DJRunwbj3eSW30AomKRNag44_sXwlGMtDJ-PhSmrAgrJ6k2npoe-XTjPoHnCFo/s1600/screen2.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh4f_CMNKhcOpYT5JcenhVeC3WdF3CKckZX3cP17QBgt1kdgYiHgc3Pdf8rVC4fQFLfPwOHhrPmXYFI2DJRunwbj3eSW30AomKRNag44_sXwlGMtDJ-PhSmrAgrJ6k2npoe-XTjPoHnCFo/s1600/screen2.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjjK7bCFc_FMOG16-q5KO12SqSwo3VIoDdTTVcBN47ukzn4NJPmATNKy3RHbT3UI7OWVccVHlhMpCqNQkyBxLFRShQdCHX6OMZN9OebCkSOy6tPvMbadOl75QteN8hyR9m5CONxvWP3baw/s1600/screen1.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjjK7bCFc_FMOG16-q5KO12SqSwo3VIoDdTTVcBN47ukzn4NJPmATNKy3RHbT3UI7OWVccVHlhMpCqNQkyBxLFRShQdCHX6OMZN9OebCkSOy6tPvMbadOl75QteN8hyR9m5CONxvWP3baw/s1600/screen1.jpg
https://app.any.run/tasks/e2ef6d92-1b44-45bd-a60d-17865685bb13/
https://app.any.run/tasks/c67a34a1-7279-4087-8968-0bdcb1c053db/
https://www.virustotal.com/gui/file/58bfb9fa8889550d13f42473956dc2a7ec4f3abb18fd3faeaa38089d513c171f/detection
https://analyze.intezer.com/analyses/8ab06f41-e74c-47d1-bac6-b153a65c6548

http://id-ransomware.blogspot.com /2019 /11 /hakbit-ransomware.htm|

Pacmvipenue: .energy[potentialenergy@mail.ru]
3ammicka: HOW_TO_DECYPHER_FILES.txt
Email: potentialenergy@mail.ru

Pesynbrarel ananmusos: VT + IA

AT L T T — — e

Fubory [l Fgardl  Rilabage |

LS T [ T R PR S P b

Bapwuasr ot 19 okTaops 2020:
Pacumpenue: JJocked
Email: milleni5000@qq.com

3armmucka: HOW_TO_DECYPHER_FILES.txt

Bapuanr ot 17 Hosiopst 2020:

Pacmvpenue: .pulpit

3armmcka: HOW_TO_DECYPHER_FILES.txt

Email: suppforunl@firemail.com, suppforunl@rape.lol
Jabber: suppforunl@xmpp.jp

@aiin: pulpitl.exe

Pesynerarte! ananusos: VT
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https://www.virustotal.com/gui/file/69c56d12ed7024696936fb69b4c6bee58174a275cb53fa966646a0b092d9626b/detection
https://analyze.intezer.com/analyses/1ff18383-046f-49e4-8948-17a895b76929
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjYMWkoePY1NlvE5qsi_RsJH-shNRo_oGaMbaDHpqtl7AaGP_-aRbc3MPPD13kyqLvO6E1w883whgBlZy0gwVu9U6MtLpGGg2LWfs9Cm4991rdblx1VSfFRiXdRRmedphYbyygsYb_VxjU/s768/Ek2kFW4XYAci_DK.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjYMWkoePY1NlvE5qsi_RsJH-shNRo_oGaMbaDHpqtl7AaGP_-aRbc3MPPD13kyqLvO6E1w883whgBlZy0gwVu9U6MtLpGGg2LWfs9Cm4991rdblx1VSfFRiXdRRmedphYbyygsYb_VxjU/s768/Ek2kFW4XYAci_DK.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhBGtnj-7DanSmTPsGfwL32RuHY2unDL6BTeucLB94pEgo7B4qlVjW20DE4waGZP7fFRHJ_yjvrpN-i8eT-4Pt5PgDhnjpx04t-SnH7aDjl6d7Y0_nmJMQs_X4IaHHiGQ4UbbdkoBSUa5w/s1279/note-19-10-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhBGtnj-7DanSmTPsGfwL32RuHY2unDL6BTeucLB94pEgo7B4qlVjW20DE4waGZP7fFRHJ_yjvrpN-i8eT-4Pt5PgDhnjpx04t-SnH7aDjl6d7Y0_nmJMQs_X4IaHHiGQ4UbbdkoBSUa5w/s1279/note-19-10-20.png
https://www.virustotal.com/gui/file/33eeb5bfbbf6c76f3a991f6fa82f85ecc3ef608dd3c7c8beb0ebdf35264568f5/detection

http://id-ransomware.blogspot.com/2019/11 /hakbit-ransomware.html

HOW T ETYPHEN TP - o notan - R

tubn b wl Sty !

BapuasT ot 6 gekadps 2020:

Pacuvpenue: .cryp

Pesynerartsl aHam3os: VT

Bapuasr ot 18 gekabps 2020:

Wpentudunmpercs kak Thanos (ucrpaenennbiii Hakbit) 1 He MokeT ObITh paciimdpoBaH.
Pacmmpenne: .rastar

3armcka: HOW_TO_DECYPHER_FILES.txt

Email: datarecovery@asiarecovery.ir

Pesynwrartel aHanu3os: VT + IA

STy ]
T

Bapuasr ot 21 aekabps 2020:
Pacmmpenns:

.guanhospit

.360eyao

3armmcka: HOW_TO_DECYPHER_FILES.txt
Email: datarecovery@asiarecovery.ir

=== 2021 ===

13 saiuBaps 2021:
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjyKPSglPTXqKz2p2M4n05mJxljTsS5n23NpzXNvx2VaMpgjpJ5y2HPyB7ElkXg1bwGiZWyBqPR95h-U351syzoHOiX_36V97KtYSlkKN63oqT2hPZcVwj4IQjh3VomlMw2n8X7fnwVjaA/s870/note-17-11-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjyKPSglPTXqKz2p2M4n05mJxljTsS5n23NpzXNvx2VaMpgjpJ5y2HPyB7ElkXg1bwGiZWyBqPR95h-U351syzoHOiX_36V97KtYSlkKN63oqT2hPZcVwj4IQjh3VomlMw2n8X7fnwVjaA/s870/note-17-11-20.png
https://www.virustotal.com/gui/file/1baccdc9eb758412cb3ad008bbf1f8d500ccf1ef9ad4c6a0903f584c6fd5d5d8/detection
https://analyze.intezer.com/analyses/e4fad99b-73a4-45ee-920d-482bda1daccb
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEihogkQvyinnpVqciXfJhSXGUlc-1oWeMyPqJwJz8EqEAi7QyMqWAaDMRIFJsZkBeSI9dm-bkEfOhkqa31HCzQHrHerISdtHySZkmCHNUXJBCJlgkfOItE2fjK0RLq2HIHgZce9bJT3vCc/s1225/Epgc_NpW8AErDZt.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEihogkQvyinnpVqciXfJhSXGUlc-1oWeMyPqJwJz8EqEAi7QyMqWAaDMRIFJsZkBeSI9dm-bkEfOhkqa31HCzQHrHerISdtHySZkmCHNUXJBCJlgkfOItE2fjK0RLq2HIHgZce9bJT3vCc/s1225/Epgc_NpW8AErDZt.png

http://id-ransomware.blogspot.com /2019 /11 /hakbit-ransomware.htm|

Email: yourdata@recoverygroup.at
Pacmmpenue: .stnts

3armucka: RESTORE_FILES INFO.txt

e ——

Jpyrue pacmypeHust:

Jplastic

.Spectranetics

Bapuanr ot 22 ssuBaps 2021:

Wpentudunumpercs Kak Thanos (ucrpaenennsiii Hakbit) 1 He MokeT ObITE paciimdpoBaH.
Camona3eanue: TeslaCrypt (hanbliBbIi Ha CAMOM JieJie).

Pacumpenue: .0101qq

Email: workplus111@protonmail.com, worker400@airmail.cc

3ammucka: RESTORE_FILES _INFO.txt

» OGHapy>KeHHUs:
DrWeb -> Trojan.Encoder.33405
ALYac -> Trojan.Ransom.Thanos

Avira (no cloud) -> TR/FileCoder.wwdim
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi5Jakmw8tk3gEsYdtSghPysU8QxFPUVMf8oe8WOzFI8NmZL76yHxG9GuATg96YVMpV6WKRp9MPHp-D9uCFdSs5DEDXNcvEdDD9-bL45ImgmO-o8Jbyhf7oknXA-DkQi53tpDVeF1pmzaE/s1265/note-14-1-21.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi5Jakmw8tk3gEsYdtSghPysU8QxFPUVMf8oe8WOzFI8NmZL76yHxG9GuATg96YVMpV6WKRp9MPHp-D9uCFdSs5DEDXNcvEdDD9-bL45ImgmO-o8Jbyhf7oknXA-DkQi53tpDVeF1pmzaE/s1265/note-14-1-21.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhsK5fdVkGVe3NgxH_PbWONClfSdqCK8CCGnWyNlsG2Udk5QPqU2iQsqVomzfpQ_0dEIXegCh0Oebe2WkDLL1J7LI4Yz8bOeWz7W2mMZ4jVBWlNEXniSZdwf6xcUIC9ZtmbbVKFEd3f7LQ/s1364/note-22-1-21.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhsK5fdVkGVe3NgxH_PbWONClfSdqCK8CCGnWyNlsG2Udk5QPqU2iQsqVomzfpQ_0dEIXegCh0Oebe2WkDLL1J7LI4Yz8bOeWz7W2mMZ4jVBWlNEXniSZdwf6xcUIC9ZtmbbVKFEd3f7LQ/s1364/note-22-1-21.png

http://id-ransomware.blogspot.com /2019 /11 /hakbit-ransomware.htm|

BitDefender -> Trojan.GenericKD.36228402

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Malwarebytes -> Ransom.Thanatos

Symantec -> ML.Attribute. HighConfidence

Tencent -> Msil.Trojan.Encoder.Pgdm

TrendMicro -> TROJ_FRS.ONA103AM21

BapuanT ot 23 ssuBaps 2021:

Pacumpenue: .fsvif4

3ammicka: RESTORE_FILES_INFO.txt

Email: workplus111@protonmail.com, worker400@airmail.cc

Pesynerartel anammsos: VT + AR + TG

BapuaHnr ot 26 sinBaps 2021:
Pacmmvipenue: .secure[milleni5000@qq.com]
Email: milleni5000@qq.com

3armmcka: RESTORE_FILES_INFO.txt
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https://www.virustotal.com/gui/file/5fd33c0fb29103a7323c1ea97015ee932f99d454731be58f7db6988f10c115b8/detection
https://app.any.run/tasks/dc95d29e-ecd0-439c-bca7-9ded62e23473/
https://tria.ge/210204-ly3zbkesme
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhk_C592NetXCK80LuyADps-qQpDvfyuQfJbTJiKLxQdV5Lq23V7-iAnlN8Dx9ytJLgTlMvmIpZGjIp7vtpV_nbdejMYiM-WShGdOZ77RQdcWDXCmQD8UYutWn4CjPCsYGaPO-cgQZDPWo/s1090/note-23-1-21.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhk_C592NetXCK80LuyADps-qQpDvfyuQfJbTJiKLxQdV5Lq23V7-iAnlN8Dx9ytJLgTlMvmIpZGjIp7vtpV_nbdejMYiM-WShGdOZ77RQdcWDXCmQD8UYutWn4CjPCsYGaPO-cgQZDPWo/s1090/note-23-1-21.png
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Cojep)xaHue 0TBeTa BbIMOTraTe/ei:

hello,

to decrypt your files You will need a special software with your special unique private key.

price of software with your private key will be 1500 US dollars.

with this product you can decrypt all your files.

we accept only BITCOIN payments. (It is a decentralized digital currency)

when your payment will be delivered you will receive your software with private key IMMEDIATELY'!
to be sure we have the decryptor and it works you can send to us one file and we decrypt it for free.

but this file should be of not valuable!

let us know about your decision as soon as possible and we give you bitcoin wallet for payment.

thanks.

Pesynbrartel ananusos: VT

» OO6Hapy’>KeHusI:

DrWeb -> Trojan.Encoder.33390

BitDefender -> Trojan.GenericKD.45569098

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A

Symantec -> ML.Attribute. HighConfidence

Tencent -> Msil. Trojan.Crypren.Apcz

TrendMicro -> TrojanSpy.MSIL.CRYPREN.USMANAK21
Bapuanr ot 14 deBpans 2021:

Pacmvpenue: .zuadr

[pyrue paHee U3BeCTHBIE pacIIMpeHus: .stnts, .plastic, .zonecare, .Ipsk
3anucku: RESTORE_FILES_INFO.hta, RESTORE_FILES_INFO.txt

Email: yourdata@RecoveryGroup.at
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@aitn: ZaudrShare.exe

Pesynerarte! ananusos: VT

» OOHapy>keHHs:

DrWeb -> Trojan.EncoderNET.31368

BitDefender -> Trojan.MSIL.Basic.6.Gen

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Malwarebytes -> Backdoor.Bladabindi

Microsoft -> Ransom:MSIL/FileCoder! MTB

Rising -> Trojan.Filecoder!8.68 (TFE:D:bbfQqAFLwVV)
Symantec -> ML.Attribute. HighConfidence

Tencent -> Msil. Trojan.Encoder.Hviu

TrendMicro -> TrojanSpy.MSIL.SMALLAGENT.USMANBE21
Bapmuasr ot 16 ¢eBpasns 2021:

Pacmipenue: .PROM[prometheushelp@mail.ch]

3armmcku: RESTORE_FILES_INFO.txt, RESTORE_FILES_INFO.hta
Email: prometheushelp@mail.ch

prometheushelp@airmail.cc

Prometheus.help@protonmail.ch

Tor-URL: sonarmsniko2lvfu.onion/
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@atin: Svchost.exe

Pesynbrartsl aHam3os: VT

» OOHapy>KeHHUsT:

DrWeb -> Trojan.EncoderNET.31368
BitDefender -> Gen:Heur.MSIL.Bladabindi.1
ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Malwarebytes -> Backdoor.Bladabindi
Microsoft -> Ransom:MSIL/FileCoder!MTB
Symantec -> Ransom.HiddenTear!g1

Tencent -> Msil. Trojan-downloader.Seraph.Wsty
TrendMicro -> Ransom.Win32. THANOS.SM
Bapuanr ot 19 deBpans 2021:

CamonasBanue: Alumni Locker

Pacumpenue: .alumni
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3ammcka: HOW_TO_RECOVER_YOUR_FILES.txt

Pesynbratel Hamu3oB: VT + TG + AR
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Bapwuanr ot 11 mapra 2021:

Pacmmipenue: .secure

Mapkep ¢aiinos: GotAll Done

EcTb BapraHTHI Ha Pa3HBIX S3bIKAX.

3arnucku: Instruction.txt (Ha aHTIMKACKOM), THCTPYKIUSA.tXt (Ha pyCCKOM)
Email: filesrestore000@airmail.cc

3armcka: HOW_TO_RECOVER_YOUR_FILES.txt
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i

@aiin: Client-3.exe

Pesynbratel Hanmmzos: VT + IA

» OOHapy>KeHHUsT:

DrWeb -> Trojan.EncoderNET.31368

BitDefender -> Trojan.MSIL.Basic.6.Gen

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Malwarebytes -> Ransom.Thanos

Microsoft -> Program: Win32/Wacapew.C!ml
TrendMicro -> Ransom.MSIL.THANOS.SM

BapuanT ot 17 mapra 2021:

Pacumpenue: .hard

Email: harditem@firemail.cc. harditem@hitler.rocks
Jabber: harditem@xmpp.jp

Pesynwrartel aHanu3os: VT + IA

BapwuanTt 17 mapra 2021:

Pacmmmmpenne: [ID-XXXXXXXX].[killerworm@tuta.io].crypt
3armucka: RESTORE_FILES INFO.txt

Email: killerworm@tuta.io, zerowhite@tuta.io
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BapmuanT ot 20 mapra:

Pacmvenue: .pchtza

BapwuanT ot 23 mapra 2021:

Pacmmpenue: .[ID-XXXXXXXX].[KingKong2@tuta.io].crypt
3armucka: RESTORE_FILES INFO.txt

Email: kingkong2@tuta.io

BapuanT ot 23 mapra 2021:

Pacmvipenue: .ejqvfp

3ammmcka: RESTORE_FILES_INFO.txt

Email: decoder44@rambler.ru, alpinbovuar@protonmail.com

SIpneik B ABro3arpy3ke: C:\Users\Admin\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\mystartup.lnk

Pesynbrartel ananuzos: VT + TG

» Copep)kaHue 3am1cKu:
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Baruia crcrema 6b11a 3amugpoBaHa. [jist TOro yto ObI IOTyYUTh AOCTYT K Bamum ¢atinam 1 pacimgpoBarh UX

Bam Heo6X0JMO CBS3aThCsl C HAMU TI0 a[jpeccam
decoder44@rambler.ru

alpinbovuar@protonmail.com (o6pairjaemM Baille BHUMaHK€ UTO MOTYT BO3HUKHYTh TPYJHOCTH TI0 I0XOXK/I€HHIO
MHCEeM Ha TIPOTOH C MeM/I.py U STH/IEKCA) VI TeJlerpaMMa KOTOPBINM Mbl BaM co0OIIUM CBSI3aBIINCH C BallTUMU

COTPYLHUKAMU.

Tak e Y HaC eCTb AdHHbIE OT BalllKMX 6a3 JAaHHBIX, 68Kal'[0B, TeJIerpaMbl BalllX COTPYAHUKOB, JIMYHbIE JdHHbIE

BalllUX KJIMEHTOB U IOCTYTIbI K TUIAT€XKHBIM CHCTEMaM.
Key Identifier:

N6e+wCICmGtchG/al.8Bljl77pKaF+*** [Bcero 6843Haka]

Number of files that were processed is: 17***

BapwuasnT ot 26 mapra 2021:

Pacumpenue: .VIPxxx

[MTonHOe pacimpenue: .[ID-215CFE80].[kingkong2@tuta.io]. VIPxxx
3ammmcka: RESTORE_FILES_INFO.txt

Email: kingkong2@tuta.io, 1bmx1@tuta.io

LT —

BapwuanT ot 27 mapra 2021:
Pacmvipenue: .secure[milleni5000@qq.com]

3armucka: RESTORE_FILES_INFO.txt

Email: milleni5000@qq.com
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Bapuanrt ot 6 anpens 2021:
3amucka: RESTORE_FILES_INFO.txt

Email: kingkong2@tuta.io, 1bmx1@tuta.io
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BapwuanrT ot 7 anpens 2021:

Pacumpenue: kingdee

Email: yourdata@RecoveryGroup.at

@aitn: Kingdee.exe

Pesynwrarel aHanusos: VT + IA

» OGHapy>KeHHUS:

DrWeb -> Trojan.EncoderNET.31368

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A

Microsoft -> Ransom:MSIL/Thanos.DC!'MTB

Bapwuanr ot 12 anpesns 2021:
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https://analyze.intezer.com/analyses/fe97df95-c62f-426b-b445-4ae6abdf744e
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Pacimmpenue (koHueBoe): .CRYSTAL

[onHoe pacimvpenue (npumep): .[ID-C4BA3456].[black_privat@tuta.io]. CRYSTAL
3armucka: RESTORE_FILES INFO.txt

Email: black_privat@tuta.io, darkseid@tutamail.com

Ha3sganwus daiina: farkos.csv, farkos.csas, Client-0.exe

Pesynbrarel ananmzos: VT + AR

FITIED VLC P — b T ——
. P —

» OGHapy>KeHHs:

DrWeb -> Trojan.EncoderNET.31368

BitDefender -> Trojan.GenericKD.46083313
ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Kaspersky -> HEUR:Trojan-Ransom.MSIL.Thanos.gen
Microsoft -> Ransom:MSIL/Thanos.DC!MTB

Rising -> Ransom.Thanos!8.11C97 (CLOUD)

Symantec -> ML.Attribute.HighConfidence

TrendMicro -> Ransom.MSIL.THANOS.SM

Bapwuanr ot 17 mas 2021:

Pacmvpenue (koHueBoe): .CRYSTAL

[MonHOE pacmmpenue (pumep): .[ID-DE792345].[John2wick@tuta.io]. CRYSTAL

3armucka: HELP. ME RECOVER_MY_FILES.txt
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Email: John2wick@tuta.io, black_private@tuta.io

Bapwuant ot 14 urons 2021:

Ho 6e3 BpegoHOCHOTO (haiiia TOUHee CKa3aTh TPYIHO.
Pacmvipenue (KoHLleBoe): .getin

[MonHoe pacumpenwe (ipumep): .[ID-7C4B3384].getin
3armmcka: RESTORE_FILES INFO.txt

Email: Tiberiano@aol.com

BapuanT ot 18 urons 2021:
Pacmvpenue: .secure[irrelevantly@aliyun.com]
3ammcka: RESTORE_FILES_INFO.txt

Email: irrelevantly@aliyun.com, willettamoffat@yahoo.com
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhH98ASCHL8jRaAUAzKu-UMbOiDDHkqg07RLvehG8KLtU_regHn7iVzequ8tV3PkM5-4h0PPLiBKZyhxSFSBDP_rBQBAtFu-wBS9uzYn15TD9tsBds8V-ouQB8ssrR438WdJi1M5LQjVJ0/s1265/note-14-6-21.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhH98ASCHL8jRaAUAzKu-UMbOiDDHkqg07RLvehG8KLtU_regHn7iVzequ8tV3PkM5-4h0PPLiBKZyhxSFSBDP_rBQBAtFu-wBS9uzYn15TD9tsBds8V-ouQB8ssrR438WdJi1M5LQjVJ0/s1265/note-14-6-21.png
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Bapuant ot 18 urons 2021:
Pacmipenue: .[ID-C4BA3647].[kingstonbtc@tutanota.com].CRYSTAL

Email: kingstonbtc@tutanota.com, pandabit@tuta.io

@atin: Client-0.exe

Pesynbrartel ananmmsos: VT + AR

» OGHapy>KeHHs:

DrWeb -> Trojan.EncoderNET.31368

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Microsoft -> Ransom:MSIL/Thanos.DC!MTB

Bapmuanr ot 1 aBrycra 2021:

Pacumpenne: .REV

3armmicku: HOW_TO_RECOVER_MY_FILES !.hta, HOW_TO_RECOVER_MY_FILES !.txt
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https://www.virustotal.com/gui/file/5458f18e36de21d20b713f7acd8575fc8a86330c466e1b9dc6f41bc81f3e79fc/detection
https://app.any.run/tasks/0250f05c-8571-48b6-8f2b-18cb142132e3/
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Email: Jeremy.albright@criptext.com

®aitn: Worker-0.exe

Pesynerartel ananusos: VT

» OOHapy>KeHHUS:

DrWeb -> Trojan.EncoderNET.31368

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A

Microsoft -> Ransom:MSIL/Thanos.DC!'MTB

Bapmuanr ot 11 aBrycra 2021:

Onpegeneno kak Hakbit.

Pacumpenue: .[ID-9C759153].[pingpOng@tuta.io].noname
3armcka: decrypt_info.txt

Email: pingpOng@tuta.io, online@tuta.io
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjwtFOA85ewvnH2zoIiWVaNFNrLK3TqDn4QeKxNgqpryG3b21pZx6GWOF_sLtm04lPvt6JVwrndEdAQoaxVte9Irpd2yKamUEE54rLVXv2KPYJVfgxHyUWwZh25PMtRZRFjEYVq0_8ivbk/s1366/hta-note.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgy-pFs2TjrueobZwaCpS5O7NAyd6PQ56uDbDIU8qqR32t8RB3GUuKoArohlLfJVOCpj9blOAh8BbqAdDW1f9kGOuZiRwsyXCAo-qmYgLhleepyXhgXxVdHXpLpSrlv13rjWO1TotUGdV8/s1149/note-11-8-21.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgy-pFs2TjrueobZwaCpS5O7NAyd6PQ56uDbDIU8qqR32t8RB3GUuKoArohlLfJVOCpj9blOAh8BbqAdDW1f9kGOuZiRwsyXCAo-qmYgLhleepyXhgXxVdHXpLpSrlv13rjWO1TotUGdV8/s1149/note-11-8-21.png
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Bapwuasr ot 21 cenTadps 2021:

3ammdporan BapuanToM Thanos. HeBosmoxkHO paciimdpoBaTh 6e3 3akpbiToro RSA-kioua.
Pacmvpenue: .cyber

3amucka: HCTpyKLms.txt

Email: cyber@outlookpro.net

@aiin: iE8JUAJp7.exe, Worker-0.exe

Pesynbrartel ananuzos: VI + AR + TG

» OO6Hapy>KeHusT:

DrWeb -> Trojan.EncoderNET.29

ALYac -> Trojan.Ransom.Thanos

BitDefender -> Gen:Trojan.Mardom.MN.12
ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Kaspersky -> HEUR:Trojan.Win32.Generic
Malwarebytes -> Malware.A1.3844476070
Microsoft -> Ransom:MSIL/Thanos.PA!MTB
Rising -> Ransom.Thanos!1.D81A (CLASSIC)
Symantec -> Ransom.Thanos

Tencent -> Malware.Win32.Gencirc.11cf15al

TrendMicro -> Ransom.MSIL.THANOS.SM
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3amMeueHHbIe 1eHCTBUS:

ITposepsiet IP c nmomorkto caiita "icanhazip.com"

OTkirouaer AuceTyep 3ajad yepes U3MeHeHue peecTpa.

3arpyskaet U ucronb3yet yTunuty PsExec.exe c caifra ¢ SysInternals.

3amyckaeT yTUIUTA SC.exe [Isl yrpas/aeHust ciykbamu B Windows.

Repeontied (00

dessription ks Proseer
el walus 2 FREGTS TR UWACHIN ESOF TVEA BRI o T i 1
" riogon Lagal Raticot sption = “Beraasa Besaus

FTAART G 1o e i
[

Vi3MeHsIeT K/TFOUM peecTpa, YTOObI BBIBOJUTH COOOIIEHYS:

\REGISTRY\MACHINE\SOFTWARE\WOWG6432Node\Microsoft\Windows

NT\CurrentVersion\Winlogon\LegalNoticeCaption = "BHuMaHne BHuMaHne BHrumanue!!!"

\REGISTRY\MACHINE\SOFTWARE\WOW6432Node\Microsoft\Windows
NT\CurrentVersion\Winlogon\LegalNoticeText = "/]o6pblii fieHb. Y Bac BO3HUK/IN CJIOXKHOCTH Ha pabore? \r\nHe
CTOUT TepeXXuBaTh, Haiu [ T-crierjuanucTsl momMoryT Bam.\r\n/l/1s1 3TOro HamuIMTe Mo)kaayhicTa HaM Ha

nouty.\r\n\r\nHaiu email - cyber@outlookpro.net\r\n\r\nXopotiero 1 npogyKTrBHOro AHs!"
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ITpu mpocMmoTpe datinoseix map, HarpuMep Lighthouse.jpg.cyber u Lighthouse.jpg, oka3anocs, uro eciu yopars

pacimpenue .cyber y daiina Lighthouse.jpg.cyber, To n306paxeHue He 3ammpoOBaHO U OTKPHIBAETCS.
Bapuasr ot 17 okTaops 2021:

Pacmvpenue: .[ID-8C639BE9].[detectOr@tuta.io].helpme

3armcka: decrypt_info.txt

Email: detectOr@tuta.io

Telegram: @Online7_365

Bapwuasr ot 5 Hosa6ps 2021:
Pacumpenue: .stepik
3amucka: RESTORE_FILES_INFO.txt

Email: steriok12132@tutanota.com, kukajamba@tutanota.com
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BapwuanT ot 16 Hos0ps 2021:

Pacmvipenue: .xot5ik

Email: cyber@outlookpro.net

3amuMcKa Ha pyCCKOM si3bIKe: IHCTPYKLuS. txt

Sonar: savefile365

Tor-URL: hxxx://sonarmsng5vzwqezlvtu2iiwwdn3dxkhotftikhowpfjuzg7p3ca5eid.onion
Pesynerartel aHanu3os: VI + VT

» OGHapy>KeHHs:

DrWeb -> Trojan.EncoderNET.29

BitDefender -> IL: Trojan.MSILZilla.6980

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A

Malwarebytes -> Malware.Al.3844476070

Microsoft -> Trojan:Win32/Sabsik.FL.B!ml, Ransom:MSIL/Thanos. MK!MTB
Rising -> Trojan.AntiVM!1.CF63 (CLASSIC)

Symantec -> Ransom.Thanos

Tencent -> Win32.Trojan.Generic.Sxoq, Win32.Trojan.Generic. Wuht

TrendMicro -> Ransom.MSIL.THANOS.SM
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BapuasT ot 16 Hos0ps 2021:
3armcka: decrypt_info.txt
Email: bugagaga@tuta.io

Telegram: @Online7_365

BapwuaHsr ot 4 fekadps 2022:

Pacmmpenue: [ID-XXXXXXXX].unlock

Pesynerartsl aHam3os: VT

» OGHapy>KeHHs:

BitDefender -> IL:Trojan.MSILZilla.7042

DrWeb -> Trojan.EncoderNET.31368

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Kaspersky -> HEUR:Trojan-Ransom.MSIL.Thanos.gen

Malwarebytes -> Malware.Al.4269665178
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Microsoft -> Ransom:MSIL/Thanos.DC!MTB
Tencent -> Msil. Trojan.Thanos.Szbg
TrendMicro -> Ransom.MSIL.THANOS.SM
BapuaHnr ot 6 aexaopsa 2021:

Pacmmpenue: [ID-XXXXXXXX].tgipus
3armucka: RESTORE_FILES INFO.txt
Pesynwrarel aHanu3os: VT + AR

BapuanT ot 17 geka6ps 2021 win paHbliie:
3anucka: RESTORE_FILES_INFO.txt
Twitter: RobinHoodL eaks

URL: hxxxs://robinhoodleaks.tumblr.com/

qTOX ID: 671263E7BC06103C77146A***

HobinHood

Bapwuasr ot 24 gekabps 2021:
3armmcka: decrypt_info.txt
Email: bloody7@tuta.io

Telegram: @Online7_365
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=== 2022 ===

BapwuaHnr ot 5 auBaps 2022:

3ammdporad BapuanToMm Thanos. HeBosmoxkHO paciimdpoBaTh 6e3 3akpbiToro RSA-kioua.
Pacumpenue: .pslwek

3arnyrcka Ha PyCCKOM si3bIKe: VIHCTpyKLs. txt

Email: secure820@msgsafe.io

Sonar: savefile365

Bapuanr ot 19 siuBaps 2022:
Pacumpenue: NARUMI

3aricka: RESTORE_FILES_INFO.txt
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Pesynerartsl aHam3os: VT

» OOHapy>KeHHUsT:

DrWeb -> Trojan.EncoderNET.29

BitDefender -> Trojan.MSIL.Basic.6.Gen

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Malwarebytes -> Malware.Al.2718680342

Rising -> Trojan.Generic/MSIL@AI.90 (RDM.MSIL:2ufeXcvEXJK79F7JTViftA)
Symantec -> Ransom.Thanos

Tencent -> Win32.Trojan.Generic.Dygo

TrendMicro -> Ransom.MSIL.THANOS.SM

BapuaHnr ot 4 ¢eBpasis 2022:

Pacmmipenue: .SABS

3ammmcka: RESTORE_FILES_INFO.txt

Pesynerartsl aHam3os: VT

Bapuasur ot 8 dpeBpans 2022:
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3ammdposan BapuantoMm Thanos. HeBoamoxkHO pacumdpoBats 6e3 3akpeiToro RSA-kirova.
Pacumpenue: .mxflbd

3amucka: MHCTpyKLms.txt

Email: secure822@msgsafe.io

Sonar: savefile365

Bapwuant ot 7 mapta 2022:

Pacmvipenue: .[ID-2A257XXX].[blackcat? @tuta.io].777
3armcka: decrypt_info.txt

Bapwuanrt ot 1 utons 2022:

Pacumpenue: .CRYPTEDPAY

3armucka: RESTORE_THEM.txt

Email: RansHelp21@tutanota.com

o2

®arin: Client En Last Version txt.exe

Pesynwrartel aHamusa: VI + AR + IA/ VT + AR
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OO6Hapy)XeHUs:
BitDefenderGen:Heur.Ransom.REntS.Gen.1
ESET-NOD32A Variant Of MSIL/Filecoder.Thanos.A
MalwarebytesMalware.A1.4075621439
MicrosoftRansom:MSIL/Hakbit.SKIMTB
TrendMicroRansom_Hakbit.R0O02CODF222
BapuanT ot 21 urons 2022:

Pacumpenue: .cmblabs

@atin: db.exe

Pesynerartel aHanmusa: VT + IA

OO6HapyXeHHUs:

DrWebTrojan.EncoderNET.29

ESET-NOD32A Variant Of MSIL/Filecoder.Thanos.A

TrendMicroRansom.MSIL.THANOS.SM

3mech U Jjajiee BBOAUTCS YIIPOIIEHHbBIH cr1ocob 100aB/ieHNst HOBBIX BapUaHTOB — 6e3 CChIIOK. DTO HY)KHO UTOOBI

YMEHBIIIUTb Pa3Mep CTaTbH U YCKOPUTH BBOJ, MH(OPMALIUH.

Bapwuant ot 24 urons 2022:

Pacmvpenue: .araicrypt

3armmcka: READ_TO_RESTORE_YOUR_FILES.txt
Email: AraiHelp@secmail.pro, AraiHelp2@secmail.pro
IOC: VT + AR+ 1A

MDS5: ce2d158047d9ad9398d8c3135c45c9d0

Jlo6ap/ieHe HOBBIX BAPHAHTOB MPEKPaILieHo. ®

© Amigo-A (Andrew Ivanov): All blog articles.
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Source: http://id-ransomware.blogspot.com/2019/11/hakbit-ransomware.html
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