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[E 7] Attack Trend O Network -0 Packet

4By HUE(E: 3.11Tbps (270.52Mpps)
AHAFID: 66¢
SERA(E): 2025-01-13 20:20:04 UTC

250
B REER:
& EF3001% 200 2025-01-14 04:06:35
— T 24.51% ®Network  3.1Tbps
* HE2279% Packet 270.25Mpps
- ENEREE 22.7% 150
WitiRIFASN: 100
BSNL-NIB Nationa... (9829) 27%
VIETEL-AS-AP Vie... (7552) 23.58%
VNPT-ASVN VNPT ... (45899) 18.58% 50
TTBP-AS-AP Tripl... (45758) 18.17%
HINET Data Commu... (3462) 12.66% 0
2025-01-14 04:05:13 2025-01-14 04:05:59 2025-01-14 04:06:45 2025-01-14 04:07:31 2025-01-14 04:08:17 2025-01-14 04:09:03 20
RO
21215':;" Attack Source Country: Attack Source ASN: Attack Source Port:
Country Network ASN Network Port Network
BERE:
UDP 100% & Brazil 30.01% BSNL-NIB National Internet 2T% 53 51.44%
Backbone (3829)
BETCRIRE: = Russian Federation 24.51% 0 48.56%
EMPTY 100% VIETEL-AS-AP Viettel Group ~ 28.58%
EA Viet Nam 22.79% (7552)
REBEEA ™= Indonesia 22.7% VNPT-AS-VN VNPT Corp 18.58%
1500 51.58% asssn)
1437 48.42%
TTBP-AS-AP Triple T 18.17%
B b c09- Broadband Public Company
a Limited (45758)
A AAAAAAAAAAAAAAAAAAAL
AA HINET Data Communication 12.66%
Business Group (3462)
DDoS MEiEA
YYYYYYVYYYYYYVYVYYYYVVVYYYVVVY
‘(a:tﬁm Attack Type: Attack TCP Flag: Attack Packet Size:
3B 18): 2025-01-13 20:20:04 UTC Type Network TCP Flag Network Packet Size Network
TCP EH:
55— 7592816020 (1.06Tbps - 2025-01-13 08:24:04) uDP 100% EMPTY 100% 1500 5158%
5= 7603888363 (885.09Gbps - 2025-01-13 11:41:04)

$8=4%: 64515764 (588.21Gbps - 2025-01-13 11:12:04) 1437 48.42%
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o BEENRHIPERIFERAER | BEMITNIPKILC0T , N HZ N EABRERMIRSE. TJEEEAT
HREE Z HBOTYRAIE NS E S ML EXEFEE . TEZAIRASHI CNC xlabsecurity.ru
Passive DNSIg3%, AJRAFE! xlabsecurity.ru XANCNC RZLEfEMTE|144MP |, XLEIPH FLE19E
K , 10NASS (Autonomous System Number, ASN)

| Resolution Records

o A(144)

Country/Region (19)

- HEBE
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ASN (10)

ASH3949
AS206728
AS207279
A5212441
AS202422
AS44477

AS41745

Resolution Result

77.232.37.89

9114278145

91.142.78 80

185.173.39 157

77.232.36.208

77.232.36.215

91.142.79.183

9114278 42

185.244 182 43

17.232.40. 219

172324124

91.14278.22

77.232.36.152

77.232.39.221

911427713

185173 37.56

FirstSeen =

2024-11-18 07:55:18

2024-11-16 20:55:30

2024-11-15 20:36:30

2024-11-18 07:55:18

2024-11-16 20:55:30

2024-11-15 1£:40:54

2024-11-151£:40:54

2024-11-18 07:55:18

2024-11-16 18:40:55

2024-11-1614:49:43

2024-10-23 05:00:37

2024-10-22 11:53:50

2024-10-151%:01:04

2024-10-11 12:02:03

2024-10-1519:01:04

2024-10-17 00:10:52

xlabsecurity.ru Passive DNS records

Ha ek

LastSeen =

2025-01-11 23:59:49

2025-01-11 23:59:49

2025-01-11 23:59:49

2025-01-11 23:59:49

2025-01-11 23:59.49

2025-01-11 23:59:49

2025-01-11 23:59:49

2025-01-11 23:59:49

2025-01-11 23:59:49

2025-01-11 23:59:49

2025-01-11 23:59:49

2025-01-11 23:59:49

2025-01-11 23:59:49

2025-01-11 23:59.49

2025-01-11 23:59:49

2025-01-11 23:59:49

Count

49 3k

49 3k

49 3k

49 3k

49.3k

49.3k

49.4k

49 4k

49 4k

49.4k

49 8k

50.9k

56.3k

56.8k

574k

ASN

AS5212441 | Cloud assets LLC

AS5212441 | Cloud assets LLC

AS5212441 | Cloud assets LLC

A5212441 | Cloud assets LLC

45212441 | Cloud assets LLC

£5212441 | Cloud assets LLC

£5212441 | Cloud assats LLC

AS5212441 | Cloud assets LLC

AS§212441 | Cloud assets LLC

A5212441 | Cloud assets LLC

A5212441 | Cloud assets LLC

£5212441 | Cloud assets LLC

£5212441 | Cloud assets LLC

45212441 | Cloud assets LLC

AS5212441 | Cloud assets LLC

A5212441 | Cloud assets LLC

1P Country/Regien Distrib
ution

Russia

Russia

Russia
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IRFETF XLab X M BN AN REEHIBE ST |, FRITINERE AIRASHI FEAFEE I NDAY R AFMTELNETSSO 4%
#% , R A& ODAYIRIAAIFIARAES . FRATWIERE] ATRASHT £ %476 F FF 4% FI % E Cambium Networks/>

8] cnPilotfE FRZFODAY IIRMEIEREA , I T XODAYIRIAEF6 AMIKITIXAR T K , BERIXBEREI R
AIRASHI {EFRVRIAZNT :

HAELN, AFERRER  AXNARBERRES.

VULNERABILITY

AMTK Camera cmd.cgi Remote Code Execution

Google Android ADB Debug Server - Remote Payload Execution

AVTECH IP Camera / NVR / DVR Devices

cve_2013 3307

cve_2016_20016

cve_2017_5259
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https://www.exploit-db.com/exploits/39328?ref=blog.xlab.qianxin.com
https://www.exploit-db.com/exploits/40500?ref=blog.xlab.qianxin.com
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VULNERABILITY

cve_2018_14558

cve_2020_25499

cve_2020_8515

cve_2022_40005

cve_2022 44149

cve_2023_28771

Gargoyle Route run_commands.sh Remote Code Execution

LILIN Digital Video Recorder Multiple Remote Code Execution

CVE-2022-3573
cnPilot 0DAY
Optilink ONT1GEW GPON 2.1.11 X101

Shenzhen TVT Digital Technology Co. Ltd & OEM {DVR/NVR/IPC} API RCE

WhREN S EHTES
HhREN

BFMEIZERE R BT HATER (40 Telegram, Discord itix) RAHKERES . BRERSEER
FRBRESFXF. ATIEREFMKRMISLEES , —LEFWKXZEESERE=FIRENE WL
KHBENMERF L. Mhii13KshE S ML XBE X LM E RS TRANMSE , WERSF AL
XUEPWEREREAN, BERE  LHBIEGEEE, ASN, HHEAREFEE. EFMNEEE
FRIGXLGHE R AR X EE ER MM WA S EA LOER i I B Re .

ATRASHL {8/ 2 I 2183 M B 00 B A6, T A 10— R B AV -
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https://packetstormsecurity.com/files/162993/OptiLink-ONT1GEW-GPON-2.1.11_X101-Remote-Code-Execution.htm?ref=blog.xlab.qianxin.com
https://github.com/mcw0/PoC/blob/master/TVT-PoC.py?ref=blog.xlab.qianxin.com
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. DDoS Ml

[ ait]
YPTHAIE(E: 3.11Tbps (270.52Mpps)
M FIFID: 660
SERAYIE): 2025-01-13 20:20:04 UTC

Attack Trend <O Netwark -0~ Packet

300

HEEER:

& B 30.01% 200 2025-01-14 04:06:35
= B HIERIE 24.51% ®Network  3.1Tbps
* W 22.79% Packet 270.25Mpps
- ENEETEIE 22.7% 150

BEFIFASN: 100
BSNL-NIB Nationa... (3829) 27%
VIETEL-AS-AP Vie... (7552) 23.58%
VNPT-AS-VN VNPT ... (45899) 18.58%
TTBP-AS-AP Tripl... (45758) 18.17%
HINET Data Commu... (3462) 12.66%

0¢ ? i ? T ?
2025-01-14 04:05:13 2025-01-14 04:05:59 2025-01-14 04:06:45 2025-01-14 04:07:31 2025-01-14 04:08:17 2025-01-14 04:09:03
BERSO:
ENFe23 Attack Source Country: Attack Source ASN: Attack Source Port:

0 48.56%
Country Network ASN Network Port Network
BERR:

UDP 100% & Brazil 30.01% BSNL-NIB National Internet 27% 53 51.44%
Backbone (9829)

BETCPATE: == Russian Federation 24.51% 0 48.56%
EMPTY 100% VIETEL-AS-AP Viettel Group 23.58%

E2 Viet Nam 22.79% (7552)

BHgEaAN
1500 51.58%
1437 48.42%

= Indonesia 22.7% VNPT-AS-VN VNPT Corp 18.58%
(45899)

TTBP-AS-AP Triple T 18.17%
B 3 S /5d1a 8-3al1d-4c0 Broadband Public Company
E Limited (45758)

AAAAAAAAALAAAAAAAAMAAMAAAAMALMAAALAAL
AA HINET Data Communication 12.66%
Business Group (3462)

DDoS M &l
AAAAAAAAAAALALALALAAALALALAALALAALAS

'u:tﬁm Attack Type: Attack TCP Flag: Attack Packet Size:
kD T B Y Type Network TGP Flag Network Packet Size Network
TeP R

38— 7592816020 (1.06Tbps - 2025-01-13 08: uopP 100% EMPTY 100% 1500 51.58%
$=; 7603888363 (885.09Gbps - 20250113 11:41:04)

=: 64515764 (588.21Gbps - 2025-01-13 11:12:04) 1437 48.42%

AAEEE ERSET

o YHTHTHIE{A: 3.11Tbps (270.52Mpps)

o A FID: 66XXXXXXXX (FLIDIEZ AIRASHI {8 W4& TelegramiZ &4 BIE RKID)
o SEHTAY(A): 2025-01-13 20:20:04 UTC

o WHKIR

Country Network
= Brazil 30.01%
== Russian Federation 24.51%
EA Viet Nam 22.79%

== Indonesia 22 7%

AIRASHI HNZE & —H FETelegram/&Z 4 B T KIDDoSRENIMRALER , ML ¥AERTLABE! AIRASHI {E 7Y
R RENFREFEL-3Tbps £ F .
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.11Tbps (2708.52Mpps) User ID:: ime: 2025-01-13 20:20:04 UTC UDP 100%
.82Tbps (158.04Mpps) User ID:: ime: 2025-81-13 19:39:04 UTC UDP 1@@%
.16Tbps (726.42Mpps) User ID:: ime: 2025-@1-13 19:14:04 UTC UDP 100%
.3Tbps (198.61Mpps) User ID:: ¢+ Time: 2025-01-13 19:00:04 UTC UDP 100%
.93Tbps (168.96Mpps) User ID:: ime: 2025-01-13 @2:25:04 UTC UDP 10@%
.12Tbps (185.42Mpps) User ID:: ime: 2025-01-12 @6:22:@4 UTC UDP 99.99%
.@7Tbps (751.08Mpps) User ID:: ime: 2025-@1-11 @4:22:04 UTC UDP 10@%
.02Tbps (175.94Mpps) User ID:: ime: 2025-@1-11 @4:16:04 UTC UDP 100%
.12Tbps (184.15Mpps) User ID:: ime: 2025-01-11 @4:10:04 UTC UDP 10@%
.76Tbps (238.92Mpps) User ID:: ime: 2025-81-04 16:50:04 UTC UDP 99.99%
.43Thps (210.23Mpps) User ID:: ime: 2025-01-04 12:34:04 UTC UDP 99.99%
.27Tbps (118.7Mpps) User ID:: ¢« Time: 2025-01-02 12:46:04 UTC UDP 100%
.39Tbps (121.5Mpps) User ID:: . Time: 2024-12-21 18:35:03 UTC UDP 100%
.25Tbps (109.47Mpps) User ID:: ime: 2024-12-@9 @7:59:03 UTC UDP 10@%
.25Tbps (116.64Mpps) User ID:: ime: 2024-12-07 04:34:03 UTC UDP 100%
.69Tbps (149.37Mpps) User ID:: [ ime: 2024-12-03 05:56:22 UTC UDP 10@%
.69Tbps (157.84Mpps) User ID:: ime: 2024-11-26 11:23:41 UTC UDP 10@%
.73Tbps (161.87Mpps) User ID:: ime: 2024-11-26 11:23:28 UTC UDP 10@%
.91Tbps (178.13Mpps) User ID:: ime: 2024-11-11 09:28:17 UTC UDP 10@%
.89Tbps (165.85Mpps) User ID:: - ime: 2024-11-10 14:20:16 UTC UDP 1@@%
.73Tbps (161.52Mpps) User ID:: ime: 2024-11-04 14:58:50 UTC UDP 10@%
.65Thps (155.42Mpps) User ID:: ime: 2024-11-@2 18:23:17 UTC UDP 10@%
.39Tbps (130.04Mpps) User ID:: ime: 2024-10-23 03:@9:14 UTC UDP 100%
.66Tbps (144.41Mpps) User ID:: ime: 2024-10-14 11:28:14 UTC UDP 10@%
.75Tbps (152.24Mpps) User ID:: . ime: 2024-10-12 10:36:14 UTC UDP 100%
.17Tbps (108.99Mpps) User ID:: ¢ il ime: 2024-1@-11 17:29:14 UTC UDP 10@%
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AIRASHI EFMFH KT EHRBEAEEK , HHESMT , TERHERSHEFE. E£EH, F=. &
THIEMX, FTBBARETM. SHKXEERLEN LA,

| Attack Instruction Trends

reld By Day © By Hour

BT

ATRASHUE P PILEHAEFINE |, B L MEA |, T RARR T XIFEZERDDoSTIEEFIRIE RS i S
ITANETHERIBRS: , T3 Akitty F1 AIRASHIAFE BN SR , NFEMBE , C2HREN , BEIMN , L&
HIFRFES S AEAT | FIHTE WS EARGET.

Partl: kitty-socks5 434

kitty /20244510 B ¥ FFAA1E% |, FAisuruz BIRIFEEAARLL | ERE PN ESHTRERE ; MAE10 B KEH
socks5SRIE5C2IB(5 , EF R R MBEYRIL T 250MRIBFN554 C2,

Page 5 of 14



https://blog.xlab.gianxin.com /large-scale-botnet-airashi/

0x1: SFERfFE

FREMEAEANARK | A IEERxor_bytes , {(UEH T keyh
DEADBEEFCAFEBABE1234567890ABCDEF | =74 &8 S I MER K 7.

int table init()
{

add entry(1, &unk 1FESC, 330);

add entry(2, &unk 1FFD8, 1508);

add entry(3, &unk 205B8, 8);

add entry(4, &unk 205C4, 12);

add entry(5, &unk 205D4, 3);

add entry(6, &unk 20508, 5);

return add entry(7, &unk 205E@, 17);

0x2: C2%kHL

CERER A , 108 MIMiks T R B i hepFRERCipl ATk |, hEE | HEIC2FER SR |, Mz ei—HEA
132 #HE20% /NPILET,

eg: dvrhelpers.su|ipcamlover.ru|xlabresearch.ru|xlabsecurity.ru

{BFE10 B IR Msocks5J , FARFERRANAIET , 3 B COMAIRIMEME AL IP-PORT FTIFF5I4RRS.

eg: \x7f\x00\x00\x01\x00\x50 {X.3 127.0.0.1:80

0x3: PILEHNY

Page 6 of 14



https://blog.xlab.gianxin.com /large-scale-botnet-airashi/

WK HMX FT TS FAFA Fodcha {8 7 M4& 25N FIswitch-casedH T8N ER ARIAL TR
switch ( connect stage )
{
case @:
main make connection();
break;
case 1:
if ( Tva )
{
sleep(2);
if ( authenticate(al) )
va = 13
¥
break;
case 2:
main_ check connection();
break;
case 3:
main_read connection();
break;
case 4:
main_ disconnect connection();
Vi = @;
break;
default:
break;

¥

BIEBEHEHITEL , SHEEAEAsocks5HIE (FERSFHIIUE) ViRIC2 ;

username: jjktkegl
password: 2bd463maabw5

BUBRSCHZAANAERE | BERENABNE , L&A A Kitty-Kitty-Kitty
HOPEE cat |, C2IR[E] meow! YEANEN.,
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QooOOoan 05 01 02
naaoonan 05 02 .-
0ono0o0s 01 08 fBa Ga Ab 74 &b 65 6T Ac Oc 32 62 64 34 36 .. jjktke gl. Zbd46
0ono0ols 33 Ad A1 61 AZ 7T 35 Smaabwh —>» Sockss
noaoonoz 01 00 .-
Qoo0nols 05 01 00 01 ac e Yo 2b 05 39 ... [+ .9
00000004 05 00 00 01 Sh Th 03 be af d3 [
aoo0n024  4b 69 T4 74 79 2d 4b A9 74 T4 7O 2d 4b 69 T4 T4 Eitty-Ei tty-Eitt
00000034 T4 V
00000%%% 00 06 ad &5 af 7T < MEow

54 ZABRADDS A E |, IRINT KA shellIThEE |, FES KT WABHE , AXFAT cndtype+payload
g, R R omdtypef{EBITERT , MDDoSHXFESHIE T AtckIDFEL,

cmdtype desc

0x13 reverse shell

0x2c stop attack

0x4b start attack

Oxaf exit
Part2: AIRASHI 434

BRIAI T AIRASHIFI3ZEAEA

1. AIRASHI-DDoS : &REZIMT10A K , THRELADDoS AT , A HUTEETES . FEUR Mshell,

2. Go-Proxisdk: Ix B AT 11 BAJE , HGoYRE fRIE T muxadofh{IE T A,

3. AIRASHI-Proxy : xR &I T128%] , BRAIRASHI-DDoSHI[E]—FEIRES , {# ARA MY SHLAIE
y]ﬁlf,o

AIRASHIFIAISURUFFAE— 2R Z &b , 20 Rijtkitty @ AISURUBIAETRIAR , AIRASHIERZFHRAR. B10
ATFHEIFRERT | AETFRT A Go-Proxisck 5, LIFAT S SUUNRAIRIZT A ARASHL-Proxy , fi
FHBE L HARITRH A,

0x1: RCMFEF R R HEE

AIRASHIFIAISURUFEF TR R A A — L4ttt | RESF K E 167 T Hkey , iR EIA{FFRCS ;
Bt FRTER snow slide ; {fFM | NEUFHATFITE, PrxoyRAHIDDoSIRASHIfiEE 7 1A , {BPrxoyhR
ARNRFHFEHERD

Bl R — k45| BT R UFER NV IR Z BTfblog | —E B2 K congaZEf lyoutubeb A SE S
BE | AMEF EExlabFfoxnointel dy 42 %2 A FH A AIRASHI
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@ "snow slide'
"telnetd|upnpc-static|udhcpc|/usr/bin/inetd|ntpclient|boa|lighttpd|httpd|goahead|mini_http|miniupnpd|dnsmasq|:
'/dvrEncoder | /dvrRecorder | /dvrDecoder|/rtspd|/ptzcontrol|/dvrUpdater’
'cve-2021-36260.ru’

"honeybooterz.cve-2021-36260.ru’
'stun.1l.google.com:19302'
'/proc/’

'/proc/self/exe’

'/proc/net/tcp’

'/proc/mounts’

@ '/cmdline'

11 '/exe'

12 '/status'

13 '/fd/"

14 'PPid:’

15 "/bin/|/sbin/|/usr/|/snap/’

16 'wget|curl|tftp|ftpget|reboot|chmod’

17 '/bin/login’

18 '/usr/bin/cat’

19 'processor'

— W 00 ~N o Ul B N N =

20 '/proc/cpuinfo’

21 '/bin/busybox echo AIRASHI > /proc/sys/kernel/hostname’
22 '/bin/busybox AIRASHI'

23 'AIRASHI: applet not found'

24 'abcdefghijklmnopgrstuvwd12345678"

25 'come on, shake your body xlab, do the conga'

26 'i know you can't control yourself any longer'

27 '"https://www.youtube.com/watch?v=0DKTITUPusM'

28 'dear researcher (xlab, foxnointel, ...), please refer to this malware as AIRASHI. thank you!'

0x2: C2%KHL
AIRASHIFAFE T 3F AR E K C2AREN A T. -

1. AIRASHI-DDoS , ZEFFA¥IR (10AK) , FAREENAEL , BIIDNSR S 2 EATC2IAIER.

2. AIRASHI-Proxy , 8IS DNSRSZ5AREXC2ITXTICR |, fEMTEASCIPAIER .

3. AIRASHI-DDoS , 711 A Ji§ , @I DNSAR S 23 HERC2ETXTIESR |, base64fj% . chacha20ff# 845
BIP , 3SR IEAE A,
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« A(9) . . . . TXT{4) . 5 .

TSR BiREETRE < i < BimRE -
“etfZFQ==" 2024-11-26 00:14:02 2024-11-26 02:04:14 4
"etflkw==" 2024-11-26 00:14:02 2024-11-26 02:04:14 4
"etfBHA==" 2024-11-26 00:14:02 2024-11-26 02:04:14 4
"etflew==" 2024-11-26 00:14:02 2024-11-26 02:04:14 4

DNS_TXT_CHACHA20_KEY: 8E12DF8893A638354D851BCB46B5B7DC451C6F52066305AC641DE6OC80D11850
DND_TXT_CHACHA20_NONCE: 941A247DDD53819F755FD59B

{BEEE | 712830 ARASHI-DD0S MICHRATAIESMTXTIERANEA , EMEEHHENNER ,
TRER H T RA L HIBIRA | (BN E A S TTE L.

0x3: PILEHNY

AIRASHUER T £#HHIMLE MY , AZIREIABHMAC-SHA256FICHACHA20 , {# FIHMACKITHE I
£ A fECHACHA20_ KEYM/AREIEE., ProxyhRATEWMNER /T IZ A (# FHHMACHTIHEIRAE , Hib
BB FIDDoSIRA{RIF—HL,

- BEYE
BHRIEEWN A2  32F THEHMACKREIARS, THE

WTEE LK EHeaderBINTHE. , MIATBEREMNBEKE , BHEKERRF0 , KX Payload
Gib2)

slelcleololels]
clelclelone]
eeeBe20
peepese
ooo0e40
geepese
0000060
gpepeTe 00 90 60 00 00 0O 00 00 0O 00 PO 60
eleloleloftc]

IB{ETFEA 2 BT —REE ARSI switch-caseZ5 M) , k445

1. 4RI
» FREN32FTHHICHACHA20_KEYFINonce , Z fRB7H B¢ Fchacha20/0 23 {$
CHACHA20_KEY{EAHMAC-SHA256/ %48,
2. BEAIA
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» {FFfchacha20 B AZIHEXRIUAIKIEE , BIER[EEERFIZE R A1
3. Kk B4 A
o BINEERELFKTRE archZsRY | _FERmLE MR

struct login{
uint8 uk1;
uint8 uk2;
uint8 uk3;
uint32 stunIP;
uint32 botid_len;
char botid[botid_len];
uint16 cpu_core_num;

uint16 arch_type;

4. FERA
» FHC2IR[AVH BT R2HTHE

SKERT=ARRE T TR

000000 aa 78 56 o1 38 20 43 76 7o & da 7o [T 5 03 65 AUy Tl e
h000DD10 40 o8 26 4b 7a 30 30 28 31 Be 55 37 52 87 bd af @ &Kz.0) 1 U7R. .
ho000020 00 00 00 00 s
00000000 bb BT 6a ed 1b a2 70 cc Za 18 27 o8 54 2a Tc da  ..j...p. % . T#|]
00000010 78 Ba 23 99 b8 03 af 75 6o £6 42 ab 21 2b 62 Da  x.#....u LE.!4b
00000020 00 00 00 30 Dc e3 da 17 Le 4f 63 cO 12 fe ee Za  ...0.... .Oc....’---——b{ Get CHACHA20 NET KEY
00000030 5b £0 9f 2a 83 05 03 01 2o eb 70 1b o0 b7 04 67  [.%... ..7...
00000040 BT 78 02 3¢ 00 20 fa dZ ca 22 02 aa 32 o3 28 al  .7.% .. ... 2
D00000S0 &4 12 1= BO £2 24 £6 05 43 4f 01 b4 le 7L 61 ec  ..... $.. CO...qa
D0DDODE0 2c d4 be dd 79 B3 00 Dc 90 93 07 2a Ba 1f 0T al  ooog..s .. k..
L_ooooaove g¢ £1 23 b7 w#. |
E) T B AD Ta 18 00 ......40 W .... 7]
h0000034 G2 £3 00 00 £2 54 1f cc a7 40 24 ac 94 d5 8B 76 ..... 1. .@....v
h0000044 61 b6 al 79 Q.7
D00DDOT4 a2 9B ae 10 08 £0 34 50 40 d6 98 7 ab £3 79 68 ...... 4P .. ...l > Confirm NET KET
00DD0DE4  9a £3 90 D0 £2 5d If cc a7 40 24 ac 04 d5 8b 76 ..... 1.. .as...
00000094 51 b6 al 79 9.7
dlguadds 14 Sb de Ve Yd 10 U5 1b 1c ed eb de cf Bb BT UG PR ko.
I000D0SE 2 =d 72 =2 o6 bd bb cf bE 06 be =4 61 05 26 9 ..r..... N,
10000065 52 bé al e cl Sc ad 1b 68 37 53 a2 5a 56 d0 24 R..n.... h7S. I7.§
10000078 7d 60 sc Tb 36 #b db a¥ 33 B4 30 sc cb 83 48 15 1. {6, 3.0.....
10000085 Ze 13 55 e8 51 b6 al 5d ca bd 20 07 8 A7 ed £0  ....Q..] . ).0o.. —————————»{ Send Login and Confirm |
0000095 B 41 bd 02 21 el 2a a3 a6 2a B6 P

00000098 cf 38 cb d% 37 38 cb 46 e3 89 d2 04 Ob 97 d8 54 ..8..78.F ....... 1
00000048 &b V1 36 29 f4 49 ef o0 ac 3f 62 38 bb 00 91 Oa  kqf).I.. .7BE....

000000B8 52 bé al 79 E.v
0o0000Az  4b 92 £d 1b £3 09 4o 1o 35 45 39 af ae be a2 78 K.o.... L. BEB....x
0O00DOOB3  6Ge 75 18 d5 02 11 e bd 38 30 2f 86 €2 Ob 83 6f nw...n. 80/...._
0o0oancs 53 be al 79 B o

IHEIE

ATRASHI-DDoSH3THF13FF7HE R | F MY (LR EREAEbot I RASH ABER R T A\ fiE | —

BIBIIHRBANA T |, FTREETETT R S,
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:0805B140 ; int msg handler[12]

:0805B140 msg_handler
:0805B144
:@805B148
:@805B14C
:@805B150
:@805B154
:@805B158
:@805B15C
:@805B160
:0805B164
:@805B168
:@805B16C

AIRASHI-DDoS —HZFFRA T 13FF7EE A |

MSG_Type
0

1

10
11

12

dd @
dd @
dd @

dd offset
dd offset
dd offset

dd @
dd @

dd offset
dd offset
dd offset
dd offset

Desc

Get Net Key

Confirm Net Key

Confirm Login
Heartbeat

Start Attack
Exit

Killer Report
unknown
unknown
Disable Killer
Enable killer
Exec Command

Reverse Shell

sub 8@511F@
sub 8051418
sub 80513E@

sub 8051290
sub 8051370
sub 8@512F@
sub 8051200

WRE T —HRR AT EEIFA

T AIRASHL-Proxy RIS STRSHIBEAT , ATRVELEATAAFAAURE—5,
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MSG_Type Desc

0 Get Net Key

1 Confirm Net Key
2 Confirm Login

3 Heartbeat

4 Unknown

5 Prxoy

ol

LT enPiloti FREFIRIF IEAEBAMEAA | BAVNERMELET . A HRHSnorc LRSI BT 7 IR
HIMEP iRIRZ=A A A BB L

alert tcp any any -> any any (msg:"cnPilot @DAY exploit #1 attempt"; content:"execute_script"; content:"sys_li:

Readers are always welcomed to reach us on twitter.

10C

C2

xlabresearch.ru
xlabsecurity.ru

foxthreatnointel.africa

SHA1

3c33aa8d1b962ecba107897d80d34a5d0b99899e
0339415f8f3e2b1ebbb24ed08c3a311210893abe
95c8073cc4d8h80ceddh8384977ddc7bbcb3@d8c
12fdabd480166d8e98294745de1cfdcf52dbfadl
08b30f5ffad90e15fb3735d69545c67392ea24e9
c8b8bd5384effOfe3a3alaf82c378f620b7dc6H25

Downloader
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190.123.46.21  Panama|Panama|Panama AS52284 | Panamaserver . com
190.123.46.55 Panama | Panama | Panama AS52284 | Panamaserver .com
95.214.52.167 Poland|Mazowieckie|Warsaw AS201814|MEVSPACE sp. z o.0.
162.220.163.14  United States|New Jersey|Secaucus AS19318|Interserver, Inc

Source: https://blog.xlab.qianxin.com/large-scale-botnet-airashi/
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