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Use

EnvyScout can use cmd.exe to execute

malicious files on compromised hosts..L

EnvyScout can write files to disk with

JavaScript using a modified version of the

open-source tool FileSaver.1

EnvyScout can collect sensitive NTLM

material from a compromised host.[4]

EnvyScout can deobfuscate and write

malicious ISO files to disk.lH

EnvyScout can call
window. location.pathname to ensure that

embedded files are being executed from the C:

drive, and will terminate if they are not.[

EnvyScout can use protocol handlers to coax
the operating system to send NTLMv2

authentication responses to attacker-controlled

infrastructure.[1]

EnvyScout can use hidden directories and files

to hide malicious executables.[1
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Use

EnvyScout has used folder icons for malicious

files to lure victims into opening them.]

EnvyScout contains JavaScript code that can

extract an encoded blob from its HTML body

and write it to disk.Ll:l

EnvyScout can Base64 encode payloads.Lll

EnvyScout has been distributed via

spearphishing as an email attachment.[1]

EnvyScout has the ability to proxy execution

of malicious files with Rundl132..1

EnvyScout can determine whether the ISO

payload was received by a Windows or iOS

device.l1l

EnvyScout has been executed through

File
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malicious files attached to e-mails.[1!
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