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Adversaries may modify code signing policies to enable execution of applications signed with unofficial or
unknown keys. Code signing provides a level of authenticity on an app from a developer, guaranteeing that the
program has not been tampered with and comes from an official source. Security controls can include enforcement

mechanisms to ensure that only valid, signed code can be run on a device.

Mobile devices generally enable these security controls by default, such as preventing the installation of unknown
applications on Android. Adversaries may modify these policies in a number of ways, including Input Injection or

malicious configuration profiles.
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