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Mars Ransomware

MarsDecrypt Ransomware

(mudpoBanbIMK-BbIMOrare/ib) (IepBOMCTOYHHUK)

Translation into English

ITOT KPUIITO-BBIMOTaTe/ b M pyeT JaHHbIe caiToB, NAS-yCTpOCTB, CepBepOB U KOMITHIOTEPOB OH3HeC-
nonb3oBaresieit ¢ nomoipio AES+RSA, a 3atem Tpebyert Boikyn B $300-$2000 8 BTC, uToObI BepHYTb (aiiibl.
CyMMa BBIKyTIa paCCUMTBLIBAETCSI UCXO/Is M3 KOJTMUeCTBa 3alupoBaHHbIX 0PUCHBIX (aiiioB. OpUruHaabHOe
Ha3BaHue: MARS Virus. Ha daiine HanvcaHo: HET JaHHBIX.

O0OHapyXeHHA:

DrWeb ->

BitDefender ->

ALYac ->

Avira (no cloud) ->

ESET-NOD32 ->

Malwarebytes ->

Rising ->

Symantec ->

TrendMicro ->

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!

AV Benziopam! XoTtuTe ObITH B 3TOM CIIMCKe PeTY/SIPHO WK ToBbIe? Coobuyre MHe!

© I'eneasorus: ??? >> Mars

W306pa>keHrie — JIOTOTHIT CTaThH
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K 3ammdpoBaHHbIM (atiniam n00aB/sieTcs: pacivpeHue: .marsOBHuMaHne! Hoseble pacuivpenusi, email u
TEKCTBI O BBIKYTIE MO>)KHO HAWTH B KOHIIE CTaThy, B 0OHOBIEHUSIX. TaM MOTYT OBITb Pa3/IMuMs C ePBOHAYATbHBIM

BapUaHTOM.

AKTMBHOCTb 3TOTO KPHUIITO-BbIMOT' aTeJId MPUIIaCh HAd KOHEI] OKTH6pH 2020 . OpI/IEHTI/IpOBaH Ha aHIJIOA3BIYHBIX

TI0/Tb30BaTesiel, UTo He MelllaeT PaclpOCTPAHSATh ero Mo BCeEMY MHUDY.

3anucka ¢ TpeboBaHueM BbiKyra HasbiBaeTcs: !!MARS_DECRYPT.TXT

3anumcka ¢ cymmoit Beikyma $300

3armcka ¢ CymMmoii Beikyma $2000

Cojiep>kaHue 3aMMCKH 0 BBIKYIIE:

All your files have been encrypted with MARS Virus.

Your unique id: B7D70A6B4C8C41D38305FC492627EFAF

Our virus encrypted 15 of your office files (xIs, xIsx, doc, docx, ppt, pptx, odt, ods, pdf, dwg, psd, dbf, fpt, php,
cdr, mdb, accdb).

You can buy decryption for 300$ in Bitcoins.
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But before you pay, you can make sure that we can really decrypt any of your files.
The encryption key and ID are unique to your computer, so you are guaranteed to be able to return your files.
To do this:

1) Send your unique id B7D70A6B4C8C41D38305FC492627EFAF and max 3 files for test decryption

to mars_dec@outlook.com or anton_ivan_8989@mail.ru
2) After decryption, we will send you the decrypted files and a unique bitcoin wallet for payment.
3) Be careful! Fakes are possible in Telegram, never pay until you receive test files after decryption!

4) After payment ransom for Bitcoin, we will send you a decryption program and instructions. If we can decrypt

your files, we have no reason to deceive you after payment.

or do this(If you have not received a reply by email):

1) Download and install Telegram Messanger: https://desktop.telegram.org/ (for Windows, Linux, macOS)
2) Find user mars_dec

3) Send your unique id B7D70A6B4C8C41D38305FC492627EFAF and max 3 files for test decryption.

4) After decryption, we will send you the decrypted files and a unique bitcoin wallet for payment.

5) Be careful! Fakes are possible in Telegram, never pay until you receive test files after decryption!

6) After payment ransom for Bitcoin, we will send you a decryption program and instructions. If we can decrypt

your files, we have no reason to deceive you after payment.
FAQ:
Can I get a discount?

No. The ransom amount is calculated based on the number of encrypted office files and discounts are not

provided. All such messages will be automatically ignored.
What is Bitcoin?

read bitcoin.org

Where to buy bitcoins?

https://bitcoin.org/en/buy

https://buy.moonpay.io

or use google.com

Where is the guarantee that I will receive my files back?
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The very fact that we can decrypt your random files is a guarantee. It makes no sense for us to deceive you.
How quickly will I receive the key and decryption program after payment?

As arule, within a few hours, but very rarely there may be a delay of 1-2 days.

How does the decryption program work?

It's simple. You need to copy the key and select a folder to decrypt. The program will automatically decrypt all

encrypted files in this folder and its subfolders.
I will complain about your Telegram account and mailbox's..

God help you. You won't find us anyway. But many people will be deprived of any opportunity to recover their

files.

ITepeBoj 3anMCKH Ha PYCCKUH A3BIK:
Bce Baum ¢aiinet 661 3ammdpoBansl MARS Virus.
Baur yaukaneHeld id: B7D70A6B4C8C41D38305FC492627EFAF

Hartu Bupyc 3ammmdposan 15 Bammx opucHbix daiiios (xls, xlsx, doc, docx, ppt, pptx, odt, ods, pdf, dwg, psd, dbf,
fpt, php, cdr, mdb, accdb).

Bbl MoxkeTe KynuTh paciindpoBky 3a 300$ B 6UTKoHHAX.
Ho niepep oriatoii ybeiuTech, 4To MBI IeHCTBUTETIEHO CMOXKeM pacIivigpoBath 000# 13 Bayx ¢aiios.

Kitrou mmdpoBanus v ID yHUKa/IBLHBI /151 BAIlIETO KOMITLIOTEPA, TI03TOMY BbI TADAaHTUPOBAHHO CMOXKETE BEPHYTh

cBou (halinbl.
Cpenarp 3TO:

1) OrmpaBbTe cBoM yHUKabHBIN id B7D70A6B4C8C41D38305FC492627EFAF 1 makcumywM 3 datina ajist

TecToBOM paciindpoBky Ha mars_dec@outlook.com v anton_ivan_8989@mail.ru

2) Tlocre pacimpoBKY MBI OTTIPAaBUM BaM paciivpoBaHHbIe (aii/ibl ¥ YHUKaIbHbBIA OUTKONH-KOLIe ek s

OIl/IaTHhI.

3) Byabre octopoxkHbi! B Telegram Bo3MOyKHBI TIOA/e/IKU, HUKOT/IA He TI/IaTUTe, TI0Ka He MOJIyurTe TeCTOBbIe

(aiinel nocne pacmmdpoBku!

4) TTocsie oruiaThl BBIKYTIA 32 OUTKOWHBI MBI BBIILIIEM BaM TIPOrPaMMy PacIIU(POBKU U UHCTPYKLIUH. EC/U Mbl

CMOXKeM pacIiMgpoBarh Baily (aii/bl, Y Hac He OyieT IPUUMH 0OMaHBIBATh BAaC TIOC/IE OTIATHL.
WK cZienaiiTe 3T0 (eC/M BBI He MOTYUYH/IA OTBET I10 37IeKTPOHHOM TouTe):

1) 3arpysute u ycranosure Telegram Messanger: https://desktop.telegram.org/ (a5 Windows, Linux, macOS)
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2) HatiguTe nonb3oBaress mars_dec

3) OrnpaBsTe cBo yHUKaMbHBIM id B7D70A6B4C8C41D38305FC492627EFAF 1 makcumywM 3 daiiia ajist

TeCTOBO pacipoBKH.

4) TTocse pacimpoOBKU MbI OTTIPABMM BaM paciirpoBaHHbIe (aiiyibl U YHUKAIbHBIN OUTKOWH-KOILIeIeK /1St

OIL/IaThI.

5) Byabte octopoxkHbl! B Telegram Bo3MOKHBI TIO/I/Ie/TKH, HUKOT/IA He TI/IaTHUTe, TI0Ka He TO/TyurTe TeCTOBbIe

(atinel nmocne pacimdpoBku!

6) TTocse onuiaTel BBIKYyTIa 3a OUTKOWHBI MBI BBILIIEM BaM IPOTPaMMy PacIIM(POBKH U MHCTPYKLUH. Ecii Mbl

CMOKeM pacirpoBaTh Baly Gaiiibl, y Hac He OyeT MPUYMH 0OMaHBIBATh BaC MOCJIe OT/IAThL
YACTO 3AJABAEMBIE BOITPOCHI:
Mory 51 51 HONY4YUTb CKUZKY?

Hert. CymMa BBIKyTIa paCCUMTBHIBAETCS UCXO/S U3 KOJIMUeCTBa 3alM(ppOBaHHBIX 0(UCHBIX (aiiioB, U CKUIKH He

TIPeAoCTaB/sAI0TCs. Bee Takue coobiieHus OyyT aBTOMATHUeCKH UTHOPUPOBAThCSI.
Yto Takoe OUTKOUH?

yuTaiite bitcoin.org

['me KymuTh OUTKOUHBI?

https://bitcoin.org/en/buy

https://buy.moonpay.io

WIH UCTIONBb3yHTe google.com

['me rapaHTHs, UTO 1 MTOJTy4y CBOM (haityibl 0OpaTHO?

Cam (pakT, uTo MBI MO>KeM paciI(poBaTh BalIM C/TyyaiiHble (aii/bl, SIB/IsSIeTCs rapaHTHeid. 1711 HaC HeT CMBIC/IA

obMaHbIBaTh Bac.

Kak 65ICTpO 5 TOTydy K/THOU ¥ TIPOTpaMMmy el poBaHHs 1TOC/Ie OTUIaThl?

Kak npaBusio, B TeueHre HeCKOJILKHX YaCOB, HO OYeHb PeJKO MOXKeT OBITh 3aZiepyKka Ha 1-2 AHs.
Kak pabotaet nporpamma feridypoBasus?

310 npocTo. BaM HY>KHO CKOTIMPOBATH KJTFOU U BBIOpATh MarKy A/ pacimdpoBKu. [IporpaMma aBToMaTriecKu

pacimdpyeT Bce 3aiivdpoBaHHble (aiiibl B ITOM Marke U ee Mo/rankax.

A TIOXKa/TyHOChb Ha Balll aKKAyHT B Telegram U TMOYTOBEIE AIIHKH ..
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Bor Tebe B TMOoMOIIlb. Bel BCe PaBHO HacC He HaﬁAETE. Ho mHorue JIFOA GYAYT JIMIIIeHbI BO3MOXXHOCTH

BOCCTaHOBUTH CBOU (hali/Ibl.

TexHuueckKue geTanu

HaBepHsika pacripocTpaHsieTcst IyTéM B3/I0Ma uepe3 He3aluieHHy0 KoHduryparuro RDP, T.K. 60/IBIIHHCTBO
MOCTPa/IaBILIMX COOOIMIIH, UTO 00 aTakax Ha CepBephl, KOTOPble HUKOT/A He TOJK/IF0YaIMCh K CeTH M HUUEero He

CKauUMBaJ/IH.

[Tpu mepeHacTpoiike BeKTOpa aTakKu MOTYT HauaTh PaclpCOTPaHSATHCS C TIOMOIL[bIO email-criamMa ¥ BpeIoHOCHBIX
BJIO’KeHUH, 0OMaHHBIX 3arpy30K, OOTHETOB, SKCTIJIONTOB, BPeJJIOHOCHOW PeK/TaMbl, BeO-UH)KEKTOB, (ha/TbIIIUBBIX
00OHOB/IEHUH, TePETIaKOBAHHBIX U 3aPa’KEHHBIX MHCTA/UIATOPOB. CM. Takke "OCHOBHBIE CTIOCOOBI

pacIpoCcTpaHeHust KPUIITOBbIMOTaTesIei" Ha BBO/IHOM CTpaHuIie biiora.

OHy)KHO BCer/ia UCI0Mb30BaTh AKTYaJbHYI0 aHTUBUPYCHYIO 3aiuTy!!!

Ecru Bl ipeHeOperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aIiToi Kinacca Internet Security nimm Total Security, To

x0Ts1 OBI flentaiiTe pe3epBHOE KOMMMPOBAaHUE BaXKHBIX (Daityios o Metoxy 3-2-1.

Crucok (ail/IoBbIX paclIMpeHHi, MOABepPranIiuxcs MuppoBaHHIO:

xls, xlIsx, .doc, .docx, .ppt, .pptx, .odt, .ods, .pdf, .dwg, .psd, .dbf, .fpt, .php, .cdr, .mdb, .accdb - kak MuHUMYM.

310 MoryT 6bITh fOKyMeHTEI MS Office, OpenOffice, PDF, TekcToBble daii/ibl, 6a3bl JaHHBIX,

tdororpaduu, Bugeodaiibl, yepTexu, BeO-haiibl 1 Tp.

®daiiibl, cCBA3aHHBIE ¢ 3TUM Ransomware:
II"MARS_DECRYPT.TXT - nHa3Bauue ¢aiisa c TpeboBaHHEM BBIKYTIa

<random>.exe - c/iyyaiiHoe Ha3BaHHe BPeJOHOCHOTO (aiina

MARSDecryptor.exe - OpUrMHa/IbHbIH [JeI(PPOBILIUK

Pacnonoxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

Index of/
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MBpl Hall 3aiM@poBaHHbIe (aliibl Ha pa3HbIX calfTax.

3anucH peecTpa, CBA3aHHbIe ¢ 3TUM Ransomware:

CM. HUKe pe3ysbTaThl aHaIrl30B.

MpbloTeKchbI:

CM. HuKe pesy/bTaThl aHA/IM30B.

CeTeBble NOoAK/IIUEeHHUA U CBA3HU:

Email: mars_dec@outlook.com, anton_ivan_8989@mail.ru

2 ANY.RUN analysis >>

X VMRay analysis >>

() VirusBay samples >>

/A MalShare samples >>

*# AlienVault analysis >>

%] CAPE Sandbox analysis >>
D JOE Sandbox analysis >>

CrerneHb pacripoCTPaHEHHOCTH: HU3Kasl.

[ToppobHbIe cBefeHus1 cCOOMPArOTCs pery/sipHo. [Ipuckinaiite 06pasiibL.

=== VICTOPVSI CEMEVICTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOB/IEHUIM === BLOCK OF UPDATES ===

Bapuanr ot 30 Hosiopst 2020:
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Pacmvipenue: .vyb

Telegram: mars_dec

Oonosienue ot 2 pepana 2021:

[ocT Ha hopyme >>

Pacummpenue: .mars
Email: anton_ivan_8989@mail.ru

OTOT BBIMOTaTe/b BCE elllé aKTHBeH.

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http:

e e —
lt Read to links:

Message + myMessage

ID Ransomware (ID as Mars)

Write-up, Topic of Support
*

Thanks:
Michael Gillespie
Andrew Ivanov (article author)

*k%

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2020/10/mars-ransomware.html
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