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& Tool: ViceLeaker
ViceLeaker
Names
Triout
Category Malware
Type Backdoor, Info stealer, Exfiltration

(Kaspersky) The analysis of the APK was rather interesting, because some of the actions

were very common spyware features, such as the exfiltration of SMS messages, call logs
Description and other data. However, in addition to the traditional functionality, there were also

backdoor capabilities such as upload, download, delete files, camera takeover and record

surrounding audio.

<https://securelist.com/fanning-the-flames-viceleaker-operation/90877/>

Information <https://labs.bitdefender.com/2018/08/triout-spyware-framework-for-android-with-

extensive-surveillance-capabilities/>

MITRE ATT&CK  <https://attack.mitre.org/software/S0418/>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool ViceLeaker

Changed Name Country Observed

APT groups

Operation Vicel eaker [Unknown] 2018

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=e0e10485-2df9-49fa-b833-b30a245ca711
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