https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=b874c147-5b27-468f-a5eb-ee3ac2af7d9c

Threat Group Cards: A Threat Actor Encyclopedia

Archived: 2026-04-02 12:

16:28 UTC

Home > List all groups > List all tools > List all groups using tool Bezigate

2 Tool: Bezigate

Names

Category

Type

Description

Information

Malpedia

AlienVault OTX

Bezigate
Malware
Reconnaissance, Backdoor

Bezigate is a Trojan horse that opens a back door on the compromised computer. It may

also download potentially malicious files.

The Trojan may perform the following actions:
List, move, and delete drives

List, move, and delete files

List processes and running Windows titles

List services

List registry values

Kill processes

Maximize, minimize, and close windows
Upload and download files

Execute shell commands

Uninstall itself

<https://www.proofpoint.com/sites/default/files/proofpoint-operation-transparent-tribe-

threat-insight-en.pdf>

<https://malpedia.caad.fkie.fraunhofer.de/details/win.bezigate>

<https://otx.alienvault.com/browse/pulses?q=tag:bezigate>

Last change to this tool card: 23 April 2020
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APT groups

Transparent Tribe, APT 36 2013-Mar 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=b874c147-5b27-468f-a5eb-ee3ac2af7d9c
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