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The exploitation of corporate inbox accounts is turning into a security epidemic, with exploited accounts used to gain access
to information. Microsoft Cloud App Security now provides built-in alerts to detect suspicious inbox behavior and enable

you to quickly take action.

""body":"

This blog post was co-authored by Tal Maor, Microsoft Security researcher
\n\n

Exploited accounts can be used for several malicious purposes including reading email in a user’s inbox, creating rules to
forward future emails to external accounts, internal phishing campaigns to gain access to further inbox accounts, and

creating malicious rules to help an attacker remain undetected.
\n\n

As part of our ongoing research to analyze trends and attack techniques, the Microsoft Cloud App Security team was able to
deploy two new detection methods to help tackle malicious activities against Exchange inbox accounts protected with
Microsoft Cloud App Security. Since we’ve started rolling out these new detections, we are seeing more than 3,000

suspicious rule alerts each month./p>

\n\n

Image 1: Built-in alerts for suspicious inbox rules
\n\n

Some email users, particularly those with multiple mailboxes, set forwarding rules to move corporate emails to their private
email accounts. While seemingly harmless, this behavior is also a known method used by attackers to exfiltrate data from
compromised mailbox accounts. Without a way to easily identify malicious rules, forwarding rules can stay in place for

months, even after changing account credentials.
\n\n

Microsoft Cloud App Security can now detect and alert on suspicious forwarding rules, giving you the ability to find and

delete hidden rules at the source.
\n\n

Malicious forwarding rule names vary, and can have simple names, such as “Forward All Emails“, “Auto forward” or
they’re created with deceptive names, such as a nearly hidden “.” In fact, forward rule names can even be empty, and the
forwarding target can be one email account or an entire list list. There are even ways to make malicious rules hidden from
the user interface. Now, you can use the new Microsoft Cloud App Security detections to analyze and detect suspicious

behavior and generate alerts on forwarding rules - even when the rules are seemingly hidden.
\n\n

In nearly all cases, if you detect an unrecognized forwarding rule to an unknown internal or external e-mail address in a
user’s inbox rule setting, you can assume that the inbox account was compromised. Once detected, you can leverage this

helpful blog post on how to delete hidden rules from specific mailboxes when required.
\n\n

Image 2: Suspicious inbox forwarding rules - detailed description

\n\n

Another scenario we recognized and built detections for, seems to be used in a later attack phase. Attackers set an inbox rule
to delete and/or move emails to a less noticeable folder (i.e “RSS”). These rules move all emails or only those which contain
specific target key words. We identified nearly 100 common, relevant words that malicious delete- or move-inbox rules are

looking for in a message body and subject. Some of the most popular words we identified in these types of rules include:
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\n\n
\"superintendent\" , \"malware\" , \"malicious\" , \"suspicious\" , \"fake\" , \"scam\" , \"spam\" , \"helpdesk\" , \"technology\"
, \"do not click\" , \"delete\" , \"password\" , \"do not open\" , \"phishing\" , \"phish\" , \"information\" , \"payment election\"

, \"direct deposit\" , \"payroll\" , \"fraud\" , \"virus\" , \"hack\" , \"infect\" , \"steal\" , \"attack\" , \"hijack\" , \"Payment\" ,
\"workday\" , \"linkedin\" , \"Workday\" , \"Payroll\" , \"received\" , \"Fraud\" , \"spyware\" , \"software\" , \"attached\" ,
\"attachment\" , \"Help Desk\" , \"president\" , \"statement\" , \"threat\" , \"VIRUS WARNING\" ,\"DO NOT OPEN\" ,\"FW:
Phishing Attempts\" , \"email\" , \"regarding\" , \"URGENT Warning\" , \"Acknowledge\" , \"Link\" , \"disregard\" , \"did u
send me an email\" , \"Suspicious email\" , \"Spam\" , \"Virius\" , \"Viruis\" , \"Hack\" , \"Postmaster\" , \"Mailer-Daemon\" ,
\"Message Undeliverable\" , \"survey\" , \"hacked\" , \"Password\" , \"linked-in\" , \"linked in\" , \"invoice\" , \"Fidelity Net
Benefits\" , \"Net Benefits\" , \"401k\" , \"Fidelity\" , \"Security code\" , \"ADP\" , \"Strategic consultancy services fees -

Payment\" , \"Direct deposit\" , \"syed\" , \"Zoominfo\" , \"zoominfo\" , \"Re: Fw: Revised Invoice\" , \"security\"
\n\n

Corresponding rule names we saw repeatedly including names such as:

\n

xxx”, Vxoexx\ " AT AT AT VLA VAT dsfghjh\", \"At Work\" , \"words\" , \"ww\" , \"dsfghjh\" , \"email\" ,

\"mail\" , \"Delete messages with specific words\" , \"Clear categories on mail (recommended)”
\n\n

Attackers use these kinds of rules to manipulate the original mailbox user, remain undetected in the mailbox, and may
simultaneously perform internal phishing campaigns using the compromised mailbox. Attackers set rules like these to hide
their activities from the original mailbox user and to ensure they can’t see warning alerts about malicious behavior of their

own mailbox.
\n\n

Thes rules can be created using various methods. Once an attackers has access to user account credentials, they may log in
to the account’s mailbox to set and manipulate rules using https://outlook.office.com. Another option is to use an API that
allows the creation of new inbox rules via automated script. The PowerShell New-InboxRule cmdlet is an example of an

API that is frequently used by attackers to accomplish this.

\n\n

Image 3: Suspicious inbox manipulation rule - detailed alert description

\n\n

One method attackers use to gain initial access to an email account is to obtain clear text passwords of the inbox account.
\n\n

Another common scenario to gain initial access to a user’s mailbox account is an OAuth attack, which doesn’t require for
the attacker to have the full user credentials at any time. Victim accounts may log in as a third-party cloud application and
agree to delegate permissions to change their mailbox settings by the application on their behalf. This scenario requires the
user’s consent to delegate their permissions. These interfaces often impersonate legitimate applications the users commonly
use and exploit users to gain access to their accounts by requesting high permission levels via the cloud app. In the example
below, the attackers used the application name “Outlook” to defy users and eventually push mailbox changes to any

3rd

authenticated user. To find out more about risky 3" party app authentications and how to detect and revoke them with

Microsoft Cloud App Security, refer to our recent blog post.

\n\n

Image 4: Oauth attack of an impersonated cloud app

\n\n\n

Setting and communicating inbox best practices for your organization is always the first step.
\n\n

Ensure each of your inbox owners know:

\n\n

\n
» When delegating permissions to an app, verify the requested permissions fit expectations.

\n
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¢ Always remain suspicious regarding write-permission requests.
\n

o Consider whether to allow an application to make changes to the mailbox on their behalf, especially without
requesting their permission for specific changes.
\n

 If any evidence of a malicious rule is found, follow the steps in How to stop and remediate the Outlook Rules and

Forms attack to remediate.

\n
\n

Microsoft Cloud App Security provides full visibility into your corporate Exchange Online services, enables you to combat
malicious rules, cyber threats and control how your data travels. MCAS is available as part of Enterprise Mobility + Security

E5 or as a standalone service.
\n\n

More info and feedback

\n

Learn how to get started with Microsoft Cloud App Security with our detailed technical documentation. Don’t have

Microsoft Cloud App Security? Start a free trial today!
\n\n

As always, we want to hear from you! If you have any suggestions, questions, or comments, please visit us on our Tech

Community page.

\n","body@stringLength":"11723","rawBody":"

This blog post was co-authored by Tal Maor, Microsoft Security researcher
\n\n

Exploited accounts can be used for several malicious purposes including reading email in a user’s inbox, creating rules to
forward future emails to external accounts, internal phishing campaigns to gain access to further inbox accounts, and

creating malicious rules to help an attacker remain undetected.
\n\n

As part of our ongoing research to analyze trends and attack techniques, the Microsoft Cloud App Security team was able to
deploy two new detection methods to help tackle malicious activities against Exchange inbox accounts protected with
Microsoft Cloud App Security. Since we’ve started rolling out these new detections, we are seeing more than 3,000

suspicious rule alerts each month./p>

\n\n

Image 1: Built-in alerts for suspicious inbox rules
\n

Malicious forwarding rules

\n

Some email users, particularly those with multiple mailboxes, set forwarding rules to move corporate emails to their private
email accounts. While seemingly harmless, this behavior is also a known method used by attackers to exfiltrate data from
compromised mailbox accounts. Without a way to easily identify malicious rules, forwarding rules can stay in place for

months, even after changing account credentials.
\n\n

Microsoft Cloud App Security can now detect and alert on suspicious forwarding rules, giving you the ability to find and

delete hidden rules at the source.
\n\n

Malicious forwarding rule names vary, and can have simple names, such as “Forward All Emails“, “Auto forward” or
they’re created with deceptive names, such as a nearly hidden “.” In fact, forward rule names can even be empty, and the

forwarding target can be one email account or an entire list list. There are even ways to make malicious rules hidden from
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the user interface. Now, you can use the new Microsoft Cloud App Security detections to analyze and detect suspicious

behavior and generate alerts on forwarding rules - even when the rules are seemingly hidden.
\n\n

In nearly all cases, if you detect an unrecognized forwarding rule to an unknown internal or external e-mail address in a
user’s inbox rule setting, you can assume that the inbox account was compromised. Once detected, you can leverage this

helpful blog post on how to delete hidden rules from specific mailboxes when required.
\n\n
Image 2: Suspicious inbox forwarding rules - detailed description

\n

Malicious folder manipulation
\n

Another scenario we recognized and built detections for, seems to be used in a later attack phase. Attackers set an inbox rule
to delete and/or move emails to a less noticeable folder (i.e “RSS”). These rules move all emails or only those which contain
specific target key words. We identified nearly 100 common, relevant words that malicious delete- or move-inbox rules are

looking for in a message body and subject. Some of the most popular words we identified in these types of rules include:

\n\n
\"superintendent\" , \"malware\" , \"malicious\" , \"suspicious\" , \"fake\" , \"scam\" , \"spam\" , \"helpdesk\" , \"technology\"
, \"do not click\" , \"delete\" , \"password\" , \"do not open\" , \"phishing\" , \"phish\" , \"information\" , \"payment election\"

, \"direct deposit\" , \"payroll\" , \"fraud\" , \"virus\" , \"hack\" , \"infect\" , \"steal\" , \"attack\" , \"hijack\" , \"Payment\" ,
\"workday\" , \"linkedin\" , \"Workday\" , \"Payroll\" , \"received\" , \"Fraud\" , \"spyware\" , \"software\" , \"attached\" ,
\"attachment\" , \"Help Desk\" , \"president\" , \"statement\" , \"threat\" , \"VIRUS WARNING\" ,\"DO NOT OPEN\" ,\"FW:
Phishing Attempts\" , \"email\" , \"regarding\" , \"URGENT Warning\" , \"Acknowledge\" ,\"Link\" , \"disregard\" , \"did u
send me an email\" , \"Suspicious email\" , \"Spam\" , \"Virius\" , \"Viruis\" , \"Hack\" , \"Postmaster\" , \"Mailer-Daemon\" ,
\"Message Undeliverable\" , \"survey\" , \"hacked\" , \"Password\" , \"linked-in\" , \"linked in\", \"invoice\" , \"Fidelity Net
Benefits\" , \"Net Benefits\" , \"401k\" , \"Fidelity\" , \"Security code\" , \"ADP\" , \"Strategic consultancy services fees -

Payment\" , \"Direct deposit\" , \"syed\" , \"Zoominfo\" , \"zoominfo\" , \"Re: Fw: Revised Invoice\" , \"security\"
\n\n

Corresponding rule names we saw repeatedly including names such as:

\n

xxx”, Vo) LAV A VA A \dsfghihl” At Work)” | \"words\" , \"ww\" , \"dsfghjh\" , \"email\" ,

\"mail\" , \"Delete messages with specific words\" , \"Clear categories on mail (recommended)”
\n\n

Attackers use these kinds of rules to manipulate the original mailbox user, remain undetected in the mailbox, and may
simultaneously perform internal phishing campaigns using the compromised mailbox. Attackers set rules like these to hide
their activities from the original mailbox user and to ensure they can’t see warning alerts about malicious behavior of their

own mailbox.
\n\n

Thes rules can be created using various methods. Once an attackers has access to user account credentials, they may log in
to the account’s mailbox to set and manipulate rules using https://outlook.office.com. Another option is to use an API that
allows the creation of new inbox rules via automated script. The PowerShell New-InboxRule cmdlet is an example of an

API that is frequently used by attackers to accomplish this.

\n\n

Image 3: Suspicious inbox manipulation rule - detailed alert description
\n

Gaining mailbox access

\n

One method attackers use to gain initial access to an email account is to obtain clear text passwords of the inbox account.
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\n\n

Another common scenario to gain initial access to a user’s mailbox account is an OAuth attack, which doesn’t require for
the attacker to have the full user credentials at any time. Victim accounts may log in as a third-party cloud application and
agree to delegate permissions to change their mailbox settings by the application on their behalf. This scenario requires the
user’s consent to delegate their permissions. These interfaces often impersonate legitimate applications the users commonly
use and exploit users to gain access to their accounts by requesting high permission levels via the cloud app. In the example
below, the attackers used the application name “Outlook” to defy users and eventually push mailbox changes to any

3rd

authenticated user. To find out more about risky 3" party app authentications and how to detect and revoke them with

Microsoft Cloud App Security, refer to our recent blog post.

\n\n

Image 4: Oauth attack of an impersonated cloud app

\n

Rule your inbox

\n\n

Setting and communicating inbox best practices for your organization is always the first step.
\n\n

Ensure each of your inbox owners know:

\n\n

\n

» When delegating permissions to an app, verify the requested permissions fit expectations.
\n

» Always remain suspicious regarding write-permission requests.
\n

» Consider whether to allow an application to make changes to the mailbox on their behalf, especially without
requesting their permission for specific changes.
\n

 If any evidence of a malicious rule is found, follow the steps in How to stop and remediate the Outlook Rules and
Forms attack to remediate.

\n
\n

Microsoft Cloud App Security provides full visibility into your corporate Exchange Online services, enables you to combat
malicious rules, cyber threats and control how your data travels. MCAS is available as part of Enterprise Mobility + Security

E5 or as a standalone service.
\n\n

More info and feedback

\n

Learn how to get started with Microsoft Cloud App Security with our detailed technical documentation. Don’t have

Microsoft Cloud App Security? Start a free trial today!
\n\n

As always, we want to hear from you! If you have any suggestions, questions, or comments, please visit us on our Tech

Community page.
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700)","tableBorderStyle":"solid","tableCellPaddingX":"5px","tableCellPadding Y ":"5px", "tableTextColor":"var(--lia-bs-
body-color)","tableVerticalAlign":"middle","__typename":"RteThemeSettings"},"tags":{"bgColor":"var(--lia-bs-gray-
200)","bgHoverColor":"var(--lia-bs-gray-400)","borderRadius":"var(--lia-bs-border-radius-sm)","color":"var(--lia-bs-body-
color)","hoverColor":"var(--lia-bs-body-color)","fontWeight":"var(--lia-font-weight-md)","fontSize":"var(--lia-font-size-
xxs)","textTransform":"UPPERCASE","letterSpacing":"0.5px","__typename":"TagsThemeSettings"},"toasts":
{"borderRadius":"var(--lia-bs-border-radius)","paddingX":"12px","__typename":"ToastsThemeSettings"},"typography":

{"fontFamilyBase":"Segoe
UI","fontStyleBase":"NORMAL","fontWeightBase":"400","fontWeightLight":"300","fontWeightNormal":"400","fontWeightMd":"500","fontWeightBolc
[{"source":"SERVER","name":"Segoe UI","styles":[{"style":"NORMAL","weight":"400"," __typename":"FontStyleData"},
{"style":"NORMAL","weight":"300","__typename":"FontStyleData"},

{"style":"NORMAL","weight":"600","__typename":"FontStyleData"},

{"style":"NORMAL","weight":"700","__typename":"FontStyleData"},
{"style":"ITALIC","weight":"400","__typename":"FontStyleData"}],"assetNames":["SegoeUI-normal-
400.woff2","SegoeUI-normal-300.woff2","SegoeUI-normal-600.woff2","SegoeUI-normal-700.woff2","SegoeUl-italic-
400.woff2"],"__typename":"CustomFont"},{"source":"SERVER","name":"MWF Fluent Icons","styles":
[{"style":"NORMAL","weight":"400","__typename":"FontStyleData"}],"assetNames":["MWFFluentIcons-normal-
400.woff2"],"__typename":"CustomFont"}],"__typename":"TypographyThemeSettings"},"unstyledListItem":
{"marginBottomSm":"5px","marginBottomMd":"10px","marginBottomLg":"15px", "marginBottomX1":"20px", "marginBottomXx1":"25px","__typename
{"light":"#£fffff","dark":"#000000"," __typename":"YiqThemeSettings"},"colorLightness":
{"primaryDark":0.36,"primaryLight":0.74,"primaryLighter":0.89,"primaryLightest":0.95,"infoDark":0.39,"infoLight":0.72,"infoLighter":0.85,"infoLighte
shared/client/components/common/Loading/LoadingDot-1775111751134":{"__typename":"CachedAsset","id":"text:en_US-
shared/client/components/common/Loading/LoadingDot-1775111751134","value":
{"title":"Loading..."},"localOverride":false},"CachedAsset:quilt:0365.prod:pages/blogs/BlogMessagePage:board:microsoft-
security-blog-1775111749095":

{"__typename":"CachedAsset","id":"quilt:0365.prod:pages/blogs/BlogMessagePage:board:microsoft-security-blog-
1775111749095","value":{"id":"BlogMessagePage","container":{"id":"Common","headerProps":
{"backgroundImageProps":null,"backgroundColor":null,"addComponents":null,"removeComponents":

["community.widget.bannerWidget"],"componentOrder":null,”__typename":"QuiltContainerSectionProps"},"headerComponentProps":

{"community.widget.breadcrumbWidget":
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{"disableLastCrumbForDesktop":false} },"footerProps":null,"footerComponentProps":null,"items":[{"id":"blog-
article","layout":"ONE_COLUMN","bgColor":null,"showTitle":null,"showDescription":null, "textPosition":null,"textColor":null,"sectionEditLevel":"L Ot
"main":[{"id":"blogs.widget.blogArticleWidget","className":"lia-blog-

o o

container","props":null,"__typename":"QuiltComponent"}],"__typename":"OneSectionColumns"} },{"id":"section-
1729184836777","layout":"MAIN_SIDE","bgColor":"transparent","showTitle":false,"showDescription":false, "textPosition":"CENTER", "textColor":"var
-lia-bs-body-
color)","sectionEditLevel":null,"bgImage":null,"disableSpacing":null,"edgeToEdgeDisplay":null,"fullHeight":null,"showBorder":null,"__typename":"Ma
{"main":[],"side":[{"id":"custom.widget.Unregistered CTAWidget","className":null,"props":
{"widgetVisibility":"anonymousOnly","useTitle":true,"useBackground":false,"title":"","lazyLoad":false, "'widgetChooser":"custom.widget. UnregisteredC’
components/common/Email Verification-1775111751134":{"__typename":"CachedAsset","id":"text:en_US-

components/common/Email Verification-1775111751134","value":{ "email.verification.title":"Email Verification

Required","email.verification.message.update.email":"To participate in the community, you must first verify your email

address. The verification email was sent to {email}. To change your email, visit My

Settings.","email.verification.message.resend.email":"To participate in the community, you must first verify your email

address. The verification email was sent to {email}. Resend email."},"localOverride":false},"CachedAsset:text:en_US-
pages/blogs/BlogMessagePage-1775111751134":{"__typename":"CachedAsset","id":"text:en_US-
pages/blogs/BlogMessagePage-1775111751134","value":{ "title":" { contextMessageSubject} |

{communityTitle}","errorMissing":"This blog post cannot be found","name":"Blog Message Page","section.blog-

article.title":"Blog Post","archivedMessageTitle":"This Content Has Been Archived","section.section-

1729184836777 title":"","section.section-1729184836777.description":"","section.Cnclde.title":"Blog
Post","section.tifEmD.description":"","section.tifEmD.title":""},"localOverride":false },"Cached Asset:quiltWrapper:0365.prod: Common:1775111735169'
{"__typename":"CachedAsset","id":"quiltWrapper:0365.prod: Common:1775111735169","value":

{"id":"Common","header":{"backgroundImageProps":
{"assetName":null,"backgroundSize":"COVER","backgroundRepeat":"NO_REPEAT","backgroundPosition":"CENTER_CENTER","lastModified":null,'
[{"id":"community.widget.navbarWidget","props":

{"showUserName":true,"showRegisterLink":true, "uselconLanguagePicker":true,"useLabel LanguagePicker":true,"style":
{"boxShadow":"var(--lia-bs-box-shadow-sm)","linkFontWeight":"400","controllerHighlightColor":"hsla(30, 100%,
50%)","dropdownDividerMarginBottom":"10px","hamburgerBorderHover":"none","linkFontSize":"14px","linkBoxShadowHover":"none","backgroundC
-lia-border-radius-50)","hamburgerBgColor":"transparent","link TextBorderBottom":"none","hamburgerColor":"var(--lia-

nav-controller-icon-
color)","brandLogoHeight":"30px","linkLetterSpacing":"normal","linkBgHoverColor":"transparent","collapseMenuDividerOpacity":0.16,"paddingBottor
solid var(--lia-bs-border-
color)","hamburgerBorder":"none","dropdownPaddingX":"10px","brandMarginRightSm":"10px","linkBoxShadow":"none","linkJustifyContent":"flex-

start","linkColor":"var(--lia-bs-body-color)","collapseMenuDividerBg":"var(--lia-nav-link-
color)","dropdownPaddingTop":"10px","controllerTextColor":"var(--lia-nav-controller-icon-
color)","controllerHighlightTextColor":"var(--lia-yiq-dark)","background": { "image AssetName":"","color":"var(--lia-bs-
white)","size":"COVER","repeat":"NO_REPEAT","position":"CENTER_CENTER","imageLastModified":""},"linkBorderRadius":"var(-
-lia-bs-border-radius-sm)","linkHoverColor":"var(--lia-bs-body-
color)","position":"FIXED","linkBorder":"none","linkTextBorderBottomHover":"2px solid var(--lia-bs-
primary)","brandMarginRight":"30px","hamburgerHoverColor":"var(--lia-nav-controller-icon-
color)","linkBorderHover":"none","collapseMenuMarginLeft":"20px","linkFontStyle":"NORMAL","linkPaddingX":"10px","controllerTextHoverColor":
-lia-nav-controller-icon-hover-

color)","paddingTop":"15px","linkPaddingY":"5px","link TextTransform":"NONE","dropdownBorderColor":"hsla(var(--lia-
bs-black-h), var(--lia-bs-black-s), var(--lia-bs-black-1), 0.08)","controllerBgHoverColor":"hsla(var(--lia-bs-black-h), var(--
lia-bs-black-s), var(--lia-bs-black-1), 0.1)","linkDropdownPaddingX":"var(--lia-nav-link-
px)","linkBgColor":"transparent","linkDropdownPaddingY":"9px","controllerIconColor":"var(--lia-bs-body-
color)","dropdownDividerMarginTop":"10px","linkGap":"10px","controllerlconHoverColor":"var(--lia-bs-body-
color)"},"links":{"sideLinks":[],"logoLinks":[],"mainLinks":[{"children":
[1,"linkType":"INTERNAL","id":"gxcuf89792","params":{ },"routeName":"CommunityPage"},{"children":
[1,"linkType":"EXTERNAL","id":"community-hub-link","url":"/Directory","target":"SELF" } ,{ "children":
[{"linkType":"INTERNAL","id":"Common-microsoft365-link","params":
{"categoryId":"microsoft365"},"routeName":"CategoryPage"},{"link Type":"INTERNAL","id":"Common-windows-
link","params":{"categoryld":"Windows"},"routeName":"CategoryPage" },{"link Type":"INTERNAL","id":"Common-
microsoft-security-link","params":{"categoryld":"microsoft-security"},"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-microsoft-teams-link","params":
{"categoryld":"MicrosoftTeams"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-azure-
link","params":{"categoryld":"Azure"},"routeName":"CategoryPage" },{ "linkType":"INTERNAL","id":"Common-
content_management-link","params":{"categoryld":"Content_Management"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-microsoftintune-link","params":
{"categoryId":"microsoftintune"},"routeName":"CategoryPage"},{"link Type":"INTERNAL","id":"Common-exchange-
link","params":{"categoryld":"Exchange"}, "routeName":"CategoryPage" },{ "linkType":"INTERNAL","id":"Common-
windows-server-link","params":{"categoryld":"Windows-Server" },"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-outlook-link","params":

{"categoryld":"Outlook"},"routeName":"CategoryPage" },{"link Type":"INTERNAL","id":"Common-microsoft365-copilot-
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link","params":{"categoryld":"Microsoft365Copilot"},"routeName":"CategoryPage" },
{"linkType":"EXTERNAL","id":"Common_Enntvz-view-all-products-

link","url":"/Directory","target":"SELF" }],"link Type":"EXTERNAL","id":"products-link","url":"/","target":"SELF"},
{"children":[{"linkType":"INTERNAL","id":"Common-education-sector-link","params":
{"categoryld":"EducationSector"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-partner-
community-link","params":{"categoryld":"PartnerCommunity" },"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-healthcare-and-life-sciences-link","params":
{"categoryId":"HealthcareAndLifeSciences"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-i-
t-ops-talk-link","params":{"categoryld":"ITOpsTalk"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-public-sector-link","params":
{"categoryld":"PublicSector"},"routeName":"CategoryPage" },{ "linkType":"INTERNAL","id":"Common-microsoftfor-
nonprofits-link","params":{"categoryld":"MicrosoftforNonprofits" },"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-io-t-link","params":{"categoryld":"IoT"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-mvp-link","params":{"categoryIld":"mvp"},"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-microsoft-mechanics-link","params":
{"categoryld":"MicrosoftMechanics"},"routeName":"CategoryPage" },{ "linkType":"INTERNAL","id":"Common-driving-
adoption-link","params":{"categoryld":"DrivingAdoption"},"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-microsoft-learn-for-educators-link","params": { "categoryld": "microsoft-learn-
for-educators"},"routeName":"CategoryPage" }],"link Type":"EXTERNAL","id":"topics-link", "url":"/","target":"SELF" },
{"children":[],"linkType":"EXTERNAL","id":"all-blogs-link","url":"/Blogs","target":"SELF"},{"children":
[1,"linkType":"EXTERNAL","id":"all-events-link","url":"/Events","target":"SELF"},{"children":
[{"linkType":"INTERNAL","id":"Skills-Hub-link","params":{"categoryId":"skills-hub"},"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Skills-Hub-Blog","params":{ "boardId":"skills-hub-blog","categoryId":"skills-
hub"},"routeName":"BlogBoardPage"},{"linkType":"EXTERNAL","id":"ms-learn-ext-LD","url":"/category/skills-hub?
tab=grouphub","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-
dynamics","url":"https://docs.microsoft.com/learn/dynamics365/?WT.mc_id=techcom_header-webpage-
m365","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-
m365","url":"https://docs.microsoft.com/learn/m365/?wt.mc_id=techcom_header-webpage-m365","target":"BLANK"},
{"linkType":"EXTERNAL","id":"ms-learn-ext-security", "url":"https://docs.microsoft.com/learn/topics/sci/?
wt.mc_id=techcom_header-webpage-m365","target":"BLANK"} {"linkType":"EXTERNAL","id":"ms-learn-ext-
pp","url":"https://docs.microsoft.com/learn/powerplatform/?wt.mc_id=techcom_header-webpage-
powerplatform","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-
github","url":"https://docs.microsoft.com/learn/github/?wt.mc_id=techcom_header-webpage-github","target":"BLANK"},
{"linkType":"EXTERNAL","id":"ms-learn-ext-teams","url":"https://docs.microsoft.com/learn/teams/?
wt.mc_id=techcom_header-webpage-teams","target":"BLANK"},{"linkType":"EXTERNAL","id":"ms-learn-ext-

non

net","url":"https://docs.microsoft.com/learn/dotnet/?wt.mc_id=techcom_header-webpage-dotnet","target":"BLANK"},
{"linkType":"EXTERNAL","id":"ms-learn-ext-azure","url":"https://docs.microsoft.com/learn/azure/?
WT.mc_id=techcom_header-webpage-m365","target":"BLANK"}],"linkType":"INTERNAL","id":"Skills-Hub","params":
{"categoryId":"skills-hub"},"routeName":"CategoryPage"},{"children":[{"link Type":"INTERNAL","id":"Common-
community-info-center-link","params":{"categoryld":"Community-Info-Center" },"routeName":"CategoryPage" },
{"linkType":"INTERNAL","id":"Common-usergroups-link","params":
{"categoryld":"usergroups"},"routeName":"CategoryPage"},{"linkType":"INTERNAL","id":"Common-community-news-
desk-link","params":{"categoryld":"CommunityNewsDesk"},"routeName":"CategoryPage"},
{"linkType":"INTERNAL","id":"Common-microsoft-global-community-initiative-link","params": { "categoryld": "microsoft-
global-community-initiative"},"routeName":"CategoryPage"}],"link Type":"INTERNAL","id":"Common-gxcuf89792-

"o

community","params":

{},"routeName":"CommunityPage"}]},"showSearchIcon":true,"languagePickerStyle":"iconAndLabel"},"__typename":"QuiltComponent"},

won R

"id":"community.widget.breadcrumbWidget","props":{ "backgroundColor":"transparent","linkHighlightColor":"var(--lia-

bs-primary)","visualEffects": {"showBottomBorder":true},"linkTextColor":"var(--lia-bs-gray-

"o

700)"},"__typename":"QuiltComponent"},{"id":"custom.widget. CommunityBanner","props":

wn

{"widgetVisibility":"signedInOrAnonymous","useTitle":true, "usePageWidth":false, "useBackground":false, "title":"","lazyLoad":false},"__typename":"Qu
{"id":"custom.widget.ChatbotWidget","props":

"o

{"customComponentId":"custom.widget.ChatbotWidget","cDisplay_form":true, "useBackground":false},"__typename":"QuiltComponent"},
"id":"custom.widget.HeroBanner","props":
{"widgetVisibility":"signedInOrAnonymous","usePageWidth":false,"useTitle":true,"cMax_items":3,"useBackground":false,"title":"","lazyLoad":false,"w
{"backgroundImageProps":
{"assetName":null,"backgroundSize":"COVER","backgroundRepeat":"NO_REPEAT","backgroundPosition":"CENTER_CENTER","lastModified":null,'

[{"id":"custom.widget.SocialSharing","props":

wn

{"widgetVisibility":"signedInOrAnonymous","useTitle":true,"useBackground":false, "title":"","lazyLoad":false},"__typename":"QuiltComponent"},

"o

{"id":"custom.widget.MicrosoftFooter","props":
{"widgetVisibility":"signedInOrAnonymous","useTitle":true, "useBackground":false, "title":"","lazyLoad":false},"__typename":"QuiltComponent"}]," _t
components/common/ActionFeedback-1775111751134":{"__typename":"CachedAsset","id":"text:en_US-
components/common/ActionFeedback-1775111751134","value":

non

{"joinedGroupHub.title":"Welcome","joinedGroupHub.message":"You are now a member of this group and are subscribed
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wn

to updates.","groupHubInviteNotFound.title":"Invitation Not Found","groupHublInviteNotFound.message":"Sorry, we could
not find your invitation to the group. The owner may have canceled the invite.","groupHubNotFound.title":"Group Not

Found","groupHubNotFound.message":"The grouphub you tried to join does not exist. It may have been

"

deleted.","existingGroupHubMember.title":" Already Joined","existingGroupHubMember.message":"You are already a

member of this group.","accountLocked.title":"Account Locked","accountLocked.message":"Your account has been locked
due to multiple failed attempts. Try again in {lockoutTime} minutes.","editedGroupHub.title":"Changes
Saved","editedGroupHub.message":"Your group has been
updated.","leftGroupHub.title":"Goodbye","leftGroupHub.message":""You are no longer a member of this group and will not
receive future updates.","deletedGroupHub.title":"Deleted","deletedGroupHub.message":"The group has been
deleted.","groupHubCreated.title":"Group Created","groupHubCreated.message":"{groupHubName} is ready to

UKD

use","accountClosed.title":" Account Closed","accountClosed.message":"The account has been closed and you will now be

redirected to the homepage","resetTokenExpired.title":"Reset Password Link has
Expired","resetTokenExpired.message":"Try resetting your password again","invalidUrl.title":"Invalid
URL","invalidUrl.message":"The URL you're using is not recognized. Verify your URL and try

nn

again.","accountClosedForUser.title":"Account Closed","accountClosedForUser.message":" {userName}'s account is

closed","inviteTokenInvalid.title":"Invitation Invalid","inviteTokenInvalid.message":"Your invitation to the community has

been canceled or expired.","inviteTokenError.title":"Invitation Verification Failed","inviteTokenError.message":"The url you

wn

are utilizing is not recognized. Verify your URL and try again","pageNotFound.title":"Access
Denied","pageNotFound.message":"You do not have access to this area of the community or it doesn't

exist","eventAttending.title":"Responded as Attending","eventAttending.message":"You'll be notified when there's new

activity and reminded as the event approaches","eventInterested.title":"Responded as
Interested","eventInterested.message":"You'll be notified when there's new activity and reminded as the event
approaches","eventNotFound.title":"Event Not Found","eventNotFound.message":"The event you tried to respond to does
not exist.","redirectToRelatedPage.title":"Showing Related Content","redirectToRelatedPageForBaseUsers.title":"Showing
Related Content","redirectToRelatedPageForBaseUsers.message":"The content you are trying to access is
archived","redirectToRelatedPage.message":"The content you are trying to access is
archived","relatedUrl.archivalLink.flyoutMessage":"The content you are trying to access is archived View Archived
Content"},"localOverride":false},"CachedAsset:component:custom.widget. CommunityBanner-en-us-1775106678626":
{"__typename":"CachedAsset","id":"component:custom.widget. CommunityBanner-en-us-1775106678626","value":

"o

{"component":{"id":"custom.widget. CommunityBanner","template":
{"id":"CommunityBanner","markupLanguage":"REACT","style":null,"texts":null,"defaults":{ "config":{ "applicablePages":
[1,"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":

[1,"__typename":"ComponentProperties"},"components":

PR

[{"id":"custom.widget. CommunityBanner","form":null,"config":null,"props":
[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null },"localOverride":
en-us-1775106678626":{"__typename":"CachedAsset","id":"component:custom.widget.ChatbotWidget-en-us-
1775106678626","value":{"component":{"id":"custom.widget.ChatbotWidget","template":
"id":"ChatbotWidget","markupLanguage":"REACT","style":null,"texts":{"chatbot.references.title":"Related

Articles","chatbot.welcome.title":"Welcome!","chatbot.welcome.description":"I'm here to help you explore and discover

great content.","chatbot.welcome.prompt":"Ask me a question or choose a suggestion below to get

won

started:","chatbot.welcome.cta":"Let's dive in—what would you like to discover today?","chatbot.status.typing":"Assistant

wn

is typing...","chatbot.status.error":"error","chatbot.error.response":"Failed to get response. Please try

wn

again.","chatbot.error.processing":"There was an error processing your message.","chatbot.error.configuration":"API URL

not configured","chatbot.error.network":"Network error occurred. Please check your connection and try

won "o

again.","chatbot.error.timeout":"Request timed out. Please try again.","chatbot.error.emptyResponse":"I couldn't generate a
response. Please try rephrasing your question.","chatbot.buttons.send":"Send","chatbot.buttons.close":"Close
chat","chatbot.buttons.newChat":"Start new chat","chatbot.buttons.collapse":"Collapse chat

panel”,"chatbot.buttons.expand":"Expand chat panel","chatbot.buttons.fullscreen":"Enter

"o

fullscreen","chatbot.buttons.exitFullscreen":"Exit fullscreen","chatbot.buttons.like":"Like this
response”,"chatbot.buttons.dislike":"Dislike this response","chatbot.buttons.removeLike":"Remove

like","chatbot.buttons.removeDislike":"Remove dislike","chatbot.aria.chatInput":"Chat

URl

input","chatbot.aria.sendMessage":"Send message","chatbot.aria.openChat":"Open chat

assistant","chatbot.aria.closeChat":"Close chat assistant","chatbot.defaults.title":" Ask Tech

nn

Community","chatbot.defaults.subtitle":"Ask questions — get answers","chatbot.defaults.entryHeading":"Find

answers","chatbot.defaults.entrySubtext":" Ask the agent","chatbot.defaults.placeholder":"Type your

"o

message...","chatbot.defaults.initialMessage":"Hi! I'm your assistant. Ask me something or pick a suggestion above to

won

begin.","chatbot.suggestions.findBlogs":"Find insightful blogs","chatbot.suggestions.exploreEvents":"Explore upcoming

won

events",

o

chatbot.suggestions.startJourney":"Start your journey with something new","chatbot.dialog.endConversation":"End

"o

conversation","chatbot.dialog.confirmEndConversation":"Do you want to end this conversation and start

over?","chatbot.dialog.endConversationButton":"End

won

conversation","chatbot.dialog.cancel":"Cancel","chatbot.error.genericServiceUnavailable":"The service is currently

unavailable. Please try again later.","chatbot.error.noResults":"We could not find any information related to your query. Try
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rephrasing your query."},"defaults":{"config":{"applicablePages":
[1,"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.ChatbotWidget","form":null,"config":null,"props":
[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null},"localOverride":
en-us-1775106678626":{"__typename":"CachedAsset","id":"component:custom.widget. HeroBanner-en-us-
1775106678626","value":{"component":{"id":"custom.widget. HeroBanner","template":
"id":"HeroBanner","markupLanguage":"REACT","style":null,"texts":{ "searchPlaceholderText":"Search this
community","followActionText":"Follow","unfollowActionText":"Following","searchOnHoverText":"Please enter your
search term(s) and then press return key to complete a search.","blogs.sidebar.pagetitle":"Latest Blogs | Microsoft Tech
Community","followThisNode":"Follow this node","unfollowThisNode":"Unfollow this
node","customField.teamsLink.title":"Microsoft teams link","customField.teamsLink.label":"Teams meeting
url"},"defaults":{"config":{"applicablePages":
[1,"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[{"id":"max_items","dataType":"NUMBER","list":false,"defaultValue":"3","label ":"Max Items","description":"The
maximum number of items to display in the
carousel","possibleValues":null,"control":"INPUT","__typename":"PropDefinition"}],"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.HeroBanner","form":{"fields":
[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description
{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":null,"poss
{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"description":nul
"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"descripti

"o

"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description
"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description":n

{"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label":"Max

Items","description":"The maximum number of items to display in the

carousel”,"possibleValues":null,"__typename":"FormField"}],"layout":{"rows":

[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":

[{"id":"widgetChooser","className":null," __typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
"id":"titleGroup","type":"fieldset","as":null,"items":[ {"id":"title","className":null," __typename":"FormFieldRef"},
"id":"useTitle","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":null,"to

{"id":"useBackground","type":"fieldset","as":null,"items":

[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"

{"id":"widgetVisibility","type":"fieldset","as":null,"items":

[{"id":"widgetVisibility","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant'

"o

{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":

won

[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":m

"id":"componentPropsGroup","type":"fieldset","as":null,"items":
[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":nu
[1,"__typename":"Component"}],"grouping":"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[{"id":"max_items","dataType":"NUMBER","list":false,"defaultValue":"3","label":"Max Items","description":"The
maximum number of items to display in the
carousel","possibleValues":null,"control":"INPUT","__typename":"PropDefinition"}],"__typename":"ComponentProperties"},"form":

{"fields":

[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description
{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":null,"poss
{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"description":nul
{"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"descripti
{"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description
{"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label":null,"description":n

"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label ":"Max
Items","description":"The maximum number of items to display in the
carousel","possibleValues":null,"__typename":"FormField"}],"layout":{"rows":

[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":
[{"id":"widgetChooser","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
{"id":"titleGroup","type":"fieldset","as":null,"items":[{ "id":"title","className":null,"__typename":"FormFieldRef"},
{"id":"useTitle","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":null,"to

"id":"useBackground","type":"fieldset","as":null,"items":
[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"

"id":"widgetVisibility","type":"fieldset","as":null,"items":

[{"id":"widgetVisibility","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant'
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"o

{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":

non

[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":m
"id":"componentPropsGroup","type":"fieldset","as":null,"items":
[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":nu
{"fields":
[{"id":"widgetChooser","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description
{"id":"title","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control":null,"defaultValue":null,"label ":null,"description":null,"poss
{"id":"useTitle","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"description":nul
"id":"useBackground","validation":null,"noValidation":null,"dataType":"BOOLEAN","list":null,"control":null,"defaultValue":null,"label ":null,"descripti
"id":"widgetVisibility","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description
"id":"moreOptions","validation":null,"noValidation":null,"dataType":"STRING","list":null,"control ":null,"defaultValue":null,"label ":null,"description":n
{"id":"cMax_items","validation":null,"noValidation":null,"dataType":"NUMBER","list":false,"control":"INPUT","defaultValue":"3","label":"Max
Items","description":"The maximum number of items to display in the
carousel”,"possibleValues":null,"__typename":"FormField"}],"layout":{"rows":
[{"id":"widgetChooserGroup","type":"fieldset","as":null,"items":
[{"id":"widgetChooser","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
"id":"titleGroup","type":"fieldset","as":null,"items":[{"id":"title","className":null," __typename":"FormFieldRef"},
"id":"useTitle","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":null,"to
{"id":"useBackground","type":"fieldset","as":null,"items":
[{"id":"useBackground","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant"
{"id":"widgetVisibility","type":"fieldset","as":null,"items":
[{"id":"widgetVisibility","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant'

"o

{"id":"moreOptionsGroup","type":"fieldset","as":null,"items":

won

[{"id":"moreOptions","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":m

"id":"componentPropsGroup","type":"fieldset","as":null,"items":
[{"id":"cMax_items","className":null,"__typename":"FormFieldRef"}],"props":null,"legend":null,"description":null,"className":null,"view Variant":nu
en-us-1775106678626":{"__typename":"CachedAsset","id":"component:custom.widget.Unregistered CTAWidget-en-us-
1775106678626","value":{"component":{"id":"custom.widget.Unregistered CTAWidget","template":

{"id":"Unregistered CTAWidget","markupLanguage":"REACT","style":null,"texts": {"register.communityHub":"Welcome to

"

the {name} Community Hub. Sign in to like, participate, or start a conversation.","register.category":"Welcome to the

"o

{name} Community Hub. Sign in to like, participate, or start a conversation.","register.discussionBoard":"Welcome to the

non

{name} space. Sign in to like, reply, or start a discussion.","register.blogSpace":"Welcome to the {name} space. Sign in to

"o

like or comment on articles in this space.","register.eventSpace":"Welcome to the {name} space. Sign in to RSVP, add

"o

events to your calendar, and join the conversation.","register.ideaSpace":"Welcome to the {name} space. Sign in to vote,

comment, or submit your own feedback.","buttonRegister":"Sign in","register.discussionBoardArticle":"Have a question or
insight to share? Sign in to join the discussion.","register.blogSpaceArticle":"Enjoying the article? Sign in to share your
thoughts.","register.eventSpaceArticle":"Don’t just watch - take part. Sign in to RSVP, ask questions, and join the
discussion.","register.ideaSpaceArticle":"Sign in to submit ideas, upvote ideas, and join the conversation."},"defaults":
{"config":{"applicablePages":
[1,"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.Unregistered CTAWidget","form":null,"config":null,"props":
[1,"__typename":"Component"}],"grouping™:"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":null,"fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":null,"form":null },"localOverride":
en-us-1775106678626":{"__typename":"CachedAsset","id":"component:custom.widget.SocialSharing-en-us-
1775106678626","value":{"component":{"id":"custom.widget.SocialSharing","template":
"id":"SocialSharing","markupLanguage":"HANDLEBARS","style":".sharePage {\n display: flex;\n justify-content:
center;\n background: #d7d7d7;\n padding: Opx;\n height: 60px;\n}\n.singleSociallcons {\n display: flex;\n gap: 12px;\n list-
style-type: none;\n padding: Opx;\n margin: 0;\n}\n.containers {\n display: flex;\n gap: 30px;\n}\n\n.listIcon {\n align-
content: center;\n}\n.headingShare {\n display: inline;\n margin-right: 25px;\n margin-bottom: Opx;\n font-size: 20px;\n
font-weight: 550;\n align-content: center;\n}\n\n@media (max-width: 990px) {\n .sharePage {\n display: flex;\n justify-
content: center;\n }\n\n .containers {\n display: inline-block;\n justify-content: center;\n align-content: center;\n align-items:
center;\n }\n .headingShare {\n display: flex;\n justify-content: center;\n }\n .singleSociallcons {\n
H\nhn","texts":null,"defaults":{"config":{"applicablePages":[],"description":"Adds buttons to share to various social media
websites","fetchedContent":null,"__typename":"ComponentConfiguration"},"props":
[1,"__typename":"ComponentProperties"},"components":
[{"id":"custom.widget.SocialSharing","form":null,"config":null,"props":
[1,"__typename":"Component"}],"grouping™:"CUSTOM","__typename":"ComponentTemplate"},"properties":{"config":
{"applicablePages":[],"description":"Adds buttons to share to various social media
websites","fetchedContent":null,"__typename":"ComponentConfiguration"},"props":

[1,"__typename":"ComponentProperties"},"form":null,"__typename":"Component","localOverride":false},"globalCss":

PR

"o

"css":".custom_widget_SocialSharing_sharePage_6x3n8_1 {\n display: flex;\n justify-content: center;\n background:

#d7d7d7;\n padding: 0;\n height: 3.75rem;\n}\n.custom_widget_SocialSharing_singleSociallcons_6x3n8_8 {\n display:
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flex;\n gap: 0.75rem;\n list-style-type: none;\n padding: 0;\n margin:
0;\n}\n.custom_widget_SocialSharing_containers_6x3n8_15 {\n display: flex;\n gap:

1.875rem;\n }\n.custom_widget_SocialSharing_listlcon_6x3n8_20 {\n align-content:

center;\n }\n.custom_widget_SocialSharing_headingShare_6x3n8_23 {\n display: inline;\n margin-right: 1.5625rem;\n
margin-bottom: 0;\n font-size: 1.25rem;\n font-weight: 550;\n align-content: center;\n}\n@media (max-width: 990px) {\n
.custom_widget_SocialSharing_sharePage_6x3n8_1 {\n display: flex;\n justify-content: center;\n }\n\n
.custom_widget_SocialSharing_containers_6x3n8_15 {\n display: inline-block;\n justify-content: center;\n align-content:
center;\n align-items: center;\n }\n .custom_widget_SocialSharing_headingShare_6x3n8_23 {\n display: flex;\n justify-
content: center;\n }\n .custom_widget_SocialSharing_singleSociallcons_6x3n8_8 {\n }\n}\n","tokens":
{"sharePage":"custom_widget_SocialSharing_sharePage_6x3n8_1","singleSociallcons":"custom_widget_SocialSharing_singleSociallcons_6x3n8_8","cc
en-us-1775106678626":{"__typename":"CachedAsset","id":"component:custom.widget.MicrosoftFooter-en-us-
1775106678626","value":{"component":{"id":"custom.widget.MicrosoftFooter","template":
{"id":"MicrosoftFooter","markupLanguage":"HANDLEBARS","style":".context-uhf {\r\n min-width: 280px;\r\n font-size:
15px;\r\n box-sizing: border-box;\r\n -ms-text-size-adjust: 100%;\r\n -webkit-text-size-adjust: 100%;\r\n & *\r\n &
*:before,\r\n & *:after {\r\n box-sizing: inherit;\r\n }\r\n a.c-uhff-link {\r\n color: #616161;\r\n word-break: break-word;\r\n
text-decoration: none;\r\n }\r\n &a:link,\r\n &a:focus,\r\n &a:hover,\r\n &a:active,\r\n &a:visited {\r\n text-decoration:
none;\r\n color: inherit;\r\n }\r\n & div {\r\n font-family: 'Segoe UI', SegoeUl, 'Helvetica Neue', Helvetica, Arial, sans-
serif;\r\n J\r\n}\r\n.c-uhff {\r\n background: #f2f2f2;\r\n margin: -1.5625;\r\n width: auto;\r\n height: auto;\r\n}\r\n.c-uhff-
nav {\r\n margin: 0 auto;\r\n max-width: calc(1600px + 10%);\r\n padding: 0 5%;\r\n box-sizing: inherit;\r\n &:before,\r\n
&:after {\r\n content: ' ;\r\n display: table;\r\n clear: left;\r\n }\r\n @media only screen and (max-width: 1083px) {\r\n
padding-left: 12px;\r\n }\r\n .c-heading-4 {\r\n color: #616161;\r\n word-break: break-word;\r\n font-size: 15px;\r\n line-
height: 20px;\r\n padding: 36px 0 4px;\r\n font-weight: 600;\r\n }\r\n .c-uhff-nav-row {\r\n .c-uhff-nav-group {\r\n display:
block;\r\n float: left;\r\n min-height: 1px;\r\n vertical-align: text-top;\r\n padding: 0 12px;\r\n width: 100%;\r\n zoom: 1;\r\n
&:first-child {\r\n padding-left: 0;\r\n @media only screen and (max-width: 1083px) {\r\n padding-left: 12px;\r\n }\r\n }\r\n
@media only screen and (min-width: 540px) and (max-width: 1082px) {\r\n width: 33.33333%;\r\n }\r\n @media only
screen and (min-width: 1083px) {\r\n width: 16.6666666667%;\r\n }\r\n ul.c-list.f-bare {\r\n font-size: 11px;\r\n line-height:
16px;\r\n margin-top: 0;\r\n margin-bottom: 0;\r\n padding-left: 0;\r\n list-style-type: none;\r\n li {\r\n word-break: break-
word;\r\n padding: 8px 0;\r\n margin: 0;\r\n }\r\n }\r\n }\r\n }\r\n}\r\n.c-uhff-base {\r\n background: #f2f2f2;\r\n margin: 0
auto;\r\n max-width: calc(1600px + 10%);\r\n padding: 30px 5% 16px;\r\n &:before,\r\n &:after {\r\n content: ' ;\r\n
display: table;\r\n }\r\n &:after {\r\n clear: both;\r\n }\r\n a.c-uhff-ccpa,\r\n a.c-uhff-consumer {\r\n display: flex;\r\n float:
left;\r\n font-size: 11px;\r\n line-height: 16px;\r\n padding: 4px 24px 0 0;\r\n }\r\n a.c-uhff-ccpa:hover,\r\n a.c-uhff-
consumer:hover {\r\n text-decoration: underline;\r\n }\r\n ul.c-list {\r\n font-size: 11px;\r\n line-height: 16px;\r\n float:
right;\r\n margin: 3px 0;\r\n color: #616161;\r\n li {\r\n padding: 0 24px 4px 0;\r\n display: inline-block;\r\n }\r\n }\r\n .c-
list.f-bare {\r\n padding-left: 0;\r\n list-style-type: none;\r\n }\r\n @media only screen and (max-width: 1083px) {\r\n
display: flex;\r\n flex-wrap: wrap;\r\n padding: 30px 24px 16px;\r\n }\r\n}\r\n\r\n.social-share {\r\n position: fixed;\r\n top:
60%;\r\n transform: translateY(-50%);\r\n left: 0;\r\n z-index: 1000;\r\n }\r\n\r\n.sharing-options {\r\n list-style: none;\r\n
padding: 0;\r\n margin: 0;\r\n display: block;\r\n flex-direction: column;\r\n background-color: white;\r\n width: 50px;\r\n
border-radius: Opx 7px 7px Opx;\r\n}\r\n.linkedin-icon {\r\n border-top-right-radius: 7px;\r\n}\r\n.linkedin-icon:hover {\r\n
border-radius: 0;\r\n}\r\n\r\n.social-share-email-image:hover {\r\n border-radius: 0;\r\n}\r\n\r\n.social-link-footer:hover
Jinkedin-icon {\r\n border-radius: 0;\r\n }\r\n.social-link-footer:hover .social-share-email-image {\r\n border-radius:

0;\r\n }\r\n\r\n.social-link-footer img {\r\n width: 30px;\r\n height: auto;\r\n transition: filter 0.3s ease;\r\n}\r\n\r\n.social-
share-list {\r\n width: 50px;\r\n }\r\n.social-share-rss-image {\r\n width: 30px;\r\n height: auto;\r\n transition: filter 0.3s
ease;\r\n}\r\n.sharing-options li {\r\n width: 50px;\r\n height: 50px;\r\n padding: 8px;\r\n box-sizing: border-box;\r\n border:
2px solid white;\r\n display: inline-block;\r\n text-align: center;\r\n opacity: 1;\r\n visibility: visible;\r\n transition: border
0.3s ease; /* Smooth transition effect */\r\n border-left: none;\r\n border-bottom: none; /* Apply bottom border to only last
item *Ar\n}\r\n\r\n.social-share-list-linkedin {\r\n background-color: #0474b4;\r\n border-top-right-radius: 5px; /* Rounded
top right corner of first item*/\r\n }\r\n.social-share-list-facebook {\r\n background-color: #3c5c9c;\r\n}}\r\n.social-share-list-
xicon {\r\n background-color: #000;\r\n }\r\n.social-share-list-reddit {\r\n background-color: #fc4404;\r\n}\r\n.social-share-
list-bluesky {\r\n background-color: #f0f2f5;\r\n }\r\n.social-share-list-rss {\r\n background-color: #ec7b1c;\r\n}\r\n.social-
share-list-mail {\r\n background-color: #848484;\r\n border-bottom-right-radius: 5px; /* Rounded bottom right corner of last
item*/\r\n }\r\n.sharing-options li.social-share-list-mail {\r\n border-bottom: 2px solid white; /* Add bottom border only to
the last item */\r\n height: 52px; /* Increase last child height to make in align with the hover label */\r\n}\r\n.x-icon {\r\n
filter: invert(100%);\r\n transition: filter 0.3s ease;\r\n width: 20px !important;\r\n height: auto;\r\n padding-top: 5px
limportant;\r\n }\r\n.bluesky-icon {\r\n filter: invert(20%) sepia(100%) saturate(3000%) hue-rotate(180deg);\r\n transition:
filter 0.3s ease;\r\n padding-top: 5px !important;\r\n width: 25px !important;\r\n }\r\n\r\n.share-icon {\r\n border: 2px solid
transparent;\r\n display: inline-block;\r\n position: relative;\r\n}\r\n\r\n.sharing-options li:hover {\r\n border: 2px solid
white;\r\n border-left: none;\r\n border-bottom: none;\r\n border-radius: Opx;\r\n }\r\n.sharing-options li.social-share-list-
mail:hover {\r\n border-bottom: 2px solid white; /* Add bottom border only to the last item */\r\n}\r\n\r\n.sharing-options
lizhover .label {\r\n opacity: 1;\r\n visibility: visible;\r\n border: 2px solid white;\r\n box-sizing: border-box;\r\n border-left:
none;\r\n}\r\n\r\n.label {\r\n position: absolute;\r\n left: 100%;\r\n white-space: nowrap;\r\n opacity: 0;\r\n visibility:
hidden;\r\n transition: all 0.2s ease;\r\n color: white;\r\n border-radius: 0 10 0 10px;\r\n top: 50%;\r\n transform:
translateY(-50%);\r\n height: 52px;\r\n display: flex;\r\n align-items: center;\r\n justify-content: center;\r\n padding: 10px
12px 15px 8px;\r\n border: 2px solid white;\r\n}\r\n.linkedin {\r\n background-color: #0474b4;\r\n border-top-right-radius:
5px; /* Rounded top right corner of first item*/\r\n}\r\n.facebook {\r\n background-color: #3c5c9c;\r\n }\r\n.twitter {\r\n
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background-color: black;\r\n color: white;\r\n}\r\n.reddit {\r\n background-color: #fc4404;\r\n }\r\n.mail {\r\n background-
color: #848484;\r\n border-bottom-right-radius: 5px; /* Rounded bottom right corner of last item*/\r\n}\r\n.bluesky {\r\n
background-color: #f0f2f5;\r\n color: black;\r\n }\r\n.rss {\r\n background-color: #ec7blc;\r\n}\r\n\r\n@media (max-width:
991px) {\r\n .social-share {\r\n display: none;\r\n }\r\n}\r\n","texts":{"heading.whatsNew":"What's
new","heading.store":"Microsoft

Store","heading.education":"Education”,"heading.business":"Business","heading.developer":"Developer &

wn

IT","heading.company":"Company","link.whatsNew.surfacePro":"Surface Pro","aria.whatsNew.surfacePro":"Surface Pro

non

What's new","link.whatsNew.surfaceLaptop":"Surface Laptop","aria.whatsNew.surfaceLaptop":"Surface Laptop What's

o

new","link.whatsNew.surfaceLaptopStudio2":"Surface Laptop Studio 2","aria.whatsNew.surfaceLaptopStudio2":"Surface

Laptop Studio 2 What's new","link.whatsNew.copilotOrganizations":"Copilot for

nn

organizations","aria.whatsNew.copilotOrganizations":"Copilot for organizations What's

new","link.whatsNew.copilotPersonal":"Copilot for personal use","aria.whatsNew.copilotPersonal":"Copilot for personal

nn

use What's new","link.whatsNew.ailnWindows":"AI in Windows","aria.whatsNew.ailnWindows":"AI in Windows What's

won

new","link.whatsNew.exploreProducts":"Explore Microsoft products”,"aria.whatsNew.exploreProducts":"Explore Microsoft

won

products What's new","link.whatsNew.windows11Apps":"Windows 11 apps","aria.whatsNew.windows11Apps":"Windows

o

11 apps What's new","link.store.accountProfile":" Account profile","aria.store.accountProfile":" Account profile Microsoft

o

Store","link.store.downloadCenter":"Download Center","aria.store.downloadCenter":"Download Center Microsoft

nn

Store","link.store.support":"Microsoft Store support","aria.store.support":"Microsoft Store support Microsoft

"o URD

Store","link.store.returns":"Returns","aria.store.returns":"Returns Microsoft Store","link.store.orderTracking":"Order

tracking”,"aria.store.orderTracking":"Order tracking Microsoft Store","link.store.certifiedRefurbished":"Certified

Refurbished","aria.store.certifiedRefurbished":"Certified Refurbished Microsoft Store","link.store.promise":"Microsoft

non

Store Promise","aria.store.promise":"Microsoft Store Promise Microsoft Store","link.store.flexiblePayments":"Flexible

wn

Payments","aria.store.flexiblePayments":"Flexible Payments Microsoft

o "o

Store","link.education.microsoftInEducation":"Microsoft in education","aria.education.microsoftinEducation":"Microsoft in

education Education","link.education.devices":"Devices for education","aria.education.devices":"Devices for education

won

Education","link.education.teams":"Microsoft Teams for Education","aria.education.teams":"Microsoft Teams for Education

Education","link.education.m365":"Microsoft 365 Education","aria.education.m365":"Microsoft 365 Education

Education","link.education.howToBuy":"How to buy for your school","aria.education.howToBuy":"How to buy for your

nn

school Education”,"link.education.training":"Educator training and development","aria.education.training":"Educator

wn

training and development Education","link.education.deals":"Deals for students and parents","aria.education.deals":"Deals

nn

for students and parents Education”,"link.education.ai":"Al for education","aria.education.ai":"AI for education

Education","link.business.microsoftAi":"Microsoft AI","aria.business.microsoftAi":"Microsoft Al

Business","link.business.security":"Microsoft Security","aria.business.security":"Microsoft Security

Business","link.business.dynamics":"Dynamics 365",

aria.business.dynamics":"Dynamics 365
Business","link.business.m365":"Microsoft 365", "aria.business.m365":"Microsoft 365

Business","link.business.powerPlatform":"Microsoft Power Platform","aria.business.powerPlatform":"Microsoft Power

wn

Platform Business","link.business.teams":"Microsoft Teams","aria.business.teams":"Microsoft Teams

Business","link.business.m365Copilot":"Microsoft 365 Copilot","aria.business.m365Copilot":"Microsoft 365 Copilot

won nn

Business","link.business.smallBusiness":"Small Business","aria.business.smallBusiness":"Small Business

nn

Business","link.developer.azure":"Azure","aria.developer.azure":"Azure Developer &

non

IT","link.developer.developerCenter":"Microsoft Developer","aria.developer.developerCenter":"Microsoft Developer

Developer & IT","link.developer.learn":"Microsoft Learn","aria.developer.learn":"Microsoft Learn Developer &

IT","link.developer.aiMarketplace":"Support for Al marketplace apps","aria.developer.aiMarketplace":"Support for Al

marketplace apps Developer & IT","link.developer.techCommunity":"Microsoft Tech

wn

Community","aria.developer.techCommunity":"Microsoft Tech Community Developer &
IT","link.developer.marketplace":"Microsoft Marketplace","aria.developer.marketplace":"Microsoft Marketplace Developer

& IT","link.developer.marketplaceRewards":"Marketplace Rewards","aria.developer.marketplaceRewards":"Marketplace

non

Rewards Developer & IT","link.developer.visualStudio":"Visual Studio","aria.developer.visualStudio":"Visual Studio

won

Developer & IT","link.company.careers":"Careers","aria.company.careers":"Careers

Company","link.company.about":"About Microsoft","aria.company.about":" About Microsoft

Company","link.company.news":"Company news","aria.company.news":"Company news

non

Company","link.company.privacy":"Privacy at Microsoft","aria.company.privacy":"Privacy at Microsoft

"o

Company","link.company.investors":"Investors","aria.company.investors":"Investors

o nn

Company","link.company.diversity":"Diversity and inclusion","aria.company.diversity":"Diversity and inclusion

non

Company","link.company.accessibility":" Accessibility","aria.company.accessibility":" Accessibility

wn

Company","link.company.sustainability":"Sustainability","aria.company.sustainability":" Sustainability

won wn

Company","ccpa.label":"Your Privacy Choices","consumerhealthprivacy.label":"Consumer Health

won non
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