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AnteFrigus

Archived: 2026-04-02 11:56:24 UTC
AnteFrigus Ransomware

(mudpoBanbIMK-BbIMOraTe/ib) (MepBOMCTOYHHUK HA PYCCKOM)

Translation into English

OTOT KpUITO-BEIMOTaTe b NG PYyeT JaHHbIe TI0/Tb30BaTe el ¢ momMolrbio AES, a 3ateM TpebyeT Boikyn B $1.995,
KOTOpBIH yBenuuuBaeTcs uepes 4 nus 10 $3.990. OpurunansHoe Ha3BaHue: AnteFrigus. Ha datine HammcaHo: HeT

JTaHHBIX.

O0HapyxeHHs:

DrWeb -> Trojan.PWS.Siggen2.38675, Trojan.Encoder.30119
BitDefender -> Trojan.GenericKD.32711050

ALYac -> Trojan.Ransom.AnteFrigus

Avira (no cloud) -> TR/Crypt.Agent.yyhfq

ESET-NOD32 -> A Variant Of Win32/Kryptik. GYHS
Kaspersky -> Trojan.Win32.Zenpak.rbj

Malwarebytes -> Trojan.MalPack.GS

© I'eneanorus: AnteFrigus > Prometey

I/I306pa>KeH1/1e — JIOTOTHUII CTATbHU

K 3amm¢poBanHbeM (aiinam fobaBmseTcs paciiperye: .<random>
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OBHHMaHI/le! Hossie pacivpeHus, email 1 TeKCTBI O BBIKYTI€ MOXXHO HaWTH B KOHILIe CTaTbH, B O0OHOB/IEHUSX.

Tam MOryT OBITH pa3/imnuud C repBoHa4d/IbHbIM BaApDUAHTOM.

AKTUBHOCTB 3TOTO KPHUIITO-BbIMOT aTe/Id IPUI/IaChb Ha Ha4ya/lo HOH6pH 2019 . OPI/IEHTI/IPOBEIH Ha aHIJIOA3BIUHBIX

T0/Tb30BaTesIe, UTo He MelllaeT PaclpOCTPAHSATh ero Mo BCeEMY MHUDY.

3amucka c TpeboBaHKEM BBIKYTIa Ha3biBaeTcsi: <random>-readme.txt

Hanpumep:

hssjyh-readme.txt

jbptlio-readme.txt

Conep)KaHne 3dIIMCKH 0 BBIKYII€:
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[+] Whats Happen ? [+]

Your files are encrypted, and currently unavailable.You can check it :
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all files on you computer has

By the way, everything is possible to recover(restore), but you need to follow our instructions.Othe

[+] What guarantees ? [+]

Its just a business.We absolutely do not care about youand your deals, except getting benefits.If we
To check the ability of returning files, You should go to our website.There you can decrypt one file

If you will not cooperate with our service - for us, its does not matter.But you will lose your time

[+] How to get access on website ? [+]

You have two ways :

1)[Recommended] Using a TOR browser!

a) Download and install TOR browser from this site: https://torproject.org/
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b) Open our website : http://yboa7nidpv5jdtumgfmdfmmvju3ccxlleut2xvzgnbuglbjdsn7p3kid.onion/?hssjyh
(If you can’t follow the link or other difficulty write to the technical support email : antefrigu
2) If TOR blocked in your country, try to use VPN! For this:

a) Open any browser (Chrome, Firefox, Opera, IE, Edge) and download and install free VPN programm a
b) If you are having difficulty purchase bitcoins, or you doubt in buying decryptor, contact to an

When you open our website, put the following data in the input form:

Key:

Pjg/0Do4PDA8PD870Tg5Nyhoa3RwdShvenpxgG8oSkEnOTw8Njk40id0aUM2aX 1FJw==

Extension name :

hssjyh

I'11DANGER !'!!

DONT try to change files by yourself, DONT use any third party software for restoring your data or al

ERRENRN

ONE MORE TIME : Its in your interests to get your files back.From our side, we(the best specialists)
ERRERRN

ITepeBop 3anycKu Ha PyCCKHIl SI3BIK:
[+] YUTo cyumnnocs? [+]
Bamu aiins! 3ammdpoBansl U celiyac HeZIOCTYNHbL. Bbl MoykeTe IIpOBEPUTH 3TO: BCe (aii/ibl Ha BallleM
KOMITbIOTEPE UMEOT paciurpeHue hssjyh.
KcTtartn, Bce MOXXKHO BOCCTAaHOBUTD (BePHYTH), HO BbI JOJDKHBI CJI€/I0BAaTh HAIIUM WHCTPYKIVSIM. B TpoTHBHOM
C/lydae Bbl He MOXKeTe BepHyTh cBoM faHHble (HVKOI'TA).
[+] Kakue rapantuu? [+]
310 mpocTo 6u3Hec. MbI abcomoTHO He 3a00TUMCS 0 BAaC U BALIMX C/eJIKaX, KpOMe MOoMyueHusi BBITo/bl. Eciu Mbl
He BBITIO/THSIEM CBOIO paboTy U 006s13aTesibCTBa - HUKTO He OyZieT COTpYHUYATh C HaMU. JTO He B HallluX
WHTepecax.
YTt0oObI MPOBEPUTH BO3MOXKHOCTh BO3Bpata (haii/ioB, BbI JO/DKHBI 3alTH Ha Halll caiT. Tam Bbl MOXKeTe GeCriiaTHO
pacimpoBars ofuH ¢aii. DTo Hallla FapaHTHs.
Ecnu BbI He OyzieTe COTpY/IHMYAT C HAILLIMM CEPBUCOM - /71 HaC 3TO He UMeeT 3HaueHUsl. Ho BEI roTepsieTe cBOe
BpeMsI U JaHHBIE, BeZIb TOJILKO Y HAC eCTh 3aKPBIThIN KTtou. Ha mpakTrKe BpeMst Topa3zio LieHHee JIeHeT.
[+] Kak monmyuuTs AOCTYIT Ha caliT? [+]
Y Bac ecThb /iBa NyTH:
1) [Pekomenayetcsi] Vicnons3oBath 6paysep TOR!
a) 3arpy3ure u ycraHoBure 6paysep TOR c 3Toro caiita: https://torproject.org/
6) Otkpoiite Har Be6-caiT: http://yboa7nidpv5jdtumgfm4fmmvju3ccxlleut2xvzgn5uqlbjd5n7p3kid.onion/?
hssjyh

(Ecy BBI He MOsKeTe TIepelTH 0 CChUTKe WX TI0 IPYTUM MPUYMHAM, HAITHLINTe Ha 3JIeKTPOHHYIO I0UTy
TeXHUUeCKoU ro/mep>kku: antefrigus@cock.li)

2) Ecnu TOR 3a6/10KMpOBaH B Balllel cTpaHe, momnpo0dyiite ucnonb3oBath VPN! 3a sto:

a) Otkpotite mo6oti 6pay3ep (Chrome, Firefox, Opera, IE, Edge), 3arpy3ure u ycTaHoBuUTe GeCIIaTHYIO
niporpamMmy VPN u 3arpy3ure 6pay3ep TOR c 3Toro caiita https://torproject.org/

6) Ec/ii y BaC BO3HUK/IU TPYAHOCTH C MOKYTKON OUTKOWHOB WM Bbl COMHEBAETECH B MOKYIIKe PaclIM(POBIIMKA,
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obparuTech B /IT00YI0 KOMITaHUIO 110 BOCCTAHOB/IEHHMIO [JaHHBIX B Balllel CTpaHe, KOTOPasi [IPeJ0CTaBUT BaM
OorbliTe rapaHTHIA ¥ BO3bMeT Ha ce0si ITpolLie/[ypy MOKYITKH 1 paciiidpoBKu. [TouTH Bce Takve KOMITaHUH
CJTBIIIIAJTA O HAC U 3HAIOT, YTO Hallla MPorpaMMa paciindpoBKy paboTaeT, TTI03TOMY OHA MOTYT BaM MTOMOYb.
Korza BBl OTKpbIBaeTe Halll CaiiT, BBeUTE C/IeAYIOIIHe aHHbIe B GOpMy BBOJA:
Kimou:Pjg/OD0o4PD08PD870Tg5Nyhoa3RwdShvenpxgG8oSkEnOTw8Njk40idOaUM2aXIFJw==

Ha3sanue pacivpeHus:

hssjyh -

INOIMACHOCTHS !!!

HE mbITaliTech u3MeHUTH Gaiibl camoctosTenibHO, HE wcronb3yiiTe /00y0 CTOPOHHIOK MPOrpaMMy [JJist
BOCCTAHOBJIEHHSI BalllUX JJAHHBIX WJIM AHTUBUPYCHBIE PEILIeHHs - 3TO MOKET TIOBJIeUb 3a COO0H MOBPEXAeHe

JINYHOI'O KJ/ItF04a U, KdK pe3yJ/ibTaT, II0TePIO BCeX JaHHBIX.

AelaeéM BCe OJid BOCCTAHOBJ/IEHHS, HO, HO)KaJny;ICTa, He MellauTe.
e

3amucka o BBIKYTI€ TAK)KE€ COXPAHAETCA B CHeL{HaJ’IbHOﬁ T1arke Ha AUCKe C:

C:\Instraction\

CKpUHILIOTHI CcaliTa BbIMOrare/eii:
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Bk § bt el 1 bttt

TexHuuecKue geTanu

PacripocTpaHsieTcs C IOMOILBIO BPelOHOCHOM peklaMHON Kamnanud HookAds, BpejoHOCHasi peksiaMma KOTOpoi
Teriepb TepeHarpaBisieT MoJb30BaTesiell Ha BeO-cTpaHuLIbl ¢ HabopoM skcruioiToB RIG. Ha nHbuImpoBaHHOM
[1K pa3BopaunBaeTcsi BpDeJJOHOCHBIM 371eMeHT, KOTOphIM yCcTaHaB/iMBaeT n@poBanbiivk AnteFrigus. B 2018
roay HookAds pacripoctpansiia Globelmposter. Ha MOMeHT HarvicaH|sl 3TOM CTaTh peKIaMHasi KaMIaHusI
HookAds y»xe ripomo/mkaeTcsi Heckosibko et (c 2016 rofia), ¥ KaXKAbIM [1eHb peruCTPUPYIOTCS HOBbIE

MOILI€EHHNYECKME DEK/IAMHbIe 1IOMEHBI.

MoskeT pacTipoCTpaHsSITLCS MYyTEM B3/I0Ma uepe3 He3alluilleHHyto KoHpurypauio RDP, c momoiisio email-criama
Y BPeIOHOCHBIX BJIOYKEHHH, 0OMaHHBIX 3arpy30K, 60THeToB, skcruionToB (RIG EK), BpeoHOCHOM peK/iamMbl, BeO-
WH)KEKTOB, (hasbIINBbIX 0OHOB/IEHUM, MIEPENaKOBAaHHBIX U 3aPaXKEHHBIX MHCTA/UIATOPOB. CM. Takke "OCHOBHbIE

CrocoObl pacripocTpaHeHHs KpUTIITOBBIMOTaTeseil" Ha BBOJIHOW CTpaHuUL|e 6r1ora.

HY)KHO BCer/a UCII0/Ib30BaTh AKTyaJbHYIO0 AHTUBUPYCHYIO BEIH_II/ITYE

Ecsiu BBl TIpeHeOperaeTe KOMITJIEKCHOM aHTUBUPYCHOM 3all[UTOM Kiacca Internet Security unm Total Security, To

XOTs1 OBl e1aliTe pe3epBHOE KOMMPOBAHUE BaXKHBIX (haiiyioB rmo Metozy 3-2-1.

» B oT/inuue oT Apyrux BeiMoraresneid, AnteFrigus He npegHasHaueH z/is1 Avcka "C"', a TOMBKO [/ APYTUX

[VICKOB, B OIIMCAHHOM IIPUMepe eTo 1ie/IsIMU ObUTH CheMHbBIe YCTPOWCTBA U MOAK/IIOUeHHbIe CeTeBble JUCKH (OYKBBI

muckoB u3 koja D:, E:, F:, G:, H:, I).
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(&uod);
{vhd, L"E:"");
(uvg1) = "8°;
(v, LD:");
(vB1) = "1°;
(ulhS, L"F:"");
(vB1) = "2°;
(w6, L"I:");
(vd1) = '3°';
(ul?, L"U:"");
{u81) = 52;
(vh8, L"G:");
(uB1) = 53;
(vh9, L"H:"");
(vB1) = 54;
(8);

» Jlnsa onpenenenus [P TTK ucnonb3yercs cair:

xxxx://iplogger.org/10UJ73

Cnrcok (hailyIoBBIX pacIIMPeHuil, NoBepranimuxcsa mudpoBaHnio:
Bce ¢atiinbl, KpoMe TpoITyCKaeMbIX.
910 mokymenTbl MS Office, OpenOffice, PDF, TekcToBbIe datisbl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(haiinbr 06pa30B, apXUBHI U TIP.

IMIponyckaembie TUNBI (ailjioB:

.adv, .ani, .bat, .big, .bin, .cab, .cmd, .com, .cpl, .cur, .deskthemepack, .diagcab, .diagcfg, .diagpkg, .dll, .drv, .exe,
.hlp, .hta, .icl, .icns, .ico, .ics, .idx, .key, .1df, .Ink, .lock, .mod, .mpa, .msc, .msi, .msp, .msstyles, .msu, .nls,

.nomedia, .ocx, .pck, .prf, .rom, .rtp, .scr, .shs, .spl, .sys, .theme, .themepack, .wpx (49 pacmmpenmuii).

®daiisbl, CBSA3aHHbBIE € ’TUM Ransomware:
<random>-readme.txt - 111abJIOH 3aNTUCKU

hssjyh-readme.txt - mpumep 3anucku

test.txt - chaiis A1t G;TIOKUPOBKY WU OT/IaKH.
rad26628.tmp.exe - mpyMep Ha3BaHUS BPeJOHOCHOTO (atina

<random>.tmp.exe - 11a0JI0H Ha3BaHUA BpeJOHOCHOTO (baﬁna

Pacnonoxenus:
C:\Instraction\
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, CBsi3aHHbIe ¢ 3TUM Ransomware:
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CM. HIDKe pe3y/ibTaTbl aHA/IU30B.

CeTeBble MOJK/TIOUEHNUS U CBA3U:

Tor-URL: xxxx://yboa7nidpv5jdtumgfm4fmmvju3ccxlleut2xvzgn5uqglbjd5n7p3kid.onion/
Email: antefrigus@cock.li

BTC: -

CM. HIDKe B 0OHOBJIEHUSIX IpyTHe afipeca U KOHTaKThI.

CM. HuKe pesy/bTaThbl aHA/IM30B.

Pe3ysbTarhl aHaIU30B:
@ Hybrid analysis >>
Z VirusTotal analysis >> VI> VT>

#® Intezer analysis >>
2 ANY.RUN analysis >>
X VMRay analysis >>

() VirusBay samples >>
/A MalShare samples >>

«# AlienVault analysis >>
%] CAPE Sandbox analysis >>
O JOE Sandbox analysis >>

CrerneHb pacIpoCTPaHEHHOCTH: HU3Kasl.

[ToppobHele cBefenus: cobuparoTcs pery/sipHo. [Ipuckinaiite 00pasLibl.

=== ICTOPUA CEMEVCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJ/IEHUMI === BLOCK OF UPDATES ===

Oo6Hoenenue ot 10 ¢eBpans 2020:

Iloct B TBUTTEpPE >>

Pacmvipenusi: .eaaeee, .bbadc

3amucku: CLICK_HERE-eaaeee.txt, CLICK_HERE-bbadc.txt

URL: xxxxs://recovery-help.top/online-chat/

Tor-URL: xxxx://i6jppiczqabmoqf157gssi33npwiseqppdsnz7rriiv7suf4pf4w42id.onion

Pesynwrartel aHamusos: VT + IA + VMR
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https://www.hybrid-analysis.com/sample/3cb061bd1c9326ec12d3b5f540d425730245472b72e5295f52b53b82ea03cb68/5dcd9279028838c332b86f91
https://www.virustotal.com/gui/file/3cb061bd1c9326ec12d3b5f540d425730245472b72e5295f52b53b82ea03cb68/detection
https://www.virustotal.com/gui/file/2c8b2e9249e4320d59c3fb0a3bc3f2599a9c35ac919a0918ad3f2f8a7a433ecd/detection
https://www.virustotal.com/gui/file/ee6e552ad2ed14f0a04ad8f8216332192186c293d310f3424866f0524d0715c9/detection
https://analyze.intezer.com/#/analyses/4efe0699-4ac1-41df-9861-d5833db9b0f5
https://app.any.run/tasks/6624ecad-cc7c-4817-97cc-a9f5001e5c77/
https://twitter.com/GrujaRS/status/1226802993674227712
https://www.virustotal.com/gui/file/ecb09bbcfed0e4a9b536ffabf7a438577195aefd3c078b16aa6dc6613fb5e8f6/detection
https://analyze.intezer.com/analyses/baff9369-3e57-4cd4-816e-d2e46f38a5ba
https://www.vmray.com/analyses/ecb09bbcfed0/report/overview.html
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Oo6noBsenue ot 30 mapta 2020:

Iloct B TBUTTEpPE >>

Pacmmipenust: .aceadf, .daaefc, .feeef

3anucku: ATTENTION-aceadf-README.txt

ATTENTION-daaefc-README.txt

ATTENTION-feeef-README.txt

URL: xxxx://restore-now.top/online-chat/

Tor-URL: xxxx://i6jppiczqa5moqfl57gssi33npwfseqppdsnz7rriiv7suf4pf4w42id.onion
@aiin EXE: directx_update.exe

Pesynbrartel ananmmsos: VT + AR + IA + VMR + TG

» CopiepKaHue 3armcKu:

Sorry, but your files are locked due to a critical error in your system. If you yourself want to decrypt the files - you
will lose them FOREVER.

You have to pay BITCOINS to get your file decoder. DO NOT TAKE TIME, you have SEVERAL DAYS to pay,
otherwise the cost of the decoder will double. How to do it is written below.

If you cannot do it yourself, then search the Internet for file recovery services in your country or city.

Go to the page through the browser: http://restore-now.top/online-chat/

If your site does not open, then download the TOR browser (https://torproject.org/). If you can’t access the
download page of the TOR browser, then download the VPN!
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEge-_EK2-RB4Jhw_Ayh9Nf-QSgOUiMrQ_p2m-vzVKYvL_LhThAaCV3XsknhW8nlNJuSCV06OulbBQwFfhvKX0vWkVo_dTDkAsR2sd0QEo2WO1EAX2b1vT35eh_ryj_5fRDGmYdOscUpxjw/s1600/note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEge-_EK2-RB4Jhw_Ayh9Nf-QSgOUiMrQ_p2m-vzVKYvL_LhThAaCV3XsknhW8nlNJuSCV06OulbBQwFfhvKX0vWkVo_dTDkAsR2sd0QEo2WO1EAX2b1vT35eh_ryj_5fRDGmYdOscUpxjw/s1600/note.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi8R-sZflC4ADar5saG7AuHSAcB7icXDs29gl3SybMhfpWtiztOPL-zaoIvRb1FCTpO85ofVAwQQuYynOuIYzSNA8-gwc4F_G5T6aNqCNISfMJnbAFE94Z4L0b0Ie9uB0KnbjwXYi1Sx6k/s1600/files.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi8R-sZflC4ADar5saG7AuHSAcB7icXDs29gl3SybMhfpWtiztOPL-zaoIvRb1FCTpO85ofVAwQQuYynOuIYzSNA8-gwc4F_G5T6aNqCNISfMJnbAFE94Z4L0b0Ie9uB0KnbjwXYi1Sx6k/s1600/files.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhMsQpPn9BDkPA9_qi9PlDR92zBpZaELXzLDf4LzQDl04KLLSIhl1Dfkn2lnPrX8fr9xLrcdkdzvVKe_i-85r-ngqWcpIK3XnXJGhyphenhyphenFQDSNx1FnDS9pUtbWEVQk18_G39rtISFulgKfDZQ/s1600/site.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhMsQpPn9BDkPA9_qi9PlDR92zBpZaELXzLDf4LzQDl04KLLSIhl1Dfkn2lnPrX8fr9xLrcdkdzvVKe_i-85r-ngqWcpIK3XnXJGhyphenhyphenFQDSNx1FnDS9pUtbWEVQk18_G39rtISFulgKfDZQ/s1600/site.png
https://twitter.com/siri_urz/status/1244891169168883713
https://www.virustotal.com/gui/file/30718dcdb6fc8e48a442f5b1f63e413e69f6cf2a279fed1c7c80e9517a133317/detection
https://app.any.run/tasks/3d4b2988-4b54-40bf-9a2c-53688a46ce35/
https://analyze.intezer.com/analyses/00374d6f-7dbd-42c9-93a8-f89b971d0cd9
https://www.vmray.com/analyses/30718dcdb6fc/report/overview.html
https://tria.ge/200823-88h7nmjfv2/behavioral1
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjmPDPDLo5lzy-h7GpnWI2OdFV3dY6gZoXxrEyrqkSP5bW5KdO4NRI5AvSY3v05J6hgfymQtq3M3cOpCC6n59v4dJAScLQMACl3zmjYQcoynWL1cqfuizoAJzRKdf4b42DA7A4ODYgfUHg/s1600/note-30-3-20.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjmPDPDLo5lzy-h7GpnWI2OdFV3dY6gZoXxrEyrqkSP5bW5KdO4NRI5AvSY3v05J6hgfymQtq3M3cOpCC6n59v4dJAScLQMACl3zmjYQcoynWL1cqfuizoAJzRKdf4b42DA7A4ODYgfUHg/s1600/note-30-3-20.png

http://id-ransomware.blogspot.com /2019 /11 /antefrigus-ransomware.htm|

After you install the TOR browser on your computer go to the site:
http://i6jppiczqabmoqfl57gssi33npwfseqppdsnz7rriiv7sufdpf4w42id.onion

After going to the site, enter the information:

Your ID: 32476%****

Personal key: a2hobG1qKGhrdHB1KD050z490Tk4PTcoSKEnOTw8Njk50CdOaUM2a*****==

Your Email

Oonosnenue ot 19 ssuBapsa 2020:

Pesynbrartel aHamu3os: VT + IA

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http: 9

k Read to links:

Tweet on Twitter + Tweet + myTweet

ID Ransomware (ID as AnteFrigus)
Write-up, Topic of Support

*

8y

GrujaRS, mol69, Michael Gillespie, Lawrence Abrams
Andrew Ivanov (author), Emmanuel_ADC-Soft, S!Ri

*k%k

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles.

Source: http://id-ransomware.blogspot.com/2019/11/antefrigus-ransomware.html
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https://www.virustotal.com/gui/file/1b1886a4773924ff296224b194800624cc1d81323f00ef995f7db198b90ed83b/detection
https://analyze.intezer.com/analyses/1ad581bc-5c28-46a1-98c4-deccfdfba456
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhu4bSR0G2M_siHgCGly1tzkG0CaATSC-eX64y4MVFjF6mnoAZRb4qxbaPgrI-cKGeiIwYKi586xSPeSDFEJ8Vbvs-Ii96i-jDz3NxjlJmhMfFDjISvoBkr_pxqvx-75TdYf00j2WgUzpA/s1600/address%252Btw.png
https://twitter.com/GrujaRS/status/1194692806083796993
https://twitter.com/tkanalyst/status/1194648639693451266
https://twitter.com/Amigo_A_/status/1195051403888267264
https://id-ransomware.malwarehunterteam.com/
https://www.bleepingcomputer.com/news/security/strange-antefrigus-ransomware-only-targets-specific-drives/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png

