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VIASAT incident: from speculation to technical details.

34 days after the incident, yesterday Viasat published a statement providing some technical details about the attack
that affected tens of thousands of its SATCOM terminals. Also yesterday, I eventually had access to two

Surfbeam? modems: one was targeted during the attack and the other was in a working condition. Thank you so

much to the person who disinterestedly donated the attacked modem.

I've been closely covering this issue since the beginning, providing a plausible theory based on the information
that was available at that time, and my experience in this field. Actually, it seems that this theory was pretty close

to what really happened.

Subsequent investigation and forensic analysis identified a ground-based network intrusion by an attacker
exploiting a misconfiguration in a VPN appliance to gain remote access to the trusted management segment of the
KA-SAT network. The attacker moved laterally through this trusted management network to a specific network
segment used to manage and operate the network, and then used this network access to execute legitimate,
targeted management commands on a large number of residential modems simultaneously. Specifically, these
destructive commands averwrote key data in flash memory on the madems, rendering the modems unable to

access the network, but not permanently unusable.
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Fortunately, now we can move from just pure speculation into something more tangible, so I dumped the flash

memory for both modems (Spansion S29GL256P90TFCR?2) and the differences were pretty clear. In the following

picture you can see 'attacked1.bin', which belongs to the targeted modem and 'fw_fixed.bin', coming from the

modem in working conditions.
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A destructive pattern, that corrupted the flash memory rendering the SATCOM modems inoperable, can be

observed on the left, confirming what Viasat stated yesterday.

After verifying the destructive attack, I'm now statically analyzing the firmware extracted from the 'clean' modem.

Firmware version is 3.7.3.10.9, which seems to date back to late 2017.

Besides talking about a 'management network' and 'legitimate management commands', Viasat did not provide any
specific details about this. In my previous blog post I introduced the theory that probably "TR069' was the

involved management protocol.
Obviously, I can't completely confirm this scenario but I'll try to elaborate my reasoning.
Attacking via a management protocol

I think there are two main options: either the attackers abused a MAC management protocol or an application

layer one.

For the MAC case ('ut_mac' binary), in general terms, the attackers would have required an even more privileged
access to either the NOC or the Ground Stations, probably in a persistent way via malware. I guess that this kind
of privileged access would have been enough to limit the attack to Ukraine, instead of knocking out half Europe.

As aresult, I'm inclined to think this was not the case.

On the other hand, a 'misconfigured VPN' that enabled the attackers to reach the 'management segment' and

execute 'commands' seems to be more related to an application layer management protocol: SNMP or TR069.

SNMP
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trapcommunity public
rocommunity public default =V xperf
rwcommunity private default -V xperf

engineIDType 3
engineIDNic eth@

createUser viasat SHA "75@t1133" AES
rwuser viasat

dimed wvsatSb2Ut fusr/flocalsshare/snmp/dlmod/vsatSb2Ut.so

An initial analysis of 'vsatSb2Ut.so' shows that the implemented MIB does not seem to provide the required

functionality to perform this kind of attack.

Function name : Segment Start

E handle_ vsatSb2UtCspConnected et 00010EZ28
|E| handle vsatSbh2UtCspDegradedReason text 00010EED
|E| handle vsatSb2UtCspDisconnectReason text 00010C00
|E| handle vsatSb2IUtCspDisconnectTime text 00010CE8
handle vsatSb2UtCspDosEventDetected et 00010868
handle vsatSbh2UtCsplastDosEvent text 00010780
handle vsatSb2UtCsplastFIPktsLost text 00010908
handle vsatSb2UtCsplastRIPktsLost text 00010920
handle_vsatSb2UtCsplastWebpageloadDuration text 00010490
handle_vsatSb2UtCsplastWebpageloadTime text 00010848
handle_vsatSb2UtCspOnlineTime text 00011038
handle_vsatSb2UtCspProcessRunning text 00010F98
|I| handle_vsatSb2UtCspRetransReceivePkts text 000104D0
|I| handle_vsatSb2UtCspRetransSendPkts text 00010588
|z| handle_vsatSb2UtCspStartTime text 00010640
| 7] handle_vsatSb2UtMacConfAaaName text 0000A840
|_ﬂ handle_vsatSb2UtMacConfDumpBB text 0000AAFD
— - = = = =

I would initially discard this option.
TRO069

As suggested in the previous blog post, the Surfbeam?2 modems are deployed with the Axiros' AXACT client. The

nature of the operations performed by TR069 clients makes them very convenient for an attack of this type.
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Device

RootDataModelVersion

ManagementServer

EnableCWMP 1

URL hittp://18.88.8.157: 9675/ Live/CPEManager/CPEs/genericTRES
Username admimn ] B

Password admin B o

PeriodicInformEnable i) B
PeriopdicInformInterval 3668
Connect ionRequestURL http: s/ B89
ConnectionRequestlUsername admin
ConnectionRequestPassword admin

cwmpdefault.xml

By reverse engineering the 'cwmpclient' binary it is possible to recover the Viasat's TR069 data model, analyze
how it has been implemented as well as how it communicates with other components to perform the required

actions (via IPC queues).
So far, I would highlight the following features/issues:
1. * Updated *

As the analysis is ongoing I want to clarify that new firmware may be cryptographically validated, after being

downloaded by the TR069 client. It depends on the configuration of the terminal, according to 'sw_unwrap.sh'

FORCE_ENC=8
will be

ORG_NAME=4¢ Stmp/NapInfo Orghlame
if DRG_MAME == "NBEM 3 then
FORCE_EMC=1

C

FORCE_ENC=1

em with NBN cert:
T fusrfsbinfunwrap |; then
FORCE_ENC=8
FORCE_BMC

info

If the signature is not enforced, then the firmware image is just validated against a CRC via 'swValidate'
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S_DIWNLOAD_DIR-"/tmp
SYSLDG_TAG 60_SW_THSTAL

# SW_FILE path

SW_FILE=$5W_DOWNLOAD_DIR/

local _file 5W_FILE

debug "Validating Sw
FILENAME = /dev/null 2=&1
RESULT:

i RESULT -eq 1

notice "SW valid
FILEN

A A A
EE3LIE

L T

swValidate (implemented in 'ut_mac' binary)

2. * Updated * 'APP INSTALL'
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A deeper look at the 'ut_app_execute_operation' function revealed that it is implementing a functionality that
enables the ACS to install (upload and run) arbitrary binaries on the modem, without requiring either a signature

verification or a complete firmware upgrade.

This functionality seems to match both the Viasat statement as well as the approach to deploy the 'AcidRain'

wiper described by SentinelOne.

Binary:
Function name:
Description:

TRO69 Data Model: X-VIASAT COM_app
- Intended Functionality -

It enab the ACS to up C
without requiring a firmware

Related script: "/usr/bin/app_img_dwnid’
Potential Impact

Maliclous actors may have abused this legitimate functionality
to massively deploy the 'AcidRain' wiper to

Waril2 (pcvar3, "INSTALL");
if {Warl2 == 0) {
pcVar3d = (char *) (param_1,"ImagelID");
if ((pcVar3 != (char *)@x@) && (xpcVar3 '= '"\@')) {
pcvVar5s (char =) (param_1, "ImageURL");
if ({pcvar5 !'= (char *)0x0) &% (xpcVar5 !'= '"\0')} {
LAB_10829258:

(uVarl,pcVar3,pcVars,pcVar9); // symbol edited
uvarl = (auStack592); // s '
return uVarl:

}

'fusr/bin/app_img_dwnid'
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(

ocal status
al retry=8

# Set default thread stack size
s 1824

il the link is found

status

t app_img_dwnld “Integ
an integrity check -

INSTALL DIR/<IMAGE_ID

5 —t app_img_dwnld "Failed to find image birthmark, retrying in 3@
if retry -1t $INSTALL_RETRY_MA
then
retry=" retry + 1°

t app_img_dwnld “Installing $APP_NAME failed after $INSTALL_RETRY_MAX times

k is werified with IMAGE_ID. Good image.
IMG_INSTALLED

s ~t app_img_dwnld "Executing SAPP_MNAME install command: $INSTALL CMD
TNSTALL_CMD

Command Injections

Additionally, there are multiple command injection vulnerabilities that can be trivially exploited from a malicious

ACS (or someone with the same privileged position in the network).

i.e 'ut_app_execute_operation' for the custom 'Device.Services.X_VIASAT-COM_app' object (‘cwmpclient')
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vt =

Lac_18@8z%108: # 5
nawe Pad, Fsd

jal shrlan

li 5@, 1

nawE fad8, %55 it s
jal akrlen

nawe §51, fud

addu £53, 5l
adeliu fe3, BxdB #

addu 53, fva

jal mallac it allpcate memary for sprinc’ing the final cammand-line, including the received (attackesr-controllad) paramotars
e fa8, 53 H# zize

lui §a5, BxlBas

H $55, Bu2edsvar _25C(%sp)

lui fal, @xieds

A §82, BEIERvar_254(R8p)

Lui Fad, BxlBEs

1i fad, @x13l

La §835, alardin # "dusesping

nawE Fa6, s

addiu fa7, $Fp, (2Stert @ - Sx12652888) & "START”
e Fal@, v # s

nave $al, gs3 i maxlan

La fa2, aSD5SSetupSSS_ B A "Es Ed Ba¥s_setup % B
la a3, aTimeouwtT # “timeout -t"

jal snprinc?

nave ful, Bud

Lud fal, exlpas

lua faz, Bxl1Bas

la $al, aSSetupScripts & "Ns: setup script Hs”
La $82, aCallSetupScrip @ # "call_setup scelpt_no_weit”
nawE a3, psl

jal Logg

11 fa@, 7

ERS sysTan # This is bad

nave fad, &5l # conmand

jal frae

nawE £a8, 52 # ptr

jal free

LT fAA. Ral # nmbte

Also in 'fusr/bin/bbagent’ (listening on *:8700/TCP, when activated)

snprintf(acStack5248,0x1000, "PosixBlackBoxThrow —-s -D %5 -F %5 -1 %5 -p %u -u %s",
uVars);

FUM_1@8881256(5,"Uploading BB: %s",acStack5248);

puts("calling PosixBlackBoxThrow"):

uStack5252 = system(acStack5248);]

8 == = = =

'Lifeline' - Firmware update over multicast

This is an interesting 'emergency’ feature intended to perform a firmware upgrade over a specific Multicast group,

when everything else fails. It's implemented across different binaries: 'ut_mac', 'mim’, 'mimIf' and 'lifelineClient'

Conclusion

There are similarities between these issues and the approach followed by the attackers in the Viasat incident,
especially the TRO69 'APP INSTALL' feature, but I am not implying that any of these techniques were actually

abused by the attackers. However, overall the security posture of the Surfbeam?2 firmware does not look good.

Hopefully these vulnerabilities are no longer present in the newest Viasat firmware, otherwise that may pose a

security risk.
There are several unknowns yet to be resolved.

1. How the initial compromise of the VPN appliance worked. Did the attackers have valid credentials (maybe
stolen from either Skylogic or its partners) or they exploited a known vulnerability (assuming an Oday doesn't

match a 'misconfigured VPN appliance' explanation )?
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2. How exactly the attack propagated to other countries, lasting for several hours. One of the affected persons I

talked to got his modem knocked out around 9:00 am (GMT+1), several hours after the initial attack.

IODA Signals for AS29286 (SKYLOGIC-AS) @

Time paint aggregotian: sy # shupms (F mine)]
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3. Before the destructive payload was executed, there was any other kind of malicious code running in the
modems for a short period of time? Sentinelone published a very interesting research on 'AcidRain’, a wiper that is

able to generate the same destructive pattern observed in the modem's flash memory.

data_to_overwrite = allocated_region;
if (allocated_region < puVarl) {
value_to_write = Oxffffffff;
do {
*allocated_region =
allocated_region = allocated_region + 1;
value_to_write = value_to_write - 1;
} while (allocated_region < puVarl);

value_to_write;

Coincidentally, this wiper also has similarities with "VPNfilter' malware.
4. Did the compromise of the management segment involve additional attacks besides the VPN issue?

Unfortunately these technical questions can only be answered by people with an insider knowledge. Let's see if

Viasat is willing to provide further details on this case.
* Updated - The VPN Attack vector*

Viasat has not elaborated the VPN attack vector yet, but they acknowledged to journalists that the attack

originated from the Internet. Viasat is also distancing itself from the fiasco by directly pointing to Skylogic and its

ground infrastructure.
Although we're entering again the land of speculation, there are some factual bits that should be considered.

A simple recon of Skylogic's ground network (AS201935) reveals a couple of interesting things:
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1. Skylogic relies on Fortigate appliances

782.85.176.32 [

static-82-80-176-22. chanti.t &) SSL Certificats ATTE1.1 200 OF
scali it .
E— lssued By Ed.tl:'. Tue, 05 Apr 2022 0850513 GHT
Skylogic Mediterrne: |- Camenmon Mamea; SEOVEDD EXRNEANE-AXNXE
Eutal=atinfrastructhuraCAG2 Last-Modifie=d: Wed, 03 Hov 20X1 23100105 GHT

il Italy, Giliaguas v
ETag: "HI-61831475°
lesued Ta
mrogept-Ranged: byLea

Content-Length: 131

|- Camennn Mame:

vpn.sklmed.it
Content=Tvees: text/ html

|- Drganization. s-Prame-Opticns: SAMECHRLGLIH
Shylogic Mediterranea

contant-Sacurity-Polioy: frame-ancastors 'aslt'; objsct. ..
s.rl

Supgoried S50 Versions:
TLSv1.2, TLEv1.3

Diffie-Hallman Fingerprirt:
RFC3526/0akley Group
14

'cgl-fw02' may be indicating the Skylogic's Cagliari teleport.

£2178.219.64.196 [

Skylogic Medilerranes s.rl &) S5L Certificate BTTE 1.1 200 OF
BN naty, Uta Issued By: Date: Mon, 04 Apr 2022 1B:15:15 GHT
- Gommon Name: Server: XIMEXIOOE-XXKRK
SKLMad Root Certificate Vary: hocept-Encoding
Authority Content-Length: 79
. Organization: Content-Type: text/html; charset=uti-g

IDM.AD.SKLMEDIT E-Frame-0ptione: SAMEQORIGIH
Content-Security-Policy: frame-ancestora 'aelt’
Issued To: ¥-X85-Protection: 1; modes=block
- Commaon Mame: K-UR-Compatlble: [E-Edge
cgl-twDE eklmed.it
Crganieaion:
DM, ADSKLMEDIT

Supported 551 Versions:
TLSw1.1, TLEw1.2

Ciffie-Hellman Fingerprint

RFC3526/0akley Group
14

2. The route propagation matches the attack. Viasat's statement explicitly mentions that the attacker moved

laterally until reaching the management network.
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It is also worth mentioning that, in 2021, there were different attack campaigns and leaks targeting Fortinet VPN
appliances. These attacks were carried out by groups of malicious actors that exploited multiple vulnerabilities

that were discovered in these products.

Viasat's statement mentions a 'misconfigured VPN appliance’, so if we consider that this definition may be a
euphemism for an 'unpatched VPN appliance', then we may have a plausible attack vector. It is also possible that

malicious actors may have previously collected valid VPN credentials as a result of these attacks.

Another interesting aspect that Viasat implicitly introduces in its statement is the potential security weaknesses
that may be derived from the complexity of wholesale operations for a Satellite infrastructure. Down in this chain

we find ground station operators, satellite service providers, distributors , resellers...

At some point they all need certain kind of access to provide their services, so this integration also may pose a
challenge in terms of security. For instance, a publicly exposed server provides a glimpse of the Eutelsat's partners

API capabilities.
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In general terms, it is also recommended to not expose an operator's desktop in corporate videos. It usually leaks

information that may facilitate different kinds of attacks.
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