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I wanted to do a quick write-up on an interesting PowerPoint macro document that contains njRAT. njRAT is a

.NET trojan first identified in 2013 that has largely targeted countries in the Middle East as well as South America.

The malicious document can be found via MalwareBazaar:

https://bazaar.abuse.ch/sample/edba3ca498110106418658167533034aeb929276fe81de80c6de1a6bb95120e0

Information Gathering

When triaging a suspected malicious file, running one of the many scripts from OLETools is a must. The

malicious PowerPoint has the extension .ppm, so we will run Olevba and see what it outputs.

|Auto_Open

|open
|write = to a file combined with Open)
|binary . *ite a binary file (if c

= file or a system

|Wscript.shell May an executable file or a system

|Run May an executable file or a system

> an OLE object
les from the Internet
s were detected, may

cate strings (option --d

Figure 1 Olevba output

Our suspicions are confirmed that this document not only contains macro code (Auto_Open), but also spawns

WScript.exe, creates and drops files, communicates with a URL.

The output from Olevba provides a roadmap of where to start our analysis methods. Let’s first take a look at

x.vbs:
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Figure 2

Before we dive into the VBS code, I had to start off with the image above in Figure 2. The document starts with

almost 100 lines of colons but has this helpful string identifying a recent update to the njRAT malware.

Much of the script is obfuscated, however, this does not prevent us from gaining an understanding of what the

document is capable of.

On Error Resume

GG : KfkAG

ssQz (Dilwd

XZFTTZGYVTEBYPWDZ TMFHIWWD

L® |'I 2n

Figure 3 x.vbs

In Figure 3, we can clearly make out the word “Startup” reversed at the DiUwd variable. A few lines down, we see

some string concatenation, an if-else block, as well as a call to WScript.Shell.

Forgive me for skipping around, but much of what comes after the code in Figure 3 is more concatenation and
reversed letters I would rather not waste time on. Scrolling down further, we finally see some interesting calls to

replace and references to PowerShell.
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Figure 4

If you have analyzed malicious macro documents before the above is likely familiar. We have Base64 data to

decode as well as a few items to replace: the ‘££’ is replaced with ‘A’, and ‘%HVDiHGRjuC%’ is replaced with an

empty string.

At the very top of the image, we can see that WScript.exe will make a request to hxxps://wtools.io/code/raw/b833.

Figure 5: Before replacing characters

Figure 6:

Once all characters are replaced and combined, we can throw the Base64 encoded data in CyberChef to see what’s

behind the curtain (the ‘TVqQ’ maybe a giveaway).

o - tart: 12308 length: 12289 -
Recipe oma Input - ;';: a8 i ] + O3 8 =
|1 TVAQAAMARAAEAAAR//BAAL GAAMAARAAAQAAARAARAAAARAAMAAAARAAAAAAAARARARAAAAARARAARARA BAAARAG B4 ATANNT bEBTHONVG
ol hpcyBwemancmF t IGNhbmSvdCB1ZSBydWagaWadgRESTI61vZGUUDQOK I AAAAAAAAABQRQAATAEDATHTPZKAAAAAAAAAAOAAAL EL AVAAABWAA
AAGAAAAAAAAA | s AAAAZAAAAQAAAAAAAEAAZAA, EAABA, A AAAAACAAAAAAE ANAAAAAAMAY TUAABAAABAAAAAAE AAAEAAA

- AAAAABAAAAAAAAAARAARAKBEAABPAAAAAEAAAE EDAAAAAAAAAAAAAAAALAAAAALAAGAAAAWAAAD BOQAADAAAAAAAAAAAALAAAAARALAARAA
AAARAAAAAAARAAAAAAARAAAAAAAAAAAAATAAACAARAAAAAAARAAAACCARAE BAAAAAAAAAAAAAAC 5OZXNBAAAACES AAAAZAAAAHAAAAATAAA
AAAAAAAARBAAAAACAAAGAUCTINY YWAAAE EDAAAAQAAAAAQAAAACAAARAAAAAAARRAAAAABAAABAL N ] 1DGI JAAAMAAAAAGAAAAACARAATEAAA

Remove non-alphabet chars AAAAAAAARAARAAAQAAAQEAAAAAAAAAAAAAAAANAAADD ORAAAAAAAE BAAAACAAUAXC TAATAWARADAAAAAAAAAE QS AACAAAAAAAARAARAARAA

A A A AAAAA ARAAAARAARAALA ABACKBCAAADQHETOGAAACIgmeXKAAAGAAQAABHMaAAAKZATAAAR ZGWAAC OADAAAE C X

AAAQABAAABCOUTREAAARVHQAAC ioufg TAAARVHEAAC ouf gMAAARVHWAAC L oufgQAAARVIAAACI rGTEUAAAQUKCEAAADSHNTBAABWBALAAA

ToTIgAACSIARAK CyQAAAGABQAABHAFAAAEK hp+BEAABCORACAGAAAEK 1ZZDAAABL g1 AAAKJAY AAAKABWAABCoeAL EMAAAKKh p+BwAABCoaK

ABAAAYGHET0IWAAC 10AGZAHANAAAAABAAAR I AAMAAACKARACTMPAARK JSEGAARKDY SAAADYMQAACCESAAAKDYBAAROKB g SARAKCEZYrQAA

CHKZAABWbYAAAAOK €y KAAADLKCOAAAPVKWAACE TOL AAACMELAAAKCWE OLAAAL gty tWAACAWT € VOAAHAOL WAAC gWOMAAAC EYOMQAACMBYAAA

KchUBAHBVMWAACNT

/AQBWbZQAAOUGIBXAAABIRY Ik CBAHAOLWAACQL 1FWCOMQAACG JVNQAAC i beDiUoNEAAC EBONNAAC tAAKEEQAAAMAAAANCEADI TARAE2AE

A-Za-20-9+/=

Output - i e BO Mo
MZ.nninnnn T D B e e et e et e aaaaaaas e.. 11, .LEIThis program cannot be run *

Figure 7 Decoded output

In figure 7 we can see all the replacing and reversing was done to cloak an executable file.
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Scrolling down some in CyberChef an additional URL and PDB path are visible in the CyberChef output.

5. {t.x.t...3.8.e.p.m.u.R./.3.8.-.e.p.m.u.r./.s.me.t.i./.2.1.
f.g.r.o..euv.ilhocoria.n, s . 3.8.4.1.8.6.a.1L /. /. s.patatlh L L L BLRL AL LEC LW L nLd 0L WL S,
V.Mdd.coroous.ol ot L UNLELTONGFuraumee wao. K. .
\.v.4,..9,..3.0.3,1.9..)C.1.a.s5.s.L.i.b.r.a.r.y.1...C.1.a.5.5.1...R.u.n...\.R.e.g.A.s.m...e.x.e...

{MBA, . T A UDMues vt vee vvens eenn e Y - U (enenen [ (voae. (.8,
. S T T Foiinans
. e e eea e saeaseraas saaa bas e easeraasrssaaes
........... (vrvennamMen....m
z\V.4a..°?_..0
..... | PIPI § | (eaPisalaisnissinsnasanisnsscinbassaPonisPasouvsnnsniisnnsnisaissa
. . .8, . e - P T T
(verosnnnnnannnnns T..WrapNonExceptionThrows.......cveeeuunn )..$79172B13-EDBA-4896-
B725-BED2B738B2BA. .. ... 1.08.9.8..I....NETFramework,Version=v4.5,.T. .FrameworkDisplayName. .NET Framework
L

MyTemplate.11.0.0.0..A..35ystem.Resources.Tools.StronglyTypedResourceBuilder.16.0.08.0..Y. . KMicrosoft.Visualst
udio.Editors.SettingsDesigner.SettingsSingleFileGenerator.16.2.8.8..a..45ystem.Web.Services.Protocols.SoapHtt

pClientProtocol.Create__Instance__.Dispose__Instance_ ....... My.Computer...... My.Application...... My.User....
+«My.WebServices......My.5ettings..... TG IEIHL L. 1system.Resources.ResourceReader, mscorlib,
Version=4.8.8.8, Culture=neutral,
PublicKeyToken=b77a5c561934e@894#5ystem. Resources. RuntimeResourceSet.. ... ... PADPADP ... ... HC?* ... ... V..
. RSDSAY%BZATO.U{28.1G. .. .C: \Users\pjoao\Desktop\WpCry\Metado
DF\ClassLibrary3\ClassLibrary3\obj\Release\ClassLibrary3.pdb.0:..........0:...

Figure 8

Powershell is once again used to download and convert the text file above into another VBS file.
e The above URL is hxxps://ia904600.us.archive.org/4/items/rumpe-03/Rumpe03.txt.

e The PDB path is
C:\Users\pjoao\Desktop\UpCry\MetodoDF\CLassLibrary3\obj\Release\ClassLibrary3.pdb

Viewing a memory dump of the executed malware produces the configuration that includes identifiers that may

assist defenders in hunting this remote access trojan.

[ g 1]

(A m i

Figure 9

RegAsm.exe, the .NET framework Assembly Registration tool makes two DNS requests for the above domain,

fidapeste2[.]duckdns|.]Jorg. No additional network traffic to that domain was identified.
e The .NET assembly is loaded utilizing PowerShell’s [AppDomain]::CurrentDomain.L.oad() method.

e At the end of the output in figure 9 is a base64 encoded string, ‘TIIBTiBDQVQ=, which decodes to NYAN
CAT.
e The 0.7NC signifies the version of njRAT, as well as the identifier for NYAN CAT, ‘NC”.
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e ‘a918117a6dc84b8a’ is utilized as a mutex to prevent a second infection of the victim.

 Last but not least, ‘@!#&"%$’ acts as a delimiter for information siphoned to the attacker command and

control infrastructure.

This was a pretty quick analysis but served as a great learning experience. I hope to make more quick posts like

this in the future. Thanks for reading!

Source: https://cyberandramen.net/2022/01/12/analysis-of-njrat-powerpoint-macros/
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