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SunCrypt Ransomware shuts down North Carolina school district

By Lawrence Abrams

Published: 2020-09-04 - Archived: 2026-04-05 16:57:31 UTC

A school district in North Carolina has suffered a data breach after having unencrypted files stolen during an attack by the

SunCrypt Ransomware operators, BleepingComputer has discovered.

The Haywood County School district in North Carolina announced that they had suffered a ransomware attack on August

24th, 2020, but had not stated what ransomware was used.

This attack caused the district to shut down its network and halt remote learning, which had started on August 17th.
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"Our delay in restarting remote instruction is the uncertainty about the use of staff computers. We will know more when the

forensic work is complete."

"We apologize for being unable to communicate as effectively as normal. Servers, Internet, and telephone services are still
down in the school system. We will send another update at the end of the day," the Haywood County School District

explained in their report to parents.

The school district has since resumed remote learning on August 31st, but with some school technology services still

impacted.

Ransomware attack led to a data breach

After performing an investigation, the Haywood Country School District states that unencrypted data was stolen during the

ransomware attack.

"In announcing the ransomware attack on Monday, we wanted everyone to understand a data breach was possible. We have
now confirmed a data breach occurred. We are taking every possible step to eliminate any potential harm to staff, students,
and affiliates. At this point, the forensic work has not determined the extent of specific data that was stolen. We ask staff,

students, and parents to monitor for any suspicious activity," the school district announced in a new update this week.

BleepingComputer has learned that the SunCrypt Ransomware operators are behind the attack on the school district.

As part of their tactics, the SunCrypt operators will steal unencrypted data before encrypting an organization's devices and

threaten to release the data if a ransom is not paid.

After not paying, the ransomware operators have published a 5GB archive containing data stolen from the school district.

Haywood County Schools Network

Lock date 2020-08-24

Total data 5gb

Phone +1.828.456.2400

Address 1230 North Main Street Waynesville, NC 28786

Full dump No

SunCrypt data leak site

This leaked data contains numerous sensitive documents and personal information related to the school district, students,

and teachers.

A closer look at the Haywood County School District attack

When the SunCrypt ransomware operators perform an attack, they create a PowerShell script named after the victim and

store it on the network's Windows domain controller.

BleepingComputer obtained the PowerShell script used in the Haywood County School District attack, as shown below.

When executed on a device, it will launch the ransomware and encrypt the files on the computer.
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{8 haywood.ps1 - Notepad2 = O X
File Edit View Sefttings 2
DE@H| |t B #d|Eeq= K R
1 Add-Type -TypeDefinition @' A
2using System;
3using System.Diagnostics;
4using System.Runtime.InteropServices;
spublic static class SczDTIpxMvfhqDckpiNGP {
6 [D11Import("kernel132.d11")]public static extern IntPtr VirtualAlloc(IntPtr tzanPowdQbVKuKmwIMnuJ,uint
VOROXYWtVFZItZTwBTHIL ,uint AqocDVPgGYACPiIpRrzXc,uint TEQOIZIktlLeneVZqwAmag);
7 [D11Import("user32.d11")]public static extern IntPtr EnumDesktopsw(IntPtr nAqpfuDLBFutXDodkAmdE,IntPtr
SOowwawk tsSSmEIpCNReLX, IntPtr iZTzialERGgkoYaRLBHmML);
8}
s'a
10
1
12 Function nSZkQPmkPTdWCnRidAskn() {
1areturn ((-1084 + 1695) - (12622 - 9614))
14

15}
16 $SOMktntsZhpaaSnopvuHr = nSZkQPmkPfdWCnRidAsKn
17
18 Function RGacawknymxytpdlpscrg(Q {
19 return ($S0MktntszhpaaSnopvuHr)
20
| 21} |
22 $dpYwyTWCLQTIrdiFqLMpt = RGacawknYmxytpdlpscrg
23
24 Function OWACSxjrDIBVPpXNOcnej () {
25 return 12141
26
7 B

Ln1:123,883 Col1 Sel0 1.38 MB ANSI CR+LF INS PowerShell Script

Haywood.ps1 PowerShell file

To launch the PowerShell script on every computer, the attackers will push a batch file to each Windows device on the
network. When executed, this batch file will run the haywood.ps1 script stored on the domain controller and encrypt the

computer.

By performing the attack in this way, attackers can compromise a network, quietly harvest files to steal, and then push out
the ransomware to all of the devices simultaneously. This method allows the attackers to quickly encrypt all devices on the

network without being detected.

Once done, the victims will be left with folders containing files that have been renamed and encrypted.

OO’ | b test v‘ +p H Search test

Organize v Include in library = Share with = Slide show New folder

> « Favorites

| Libraries

@ H
& Homegroup 1doc9309FB38C  1jpgA9SFD1349  1png.7FBSFTI4E  2docFEB9BO662  2jpg.59F17E0D2  2.png.1D863F148

70601DF96B4775  DA190825C38B8  OBE409831AFAC2  30COBSFCOCB4E6  1E34A46AF61751  09833C3040AD5
- ¥ Computer ADCBB0293566E  C45ABOES770CES  619606A0AF3B04  EGFOFB7AC4AC46  BDIACD7F61071  E653CETE4D7501
CD3E4C837F33.. 4DSEBBZEAD87..  EEF384335A882.. 7A1G904EA83F9..  53531A7CAF97.  AEDB3B2B5AIS..

» @l Network L L L 5 L 5
3.doc.C5F02791E  3jpg.DEE9F84D3  3.png.702A269A  4.docSFCF22FEB 4jpg.BSCIBE72D  4.png.80B9893D7
FBABF419F71009 TD5D71FF270A8 D697DB74F3167 B3189A50DABAD  A2B128D64831C 47F713913B26CA
2AD83456945011  8004DEF4ED3177  0755F8FBFA123C  85245B6806A9CE  CBD2C12C2C650  2C6C042665B88B
EBF459EAEEE1B..  16056D966ACE.  26ADBD24E059..  1F67363556063.  35D3B3DEA4DS..  306D60703576..
151 items

SunCrypt Encrypted Files

In each folder is a ransom note named YOUR_FILES_ARE_ENCRYPTED.HTML, which contains instructions on how to

access the Tor payment site where a victim can negotiate with the ransomware operators.
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@ YOUR_FILES_ARE_ENCRYPTED.H ™ X +

C @ File | C/Users/User/Desktop/YOUR_FILES_ARE_ENCRYPTED.HTML * O

Whats Happen?

We got your documents and files encrypted and you cannot access them. To make sure wepre not bluffing just check out your files. Want to recover them? Just do what
we instruct you to. If you fail to follow our recommendations, you will never see your files again. During each attack, we copy valuable commercial data. If the user
doesn’t pay to us, we will either send those data to rivals, or publish them. GDPR. Don’t want to pay to us, pay 10x more to the government.

What Guarantees?

We’re doing our own business and never care about what you do. All we need is to earn. Should we be unfair guys, no one would work with us. So if you drop our offer
we won’t take any offense but you’ll lose all of your data and files. How much time would it take to recover losses? You only may guess.

How do I access the website?

In case you decide not to cooperate, your private data will be published or sold.

SunCrypt ransom note

Unfortunately, SunCrypt appears to be secure, which means there is no way to currently recover files for free.

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the

other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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