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Agentic security operations from Elastic Security

Archived: 2026-04-05 18:26:16 UTC

Built to secure, not to tax. Move on from a security industry built to sell: per-endpoint fees, rehydration penalties,
and endless add-ons. Try the only agentic security operations platform that includes everything you need to

prevent threats.
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Elastic Workflows

End the automation tax. Built-in playbooks and Al reasoning shut down threats faster. No SOAR required.

Explore Workflows
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Elastic Security XDR

Analyze critical context and stop attacks with world-class XDR. No per-endpoint fees — just total

visibility.

Discover XDR at Elastic

Guided Demo

Threats hide in data. Elastic finds them fast.

Security is a data problem. Elastic Security’s open architecture brings unified analytics and Al to all your data —

enabling detection, investigation, and response at scale without moving or duplicating data.
ALL INCLUSIVE

One agentic solution, built to secure

Modern attacks rarely stay confined to a single system, and neither should your defenses. Protect your ecosystem

with an agentic security operations platform that includes STEM, XDR, and native automation.

« SIEM

Detect, investigate, and respond to evolving threats with agentic security analytics and automation. Extend

visibility across your ecosystem, and investigate years of archives in seconds. All on one platform.

« XDR and endpoint security
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Analyze critical context and stop attacks instantly with a single platform that includes world-class XDR
with your SIEM.

« Cloud security

Address threats and vulnerabilities across your multi-cloud environments (AWS, Azure, and Google
Cloud) — with one UI and zero agents. Go beyond CDR by correlating across domains and keeping data

ready for analysis.
« Al for security

Automate your triage, investigation, and response workflows with grounded, contextual, and transparent
Al Surface critical threats, analyze user and entity behavior, and empower every analyst. Built-in controls

ensure secure, compliant data handling.

PACKAGING OPTIONS

Adopt it all, or go at your own pace
Our agentic security operations platform meets you where you are — and takes you where legacy platforms can't.
« Elastic Security

Everything you need — SIEM, XDR, native automation, and integrated AI — in one platform. No extra
SKUs, no bolt-ons, no compromises. Just a single experience built for the way analysts think, hunt, and

respond.
« Elastic AI SOC Engine (EASE)

A package of Al capabilities that allows you to adopt Elastic Security on your schedule, without a full rip-

and-replace. Bolster your existing SIEM, XDR, and other alerting tools with Al that plugs into your data

and workflows — and expand to the full platform when you're ready.

DIFFERENTIATORS

Built different — for defenders

Elastic adapts to your data, your environment, and your budget. Run on any combination of cloud or on-prem

systems, including on AWS, GCP, and Azure.
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GENERATIVE Al & ML

Context is the multiplier

Elastic brings Al into the SOC with machine learning (ML) and GenAl that aid in threat detection, triage,

and investigation by adding context from your environment — and showing you the logic, the source, and

the path behind every decision.

OPEN DETECTION RULES

Transparency you can trust

Backed by an active community, all detection rules are open source and reviewed by Elastic to ensure full

transparency and trust. Inspect, use, and customize with confidence — 2.3K GitHub stars and counting.

OPEN SOURCE PLATFORM

Open and extensible

Enterprise-grade, community hardened, and built on open source Elasticsearch that's trusted by developers
worldwide. Ingest any data, build custom pipelines, and integrate with your tools. Our open architecture

gives you full visibility and control.
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XDR AT SCALE

Detection that goes the distance

Elastic extends detection across your ecosystem — including third-party endpoints — correlating petabytes
of data at real-time speed. Built-in investigative and response tools help you trace events, pivot between

related activity, and respond quickly to threats.

FEDERATED SEARCH

We don't defy (data) gravity

Go beyond fragmented data silos with a true data mesh architecture. Cross-cluster search and searchable

snapshots enable fast queries across structured and unstructured data, wherever it resides, in the cloud or

on-prem, even in low-cost object storage like S3.

COST-EFFECTIVE

Pay for usage, not for features

Affordable open source technology with usage-based pricing, no per user or endpoint fees, and a data lake
that decouples storage from compute — so you can retain all the data you need without breaking the bank.

No hidden costs, no surprises.

Page 5 of 14


https://www.elastic.co/docs/solutions/search/cross-cluster-search
https://www.elastic.co/docs/deploy-manage/tools/snapshot-and-restore/searchable-snapshots
https://www.elastic.co/docs/deploy-manage/tools/snapshot-and-restore/searchable-snapshots

https://www.endgame.com /blog/technical-blog/your-package-has-been-successfully-encrypted-teslacrypt-41a-and-malware-attack

DETECT, INVESTIGATE & RESPOND

From data to answers, at speed and scale

Elastic Security powers the full security operations lifecycle, leaving threats nowhere to hide.

® Agentic attack discovery

Attack Discovery mirrors the way analysts think — correlating alerts, behaviors, and attack paths with

retrieval augmented generation (RAG)-based context to automatically surface threats and guide triage and

investigation.

e \

i BlackCat Ransomware Infection Open  Not shared v Attack chain: cc202:0000c000 Alents: [l = Takeaction v
BlackCat ransomware attack on @ srv-win-defend-04 impacting & james._spiteri 2 View in Al Assistant
Attack discovery  Alerts
Summary
A BlackCat ransomware attack was detected on  srv-win- defend-04  The attack involved executing [ bevlexe |, disabling system recovery with | 5 vssadmin.exe , creating ransom notes () RECOVER-sykffle-FILES.txt , and conducting network discovery using
ap-a
Details
BlackCat Ransomware Attack Chain

+ AU18:51:57, malicious activity was first detected when the BlackCat ransomware was discovered on G srv-win-defend-04 | belongingto & james_spiter . The malware file| () beviexe with hash

was located in| ()

+ AL18:52:40, the Black and | bevl.exe --access-token x -n -v

Asp Il volume sha

Recovery) used by ransom ry from backup.

+ By 18:52:45, the ransomware had created a ransom note [ Estxt at (G ES.txt . The ransomware also created identical ransom notes in specific canary folders monitored by the endpoint security system.

« At18:52:49, the e

« AIBI5&S), p
Attack Chain

° ° ° o ° ° ° ° o ° °
Reconnaissance Resource Development _ Initial Access Execution Persistence Priviege Escalation  Defense Evasion Credential Access  Discovery Lateral Movement Collection
«f View in Al Assistant 22 Investigate in Timeline
\ J
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®  Built-in conversational AI

Much more than a bolt-on chatbot, Elastic AI Assistant integrates relevant environmental context (e.g., past

incidents, response playbooks, backup firewall configurations, and threat research) to summarize, explain,

and recommend next steps.

I Newenat x
48 Windows Unusual Process Monitoring with ES|QL Elastic Managed LLM -

8 Youst 7812025, 102844 P

£5|QL query for windows unusual process monitoring

@ Aesitantat 71012025, 102921 M

Based on your knowledge history, | can provide you with a eslaL q monitoring
FROM logs-+ @
WHERE host.os.platforn == "windows® AND event.category == "proces: e

| s
| EVAL parent_name = TO_LOWER(process.parent .name), child_name = TO_LOWER(process.name)

| WHERE parent_name IS NOT NULL AND child_name IS NOT NULL

| STATS child_count = COUNT(#), unique_children = COUNT_DISTINCT(child_name) BY parent_name
|

|

WHERE unique_children >= 5 AND child_count >= 10
EVAL suspicion_score = CASE(parent_nane LIKE “spowershells” AND unique_children > 15, 3
parent_name LIKE "sexcel*” AND unique_children > 8, 3,
parent_name LIKE "sfirefoxs" AND unique_children > 12, 2,
parent_name LIKE "schrones” AND unique_children > 12, 2
parent_name LIKE "scnd+" AND unique_children > 10, 2,
parent_name LIKE "sexplorers” AND unique_children > 16, 2, 1)
| SORT suspicion_score DESC, unique_children DESC
| LIHIT 5B

This query analyzes Windows process relationships by:

1. Filtering for Windows process events - Focuses on Windows systems and process creation events

2 and child to lowercase for consistent analysis

3. Aggregating child processes - Counts total spawned processes and unique child process types per parent

4. Identifying unusual behavior - Fiters for parents that spawn at least 5 different types of children with 10+ total spawns
s ¢

6

3 scores o typi spawn.
Prioritizing results - Sorts by suspicion score and number of unique children to surface the most concerning activity

This query is particularly effective at detecting living off the land attacks, process injection scenarios, malware using trusted processes as launchers, unusual scripting activity, and Office-based attacks. (!

4% Reaenerate

Ask me anything from ‘summarize this alert’to help me build a query...

+ Add auick prompt.

¢ Activate rules developed by Elastic Security Labs and continuously updated in an open repo. Elastic

controls merging, so you get transparency with trust.

r “
@) Elastic Security Detection Rules (S
Elastic Security detection rules help users to set up and get their detections and security monitoring going as soon as possible.
Elastic is committed to transparency and openness - with the security community, which is why we build and maintain our
detection logic publicly.
See our docs « for more information on how to enable these detection rules in Elastic Security.
Q search 1604 rules by name
@ Domains € Rule Types {@® Operating Systems
Filter by 10 Domains v Filter by 4 Rule Types v Fiter by 3 Operating Systems ~
& Use Cases % Tactics & Data Sources
Filter by 26 Use Cases v Filter by 14 Tactics v Filter by 79 Data Sources v
@ Threat Hunt Queries =Rule Languages
Filter by 1 Threat Hunt Queries v Filter by 4 Rule Languages v
AWS EC2 AMI Shared with Another Account Unusual Kill Signal Sudoers File Modification 0IDC Discovery URL Changed in Entra ID
[SIDERECRH] © Data Source: AWS L @ Domain: Endpont | @ s @ Domain: Cloud || @ Domein: dentty |
 Data Source: Amazon Web Services (47 Use Case: Threat Detection | Tacti: Defense Evasion &7 se Case: Threat Detection | A
@ ata Source: Aws Ec2 [ Use CaseThisatDsGHon] 1 Data Source: Audtd Manager = Language: oal # Tactic: Prviego Escalaion @ ata Source: Microsoft Enra 0 Audit Logs
anguage: kuery Updated 7 days ago  Data Source: Elastic Dofond = Language: eql
Updated 7 doys ago Updated 9 days ago # Tactic: Persistence = Language: esal
Updated 9 days ago
\ J
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® Automatic anomaly and threat detection

Run machine learning on both real-time and historical data to be alerted to critical anomalies, identity risk,
and active threats. Choose from turnkey ML jobs, including UEBA, or easily customize models for your

use cases — no PhD needed!

( “
= | & . . . y
= %* @9 Deployment v  Alerts Q 6 & 8 AlAssistant (A
¥ security [® Addintegrations  Dataview Alerts
Discover = @  Q Filter your data using KQL syntax f v Last12 months ) Refresh
Dashboards 8
. = status open v severity v user | Host |
ul 8
Alerts.
Attack discovery v Summary Counts ~ Treemap Groupby  kibana.alert.rule.name v
Findings Showing: 19 alerts
Cases
 Potential Data Exfitration Act.
Investigations ] Muskan_Testing_For_Sentine.
s © The origina flename s differ
Inteligence Possible Data Exfil Using Slack
Explore % 2 ® Anew root certificate was ad.
Thveat with confidence level .
Asiels o '  Uncommon Network Scannin...
II II I (et Portcan nta .
iR - o © [Es|aL] Portscan intiated fro.
fachine learning E
& 015
[0 Columns 16 & Sortfields 1 19alerts [ Fields Updated 23 seconds ago Grid view - Additionalfitters v Group alerts by: None v [@ = [J
Actions, @timestamp L Rle Assignoes Severity RiskScore Reason
S Apr 30,2025 @ 23:00:06.692  Muskan_Testing_For_Senti, critical 100 h parent on:
) Apr 30,2025 @ 23:00:06.692  The originalflename s dif low 24 event with process cleanmar.exs, parent process svehost,exs, by james_sy
S &0 Aor 30,2025 ©25:00:06.692  Potontal Dot Exfitation .. ) ow 21 event with process agentbeat, source 10.128.0.104 destination 35.235.7
O/ &0 Apr 30, 2025 @ 23:00:06.692  Muskan_Testing.For_Senti.. crtical 100 nostexe, Jon
P =R Apr 30,2025 @ 230006692 Potential Data Exfitration A... 8 Tow 21 event with process agentbeat, source 10.128.0.104 destination 35.235.7
P& O e APr 30,2025 @ 23:0006.692  PotentalData Exitration A... (8} ow 21 event with process agentbeat, source 10.128.0.104 destination 35.235.7
& Gotstarted O/ &0 Apr 30,2025 @ 2300:06.692  Potentia Data Exfivation A... §) ow 21 event with process agentbeat, source 10.128.0.104 destination 35.235.7
R Ov&o Apr 30,2025 @ 23:0006.691  The original fename i dift ow 24 event withprocess cleanmrex, paret process svchost exe, by james.sf
\ J

® Scalable security analytics

Elastic handles petabytes of data. Enrich events, uncover connections, and retrace attack paths with fast,

flexible ES|QL queries. Pivot instantly and analyze data in place — no backhaul delays or extra cost.

p

# @ Okta Logs

New v Opan Inspect | Atschtocase v x

Query ES|QL  Correlation Notes  Pinned

ES|QL help @ v Last90days Q) Refresh

1 FROM logs-okta.system-default

2 | stats counted = count() by user.name, event.action

3 | sort counted DESC

4| LINIT 1000
2 4lines @timestamp found LIMIT 1000 rows © Submit feedback (3 Show recent queries
BB I’4

s
© gbadmin..

00201991}
® system@o...
00a0t991...

counted

2pp.0auth2 authorize.code app

' I
)

securty protected_act

empt policy evakuate_sign_on

Mecycle deact

event.action

Mar 29, 2025 @ 00:00:00.000 - Jun 27, 2025 @ 21:25:20.327

21results [ coumns 3 $ Sortfields Q B =
# counted k user.name & event.action
- 5 gbadminedemotrashuseroutlook.onmicrosoft.com security.protected_action.attempt
o 4 gbadminedemotrashuseroutlook.onmicrosoft.com user .authentication.auth_via_mfa
7’ 3 rashuseroutlook.onmicrosoft.com user.authentication.sso
\
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XDR: Cloud and endpoint protection

Prevent ransomware and malware, gather telemetry, and take action with Elastic Agent and third-party

endpoint security tools. Gather it all into our STEM for a unified view of your entire attack surface,

including your cloud infrastructure.

Hundreds of prebuilt integrations

r 2
3l Collapse details (D Qb B x
Visualize Insights Investigation Response Notes
o Low
A Office program loaded vbe dll, might indicate macro
~ execution
©
® o>
> Status Risk score Assignees Notes
[SHC] 2 -
CIDe @ Add note
B
o% Lo = Overview Table JSON
N ~ °
e ANALYZED EVENT . RUNNING PROCESS. = Q Filter by field or value.
.
N~ “ suNNING pROCESS °
n
- - 5 e
" fr— o  Cotapes s © Y
o von
- A v, 2025 @ 160012227
e o Suspicious JAVA Child Process
o @, " stwn [ Asignoos Ntes
g RuiGpRocESs e, RunG process > — Z [ T} ® Addnote
~
, Overviow Table 50N
",
— o Ruo process < About
e a Rulodoscrption Show e
4% Identifies suspicious child processes of the Java interpreter process. This may indicate an
ke o A Tpeci
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. + Investigation
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1 tinisn
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Parsing is our job. Stopping threats is yours. Get immediate visibility into security-relevant data across

your environment with our prebuilt integrations — or build custom integrations in minutes with Al-driven

Automatic Import.

r \
(D 1Password ws  Abnormal Al - AbuseCH
AWS 43 Collect logs from 1Password with Elastic Collect logs from Abnormal Al with Elastic Ingest threat intelligence indicators from URL
Agent. Agent. Haus, Malware Bazaar, and Threat Fox feeds
Azure 30 with Elastic Agent.
Cloud 94
Config management 1 Admin By Request EPM G Akamai AlienVault OTX
N S Collect logs from Admin By Request EPM Collect logs from Akamai with Elastic Agent. Ingest threat intelligence indicators from
Containers with Elastic Agent. AlienVault Open Threat Exchange (OTX) with
Elastic Agent.
Custom 37
Database 31
Amazon Bedrock B Amazon Inspector Amazon Security Lake
Elastic Stack 16 <=
Collect Amazon Bedrock model invocation Collect Amazon Inspector Logs with Elastic Collect logs from Amazon Security Lake with
Elasticsearch SDK B logs and runtime metrics with Elastic Agent. Agent. Elastic Agent.
Technical preview
Google Cloud 22
Network 6
/\ Anomali Arbor Peakflow Logs J Attassian Bitbucket
Observability 141 ; - ) ) )
ngest threat intelligence indicators from Collect and parse logs from Netscout Arbor Collect logs from Atlassian Bitbucket with
Anomali with Elastic Agent. Peakflow SP with Filebeat. Elastic Agent.
Operating Systems 7
Productivity 2
Elasticsearch 1 : Atlassian Confluence ° Atlassian Jira @ Auditbeat Events
P— m Collect logs from Atlassian Confluence with Collect logs from Atlassian Jira with Elastic Collect events from your servers with
Elastic Agent. Agent. Auditbeat.
(D Display beta integrations
\ J
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~ i BlackCat Ransomware Infection Open  Notshared - Attack chain: 0900000:500 | Alerts: Take action v

)9, 2025 @ 20:51:22.762 Created by: james.sp

BlackGat ransomware attack on G2 srv-win-defend-04 impacting & james_spiteri /" View in Al Assistant

Attack discovery ~ Alerts

Summary

A BlackCat ransomware attack was detected on @ srv-win-defend-04 . The attack involved executing | [3 bevi.exe |, disabling system recovery with | & vssadmin.exe , creating ransom notes [} RECOVER-sykffle-FILES.txt , and conducting network discovery using
ap-a

Details

BlackCat Ransomware Attack Chain

« At18:51:57, malicious activity was first detected when the BlackCat ransomware was discovered on @ srv-win-defend-04 belongingto & james._spiteri . The malware file [3 bevl.exe with hash

was focated in| [} CA\US exe |, indicating a successful delivery of the ransomw

2 payload
+ AU18:52:40, the BlackCat ransomware was executed with the command | bevl.exe --access-token x -n -v . The process was launched with high _ integrity level, giving it elevated permissions to perform system modifications.

. Asp
R

of its anti-recovery tactics at 18:52:42, the ransomware issued a command to delete all volume shadow copies using 15 vssadmin.exe | with the command  vssadmin.exe delete shadows /all fquiet . This is a common technique (T1490 - Inhibit System
ry) used by ransomware to prevent recovery fror

ckup.

« By 18:52:45, the ransomware had created a ransom note [ Estxt |at v ES.txt . The ransomware also created identical ransom notes in specific canary folders monitored by the endpoint security system.

+ At18:52:49, the endpoint security system detected ransomware behavior through canary files, showing evidence of file operations (creation and overwrite) across multiple paths including | C:recover-sykffle-files.xt |and several monitoring directories.

+ At18:54:51, post-encryption network discovery was observed when the attacker ran arp -a | to dentify other potential targets on the network, suggesting preparation for lateral movement to spread the ransomware further

Attack Chain

o o o o o o o o o o o
Reconnaissance Resource Development  Initial Access Execution Persistence Privilege Escalation  Defense Evasion Credential Access Discovery Lateral Movement Collection

i View in Al Assistant 2% Investigate in Timeline

You're in good company

« Customer spotlight

J PROFICIO

Proficio boosted SOC efficiency and achieved 60% growth with Elastic. Using the AI Assistant for cost-
effective triage at scale, it cut investigation time by 34% and unlocked $1M in projected savings over three

years.

« Customer spotlight
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w Uol

UOL turbocharges its security operations, achieving 80% faster incident resolution and seamless threat

management, all powered by Elastic Security.

« Customer spotlight

Alj | TERAS AR

By replacing multiple tools with Elastic Security, Texas A&M automated and streamlined key processes,

freeing up 100+ analyst hours every month and reducing response times by 99%.

Join the chat

Connect to Elastic Security's global community — from open conversations and collaboration to hardening our

product.
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Ask questions, get answers, and be heard in our open forum.

Talk shop. Swap notes. Shape the future of Elastic Security.
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Explore our detection rules and suggest enhancements.

Dive into Elastic. Learn, explore, and connect with peers.

Frequently asked questions

>

What is the Elastic Security solution?

Page 13 of 14


https://github.com/elastic/detection-rules?tab=readme-ov-file
https://github.com/elastic/detection-rules?tab=readme-ov-file
https://www.meetup.com/pro/elastic/
https://www.meetup.com/pro/elastic/

https://www.endgame.com /blog/technical-blog/your-package-has-been-successfully-encrypted-teslacrypt-41a-and-malware-attack

>

Why Elastic Security?

>

Is Elastic Security free and open?

>

Why are businesses switching from Splunk to Elastic?

>

What is Search AI Lake?
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