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o Z|Z Darkside2| Colonial Pipeline =223, REvil 2HM2/[0{2]| JBS 22 0| Z O|=20]| 22|01 240
L2517l CHA{SHZICHS WE %, REv2 2512] 0|20l i3t 322 Bi%x| 940, o2 of Z8fst

At AZet
S{X|77FX| REvil 2124120 Z=Z! 2 Darkside 2HA419)|0{ Z=Z!, LV 2i A1 9||0{ = =1} Prometheus Z= X! 77} X|
Z| A 3702 A DA AREHUS
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1. Decrypt strings 2. Parse detailed options 3. Make key struct 4. Get device

using ECCD information

7. Check 5. Check

8. Terminate specific 6. Create
parameter language

services and processes Mutex

- @ -
9. Delete volume 10. Encrypt files 11. Make ransomnote 12. Change
shadow copy background
(_—.r(— ( ‘_—J
| -
x sy
14, Self delete 13. Send info to C2

Overall flow of REvil Ransomware

Malware Information

MD5 : 2075566e7855679d66705741dabe82b4
SHA-1 : 136443e2746558b403ae6fc9d9b40bTad2b23420
SHA-256 : 12d8bfalaeb557c146b98f069f3456cc8392863a2f4ad938722cd7cala773b39
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Compile Time: 2021-03-21 21:46:43
File type : Win32 EXE file

Detailed Analysis
1.RC4 ¢112|FE 0| 23510 H|0|E 5&35|
REvil 2144 90{= RC4et 112

=
At e 523tet ofd &[0l AFS STt ofd F =0} ALE == key= 40| SHCf

RC4 key : 9UA0o19Q8cedw13]v36xcPgMz6NCykVjs
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=8 A =M 7ls

1 pk L ot0] AFHEElE S

2 pid oA ARG

3 sub A el A E

4 dbg Zd717] cIs 27t 6| & &9l flag

5 et o532

6 spsize et7} 2 Y BR0| AFEE= OHY 37| T

7 wipe EXg me Al ZG 4H flag (Not Used)

8 wht Uz Oy e Cl=e, ot &, 2S84 55

9 wild =gt Al E0E MHStE EXE S5 (Not Used)
10 prc ZEZ8 4 m2MA 22

11 dmn HEREX =02 55

12 net BESE flag

13 sve AH Oy ME A~ 25

14 nbody MHL-E ZOH

15 nname HHL-E ot o

16 exp Aot 48510 HHH flag

17 img HHEHSHEHO EAIS = 22X X0

18 arn HEl Al TIs4Ad YR AED S5 flag

19 rdment HY-E 9P ZH B = 00|T 2E EG0| &Y

Table 1. #M| SME

3. 4Z 8} AN Y

REvil 2i Q|01 = 7| & Q0] IFES0| F= AE5t= RSA+P AES Y12 |FE TS AMESHX| 241,

ECC Diffie hellman 7| 10 &t} AES- 2560| Zet=| ECIES Z27H7| 02|10} Salsa20 H|Z 7| &2 |&o =2
ot S H|O|EHE A= 3t5ICt. 0| £ 2l A T E Lo SIEZ Y & keyE 0[&3510] =310 226 7
ZX OB & A0 4 5tH, 0| £ B[ X[ AEE|0f] X &5t MAME 0= 7| Z0f| M= keyE AtSE

q =
S ZM S 2to| BHH K| BE =5 Bttt AtE &= 2| X[ A E2| = REvil i 9l0f HME 2 &0[SIC.
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1. Shared Key 444

pk_new

\ dk_new /

Shared Key

3. Shared Key 44

2. dk_key &8t
(AES)

pk_key pk_new_file
dk_key dk_new_file

/

/ \ Shared Key
(Salsa20)
Target File

\- /

Ecryption Flow

1) 8| X| A E 2| path : HKLM\SOFTWARE\BlackLivesMatter

key : 54k => value : ZZAX} Z747| (pk)

key : aOw0 => value : T} S35} keyMAMof| A= 27H7| (pk_key)

key : Krdfp => value : ZAX} ZIW7|2 2A4S5t= H|LF| 2=A| (sk_key struct)
key : hg@Gbx => value : M|ZEX} OIAE 7|2 US5tE H|2F| XA (0_key struct)

2)HKLM ZAZ0f S Al A| HKCUZ HZ510] SE A=
4. Z4717| Y
1) Z€7(7] Al ZF (UID)

=
Z+Zto| CRC32 M| AN 22 Z=gfet 162Xt Xt

e Of|A| : 3BEE1CF8DOECB68EF
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2) &t &5} &K} (Extension)

o 5~107H2| 2HE 22Xt =& 2AtY (7| E 50| ER|AE0| ZEHEX| 42
e O|A] : 67006j8nm

« O|2 BX|AEE|0f M5t eHE SHER M E

e Path : HKLM\ SOFTWARE\\BlackLivesMatter

« Key : x4WHjRs - value : [2HE SHEIXH

« HKLM Z 20| S5 &ujf A| HKCUZ 22 HF

3) f Y
4) EFElY

5 S 7|712] =H|elH =ofelo] g2 ZA< WORKGROPSZ X|H

6) SRl X2 2 ALZ o]

7) SR RS AL 2101, AIARIS| 7|2 910f, 7| HE layourZ & % CIS F7 015 &l

~—

CIS: Commonwealth of Independent States of QIXfZ 19914 A& (LNHIOE 918H)2 i ZE =E/5F ZIIE<

8) 2GMIA ™
9 Claa E MM EF H AIE 7ts

10) & FE{ x86, x64 0{ &

=1
=]

o
oo

5. CIS27} 0{ & &0

d e = xA =
E=7tAEh X[Y9el 7|7|d 2 2bd R E =HSHA| =Lt 2HH dbg S 40| Trued A2 SZHKX=2
ClHZ 822 AHE|n 010f Y layourS oI5HR| BHECH
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Num £H S Al~H o 7|EE layout
1 2{Alo} 2| Alofof
2 f3a:2to|ut f32to|Ltof
3 Hatg -~ HetE Ao
4 EHE|Z| =~ E EHR|7| ~EHY
5 ot2H Yo} ot2 0L otof
[ OFX| 2 HRO| T Ob%| 2 H}O] EHY
7 Zx| o ZEX| 0tof
8 FHRrE B FHRPE A EHY
g 7| 27| A AEL 7|27 AAEHY
10 SE3ny st SEa0YAEY
11 PEHF|2EY FZH|F| 2 FHY
12 EFEF20{-2{A| O} EtEt= 0
13 Z0tL| 0tof-Z ZH} H 2 A|0H0f
14 2{ A 005 & bt 2tEH|atof
15 71 2 0f-0tH EBtO| £ 0|0ty
16 FIYE- 22| 7| A 2| £ ooty
17 Al2|o} =L oty
18 OHgHol-Al2| o i
Table 2. FX/A|AE] HO{2} 7|EE B|0|0}R
6. I2j0|E & St ¥ 2= X[H
Press enter or click to view image in full size
otakojE IIs
-nolan HER3 cetoj2& 2 tHeoM H e
-nolocal 24 c2lojle2s 4d fjeoM Hel
-smode OIFDEE IHEES Y DY AT A
-silent S8 Z2M~ 8 E0E SRS}X §1, 28 M=S AHSHA| Ba HH
-path £ 420 oM L3t Tl (YA HAE 82 FH)
-fast oY £ 42 1MB O 2535} -path 2F T AHS
~full = I+ G0|E =2} -path 2F B ALS
Table 3. T}2}0|E 2 &
-nolan: H|EL|3 ZFEEI0|E= 2 C ol A &<
D) 20| 2 FOX|X| Z2 22, U ESR T E210|E US3 A=
2) A A EE2t0|E US3h A~ZEEIO|E T A4 E210|E WY ot S35t
3) 37 =20l
o S HEE ZE SR 2 W It US3F
. UEST AYAE L BE BR 2lAA LY Ot 255
« HERIF ZE IR DAL ot S35t
« PR AZE ZE SR 2 aA U ot 2SS}
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1) DI20[E{ 2 FOIX|X| 42 AR, 22 =2l0|2 A4S 5 A=

)24 =2jole

3) A A&l H|UH S E “DTrumpdever’ 2 HZ
HHRAER|E HE5I0{ HEAE H|ZHS 2 X5 2O0EHER

e Key : AutoAdminLogon — value: 1

Key : DefaultUserName - value : 34Xl 4 ™

Key : DefaultPassword — value : DTrump4ver

SEIXAER| HE S MMEE AEA| I =AY A FE

o =

02

o Key : *AstraZeneca — value : 2t 3 = mf! &

6) MY 2, RE REEHERYI VIsS ANMEEZ HASI= Y
o (Vista O| ™) &0 : bootcfg /raw /a /safeboot:network /id 1
(Vista 0| %) 2 0] : bededit /set {current} safeboot network
7NAEY 2E FHHI|7| MR
e {2 0{: SHUTDOWN -r -f -t 02
. 22 B AIAHES LR Z R EY
-silent: EF MH|IA, ZEMASE LU EE M= 7H] AMA| =
1) of2lo[BH 2 FOX|X| P2 42, EY MH|A} ZEMA SE

2) Win32 APIE 0| &35}0] Bif A3 S EY Z2MA SE

3)

g

MIZ AT} T2M A MA Event2 2LIE{Z510] X

02

4)

m
0
|E
HU

MAa =5
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SR

MM BE

Path : HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce

(Vista 0| &) Key : *MarineLePen — value : bootcfg /raw /fastdetect /id 1

o2

Path : HKLM\ SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon

=2 =2

—_

Ojo

|

Ot5 5} ANZERIO|E X, 0| SA! L Qb =2j0|E LY IhY tS 5}

__I.L

(Vista O| &) Key : *MarineLePen — value : bcdedit /deletevalue {current} safeboot
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BackupUpdater powerpnt kavfsscs mydesktopqos dlomaintsvecu
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ore.worker.exe
synctime onenote BackupExtender visio winword
thebat kinagent NSCTOP kavfswp dbeng50
excel sql outlook ocssd firefox
isqlplussve Rtvscan dbsnmp thunderbird TSSchBkpService
ccSetMagr xfssvecon mydesktopservice infopath DLOAdminSveu
SPBBCSvc Smc tbirdconfig agntsvc kavfs
Sage.NA.AT_AU.SysTray mspub ShadowProtectSvc sgbcoreservice ocomm
Imibackupvssservice encsvc msaccess steam oracle
5) Win32 APIE 0|&35}0f ezl & S2l EE MH|A B =
6) WMIZ MHE| A HSALE EventE 2 LB Z5H0] EF MH[A A3 Al SX|
7)EH MulA BE
Press enter or click to view image in full size
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Ssistelemetry coded2service swi_filter kaendchips threadlocker altivrm
adsync macmnsvc protectedstorage kavfs sql huntressupdater
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msseces auservice mfevtp savservice tmlisten teamviewer
) kaseyaagentendp )
mbamservice telemetryserver st altiftpuploader backup msdtsserver
ssastelemetry tmecsf Itservice sophos tmbmserver amsp
altaro psglwge dssve svcgenerichost savadminservice storagecraft
sbamsvc sSppsvc altiback altiphoneserv vipreaapsvc veeam
ds_notifier viprepplsve masvc kinagent mfewc bedbg
ntrtscan azurea Huntressagent mepaocs altictproxy [tsvcmon
ofcservice ds_monitor mcafee ds_agent - -
8) WQL(SQL for WMI) 2| E 0|&35}0{ 2t =l 7|7|2| Volume Shadow CopyE =5 AHA|

e WQL Query : SELECT * FROM Win32_ShadowCopy

e 0|% Win32_ShadowCopy.ID=[ZX 5|5} ID]0{| CH5}0q Deletelnstance &+

-path: S73 ZZ0|| chaiA gt 2S5} XI5
1) Z=0{Zl ZAZ0i CHsH A Tt mh 2S5} &

HHEYa Y =Y

o

2 of 5 =tolsto] 7IH

3) A ot AZ 5t M| SHXIHAE EEZ ALESE

rir
sl
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1) -path2t BP7H| AFE (0], ot 2S5} Al &2| 0x1000002 A2 5HE
MM M Set7b 1L it S

-full: FAN ¢SSt 2E

1) -path®} 7| AFS E[0, ot 2S5t A| i MA| o CHSi M 22 3HE 3
2) M M8 Set 0 M2t S

7. S5t b

1) REA 4y
OLYTEO| B2 MY YKIB I3 ST SKAS 0| B510] FHA MY

2) &Ml M exp (Table 1. &AM SME &10)0f| HE | =3

- SF7L IR BES 2D UKD
l.

Zt Zt
=~ =~
. S SUT MK Balx ABtoz AHE 275 UAC 42 X

3) 4S5t 2 ™ 7[EF L

« TNZE JX|S H|R7|

. Z2MAO| CPUAHA|EY SMEE Ytk Z2M AHCHEHEH ASAIF 244 AL
» ZEMATIABELS £5 B DS ME 2 ClAE 0| HE YK
+ SeDebugPrivilege 78+ BIEH510] Ef Z2A| A0 M2 IHSBIEE S

4) &M =M arn (Table 1. &M M E 3t10) of 2 2|
dXIAEE|E HESH] 7|7 E MBEESIHEtE dd =T AR =5 HF

o Path : HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
e Key :3"qZhotTgfr3 - value : 2t F = I}l o

« HKLM 420 55 &luf A| HKCUE HEH
5) HIESIH HE
1. HIESHH S et s Ao XA S 2| HIA|X| 7t &2l o|0|X| 2 H A

o = 0|O0|X| Tt AZ : %temp%\[ZHEH 3~137H2| 22X} ].bmp
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o Ol2f= &M =M imgoi| HA[E &HE HA|X[0]|04, &8 K| A|X| 20| instuctions 2 instruction2| 2E}

ol
=

ATl of Your fiels are encrypted!
Find [Random Extension]-readme.txt and follow instuctions

All of your files are encrypted!

Find 67006j8nm-readme.txt and follow instuctions

Compromised Background

6) AN M net Of 2 Y 3

"ver": [REvil 2H

"pid": [AMIE AEXL], (MMSMo| HAIE)
"sub": [otM T XH, (MMlEMol HAIE)
"pk": [ASstol| AFSE 3707 ME], (MAMZMo HAIE)
"uid": [Victim ID],

"sk": [sk_key struct(dH|Zz| TL=#[)],

"unm": [§X H],

"net": [HFE H],

"grp": [E=O|el H],

"Ing": [X]Y 2 ARBAO],

"bro": [CIS =27} o8],

"os": [RAMAN HA],

"pit": [32bit EE= 64bit OE],

"dsk": [ClA3 E MA 8 L AR JHsE 8% FE],

el
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-

« HIO|E 5350l = 2dTFE LHof| S 2 StETTE ST key AFE
3. 4= 3I5HH|0|H E Sl X| A~ E2|o| ME

o Path : HKLM\SOFTWARE\BlackLivesMatter
o Key: XFx41hlr - value: [&}S 5} =l Zt7|7| ME 4 &S50 A= HE]

« HKLM Z20i S5 &luff A| HKCUZ HZ

—_ - O

M EME S dm ol MEEO Q= =Ml E2 of2f O ot 20l EF =AE E T efoho] E URL

Press enter or click to view image in full size

https:/ | 44 &4 4 =ojel / wp-content
static
content
include

images irg
pictures png
image gif
temp
tmp
graphic
asset

uploads
news
data

admin pics

5. EHQIEE WIE URLFLAZ et HAH7|7| HE =5 HS

o User-agent : Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/84.0.4147.125 Safari/537.36
Method : POST

e Header : Content-Type: application/octet-stream

o Header : Connection: close

7)H| 22| F2
LAGEE MS0t 2= ot 4 S5HE OHEl 7| 2B T|0[HE 25 HEZ

[y =]

2. 8M 28 H US| AFSE 7| FE, A7 HEVHEEE HEEE 25 SiAE

8) mbed At

1) Input/output completion port (IOCP)E 0|28 &S 3} = =3
o REvil 2H49[0{=IOCPE 0|85t H|S7| U&= HA O 2 2 USSE T3 &
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o HHIITIS ZE2MM A *2712| &S5t M E Thread 44
2) ECIES(Elliptic Curve Integrated Encryption Scheme)& 0| 2§l 1}l 2}S 3}

e REvil 2i1A19||0{ = ECC Diffie Hellman 7| 1 &} A2 AI25}10] 7| &2 A|= &

o 7| M40l = Curve255198 AtESt=E, Ol = 72! bt =

o 2HAM Qo] Hio[LH2| LHoi| O|2] Z=&t=|0] U= pk (Attacker Key)E O
E|= dk_keyOi| CHSt &S 3} ZIEH

* pk 2|0f| Master Key7} ZA{SH=C]|, 0| = REvil 24 9[012| 0| 0| M HHFOC S LSt 242 7HX|04,

REvil 24 M90f K ZXL7} oM EX] DU S 25518 4 U BER AIRE

0o
ol
2
=
=
_\:'_I
ne
02
ol
ol
=
Rl
00

Press enter or click to view image in full size

A

Master Key

dk_key ‘ Encrypted Files

Attacker Key

Master key2} Attacke keyE 0|25t dk_key 7iHH S 5}
3) ¢S st CiatollM §F nofed, S5 U &R A 2
o YNNI} AHEHL SSLEIII2 SEHE LS 3 CHA0M X 2

Press enter or click to view image in full size

Y3 CiY He 2=
program files boot programdata windows perflogs
program files (x86) msocache tor browser $windows.~ws windows.old
i . L system volume
program files/*sql*/ $recycle.bin application data ) ) google
information
program files . . .
mozilla appdata intel $windows.~bt
(x86)/*sql*/

- B8 = 29X 2 otd S LSS ool M X 2

Press enter or click to view image in full size
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Y=} i M2l o

autorun.inf boot.ini bootfont.bin bootsect.bak desktop.ini iconcache.db
ntldr ntuser.dat ntuser.dat.log ntuser.ini thumbs.db [Victim 1D]
- AW D2 ES ASPESH 2 BE2E HIUKES Y HA0IM X 2

Press enter or click to view image in full size

A= Y Hel ZHEX}

deskthe )
386 cab drv ico mod msu psi spl lock

mepack
adv cmd diagcab exe ics mpa nls rom sys key
ani com diagcfg hip idx msc nomedia rtp theme hta

) . themepa )
bat cpl diagpkg icl Idf msp ocx scr ! msi
c

bin cur dll icns Ink msstyles prf shs wpx

otdoll M2 2 MB[A &

=

[El

EMA S ol ZEMAE Nt MHIALI ZZEMAE BF

OB

m
fosx

Press enter or click to view image in full size

ZE & =2 M A Fle 22

Vmcompute.exe vmms.exe vmwp.exe svchostexe
SYSTEM
o IfRlo| OfX|2 176byteR| X|2| 32byteE 22 5| CRC32 checksumO| OFX|2f 216byte?| X| 2| 4byteZta}
=Yst Z 2, 00| A=357t = LtY = EEHSHo] ¢S 5t T A0 A K| 2

4) otel oS5t
Get S2W’s stories in your inbox

Join Medium for free to get updates from this writer.

Remember me for faster sign in

st 2=t FEE

MM EM S et of M2t o, 7
Ay of ch2f F7F §§F37|7H§3H§!

1> gl
7t O|ROiX| D of2liet &2 &

Fﬁ

o et7t 0 my, ot MK U

o etZ7t 1Y my, mtAO| AR

o et7} 29 my, b o| AF2| 0x1000002t S 5}. 0| F, spize SMOf| WA|=l F7|0HE 2+HAE F0f
0x100000% 72 Tl I (spsized]| Z=0{Zl 37|= MBELS))

2
ol
fol

Press enter or click to view image in full size
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Encrypted Data (0x100000)

Encrypted Data (0x100000) Nat Encrypted ([spsize]MB)

Encrypted Data (0x100000)
Encrypted Data

Not Encrypted ([spsize]MB)

Not Encrypted
sk_key struct (0x88) sk_key struct (0x88) sk_key struct (0x88)
0_key struct (0x88) 0_key struct (0x88) 0_key struct (0x88)
Meta data struct (0x56) Meta data struct (0x56) Meta data struct (0x56)
et : 0 (full) et : 1 (fast) et:2(sp)

File Encryption Modes

}5tod, Salsa200{| M AFR E| = key

ot H 2 4x4 key matrixE A A SH0{ Salsa20 Y 12| E2 =2
L hared KeyQ| SHA-3 S A| ZtS At

s
matrix £ Z & 02 2 ZH2. REvil 2149 0{= o}zl Key 3 2iof| = A At

25111, Nonce= EHE © 2 MM St 8byte, Pos= 022 A A

Initial state of Salsa20 (Wikipedia)

e
ol
2 }OlI

eXPa Key Key Key

Key d Nonce Nonce

Pos. Pos. ' Key

Key Key Key

https://en.wikipedia.org/wiki/Salsa20

et of et mbd A SSHE OEl 7|, =30l AFS El 232byte2| O EIE| OB & T O] =7t

o sk_keystruct: SAX 77| E LSSHE H|LF| F=X|
o 0_key struct : M| ZHK} OfAE{7 |2 S SHE H| 7| F=A|
-

ot
e Meta data struct : 2717|, & Sst 2= 50| Z&t= QS50 A= HE XK

Press enter or click to view image in full size
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sk_key struct (88byte)

AES Encrypted Data
00 00 00 00

i,
dk_key

pk_new (32byte)

AES IV (16byte)

CRC32(AES Encrypted Data)
(4byte)

0_key struct (88byte)

Meta data struct (56byte)

AES Encrypted Data
00 00 00 00
+
dik_key

pk_new2 (32byte)

AES IV (16byte)

pk_new_file (32byte)

Salsa nonce (8byte)

CRC32(pk_new_file)
(4byte)

Encryption Mode
(4byte)

Split block size
(4byte)

Salsa Encrypted Data
00 00 00 00

CRC32(AES Encrypted Data)
(4byte)

Key struct and Meta data struct

4) U538 = ot YA HF

3. nname SM:iML-E L} =od

o {UID}: Ztd 7|7| A& 2t
e {KEY}: MEKREX|2 M5
o {EXT}: 2 &KL

4. ML E Of|A

Zl=l M H 9| base64 encoding &

=
Ini
o
0
Pal
z
Qo
o
8
o
2

0

ST

m
==

Press enter or click to view image in full size
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|=mmee Welcome., Again, =es---

|[+] whats Happen? [+]

rour files are Iﬂ:rj{lﬁld and currently unavallable. vou -:a.n check 1t: all files on ;‘m-ur system has extension wir7adad.
ng

gy \:hfﬂ:& 1 weryth ng 13 possible to recover (restore), but you need to Follow our tructions. Otherwise, you CAnT return your
ata

|[+] artention!!! [+]

wlso your private data was downloaded.
we will publish 4t in case you will not get in touch with us asap.

|[+] what guarantees? [+]

Its fust a business. we absolutely do not care about you and your deals, except getting benefits. If we do not do our work and
Miabilities - nobody will not cooperate with us. Its not in our interests.
To check the ability of returning files, vou should go to our website. There you can decrypt one file for free. That is our

guarantee,
If you will not cooperate with our service - for us, its does not matter. But you will lose your vime and data, cause just we have
ithe private key. In practise - time is much more vaiuable than money.

|[+] How to get access on website? [+]
You have Two ways:
‘.J.) recommended] Using a_TOR browser!
bDosnload and install ToR browser from this site: https: fp‘tul'prﬁﬂm.nr?f
Open our website: http://aplebzud Twgazapdgkstvrovbzon]ppkbxbréwd et f56nTsaq2rmyoyd. onlon/C2007495CABASEAT
2) 1f ToR blocked in your country, try to use WPN! But you can use our secondary website. For this:
a) Open your amy browser (Chrome, Firefox, Opera, IE, Edge)
b) Open our secondary website: http:/ decoder.re/C2DO749IC4BATEAT
warning: secondary website can be blocked, thats why first varfant much better and more available.

when you open our website, put the following data dn the input form:
Kay:

N/ T T AHEUAMF CEwNBLUCMT PLPUCHIVT Y uasu.lytl.wrr so.l'w:z-dzux ZEYZQAHG
30zzjbvumh} TG /g0nvmuniman )9 Tw ﬁ maé'anmsos
BOLT 1vwkjnzrmsng\i c‘r..rc‘lhu. nqixsacolmm

}Bcawwm: hcuggtnd ﬁiomxpiqs
b&qunbrw xPHbman diuas 2uhd uF&orssnFiesrwozﬁg::e

pmSZBMLmPnzhﬂcEn'lltn1 vf!#wusa rar i {0100Ho6d0e ezwse,/
HLOMAT SindzmjztﬁkMr! q::anzm-sk HPECZAEKRYOT 10BTD
hbs zqcyMu151fhneFHysma rd12blpaTo3sNIRALOLhdaFRFSU

Lozl
Vsaclﬂu\e J5+0+6Zbh Snr JHt 666 2gNF+FCh2 I NgwqDdk A4 PYTRUGHWZPTRZNwh

5. =5k MK o+

Press enter or click to view image in full size

Page 16 of 25



https://medium.com/s2wlab/deep-analysis-of-revil-ransomware-written-in-korean-d1899c0e9317

o 1, 2HTE U pk A8

pk

ﬁ 6. pk_key WE 2T
pk_new pk_key
dinew 2 HEkeyd Y dk_key
pk + dk_new == shared key
_s!{_ﬁer struet (as_nm:
3. Shared Key 44 4. dk_key 2o} 5. sk_key struct 44 |
- AAES Encrypted Data
key : hash of shared key " . 00000000 | eeeeeeeea.
IV : random 16byte »{ AES Encryp > DDOO:)ODD )
dk_| H
Shared Key ; I =y ;
............................................................................................................................ » pl_new (32byte)
....................................................................... >
AES IV (18byte} :
CRC32(AES Encrypted Data) ________E
oyte) [
pk_key
pk_new_file

7. TE keyl W

dk_new._file

pk_key + dk_new_file = shared key

8, Shared Key 44 9, 0 YEs

Matrix : hash of shared key h N
? nonce : random 8byte LJ

shared Key

Target File

1. 2ZXt= UE 5 DpY 2 HE] sk_key structdf] U= pk_new £
2. _.;_ dxl_jl_ 7|-X| |E dk_?_l. pk_newé O|§—;~6|-O:| shared key )glg

e O|l= 2T =T} pk2t dk_newE 0| 25}0{ A M 5t shared key 2} S &t

=

o ECDH (Elliiptic Curve Diffie-Hellman)At OF2 £=4l0| MElst7| {2

Press enter or click to view image in full size

dy Qs =dp-dg-G=dp-dy -G =dp

e dB: UMAE= __I private key (dk_key)
T E=2] public key (pk_key)

3. A A Gt shared key 2} sk_key structd| = AES IVE 2&35}510{ dk_ke

y F=
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4,22} S5t HtAlo 2 dk_key2} Meta data struct®f| = pk_new_file 2 shared key A A

o

5. M5t shared key2} Meta data struct0f| = Salsa nonceE 0| 235}0] Matrix A A =, Salsa IV} &4 &S

—

0L

stE ot HI0|E 523t

Press enter or click to view image in full size

1. BHIHE Y25 0ted U sk_key struct B4

Encrypted Fils sk_key struct (8Bbyte)
AES{Encrypied|Data 3. 448 shared key2 V2 dk_key £
: 00 00 00 00 < ~
z + A
CE—— . dk_key
Encrypted Data N

2. B2t 217D 8l iz
dke pk_newZ shared key 44

pk_new (32byte)

sk_key struct (0xE8) AES IV (16byte) :
. 1

0_key struct (0xB8)

Meta data struct (0x56)

dk

Meta data struct (56byte)

6. 448} shared key= Salsa matrix 44 ¥
Ihel ojofef HEsh
. yy pk_new _file (32byte) =
1
1
'
.

4. dk_keyS+ pk_new_file2 shared key 44

1
----------------- Salsa noncs (8b) !
5. Salsa IV £ el 1

CRC32(pk_new_file)
(dbyte)

Encryption Mode
(4byte)
Split block size
(dbyte)

Salsa Encrypted Data
00 00 00 00

27 ATT&CK

£ : Referencetf| HA|E M E2 7 L} [oC F &t

Initial Access
1 zlobE e Sl 97 Yol A U M AE

o 22}= WebLogic F 2™ (CVE-2019-2725)
 Microsoft Exchange AM{H{ 24X (M &5 CVEE= S15{ X[ X| 42

+ Sharepoint %{QFE (28t CVEES 95{X|X| 242

2. VPN 2|2tE 2 S

ror

FLHS oh Y &5 A=

e Pulse Secure SSL VPN (CVE-2019-11510)
e FortiOS SSL VPN (CVE-2018-13379)
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o Z|9FSt RDP Il AR E £ E}ZISH= bruteforce 244 A=

ol
Z4 I = ASH0| 7Hs Gt RDP Bluegate F 2 (CVE-2020-0609, CVE-2020-0610)

o == 0f|2F AFO| E (booking.com)
« off 2| Hil4 HX| (DHL)Z 9| &et m| 4
+ DocuSign MX} M 0|2 2 Q| &6t o| Al oY
6. Supply chain
o O|ElZ|0}2| WinRAR MX| =T Z ]2 ZAl ALO| E(winrar.it)E S5l Hi =
7. RIG Exploit kit S5l Hif =

e RIG Exploit kit E-2 5} Malvertising 242 Zt A=

8. MSSP EE= MSP X 2 Aot &, ZQ510] 215 Al

=

9. SEO-Poisoning 2 Q15| HAMAX ST =EF = & AIO|EZREH A Dt LI2E2E
Execution
1. Powershell (.ps1) AT EE 0|Sc}0] HH0{ AISH

o DownloadFile 3 0{E S5l AT 22 = 2 AlSH

i

22

In

o H=E3} &l javascript AT EE MA|H FIIUHTE
3. WMI (Windows Management Instrumentation) 2| & 0| 235}0{ 2424 0{ Al 5H
4. H{X| AT EE 0| &5}10] Lt HHHE SA|0f| A&
Persistence
1. 2etRE {A AT E A2ZEQ N AHE2 S6HXISH 8K

AL
NES

0x

A

0l

o ConnectWise Control (¢ ScreenConnect)S M X|
2. Cobalt Strike H| 2 & S35t X|&M FX|
3. VPN |2t 0 2 x|&4 9X|

4. On-premise virtual desktop appliancesE &t X|&£ M | X|
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5. Scheduled TaskZ£ 0| 25}0] 7| XMoo Z oM T E AlSH
6. 2% A5 5 YAS MUY XS4 BX
7. REvil 49101 SM0| et HE A ASAH 52 2x|As(0f S2

Privilege Escalation

4. Metasploit2| UAC-TokenMagic It &l AT Z EZ UAC 23

5. Invoke-SluiBypass L&l AT EZ UAC 23|

6. REvil 24449l 0= SeDebugPrivilege A &+2 E&5t0{ Ef ZTZM AN HZ AE
Defense Evasion

1. rundll32.exe 2t= HAF T 2EM|AE 0| 256101 2t DLL mtel A

o2

2. BITSAdmin O|2H= & A+ £ 72 0| 2510 LHE0f| 21490 HY =

3. REvil Zi i Ql|ol= Mo 2t ¢t 2 E = A R 'St ntd 535t

Credential Access
1. MimikatzZ 0| 235t0{ F2|EHlA $E

2. ProcDumpE 0| &5}09 Isass ZEM|A dumpE S5l F2|EHA =F

Discovery
LA 7|2 MS BHOE Sl D2 &M

e net: HEQXT ZK 4l IAHOMME £F
e nltest: SOOI HEE2] L AMZ|EH 4 Q= ZO0l 22 47!
« ipconfig: ZI47|7| ®A P HE =&
« systeminfo : 20217 |7| ®A| Al AR M 27
e ping:icmp E S8t ZEAZ 7l

2. Advanced Port Scanner E 7. 2 T E Al =3
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3. ADRecon= 0|&756}0] Active Directory & & =&l

4. Everything 0| 25101 A| AH L 8 m}YU M 27

5. PoS Software M X| 0 £ =90l

6. SoftPerfect Network Scanner =2 L& W EQ|3 A7

7. Bloodhound =71 2 LDAP FZ|Z 0| &735}0{ Active Directoryd & =%l
8. ADfind =7 2 Active Directory M & %/

Lateral Movement

OD
Q)
o
IS
=N
&L
=3
=
m
N
0 Ir
o}
b
U)
w
i
ofm
ror
{0
N
x
"
|>
i
0=
0x
ol
)
I
g
o
omn
4>
02

Command and Control

1. Cobalt Strike H| 2 & E35t 2t37(7| AN 0] =&l

2. Gootkit, Qbot, Icedld 2} Z42 FHSI AN T EE Eoff |AXN | HH L M| CIREE
3. Wget2 E5f| £} AMASCIREE

4. o d AT EE 2 pastebin?| EY nfAU S 2]0{2 LT = A

Exfiltration

1. Rclone=F £ 0| 25101 2AX}I2| /A M ZE Tl EA}

2. Mega 22}2 = £ 0|2510{ 2455t of| 0| Ef X &

Impacts

st

-4
0]
El
e
e
ol

o1 ol OtE| HIO|2{A MH|A SX|

_

N
-4
0]
1=

3. Volume Shadow Copy 4|
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4. VM Snapshot AtK|
5. File backup AtA|

6. S2%t EA A

Conclusion

REvil 21901 = 20194 420 =|= SZIcH0|F, 2 2H0| = A2t SO Ct3 3| L RaaS(Ransomware as
a Service) A| &0l M Z[ ™AL X2|E X|7| 10 UL XX QI HA HH|0|E, CUst 7|5 & MM M2
S¢ot 22 HAE{O0| A 0| 7ts3H7| I Z0|Ct. Cte=2 FOiXHS (£ = Operator)di| 2|3l 7 12 E{ JBS2}
Z2 ™ 7| S 40| 7HX| REvil 2 M Q|01 £ o| 28t A @St ZH0[ O|F0{X| I UL

REVIIZ R E| THYEl E5S0| 7% 7LD, IE|RE S5 Y22 LIS of &
517| FCh REVII2 2242 ohh 7| 213 712

.I
17| T 20l AXIE ZAE B, 718 L 2 EF

[=]

Qoo A== 2" SO 37| BHX| QUK CH 0| E AtESH= SZAS0| B2 BHE 0 CHYst X
Z AR Z2, 34 =72 o EE 10 Urk O 7| m20f| 2| 0f XEA|of| CHSHAM B EH S5h= 20| of,
A AR A ALIE| 28 o|alista A EE= 7| o] F[ofst RE22 &0l Ed & 22t o 1010}
St
NO MD5 SHA256 Type
1 2075566e7855679d66705741dabe82bd 12d8bfa1aeb557¢146b98f06913456cc8392863a2f4ad938722cd7cala773b39 | x86
2 fc9edc350d7ffdcb9e53390dae26ea5a fd164cdc121371{94cfd3a034ad8efBedc7c0f7141a8f4cdal683d41b212a87 | x86
3 201cc0e5afe6984f231f5b36964588ae 9df39b3b2b0edB8ed469d028cc4269655d6b70aef8b22a308f34e1928e4b00892 | x86
4 1e971a9a6f5d19a7383e9f4d7fa7e3e0 £9924321b4105ec0p28e272ddd4191feb69eb93c44186ca165a4d51beedd 1152 | x86
NO P Description
1 188.166.74.218 Malware distribution Server
2 45.55.211.79 Malware distribution Server
3 45.61.136.124 Malware distribution Server
4 130.61.54 .136 Attacker
5 151.106.56.254 Atftacker
6 130.61.54.136 IcedID C&C Server
7 206.189.10.247 IcedID C&C Server
8 45.86.163.78 CobaltStrike C&C Server
9 195.189.99.74 CobaltStrike C&C Server
10 78.128.113.14 CobaltStrike C&C Server
11 45.147.160.5 Rclone server
NO Domain Description
1 nomovee.website IcedID C&C Server
2 cikawemoret34.space IcedID C&C Server
3 cloudmetric.online CobaltStrike C&C Server
4 smalleststores.com CobaltStrike C&C Server
5 www.esist.org CobaltStrike C&C Server
6 www.dischner-kartsport.de CobaltStrike C&C Server
7 www.ghiac.com CobaltStrike C&C Server
8 vpuO3jivmmO3gncgx.com Malware distribution Server
9 decoder.re A Y AOIE
10 decryptor.top A HY MOIE
Num Onion Domain Description
1 dnpscnbaix6nkwvysti3yxglz7nteicqrou3t75tpce5532cztcdbayd.onion Leak site
2 |aplebzu47wgazapdqks6vrevbzenjppkbxbréwketfSénf6ag2nmyoyd.onion Negotiation

Appendix #4 : REvil {4} AJO|E H|0|X| (F|= Key 215 L ZHX} FE)

Press enter or click to view image in full size
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o
Your documents, photos, To decrypt your files you need to Follow the instructions below. But
databases and other important files buy our special software - rermember that you do not have
encrypted uttSbkl2-Decryptor much time
uttbbkl12-Decryptor price

Time is over Current price 14.70732 XMR
* You didn't pay on time, the price was doubled ~ARORND
Monero address: B6kO1457xIFcknPIETS2GKACL3KRaWaTbdww * ¥MR will be recaleulated in 563 minutes with an actual rate.

INSTRUCTIONS CHAT SUPPORT ABOUT US

Appendix #5 : v2.052} v2.07 H| 1
SR 7ER] LA E REvil 2HM Q0 2f 7HE F A HE 2 2,072 20l E
L. 24 E2f0|E &3t

e 207 HAEONWME EE =E210|EH &S5t A|, EEI0|E EIQ0| DRIVE_FIXED( B C|AF)Ql Z

NetShareAdd &f+2 22 2R A&
o NetShareAdd &£ 0|85+ 21 CHat 2| AA 2R A| AFE 5| = comment (SHARE_INFO_2 72 =X

=1 0
LH shi2_remark H B B ) 2 X} : “Share added by R”
2.HEQ3 =2lo|H 2S5

e 207 HHAOME HEQ 3 =210|E 2455} &4E Thread 2 4
o 7|Z&0{| = explorer.exel| E2 & impersonatest0] H| EQ|3 &

HoflA= olof| {3l SIXH ThreadE X| 2|6t A Z2M|A L 2= Threaddl| SLet EZ HE
« 0| EXNE EEC2=Z HEQ3 EE2I0|E USEHE A|E511, RevertToSelf 2 impersonate

40 0z
m
E
M
_?E
mlo o]
fob
Jln
o
§§
rr
E
IS
(e)
~
=

StH O Y| EQ3 =E2}0|E A4S 5IE A|E8
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