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Intelligence
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Connections to Ryuk

< html > < body > < style > p:hover {

background: black;

color:white
} < /style> < p onclick = "info()"' style = 'font-weight:bold;font-size:127%;
top:0;left:0;border: 1px solid black;padding: 7px 29px;width:85px;"' >

contact < /p> < div style = 'font-size: 551%; font-weight:bold;width:51%;height:51%;overfLl

y
u

k < /div> < /body>
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GrimAgent in a nutshell

File Information

MD5 O15E5A1FA9D8151EES1D6ES3E187FBB2
SHA1 163917CED2D1B33023FA47ECA8S8BEEC3EA871D517
SHA256 63BD614434A70599FBAADDOEF749A9BB68F712ACAOF92C4B8E30A3C4B4DB5CAI

CPU 32-bit
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Size 270,945 (bytes)

Compiler
stamp

Oct 31 22:57:25 2020

Debugger
stamp

Oct 31 22:57:25 2020

Resource

Russian
language

Functionality

Retrieve information about the victim:

IP and country code

Domain

Vendor

Build version

(O]

Arch

Username

Privileges

user_id (computed to identify infected clients)
AES key obtained from C2 to encrypt the communications
Execute
Execute shellcode (MZ launcher)
Download and execute
Update

Execute DLL (MZ launcher trampoline)
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Encryption/decryption scheme

Four keys are used:
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*Command 6 has been added on new versions of the malware, check “Dealing with newer
GrimAgent versions” section.

In-depth analysis
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Bypassing anti-analysis mechanisms
Malware execution

Network protocol

Bypassing anti-analysis mechanisms
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Malware execution

Decrypting strings and calculating indirect calls
path_mutex_buffer

Mutex

Configuration file

First launch of the malware

Handling commands
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Dealing with newer GrimAgent versions

1. Compute mutex name

2. Check path for store malware configuration
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SHA256 [unicode(FilePath)] + SHA256 [unicode(Filename)] - length of SHA256 x 2 = 64 (0x40)
bytes
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Custom Path - SHA256[unicode(Path)] + SHA256[unicode(FileName)]: The malware will start
from “C:\” path, and it will call a function recursively (find_custompath) in which it will compute
the SHA256 of the different directories to see if it matches with the first 32 bytes of
“path_mutex_buffer’ and, if It does, it will try to find the filename by performing the SHA256 of
every filename in the matched directory by checking the next 32 bytes.

Hardcoded path 1 > C:|Users|Public|config; used if unable to get the custom path.

Hardcoded path 2 - C:|Users|Public|reserve.sys

a. This path will be used when a custom path is matched with the character ‘ * *, for example:
“C:\Users\*”

b. There is a string “reserve.exe” that will replace the last 3 characters from “exe” to “sys” during
execution time.

If the config file is less than Ox32 bytes in size, it has no valid config. Otherwise, the config
will be considered as valid and continue the execution to an infinite loop that will perform C2
requests asking for new commands to execute.

Generated client public RSA key: to compute user_id and encrypt the AES key that the C2 will
send.

Generated client private RSA key: to decrypt the AES key sent by C2.

AES encrypted key received from C2: to encrypt/decrypt C2 communications.

Retrieve the writable path
Compute the new path_mutex_buffer based writable path and filename

Copy itself into the writable path
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Append the new path_mutex_buffer at the end of the new copied binary

Set persistence of the copied binary

Task scheduler
Registry key
Execute copied malware

Delete old sample

Exits

Country code (api.myip.com)
IP (api.myip.com)

Vendor

Domain

Build Version

oS

Architecture

Username

Privileges (A/U)

A = Admin
U = User
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Generates the client RSA public and private keys by using CryptGenKey.

Retrieves the new generated client RSA public key in PEM format (with the headers ‘—-
BEGIN PUBLIC KEY—-*and ‘—-END PUBLIC KEY—-).

Computes the hash for that key, which generates a random id to be included in the
reconnaissance string (used as a user identifier): This user_id would be different for every
execution but, to be able to identify the infected user and not generate a random key each time,
the new key will be stored and used to compute the user_id when needed.

Retrieves the generated client RSA private key.

Stores both public and private keys in the config file.
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1. C2request and decryption

2. Execute command

3. Sleep [180-190] seconds and start again

Command id Functionality

Execute

Execute Shellcode (MZ Launcher)

Download and Execute (Schtask)
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Command id Functionality

Update

Execute DLL (MZ trampoline)

Download and Execute (ShellExecuteW)
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1l CEEEEMEE@ + shellcode

2. @ERE@EE@@d + DLL path + “’ + arguments (used at command 5)
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1. Payload size to be received by C2 on the next request

2. DLLarguments

3. Boolifthe DLLis 32b or 64b
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@@@E@@@d DLL_path : arguments
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Hardcoded mutex name “7T10” This malware version does not generate a mutex name; instead,
it creates one based on a hardcoded value.

Hardcoded config path “|Users|Public|microsoft.cfg™ As with the mutex, a path is no longer
defined for the configuration; instead, it is hardcoded in the sample.

Copies itself into a hardcoded path and filename (“|Users|Public|svchost.exe”), and then sets
persistence through the registry Run key. The execution is done directly through the call
ShellExecuteW <path> instead of schtask.

The function that searches writable directories by creating and writing a new file with a
random integer inside has been removed.

Hardcoded payload path: Commands that used writable paths found now use a hardcoded
path “|Users|Public|system+<random=.exe", for example command 3 (download and execute)
and command 5 (execute DLL).

Added command 6 (drop and execute into the current path): The file will be executed through a
ShellExecutelWV call.

It does not contain path_mutex_buffer (last 64 bytes in the binary).

Updated command 4: The screenshot below compares the command 4 (update) of both
GrimAgent versions. On the left is the old one (already explained in the article) and on the right is
the updated one, which appends 00’ bytes in the last 64 bytes of the updated binary and
ignores whether or not it can read the last 64 bytes of the binary.
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Network protocol

Header = MSG Flag Padding Padding Size

MSG: The message to be sent.

Flag: The value used to indicate what kind of connection needs to be made with the C2.

a: On requests for new commands. It makes a POST request to the Command and Control
server.

d: First request to the C2. It makes a POST request to the Command and Control server to
register the client on the server side.

*r: It is used internally in the malware, although it is not added directly in the request to the
C2. When the function responsible for contacting the Command and Control server is
called with this flag, the malware will make a GET request to a URI in order to obtain (read)
the payload (the next stage).

Padding: Random generated values.

Page 24 of 32




https://www.group-ib.com /blog/grimagent /

Padding Size: The last two bytes are the decimal value of padding length - 3 (decimal format).

United Kingdom
United States
Spain

France

Detection opportunities
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Link to Suricata rule

Link to Yara rule

Hunt or be hunted

Managed
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Conclusion
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MITRE ATT&CK
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Indicators of Compromise

Task scheduler

File deletion

Registry

Directories and files

Command and Control server

Hashes

M2 Shellcode Launcher MZ Shellcode Launcher

GrimAgent 3%b 64b

O15E5A1FA9DS81 5F28D4AB1992685115 530D2FF5A0F1B5FCDF
51EE51D6ES3 E187FBB2 BD46726189C92B 4442655B570FCA

163917CED2D1B33023FA 2A2C0DB4D7D018B9AC13 E8621C3BA3B91EB4DOF¢
47ECABBEEC3E A871D517 268D1BEOAC9985464691 FB6371028B73CA19626

63BD614434A70599FBAA  AEC3BF81EAG6DF2C7F820 8D20AC7EBBO9B5EA159+
SHA256 DDOEF749A9BB68F712AC  10A7D6144CFF67B106BFA 3B5B07596CEA7E7DCAC!
AOF92C4B8E30A3C4B4DB 7BDBDDA8SA39FC501 D39BEFEA7ADAE3E7EDFS

5CAF F5D908C

32-bit 32-bit
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MZ Shellcode Launcher M2 Shellcode Launcher

imAgent
GrimAgen 32b 64b

Ransomware Uncovered 2020/2021

Download report

Found it interesting? Don't hesitate to share it to wow your friends or colleagues
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Subscription plans 2> Services = Resource Center =

Subscribe to stay up to date with the
latest cyber threat trends
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